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Foreword

It is with great honor that I have had the privilege of traveling and lecturing with 
many of the editors of this novel Volume 1 of Contemporary Developments and 
Perspectives in International Health Security. As I have traveled the world and 
visited every continent, it is striking to see the lives of ordinary citizens around the 
world and how different basic health and living standards (security) are based on 
where one lives.

I do remember one time in New Delhi, India, where a cab driver lamented at the 
conditions of the roads in India and told me of his dream of visiting America. He 
showed me a video of his relative in the United States, driving down a highway 
with clearly marked lanes, much more orderly than we were experiencing in our 
drive through this massive and beautiful Indian city. The paving of a dirt road not 
only expands the possibilities to travel more efficiently but also extends to health, 
culture, and community. The international experience highlights the interwoven 
aspects of everyday life that can impact a person’s ability to live and survive based 
on the culture and components of a secure civilized society.

A threat to one can be a threat to all. Death, disease, famine, and pestilence. 
The reality of the coronavirus disease 2019 (COVID-19) created a ripple in our 
world that will impact humans for years, if not decades, to come. The broadened 
definition of International Health Security (IHS) is the right idea at the right 
time. The focus on HIS as that is based on individuals who participate in their 
community, as well as the security of physical, emotional and spiritual needs,  
is the link to foster dialogue and discovery well into the future. 

In 2020 we find ourselves in the midst of one of the most information-dense times 
in human history. As medical knowledge doubles every few months, keeping up 
makes the organization of this information and best evidence a necessity across the 
world. The manifestation of Moore’s Law, the metronome of digital advancements 
as a function of silica chips doubling the capacity and shrinking in size by half every 
18–24 months, is our next generation smartphone universe and access to massive 
sets of information, right in the palm of one’s hand. With the thought of Elon 
Musk’s Starlink, the satellite connectivity of every continent and possibly every 
person will be the realization of a truly global human network. Gordon Moore, the 
founder of Intel Corporation, described the phenomenon that has seen computer 
processing progress to artificial intelligence and machine learning. The mathematics 
behind these amazing advancements and more in some economically resourced zip 
codes of the world is astonishing. As the world transitions from analog to the digital 
transformation of knowledge, power, and truth amidst societies, communities, 
and health systems, the next step is to codify the language used to describe our new 
world with the new challenges we encounter every day.

Each person is the first line in an onslaught of massive information and even more 
disinformation. What is the truth? What is logic? What is the spin? What does the 
evidence say? What would the scientist do? Now, what would the politicians do? 
The world and information availability is not the problem; it is the critical analysis 

XII
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of this information and separating the wheat from the chaff. When should I 
evacuate with this incoming storm? Am I at risk for this new infectious disease? 
Signal-to-noise ratios depend on the individual and cohort goals of you and your 
“family” social group to interpret information and balance it with one’s experience 
and insight. In some cultures the fight is for equal opportunities. The future 
challenge is equalizing outcomes.

It is our health. Do we control our health information? Is it in a form that is portable, 
secure, and able to be updated as new information emerges? Can information help us 
meet and achieve our own hierarchy of needs? The future of HIS will be determined 
by how communities try to implement best practices for all. The equality of all with 
freedom, liberty, and justice in America is much different than that of the 194 other 
countries and sovereign nations.

IHS is the thread to this earthen security blanket. The idea of IHS is innovation. 
This book is a testament to the importance of seeing how the global security of the 
individual is transformed into IHS. We are more interconnected than we have ever 
been. The future is the understanding of this reality through further innovation and 
creativity. This is why this book is so important. The topics to focus on will be much 
different post COVID. Telemedicine was a great leap forward, while lockdowns 
were a significant step back. The future is the innovation of ideas such as IHS, and 
the path forward is feasible for the destiny of an evolved humanity.

The infrastructure of culture and access to health care, emergency care, and other 
necessary services is much different depending on where one lives. According 
to 2008 data from the World Bank, 80 percent of the world’s population lives on 
less than $10 dollars a day. There are billions of living in poverty. The wealthiest 
20 percent are creating 75 percent of the world’s income, while the less fortunate 
40 percent are able to contribute only 5 percent of the world’s income. Economic 
disparity, food “deserts,” and energy insecurity stagnate the standards of living in 
some areas across generations, even in high-income nations. Health disparities exist 
in every country, yet in many nations, these are closely related to socioeconomic 
status, ethnicity, immigration status, and being a refugee. 

A global pandemic resulted in the need to have thoughtful, evidence-based 
strategies in response to the many threats to human health. Living a healthy life 
that is productive and full should be an option for every human, but that is sadly 
not the case. Growing up in America is a much different experience than growing 
up in Delhi. Yet for whatever class, caste, or socioeconomic condition one finds 
themselves in, injuries and infections persist in everyday life, without exceptions. 
The coronavirus is the most recent threat to IHS. Secure patient data, artificial 
intelligence, and genetically modified organisms are just some of the many modern 
challenges faced by individuals worldwide. How does the global network of humanity 
respond to twenty-first century threats to IHS? How should we prioritize education 
and knowledge, scientific curiosity and skepticism, thoughtful deliberation and 
teamwork? IHS recognizes that each individual exists with humanity and free will, 
yet many persons do not have the socioeconomic environment conducive to learning, 
growing, and securing a humane life with basic elements of health security.

The world is more interconnected than ever before and when supply chains, 
essential minerals, and medical supplies were transported seamlessly pre COVID 
and distributed in an efficient way; with COVID, the world is a much different 
place. This is why the topic of IHS is more important than ever. The health of every 

V

person has a connectedness of purpose and happenstance related to each other in 
multiple ways. Moving forward, the prioritization of IHS will be important for 
generations to come as modern humans survive and thrive in a world of social 
media, information overload, and cyber- and in-person threats to health. This 
volume and subsequent textbooks on IHS are resources to help solve the many 
challenges that confront humanity in our modern times. The old adage of Pandora’s 
Box had the ills of the world being released onto humanity, yet at the bottom of 
that “box” was hope. This book stands out as a hope of collaboration between 
multiple experts to confront threats to health. 

Global participation in this knowledge economy will need entrepreneurs and 
innovators from across the world. To solve modern problems, we need modern 
solutions from a wide array of scientists and persons with experience and desire to 
help affect change. The authors of this book are dedicated to contributing to that 
change with much-needed attention to the importance of the current moment and 
the language needed to solve these problems around IHS. Historians will mark 
2020 as a turning point, and this book is the first to conceptualize humanity as the 
common denominator in IHS.

Respectfully,

David P. Bahner MD
Ultrasound Division Chief,

Professor,
Department of Emergency Medicine,

The Ohio State University,
Columbus, Ohio, United States
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Preface

International health security (IHS) is a broad and highly heterogeneous area. 
Within this general context, IHS encompasses subdomains that potentially 
influence (and more specifically endanger) the well-being and wellness of humans. 
The general umbrella of IHS includes, but is not limited to, natural disasters, 
emerging infectious diseases (EID) and pandemics, social determinants of health, 
systemic racism and discrimination, rapid urbanization, population growth, 
environmental matters, civilian violence, warfare and terrorism, inappropriate 
use of antibiotics, and the abuse of social media (SM). The need for this expanded 
definition of health security stems from the realization that topics such as 
EID; food, water, and pharmaceutical supply chain safety; medical and health 
information cybersecurity; and bioterrorism, although important within the overall 
realm of health security, are not only able to actively modulate the wellness and 
health of human populations, but also are likely do so in a synergistic fashion.

The editors of this book believe that the broadly defined IHS inherently encompasses 
the plurality of concepts that include “public health,” “global health security,” and 
“planetary health.” At the same time, it is important to ensure that the overall context 
of IHS implementation maintains compatibility with the modern concept of the world 
constituting a collection of independent countries and states that operate within a 
well-defined set of international conventions, organizations, and frameworks. This 
is the foundation and the starting point of our approach, upon which we expand and 
build our multi-pronged argument for the more broadly defined and understood IHS.

This inaugural tome of our multi-volume collection, Contemporary Developments 
and Perspectives in International Health Security, introduces many of the topics 
directly relevant to modern IHS theory and practice. Starting with a summative 
assessment by the IHS Working Group of the American College of Academic 
International Medicine, the book then moves on to discuss a variety of contemporary 
topics such as refugee crises, cybersecurity, SM, big data analytics, scientist training, 
and point-of-care diagnostics. Unique contributions to Volume 1 include a compen-
dium by Reis and Cipolla on the impact of organized systems of care on IHS, focusing 
on the tremendous value of such systems to our overall healthcare security landscape. 

Of importance, a new set of insidious threats to health security emerged with the 
widespread adoption of the Internet and various SM platforms. These important 
topics are covered in two excellent chapters by Miller, et al., and Conti, et al. The 
first of the two chapters discusses an all-too-common phenomenon of ransomware 
that increasingly plagues our healthcare systems and contributes to significant risk 
of critical data loss. The second chapter discusses both the benefits and the dangers 
of modern SM technology, including some of the proposed approaches to mitigate 
the negative aspects. Of special concern is the emerging evidence regarding the 
very design of SM platforms, with the key element of the business model being the 
ability to fractionate people into self-reinforcing, opinion-based camps.

The book then shifts focus to very important and emerging topics of the refugee 
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including armed conflict, planetary climate change, economic uncertainty, and 
food security, the percentage of the human population considered to be refugees 
is increasing. Spearheaded by Papadimos, et al., and Sparkle, et al., this section 
discusses key concepts related to human, economic, and healthcare aspects of the 
ongoing global refugee crisis, including dilemmas created for governments and 
refugees regarding manipulation, displacement, human rights, sexual exploitation, 
and the need for robust legal options and remedies.

Within the greater context of this inaugural volume, pandemics are addressed 
as humankind’s socio-political constructs that, at some point in history, either 
require or outright force a major paradigm shift. Such is the case with the current 
coronavirus disease 2019 (COVID-19) pandemic. The book concludes with both 
unique and diverse chapters on the role of civil society organizations in national 
health systems during the 2014–2016 Ebola outbreak by Hushie, et al.; the 
importance of big data and health registries within the overall IHS framework by 
Martins, Jr.; an insightful perspective on nurturing responsible future generations 
of scientists by Naroeni, et al.; an exploration of a relationship between adverse 
childhood experiences and adult chronic disease by Bhatt, et al.; a compendium on 
biopolitics in occupational health by Mendes, et al.; and, finally, a contribution that 
discusses lab-on-a-chip, point-of-care approaches within the international public 
health security context by Baig, et al. 

With this unique and paradigm-changing content, we hope that this inaugural 
volume of Contemporary Developments and Perspectives in International Health 
Security will provide a solid foundation for future installments of this important 
and relevant book series. We hope that the foundation created by this editorial 
team will provide a solid springboard for an insightful and captivating second 
installment of the current book series, complete with a robust discussion of the 
COVID-19 pandemic and related topics.
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Introductory Chapter: 
International Health Security 
Expanded and Re-Defined
Stanislaw P. Stawicki, Thomas J. Papadimos, 
Sagar Galwankar, Ricardo Izurieta  
and Michael S. Firstenberg

1. Background

International health security (IHS) is a complex and highly heterogenous 
area under the broader umbrella of health sciences. Within that general context, 
IHS encompasses all domains that potentially influence (and more specifically - 
potentially endanger) the well-being of human health and wellness, from natural 
disasters to outbreaks and pandemics, including rapid urbanization, population 
growth, various environmental matters, critical supply chain vulnerabilities, 
misuse of antibiotics leading to unpredictable microbial resistance patterns, and 
even social media (SM) misinformation. The need for this expanded definition of 
health security came about with the realization that topics such as emerging infec-
tious diseases (EID), food, water, and pharmaceutical supply chain safety, medical 
and health information cybersecurity, and bioterrorism – although clearly domi-
nant factors within the overall realm of health security – constitute only a small 
proportion of forces able to actively modulate the wellness and health of human 
populations [1–7].

2. Why did we embark on this project?

There are ample resources for IHS experts, and many available literature sources 
are characterized by very high content quality. Why then, one might ask, embark 
on another book project on the topic? There are several important reasons. The 
first, and most relevant reason, is the narrow focus on the previously published 
scholarly literature on this increasingly complex subject. Today’s IHS is a much 
broader and diverse discipline, with highly nuanced and rapidly evolving new areas 
and subdomains (Table 1). Some authorities on this topic even go as far as referring 
to Planetary Health as the next conceptual development [8, 9]. The authors and 
Editors of this collection of chapters believe that the broadly defined IHS inher-
ently encompasses the plurality of concepts that include “public health,” “global 
health security,” and “planetary health” while ensuring that the overall context of 
its implementation maintains the compatibility with the modern understanding 
of the world constituting a collection of independent countries and states that 
operate within a well-defined set of international conventions, organizations and 
frameworks [10–12]. By covering new topics and providing varied solutions and 
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approaches on rapidly emerging infectious, social, environmental, and biopolitical 
dilemmas, etc., the authors hope to enlighten and energize readers to become more 
aware and active in matters related to health security at local, regional, national, 
international, as well as global scales.

3. Expanding the definition and the scope of health security

The traditional definition of what was generally known as “global health security” 
or GHS is somewhat limited, including primarily bioterrorism and EIDs [13]. In 
essence, and in a much broader sense, we are dealing with human security. The world 
is interdependent and we must manage our activities jointly, find common ground, 
and together deal with the threats with which we are confronted. As Ebola Virus, Zika 
Virus, and Coronavirus Disease 2019 (COVID-19) have demonstrated, a threat to 
one (person, region, country, continent) can easily evolve into a threat to all [14–16]. 
Herein we present facts, experiences and perspectives regarding important currents 
that affect all societies. Fundamentally, the Editors would like the readers to recognize 
health security vulnerabilities that they may have not previously considered and to 
realize opportunities that the readers themselves can create or support across their 
own communities, countries, and continents [17]. The current book expands on 
the more traditional and restricted view of IHS to incorporate new and important 
components of climate change, global health, cyber security, social determinants of 
health, technology/information management, and several other closely related areas.

4. Bridging health security and human sustainibility

Health security requires a “360-degree approach” because health problems 
tend to have a “360-degree impact” and therefore the solutions also have to address 
various associated facets and intricacies in a comprehensive and inclusive fashion. 
The current COVID-19 pandemic exposed vulnerabilities in various critical sup-
ply chains, including those involving things we all take for granted, such as basic 
medications, home oxygen availability, personal protective equipment (PPE) 

Access to health care
Biological and chemical warfare
Chronic health conditions
Emerging infectious diseases
Food/agricultural security
Globalization, including trade and travel
Health informatics/cyber health
Industrialization/robotization and related topics
Natural disasters, including volcanic/tectonic activity and natural fires
Nuclear security, both civilian and military
Pharmaceutical production and supply chains
Environmetal pollution water/air/soil
Planetary changes/global warming/invasive species
Social determinants of health
Social media platforms
Systemic racism and other forms of discrimination
Terrorism/bioterrorism and related topics

Table 1. 
New areas and subdomains included within the redefined and expanded International Health Security (IHS) 
paradigm.
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and the tremendous speed of evolving science that made us all vulnerable to both 
misunderstanding and misinformation [18]. COVID-19 also demonstrated that that 
the term “health security” is inextricably tied to how we as humans can effectively 
respond to such a tremendous global challenge [19, 20].

Among challenges to sustainability, we must recognize the presence of “response 
exhaustion” or a phenomenon where the responders’ ability to address the ongo-
ing health crisis at a population level becomes ineffective due to the overwhelm-
ing nature of the task at hand, especially when dealing with long and protracted 
time-frames that require sustained, high-intensity effort. Excellent planning, 
both conceptual and logistical, is required to mitigate such “response exhaustion.” 
Prematurely “letting our guard down” predisposes all to significant downstream 
effects of a long-lasting and dangerous threat – much like not adequately extin-
guishing a campfire only to realize that it becomes the source for a uncontrollable 
forrest fire. Securing health is an effort which definitely translates to sustaining 
health and thus human well-being, and the loss of either leads to loss of the other.

The current collection of chapters takes on a comprehensive and integrative 
approach toward a truly global problem, highlighting the interconnectedness of 
the various components of the proposed IHS framework (Table 1). For example, 
a natural disaster, despite best preparatory efforts, may cause significant dis-
ruptions across multiple IHS domains, resulting not only in the destruction of 
essential infrastructure, but also directly and indirectly affecting human health 
within the affected region [21], as well as various potential downstream effects 
on other areas such as food security (e.g., if the disaster-stricken country is a 
major agricultural exporter). Humans have learned to design plans and take 
proactive steps to mitigate damage and save lives. However, such plans and steps 
must also be kept in the context of the reality of the constantly evolving geopo-
litical and socio-economic global landscape. In the highly interconnected world, 
events have the potential to evolve as rapidly as a click of a computer mouse 
button, or perhaps one’s ability to enter a commercial airliner on one continent 
and arrive on another within half-a-day [22, 23]. Be it “health security” or “cyber 
security,” sustainability depends on our expanded definition and understanding 
of “comprehensive health security”.

5. Integrative synthesis and synergy creation

As we embark on the journey across the much more diverse and heterogeneous 
landscape of IHS, both reimagined and redesigned, each chapter introduces a new 
and unique perspective on interrelated topics that blend into a comprehensive 
repository of synergistic experiences, knowledge, and approaches. The ultimate 
goal is to create an authoritative, open access source of the most important insights 
available to-date within the expanded IHS domain. The current collection is there-
fore intended to include discussions on some of the most pressing topics within 
the broader context of public health and health security. Starting with a summa-
tive assessment by the IHS Working Group of the American College of Academic 
International Medicine, the discussion then moves on to incorporate a variety of 
contemporary topics such as refugee crises, cyber security, social media, big data 
analytics, scientist training, and point-of-care diagnostics. Also important to the 
overall IHS discussion, the authors touch upon the importance and impact of orga-
nized systems of care on health security, focusing on the tremendous value of such 
systems to human wellness and the continuous focus on care quality and improving 
clinical outcomes [24–28].
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More recently, a new set of insidious threats to health security emerged with the 
advent of Internet and social media (SM). This general theme includes the now all-
too-common phenomenon of ransomware that increasingly plagues our healthcare 
systems and various critical supply chain components. In addition, it is important to 
emphasize the benefits, while also highlighting the dangers of modern SM technol-
ogy, including some of the approaches to mitigate the negative aspects. Of special 
concern is the emerging evidence regarding the very design of SM platforms, with 
key element of the business model being the ability to fractionate individuals and 
groups into self-reinforcing, opinion-based camps [1, 29–32].

We would be remiss not to discuss herein the critically important and emerging top-
ics of refugee crisis and refugee healthcare. Relevant to this context, careful consider-
ations must be given to human, economic, and healthcare aspects of the ongoing global 
refugee crisis, including dillemmas created for governments and refugees regarding 
manipulation, displacement, rights, sexual exploitation, and the need for legal options. 
Serious global efforts must be made on behalf of the refugees by the host governments 
to provide the necessary resources to ensure the well-being of the 15 million+ refugees 
around the world [33], along with the 214 million international migrants and 740 
million internal migrants [34]. Comprehensive examinations of the problem must also 
consider refugees in relation to the political, social and moral perspectives of the topic.

Especially relevant in the context of the current novel coronavirus (SARS-CoV-2) 
crisis, pandemics and plagues must be addressed as mankind’s socio-political con-
structs that – at some point in the history – either require or outright force a major 
paradigm shift. Historically, the known plagues have decimated the young children 
and the elderly; but emerging pathogens (inclusive of SARS-CoV-2) have changed the 
paradigm sparing the young and primarily preying on those over 50 years of age [18, 
35, 36]. And it is precisely such low-frequency, high-impact, largely unexpected events 
that produce generational fear, collective memory, and subsequent durable change 
among populations [18, 37]. In addition, as has been seen during the COVID-19 pan-
demic, such changes can occur very quickly regardless of whether communities, indus-
try, governments, or society are prepared or able to efficiently or peacefully adapt. 
Currently, the world is reacting to the reality of an ongoing crisis of multi-generational 
proportions, with limited means to remedy or mitigate the impact. The evidence and 
lessons learned to-date from the COVID-19 pandemic indicate that the “Pasteurian 
paradigm” – which establishes that health security is primarily determined by a singu-
lar factor: the pathogen – has to be abandoned. Instead, the evidence seems to show that 
the health-disease continuum is considerably more likely to be affected by a plethora of 
political, social, economic, environmental and individual factors [18]. Therefore, when 
forming a more mature understanding of the construction of a more complex causal 
framework, the world will need to respond with a more holistic approach addressing 
social inequities, environmental pollution, protecting biodiversity, strengthening 
local health systems, prioritizing public and preventive health interventions, reducing 
non-communicable co-morbidities and promoting healthy behaviors [38]. Within 
the expanded IHS framework, the repose to the current pandemic has been a kind of 
one-size-fits-all public health policy without a strategic assessment of the local and 
regional situation. The undercapacity of our existing surveillance and control systems 
has forced local governments to “copy and paste” control strategies from abroad [18, 
38]. Also, in the last few decades, there has been a dramatic disinvestment in the area of 
public health. Moreover, the concept that investment in the workforce’s health posi-
tively impacts productivity seems to have been abandoned. Nevertheless, the immense 
costs for the global economy of the COVID-19 pandemic have changed this paradigm 
and forced stakeholders to re-emphasize the need for robust public health funding. As 
a matter of fact, no other pandemic has affected the U.S. and the global economy with 
such historical precedent [39, 40], at least in absolute terms.
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No discussion of International Health Security would be complete without 
touching upon unique and diverse roles of civil society organizations in national 
health systems during the 2014–2016 Ebola outbreak; the importance of big data 
and health registries within the overall IHS framework; an insight into nurturing 
responsible future generations of scientist; an exploration of a relationship between 
adverse childhood experiences and adult chronic disease; a compendium on biopol-
itics in occupational health; and finally a mention of lab-on-a-chip, point-of-care 
approaches within the international public health security context [41–45].

6. Future trends

It is important to recognize that the field of IHS continues to evolve dynami-
cally, and that its subdomains are in constant flux (Figure 1). For example, 
it is now recognized that systemic racism – as well as other forms of systemic 
discrimination – constitutes a prominent threat to health security [21, 46–48], 
and that socioeconomic inequity plays an important role in the overall existing 
global health imbalance [47–49]. These critically important issues have only 
recently been recognized as essential elements of health security, with implica-
tions felt across a variety of settings and dimensions.

The IHS community must stand in solidarity, and act swiftly, when tragic 
events – such as large industrial explosions or toxic chemical releases – recur at an 
unacceptably high frequency. For example, the recent explosions in Beirut resulted 
in great loss of life, many wounded, and massive destruction of property and criti-
cal infrastructure [50]. Yet the pattern is eerily similar to previous incidents, both 
characterized by massive scale explosions, preventable loss of life, and tremendous 
property damage. In this context, what should be major global health security 
lessons were minimized to “local problems,” leading to lost opportunities to save 
lives. For example, rewinding back to 2015, a series of industrial chemical explo-
sions killed 173 people, wounded 798, and created billions of dollars in lost property 
[51]. In many cases, significant proportion of those who lost their lives were first 

Figure 1. 
Composite word cloud depicting some of the keywords and dominant concepts in International Health Security.
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responders [50, 51]. The world needs to learn from these catastrophic industrial 
events and strive to ensure that dangerous chemicals are not allowed near large 
population centers in quantities sufficient to cause mass destruction and loss of life.

Likewise, there is growing recognition of the profound effects brought about by 
the early manifestations of climate change, such as the realization that sea-level rise 
is here to stay, and that phenomena including invasive species, zoonotic-to-human 
disease transmission, and regional hunger due to disruption in food supplies, are 
not only real but also likely to worsen in the foreseeable future [21]. The increas-
ingly apparent frequency of both natural forest fires and wind disasters are among 
additional, more obvious manifestations of the ongoing planetary change [21, 52]. 
The immediate and evolving risks are only now slowly coming into focus with an 
impact and magnitude that will only be understood over time. What is becoming 
more obvious is the potential global implications of what might have been previ-
ously minor events in remote places of the world. While it is well-established that 
certain local events may have geo-political implications on local, regional, and often 
global economies (i.e., a local act of terrorism in an oil-rich country potentially 
impacting the complex economics of oil), it is quickly becoming clear that such 
events also create significant impact on global health [53, 54].

In another example, supply chain factors are beginning to endanger the 
availability of entire classes of life-saving pharmaceuticals [55]. Within this 
subdomain, relatively recent concerns of potentially carcinogenic impurities in 
commonly prescribed antihypertensive medications made international headlines 
[56], but unfortunately were pushed to the back pages with an evolving – and at 
the time, highly controversial, politically charged, and poorly understood novel 
viral pandemic [36, 57]. Nevertheless, the concept of the “butterfly effect” – espe-
cially as applied to international health security – becomes, tragically, easier to 
understand [58]. Smaller events, in themselves, potential perceived as trivial at 
the time, have the potential to slowly evolve into events with global catastrophic 
implications [18]. Such events, superimposed with fluctuations in political agen-
das, economic disparities, budgetary constraints, and a perceived abandonment of 
the mistakes of the past and government safety nets unfortunately might become 
more common. The growing role of SM in giving credence to conspiracy theories, 
radicalism, and so called “fake news” only compounds the problems especially 
with regards to leaders being able to establish creditable action plans to manage 
such threats [29, 31]. As the population of the world grows to potentially unstain-
able sizes [59], combined with concerns of climate change, simmering socio-
economic and political conflicts will all play a role in the growing concerns for the 
“safety” and sustainability of humanity. Such events, must be taken seriously at 
all levels – but there are no easy solutions to the problems that frequently start on a 
small and often difficult-to-notice scale.

7. Summary and conclusion

The expanded and redefined scope of International Health Security provides 
a unique opportunity for the public health community to embrace a more holistic 
approach to an area that was traditionally much more narrow in scope. As we tackle 
one of the greatest challenges to IHS in recent decades – the novel coronavirus 
2019 (COVID-19) pandemic – it becomes increasingly important to shift our focus 
to a more global, yet significantly more granular, perspective on IHS threats and 
emergencies. We hope that the foundation created by this Editorial team will pro-
vide a solid springboard for an insightful and captivating discussion in this rapidly 
developing and important area of academic medicine and public health.
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Abstract

International health security (IHS) encompasses any natural or anthropogenic 
occurrence that can threaten the safety of human health and well-being. The 
American College of Academic International Medicine IHS Consensus Group 
(ACAIM-CG) developed a summative assessment highlighting the main issues that 
can impact IHS including emerging infectious diseases; chronic health conditions; 
bioterrorism; planetary changes (volcanic eruptions, earthquakes, wildfires, and 
climate change); nuclear incidents; information and cyber health; industrialization; 
globalization; pharmaceutical production; and communication platforms (social 
media). These concerns can directly and indirectly impact IHS both in the long and 
short term. When considering IHS, we aim to emphasize the utility of applying a 
predefined framework to effectively approach health security threats. This frame-
work comprises of prevention, detection, assessment, reporting, response, address-
ing needs, and the perpetual repetition of the above cycle (inclusive of appropriate 
mitigation measures). It is hoped that this collective work will provide a foundation 
for further research within the redefined, expanded scope of IHS.

Keywords: global health security, international health security, consensus statement, 
redefined scope, expanded definition, summative assessment

1. Introduction

International health security (IHS), also referred to as “global health security” or 
“public health security,” consists of topics that are directly or indirectly tied to the well-
being of humankind and broadly understood “safety from harm” [1]. First outlined 
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by the United Nations in 1994, the definition of “health security” continues to be 
nebulous, with somewhat of an incomplete overlap between the primary domains of 
“health” and “security” [2]. Thus, some controversy exists regarding both the degree 
of overlap and its precise context. In general, more recent IHS applications pertain 
to emerging infectious diseases (EIDs) and the threat of bioterrorism (BT) [3, 4]; 
however, the primary domain can be defined much more broadly when one considers 
the potential impact of various human-made and non-human-made events or fac-
tors on “health security” from the global health (GH) governance perspective [5–8]. 
Within the latter subset, a number of important topics emerge, including climate 
change, nuclear incidents, and misuse of global media platforms (both traditional and 
nontraditional) to disseminate medical (and public health-related) misinformation 
[9–11]. This summative assessment provides a high-level overview of issues that have 
the potential to directly or indirectly impact IHS. It was compiled specifically to reflect 
and highlight the perspective of Academic International Medicine (AIM) as previously 
defined by the American College of Academic International Medicine (ACAIM) [12].

2.  International health security: the mechanism for sustainable 
development

To streamline the Consensus Group’s (CG) effort, the discussion will focus on 
the most relevant topics within the overall scope of IHS, with the following general 
operational outline:

1. Overarching structure of discussion: Prevent ➔ Detect ➔ Assess & Mitigate 
➔ Report ➔ Respond ➔ Address needs ➔ Cycle repetition (see Figure 1)

2. Key areas of discussion: Emerging infectious diseases (including anti-
microbial resistance); chronic conditions and access to medical treatment 
(e.g., diabetes, heart disease, and respiratory and renal insufficiency); social 
determinants of health; bioterrorism (biological weapons); chemical expo-
sures (industrial and nonindustrial); Earth changes and their relationship to 
IHS (e.g., natural disasters: volcanic events and natural fires, coastal changes 
[not mentioned as a subsection in body of text]) and emergence of invasive 
species (not mentioned as a subsection in body of text); nuclear accidents; 
cyber health security (including personal data theft, social media misuse, 
and news disinformation); and various risks associated with human activity 
(e.g., industrial pollution, pharmaceutical manufacturing and distribution, 
global travel, and armed conflict).

At this juncture, a brief outline of the summative assessment (SA) discussion 
structure will be provided, focusing on the IHS improvement cycle that starts and 
ends with prevention (Figure 1):

1. Prevention: The foundation of a sustainable IHS framework is a focus on pre-
vention; previously identified IHS threats should be subject to appropriate  
preventive strategies, including continuous effort within communities to 
ensure that an optimal environment exists for the avoidance of factors (or cir-
cumstances) conducive to the emergence or re-emergence of IHS threats

2. Detection: An organized, system-based methodology for collecting key infor-
mation that facilitates the discovery of a broad range of potential IHS threats; 
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strict definitions and expectation of timeliness should be built into the reporting 
system to avoid potentially harmful delays

3. Assessment: An organized, system-based approach toward evaluating po-
tential IHS threats and categorizing such potential threats into a reportable 
database. An important part of the assessment process is the estimation of 
item-specific risk(s) and urgency

4. Reporting: A structured communication procedure consisting of categorized 
items that are grouped according to IHS threat type and are assigned corre-
sponding levels of priority/urgency

5. Response: An organized and highly coordinated series of steps designed to 
proactively address any potential IHS threats while setting up the stage to  
address any associated population health needs; mitigation efforts are put into 
place in case of prevention failures

6. Addressing needs: A structured process that features its own assessment cycle, 
designed to catalog, prioritize, and provide resources (financial and nonfinan-
cial) required to effectively deal with the IHS threat aftermath; embedded within 
this phase is also the early stage of short-term and long-term preventive efforts

7. Cycle repeats: Once completed, the process returns to the preventive focus, 
with detection of new IHS threats triggering new/additional operational cycles.

Figure 1. 
The international health security improvement cycle: safety & surveillance through prevention, detection and 
assessment; action through reporting, response, and addressing needs.
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At this point, our attention will turn to a list of specific IHS threats, beginning with 
emerging infectious diseases and ending with the emerging risk of weaponizing social 
media to disseminate potentially harmful medical/health-related information.

3. Emerging infectious diseases

The emergence (and re-emergence) of pathogens represents a significant threat 
to public health, including both high-income regions (HIRs) and low/middle-income 
regions (LMIRs) [13–17]. Detection of new IHS threats in this domain is challenging, 
primarily due to the nonspecific and often insidious nature of the emergence of a par-
ticular infection or pathogen [18–20]. Potential EIDs can arise from epidemic-prone, 
vaccine-preventable, vector-borne, food-borne, zoonotic, and/or antibiotic-resistant 
pathogens, or from a lack of access to safe water and sanitation [21–23]. In addition to 
lost lives, these diseases can lead to significant economic strain and may overburden 
local health system(s) capacity [24]. The lessons learned from prior outbreaks can 
help to improve future responses to emerging infectious diseases [24, 25].

For example, the well-documented response to the 2014 Ebola outbreak not only 
revealed a vulnerability to this important IHS threat, but also exposed significant inef-
ficiencies of the current global public health infrastructure [26]. The initial response 
was disorganized and uncoordinated. The tracking of cases was also inadequate as the 
case trajectory deceptively appeared to decline before the true transmission spanned 
internationally [27]. Moreover, transmission was able to increase at an accelerating rate 
due to an overburdening of local health-care systems, lack of communication timeli-
ness within the existing surveillance system, rapid urbanization, and widespread 
poverty where people lacked access to adequate water and waste management infra-
structure [28–32]. Finally, even when there are ample resources available to address 
EID threats, local conflicts may effectively render any public health initiatives and 
medical efforts either highly dangerous or potentially impossible [33, 34].

To prevent the emergence or re-emergence of potentially life-threatening diseases, 
necessary measures must be initiated. Such measures include, but are not limited 
to, active surveillance for (timely response to) outbreaks. Emphasis must be placed 
on education and dissemination of key information to all stakeholders, antibiotic 
stewardship, vector control, and increased efforts toward combatting poverty and 
improving water and waste management [15, 35–37]. One important factor to con-
sider when combatting EIDs is the need to coordinate all efforts as a unified, global 
front [16]. In a world characterized by continual globalization, phenomena such as 
mass migration and increasing ease of travel take on extreme importance to IHS [38, 
39]. Collectively, the above factors may lead to accelerated spread of certain diseases 
and when coupled with inadequate response, lack of recognition, and limited aware-
ness of various associated risks, local outbreaks can easily escalate into pandemics 
[20, 40, 41]. Finally, as the global community begins to expand the collective focus to 
include some of the more prevalent chronic, communicable and noncommunicable 
diseases, necessary assurances will be required that any corresponding public health 
initiatives will receive ample funding across all domains and services. Moreover, 
systemic mechanisms will need to be established to ensure continuous reassessment, 
training, and readiness to prevent the emergence of international complacency.

4. Chronic health conditions and access to care

With the aging of the world population, the increasing prevalence of chronic 
health conditions (CHCs), from diabetes to depression, is becoming an urgent 
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public health issue [42–44]. This is especially true in the context of access to care 
across LMIR. The aging world population (ages ≥60 years) is increasing and 
expected to triple in size from 962 million in 2017 to 3.1 billion in 2100 [45]. A 
significant proportion of this growing population segment will come from today’s 
LMIR [46], and much of this growth has been attributed to improved medical 
care, resulting in longer life expectancy [47, 48]. In addition, the world population 
is aging in association with decreased fertility rates [49, 50]. Along with an aging 
population come CHCs that collectively must be viewed as an international security 
threat, especially as resource-to-patient ratios begin to decline. Dementia, heart 
disease, diabetes, obesity, mental health disorders, stroke, human immunodefi-
ciency virus (HIV), sexually transmitted diseases (STDs), malnutrition, sensory 
impairments, substance abuse, polypharmacy, bladder irregularities, and mobility 
issues are a few of the most common CHCs facing this emerging elderly population, 
with LMIRs challenged the hardest [48, 51–53].

These barriers may become further compounded by external factors. Competing 
forces such as rising health-care costs and physician/provider shortages will require 
creative solutions. Strategies aiming for long-term sustainability can utilize technol-
ogy, focus on innovation, and create global economies of scale [43, 54]. Specific 
examples include at-home primary care, telemedicine, preventative initiatives, and 
community/family engagement [43, 54–56]. As access to care in many LMIRs is 
difficult, home health and telemedicine programs will need to replace less efficient 
models where transportation to and from health-care facilities was the norm [57, 58]. 
Community educational programs can aid in informing patients and family mem-
bers about in-home care for the aging.

Thanks to rapid advances in telecommunication, most of the world has access 
to “smart phone” technology, and telemedicine options based on this technology 
can provide portable care in places where traditional health-care information 
infrastructure is inadequate or outdated [59, 60]. Improved preventative measures 
such as diabetes/cardiovascular screening may be initiated with point-of-care (POC) 
technology, including behavioral modifications that result in improved health, 
wellness, and continuity of care [61, 62]. Community engagement, with dedicated 
non-health care degree personnel trained in specific interventions, will be valuable 
when expanding the existing health-care workforce. Similarly, providing employ-
ment or volunteering opportunities for the elderly can keep the aging population 
engaged, active, and reinvested in their own communities [63, 64].

In addition to the operational solutions described above, CHCs in the aging 
LMIR populations can benefit from patient-centered care. To ensure sustainability, 
decreasing overall disability in the geriatric population will become imperative. 
Providing proper dental care, hearing aids, glasses, devices to assist in mobility, and 
relevant group activities can promote personal independence, socialization, and 
mobility [53]. Nutrition support from local farming connected to food banks, meal 
delivery from food programs, or food sharing mechanisms involving group meals 
can ensure that patients are achieving a proper diet while remaining invested within 
the community [65, 66].

Important from a variety of perspectives and dimensions, early discussions 
of end-of-life (EOL) care can help reconcile patient and community goals while 
decreasing unnecessary, costly EOL interventions [67]. Home hospice, ethical EOL 
policy measures, and better community education can improve patient experiences 
[68]. CHCs in the aging population of LMIRs must be addressed in a proactive 
and systematic manner. Highlighting goals of care to maximize the quality of life, 
enhancing independence while decreasing disability, and creating safe, secure access 
to health-care in an innovative, technological manner will be  imperative for health 
systems to effectively address the emerging elderly population in LMIRs [68, 69].
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5. Social determinants of health

An important component of IHS is the development and continued focus on 
social determinants of health (SDH). This broad umbrella term encompasses the 
economic and societal conditions that affect an individual’s health and underlines 
the interconnectedness of development and health. Although there is no pre-
defined set of SDH parameters, commonly accepted components include: access 
to health-care, education, employment, socioeconomic status, and safe physical 
environment—for example, neighborhood and social support networks [70]. These 
factors are the outcome of public policy and not traditionally considered under 
the auspices of healthcare but are increasingly recognized as important factors in a 
society’s well-being.

The WHO Commission on Social Determinants of Health (CDSH) recom-
mended a multifaceted approach to address inequity in SDH, which included hous-
ing options; employment options; educational opportunities; universal healthcare; 
gender equality; fiscal responsibility and opportunity; and social programs as well 
as monitoring, assessment, and evaluation of interventions for effectiveness [71]. In 
2011, 125 member states signed the Rio Political Declaration on Social Determinants 
of Health and this was subsequently adopted as World Health Assembly resolution 
65.8 in 2012. The document focuses on equitable policy toward development and 
healthcare, SDH-focused policy-making, and global collaboration and accountabil-
ity for SDH policy [72].

Social determinants of health do not constitute a fixed idea and should therefore 
be considered a dynamic and evolving concept (and process). The inclusion of 
gender identity among SDH highlights the importance of continued vigilance to 
identify and address health inequities [73]. The interlinked nature of these factors 
makes it clearly evident that SDH and health security can be impacted by nearly 
every aspect of policy and is not limited by national borders. Let us consider the 
case of climate change and its impact on numerous health determinants, including 
employment, air quality, food security, invasive species, agriculture, and housing 
options. Within this broader context, LMIRs will be disproportionally affected and 
without sufficient resources, the optimization of SDH for best health outcomes 
across potentially affected populations becomes increasingly difficult. The unpre-
dictable nature of change may manifest in numerous ways, from supply chain 
interruptions to health-care infrastructure damage [74, 75]. Recognizing the need 
for continued advocacy, the WHO created a Department of Social Determinants 
of Health to lead the SDH effort for the WHO 13th General Programme of Work 
2019–2023. 

The final recommendation from the CSDH was for assessment, monitoring, 
and evaluation of interventions. There has been some work to determine feasi-
bility and accuracy of monitoring for specific SDH indicators; however, future 
national and international programs should consider building intrinsic capability 
of SDH assessment [76].

6. Biological and chemical terrorism

In 2016, there were more than 13,000 terrorist attacks around the world resulting 
in over 34,000 deaths [77]. The IHS expert community has never faced this level 
of complexity and such diverse array of biological and chemical agents that can 
cause death, morbidity, disability, social disruption, and economic loss [78, 79]. 
Humans have engaged in biological and chemical warfare for centuries, with some 
of the historical applications including deliberate use of manure, plague victims, 

19

DOI: http://dx.doi.org/10.5772/intechopen.93214
International Health Security: A Summative Assessment by ACAIM Consensus Group

and dead animals; the delivery of smallpox-infected blankets to Native American 
tribes; poisoning of wells with shigella and cholera; and the dispersing of plague-
infested fleas by the Japanese in Manchuria during World War II [80–82]. Beyond 
biological warfare, the use of chemical agents to hurt other humans goes back over 
10,000 years, from application of poison to spear tips, to the poisoning of Athenian 
wells by Sparta, the use of battlefield chemical weapons in World War I, and the 
Nazi development of the most lethal nerve agents [83–93].

The Centers for Disease Control and Prevention (CDC) have defined biological 
terrorism, or bioterrorism, as the use of biological agents (microbes, toxins, viruses) 
as weapons to further personal, religious, or political agendas [94, 95]. Acts of bioter-
rorism range from a single exposure directed at an individual by another individual, 
to wider scale biological warfare resulting in mass casualties. This definition may 
also be extended to include the infliction of harm that involves animals and plants/
crops (a.k.a., econo-bioterrorism) [96–100]. Bioterrorism is often considered jointly 
with chemical terrorism, which is the release of nerve agents (organophosphorus 
compounds—e.g., sarin gas); vesicants, which damage skin and mucous membranes 
(i.e., mustard gas and Lewisite); agents affecting the airway and lungs (i.e., chok-
ing agents, phosgene gas); and/or cyanide agents affecting cellular respiration (e.g., 
hydrogen cyanide and cyanic chloride) [101–103].

Today’s risk of biological or chemical terrorism is high because of a normative 
erosion of the social anathema regarding the use of biological and chemical weapons 
[104]. Specifically, such erosion has occurred because of the modern-day contempt 
for the 1925 Geneva Protocol, the 1972 Biological Weapons Convention, and the 1993 
Chemical Weapons Convention, which collectively outlaw “the development, pro-
duction, stockpiling, acquisition, and use of chemical and biological weapons [104].” 
Additionally, the rise of affordable small-scale science and technology capacity linked 
with the emergence of asymmetrical warfare (i.e., the interplay between smaller 
international actors versus traditional monolithic nation-states) is a serious threat to 
populations and resources [105, 106].

Specific recommendations by the CDC include five focus areas, with each area 
encompassing pertinent training and research: (a) preparedness and prevention; 
(b) detection and surveillance; (c) diagnosis and characterization of biological and 
chemical agents; (d) response; and (e) communication [107]. In addition, the authors 
of this report advocate strongly for the incorporation of mitigation efforts as critical 
to optimizing the effectiveness of the above-outlined incident response paradigm. 
To successfully address IHS threats, national and international institutions must 
provide measures aimed at augmenting public health diagnostics, including microbial 
recognition and typing, surveillance, enhanced pharmacological therapeutics (e.g., 
antimicrobials that can overcome resistance), vaccines, chemical sniffers, training, 
and education [96]. Where applicable, fast-tracking of innovations through various 
governmental and nongovernmental organizations (NGOs) will accelerate the work 
and delivery of new therapies and biological agent-specific vaccines to the field. 
Furthermore, implementation of clinical and field trials during a public health emer-
gency (PHE) while at the same time respecting cultural differences between societies 
should be considered. Ensuring the provision of an ethical and just framework for 
such actions can accelerate the work and delivery of new therapies and vaccines to 
remedy the potential devastation of biological and chemical terrorism [40, 108].

7. Health security in the context of natural disasters

The planet Earth is our home within the indifferent emptiness of the known 
universe. Always changing and evolving, the Earth is not a static environment. And 
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while planetary changes (PCs) actively influence human activity and well-being, 
human civilization increasingly impacts the finely balanced planetary ecological 
and biophysical system [109]. The World Health Organization (WHO) 2006 Report 
on the estimate of the environmental contribution to disease mentions that about 
one-quarter of the global disease burden and more than one-third of the burden 
of disease among children may be attributable to PCs. Earth’s environmental 
disequilibrium has been evidenced in the contamination of drinking water supplies, 
pollution of its atmosphere, and increasing number of natural fires that signifi-
cantly affect human health [110]. Moreover, the 1990–2016 Burden of Disease 
study mentions environmental factors such as climate change, food scarcity, unsafe 
sanitation, occupational exposure to chemical substances, population displace-
ments, and conflicts as having significant impact on human health [111, 112].

Based on the above developments, a new definition of “health” has emerged 
as an extension of the health concept established in the 1946 Constitution of the 
World Health Organization: “Health is a state of complete physical, mental, and 
social wellbeing and not merely the absence of disease or infirmity” [113]. This 
updated definition includes not only the complete well-being of human civilization, 
but also the well-being of the environmental systems on which humans depend 
for sustainability [114]. Consequently, economic policies should balance economic 
development, social progress, human health, and environmental sustainability. 
Health professionals have an essential role in advocating for the preservation of 
Earth’s socioeconomic and natural environments in order to protect the health of 
current and future generations [112, 115]. The following sections will describe some 
of the more important topics within this general theme.

Volcanic events: Volcanic eruptions and associated earthquakes pose significant 
health security risk(s). Destructive aspects of eruptions include explosions, hot ash 
release, melted ice, lava, and gas emissions [116]. These events inherently affect 
human activity and health as more than 500 million people live in close proximity to 
volcanoes [117]. Volcanic explosions can cause burns, death, and traumatic injuries, 
often in an unpredictable fashion [118]. Between 1900 and 2009, approximately 
100,000 deaths and nearly 5 million people were affected by volcanic events, with 
primary causes of mortality being ash asphyxiation, thermal injuries from pyro-
clastic flow, and trauma [117, 119]. Lava flows can cause burns, death, destruction 
of critical health infrastructure, and loss of property/land. Volcanic ash exposure 
can lead to pulmonary complications (including acute respiratory distress, suffoca-
tion, and chronic lung disease), ocular injuries/infections, and cutaneous reactions 
[120–125]. At higher elevations, ice melting can lead to flooding and mud slides. 
Moreover, volcanoes can emit harmful gases, which include carbon monoxide, sulfur 
dioxide, hydrogen fluoride, and CO2H2S (carbon dioxide and hydrogen sulfide). 
These gases accumulate in low areas and are easily inhaled [116]. Several are colorless 
and odorless and can lead to respiratory distress, asphyxiation, and death. Volcanic 
ash containing crystalline silica can lead to pneumonoultramicroscopicsilicovolcano-
coniosis and chronic lung disease. Volcano-associated earthquakes may cause struc-
tural damage and displacement [116]. Finally, there may be significant mental health 
sequelae (e.g., post-traumatic stress disorder or PTSD, and anxiety) [120–125].

Volcanic events have led to significant socioeconomic disruptions, affecting 
basic survival by negatively altering crops, livestock, water, heavy metal concen-
trations in the soil, and preventing access to healthcare [116, 126]. For example, 
the largest air transportation freeze since World War II occurred during the 2010 
Icelandic Eyjafjallajökull eruption, where an estimated 107,000 flights were can-
celed during an 8-day period [127–129]. This single event affected nearly half of 
global air traffic, including 10.5 million stranded passengers and a staggering cost 
of $1.7 billion [128, 129].
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Volcanic event readiness requires a comprehensive approach, which involves 
preparation, an emergency action plan, and a post-disaster plan. In an event of an 
eruption, communities should have an emergency kit ready in their homes [130]. 
Flashlights with extra batteries, first aid supplies, emergency food and water along 
with a manual can opener, essential medicines, shoes, breathing protection, and eye 
protection are all recommended by the CDC [131]. During an eruption, affected com-
munities should adhere to evacuation instructions by local authorities. Understanding 
local culture and customs aids in evacuation strategies, keeps emergency team 
members prepared, and allows for clear communication. Oftentimes, survivors of 
volcanic eruptions prefer to stay in their communities despite any future risk [132]. 
Consequently, avoiding harmful exposure is the most important strategy. Protective 
masks can prevent inhalation of ash particles and minimize respiratory symptoms if 
exposure is unavoidable. Although N-95 type masks are most effective, they can be 
poorly tolerated [133, 134]. Protecting eyes, removing contact lenses, and wearing 
clothing to cover open skin are among recommended measures [116]. Of importance, 
appropriate mitigation procedures should also be considered in case primary preven-
tion measures fail. Post-disaster assistance and restoration will require internal and 
external cooperative efforts, and community involvement is critical. Teaching local 
community members how to treat burns, administer inhalers, provide oxygen, and 
give oral fluids for dehydration can greatly assist local health centers. Health-care 
providers in LMIRs will need to be adept at treating severe burns, preventing infec-
tion, and providing respiratory assistance to those in distress.

Earthquakes: Whether associated with volcanic events or isolated tectonic activ-
ity, earthquakes have a significant potential to impact local health-care capacity and 
health security, including the potential damage to hospitals, clinics, as well as pos-
sible disruptions to various political and social structures. When limited to smaller 
geographic areas or regions, the need for post-earthquake emergency surge capacity 
can be provided by nearby facilities that were not affected by the event. However, 
in cases of more widespread earthquake damage, or severe structural destruction 
that occurs within a geographically isolated area (e.g., as seen during the massive 
2010 Haiti event), the damage to health-care infrastructure may reach sufficient 
magnitude to result in simultaneous threats to both public health (e.g., the ability 
to provide essential emergency medical services) and IHS (e.g., through second-
ary effects such as the possibility of population displacement, migration, and/or 
exacerbation of a preexisting conflict). Coordinated international relief action is 
indicated under such conditions.

7.1 Increased risk and impact of natural fires

The fires in the Amazon rainforest of Brazil have been a source of great concern 
among the environmentalists and climate scientists [135]. However, the response 
of health-care professionals has been surprisingly muted despite the consensus 
that extensive Amazon fires may have far-reaching effects on human health and 
IHS. In fact, the current response is a far cry from our response to other health-care 
emergencies or epidemics. The reasons include reluctance to engage in a multi-
stakeholder model of mitigating health-care concerns, the general acceptance of 
national health systems “existing in silos,” and more generally the failure to appreci-
ate the health-care implications of climate change taking place around us.

The major portion (~60%) of the Amazon, covering more than 2 million square 
miles in Brazil, is often called “the planet’s lungs” and the carbon “sink” [136, 137]. In 
fact, it has been estimated that the Amazon is responsible for processing vast quanti-
ties of carbon dioxide and providing about 20% of the world’s oxygen [138, 139]. Of 
importance, it is estimated that about 20% of the rainforest has already been lost, 
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with the tipping point or “danger zone” for human well-being being not too far, at 
approximately 25% total rainforest capacity lost [140, 141]. While a nontrivial pro-
portion of the Amazon fires may have been set intentionally (e.g., to clear the land 
for various forms of local economic endeavors), we must remember that this activity 
only deepens the current climate crisis by destroying CO2-absorbing capacity while 
actively releasing vast quantities of CO2 into the atmosphere [141]. The current wave 
of Amazon fires represents the highest number of such events in nearly a decade, 
with a clear relationship to deforestation activity [142, 143].
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levels of smoke, with an associated presence of various volatile chemical agents 
[144]. This may contribute to both short-term and long-term pulmonary sequelae, 
including acute respiratory infections, chronic obstructive pulmonary disease 
exacerbations, and bronchial asthma [144, 145]. Emergency visits due to ocular 
exposures with resultant eye irritations have also been reported [145]. In another 
report, smoke exposures were associated with increased incidence of self-reported 
symptoms, medication use, outpatient and emergency room visits, hospital admis-
sions, and mortality [146]. The strongest associations were noted between forest 
fire smoke exposure and asthma [146].

More indirectly, forest fires and the associated gradual climate change may also be 
affecting non-pulmonary organ systems. A recently published commentary proposes 
a potential link between chronic kidney disease of unknown origin (CKDu)—also 
known in Central America as Mesoamerican nephropathy—and greenhouse gas emis-
sions [147]. The report is based on experiences with CKDu in El Salvador in the 1990s, 
when unusually large numbers of agricultural workers began dying from irreversible 
renal failure. The report finds the phenomenon to be pervasive among agricultural 
communities in hot, humid regions of Central America, suggesting an important 
contributory role of local climate characteristics [148, 149]. This may be further 
corroborated by reports of CKDu among sugarcane workers in Central America, who 
work, heavily clothed, in temperatures that frequently surpass 40°C (104°F) [148]. It 
has been proposed that CKDu may represent a form of heat-stress nephropathy that is 
associated with rapidly evolving environmental conditions [148, 150].

This important area of clinical investigation requires significantly more invest-
ment and resources so that we can better prepare for the consequences of envi-
ronmental changes due to forest fires and global warming in general. Significant 
increases in severity and frequency of fires have been noted across the globe 
[151–155]. As health-care providers, we must venture beyond our traditional focus 
of medicine and therapeutics, and begin taking a more active role in advocacy, 
prevention, and mitigation. This will require multidisciplinary approaches that 
integrate elements of environmental science into clinical practice and public health 
[156, 157]. High-quality early warning systems should be developed to help protect 
vulnerable populations using “an epidemic prevention model strategy” employed 
in other areas of public health [158, 159]. Ample support must be provided for 
research into “climate-sensitive diseases” [160]. Appropriate rapid response capa-
bility should be integrated into public health systems around the globe.

8. Nuclear incidents and health security

Nuclear incidents can be broadly divided into military and civilian occur-
rences. Although military events (e.g., nuclear war, nuclear terrorism, and 
nuclear weapons testing) are of great importance in the overall contexts of 
potential modulation of planetary change, such scenarios are beyond the scope 
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of the current chapter. For completeness, we are directing the reader to other 
sources referenced herein [10, 161–165].

The focus of this section will be on civilian nuclear occurrences. Within this 
subdomain, radioactive exposures can be broadly classified as either medical  
(e.g., health-care equipment used for radiation therapy, reagents used in nuclear 
medicine) [10, 166] or industrial (e.g., power generation, by-products of medical or 
military production, long-term storage of nuclear waste) [10, 167]. We will briefly 
discuss each of these—in fairly general terms—focusing on potential implications 
to various aspects of IHS.

Health-care related exposures tend to be contained to the immediate environ-
ment surrounding the area of radioactive contamination. One historical event 
of significance took place in Goiania, Brazil [166]. Another incident occurred in 
Indiana, Pennsylvania [166]. In both cases, injuries and mortalities were limited 
to a small number of directly affected individuals. Of importance, the Goiania 
incident involved negligent removal and disposal of 50.9 TBq of Cesium 137 
from a radiotherapy unit [168]. Environmental contamination requires high-
intensity cleanup efforts, with generally acceptable results despite some degree 
of persistent residual radiation exposure risk [169]. Of note, post-event psycho-
logical and behavioral effects (termed “radiophobia” and similar to PTSD) were 
noted among survivors [170, 171].

In terms of industrial exposures, some of the most significant incidents involve 
the nuclear power plant explosion in Chernobyl, Ukraine (Former Soviet Union) 
[172] and the more recent nuclear reactor meltdowns at the Fukushima Daiichi 
Nuclear electric plant [173]. Both incidents exemplify the potential for long-term 
adverse effects of radioactive isotope releases on the immediate surroundings 
[174, 175], as well as the more remote, much subtler downstream exposures 
secondary to radioisotope concentration within the food chain [176–178]. In terms 
of the associated impact on IHS, various studies estimated long-term and long-
distance effects of resultant radioactive releases [178–181]. Similar to medical 
radiation incidents, both social and mental health consequences have been noted 
among those exposed [182, 183]. Associations with medical conditions, includ-
ing malignancies, appear to be less specific and weaker [184–186]. Appropriately 
administered food and contamination control programs are effective in minimiz-
ing the risk of internal radiation exposure [178, 187]. Of importance, governmen-
tal agencies such as the United States Nuclear Regulatory Commission are tasked 
with the oversight, nuclear safety framework, emergency planning, and appropri-
ate protective actions as it relates to civilian nuclear incidents.

9. Information and cyber health security

Health-care institutions have been increasingly aware of cyber health security 
(CHS) threats to our population and have taken measures to protect patients, 
visitors, and staff from such threats [188, 189]. Yet, despite this, the academic 
health-care community has been relatively slow to recognize and mitigate various 
cybersecurity threats [190]. Within this broad area of IHS, three aspects have been 
identified as most important:

• Software supply chain attacks: Attempts to infiltrate the information-technology 
(IT) infrastructure via a third-party vendor (e.g., EHR add-ons) or partner  
(e.g., HVAC) systems [191–193]. Symantec’s 2018 Internet Security Threat 
Report found a 200% increase in supply chain attacks across all industry 
sectors [193].
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• Internet of things (IOT) attacks: The second area is the IOT attacks. More and 
more nontraditional devices are connected to the internet, which means 
devices that do not have the highest levels of security may become integrated 
into hospital networks [194–196].

• Ransomware attacks: Ransomware, one of the most common types of malware, 
utilizes malicious software to infiltrate computer systems or connected devices 
in order to encrypt a user’s files [197]. Most commonly, servers for web and 
email applications, databases, end-user computers and removable media are 
involved [198]. Once encrypted, the information is indecipherable and inacces-
sible. The user receives a pop-up notification demanding payment of a ransom 
(usually in untraceable or difficult-to-trace digital currency) in exchange 
for the decryption key [199]. But ransomware does not destroy information; 
rather, it locks-up the data until a ransom is paid. Even if the ransomware 
infection is removed, the data remain encrypted [200]. Of note, the mere 
infection of a machine with ransomware is not sufficient, as the ransomware 
must communicate with a server to get an encryption key and report its 
results. This, in turn, requires a server hosted by a third-party company that 
will ignore the illegal activity and guarantee the attackers anonymity (called 
Bulletproof Hosting) [200]. Attackers also use a proxy or virtual private 
network (VPN) services to further disguise their own internet protocol (IP) 
addresses [200].

In February 2013, President Obama issued an Executive Order on Improving 
Critical Infrastructure Cybersecurity, with the goal of improving cybersecurity and 
reducing cyber threats to the nation’s “critical infrastructure sectors,” including the 
Healthcare and Public Health Sector [201]. The Executive Order defines “critical 
infrastructure” as “systems and assets, whether physical or virtual, so vital to the 
United States that the incapacity or destruction of such systems and assets would 
have a debilitating impact on security, national economic security, national public 
health or safety, or any combination of those matters” [201]. In other words, the 
executive order and other governmental policies collectively identify health-care 
systems and assets as so vital to the U.S. that their impairment would severely 
threaten public health and safety.

Many medical devices and other hospital assets now have direct access to 
the Internet—both in an encrypted (e.g., secured) and unencrypted (e.g., 
unsecured) fashion [202, 203]. Billing systems use electronic financial transfers, 
medical devices upload vital statistics in real time to EHRs, hospitals allow 
patients and visitors access to hospital WiFi as a courtesy, and patients are being 
provided access to protected health information (PHI) via authentication on the 
Internet—all of these are important and vital aspects of a modern hospital eco-
system [204–207]. As hospitals benefit from networked technology and greater 
connectivity, they also must ensure that they evaluate and manage these new 
risks. The American Hospital Association has identified the following  
priorities [208, 209]:

1. Establish procedures and a core cybersecurity (CS) team to identify and  
mitigate risks, including board involvement as appropriate.

2. Develop a CS investigation and incident response plan that is mindful of 
the CS Framework being drafted by the National Institute of Standards and 
Technology.
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3. Investigate the medical devices used by the hospital in accordance with the 
June 2013 FDA guidance to ensure that the devices include intrusion detection 
and prevention assistance and are not currently infected with malware.

4. Review, test, evaluate, and modify, as appropriate, the hospital’s incident 
response and data breach plans to ensure that the plans remain as current as 
possible in the changing cyber threat environment.

5. Consider engaging in regional or national information-sharing organizations 
to learn more about the CS risks faced by hospitals.

6. Review the hospital’s insurance coverage to determine whether the current 
coverage is adequate and appropriate given CS risks.

10.  Global communication platforms and social media: balancing 
benefits and threats

The role of social media platforms in IHS is substantial, and is likely to continue 
to grow [210]. There are certainly many positive aspects of social media (SM), such 
as the ability to quickly conduct population-level education, surveillance, and even 
preventive interventions [210]. At the same, there is the “dark side” potential of 
subverting these powerful platforms to both passively and actively facilitate harm 
and to disseminate misinformation [9]. Among the most challenging aspects of 
SM platform use in public health and IHS is the need for real-time verification and 
interception of potentially harmful messaging while at the same time promoting 
(and certainly not impeding) helpful content [9, 211].

The role of SM as a potential agent for dissemination of harmful medical misinfor-
mation tends to be underappreciated and/or intentionally minimized. Yet this health 
security threat is not only global but also represents a more pervasive form of harm, 
where incorrect, erroneous, or outright dangerous information becomes “entrenched” 
within the population’s collective mind. A hypothetical example of medical misin-
formation may appear as follows, “all those who wash hands with alcohol solution 
expose themselves to deadly mutations and cancers.” When disseminated widely, 
through a combination of “likes” and “upvotes,” this dishonest and extremely harmful 
information may reach the status of “accepted reality” where people blindly believe in 
the validity of the damaging claim without critically evaluating its merits. In addition 
to potential harm and elevated risk to individuals, misuse of SM platforms can lead to 
population-level manifestations such as public anger and civil unrest [212].

In one real-life example where cultural norms, religious beliefs, and SM reinforce-
ment played an important role in adversely influencing health security, the reluctance 
to comply with modified burial practices may have contributed to ongoing spread of 
Ebola virus during the 2014–2015 outbreak [24, 213]. In another instance, support for 
SM-based conspiracy theories around the Ebola pandemic abounded, while changes 
in infection prevention practices appeared to be lagging the dissemination of cor-
rect health information [25]. Finally, the unethical opportunism of false promises 
and exploitation of the naïve was highlighted by the emergence of unsubstantiated 
and harmful claims of “disease-modifying behaviors” that may actually lead to 
significant morbidity and/or mortality [213, 214], whether intentionally or not. One 
such example is the public health harm created by the anti-vaccination movement, 
which was greatly aided by the misinformed adoption of SM platforms as “trusted 
sources” [9]. At the governmental level, various organizations and agencies actively 
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work on responses and countermeasures to disinformation present across various 
media platforms, including the National Security Communications Team in the 
United Kingdom, the National Cyber Directorate in Israel, the National Cybersecurity 
Agency in France, and the Australian Security Intelligence Organization, 
among others.

11.  Health security in the context of human activity and sustainability

11.1 Human activity

Above and beyond previously discussed topics, modern human activity has 
had a tremendous impact on both individual and population health and well-being 
[215]. Key etiological and inherently interrelated concepts include industrialization, 
globalization, information transfers, and social interactions. Each of these areas will 
now be discussed in greater detail.

• Industrialization: Industrialization is a key contributor to the contemporary 
health epidemics of obesity and cardiovascular disease—a phenomenon 
deeply rooted in a gradual human transition from agricultural production to 
service economies. Industrialization has led to increased energy demands, 
dependence on fossil fuels, and the resultant global warming [216, 217]. 
Planetary-level effects include extreme weather events, rising sea levels, 
dangerous heat waves, decreased crop yields and nutritional density, worsen-
ing air quality, and unpredictable patterns of vector-borne diseases [20, 150, 
218–221]. Extreme weather events lead to greater devastation and conse-
quently exacerbate disproportionate hardships faced by LMIRs, leading to 
downstream sequelae including mass hunger, migrations, and armed conflict 
[75, 150, 220, 222].

• Globalization: Globalization and an increase in human mobility have not only 
augmented global warming-induced risk of vector-borne diseases, but have 
promoted their rapid transmission [223, 224]. Increasing human interactions 
and interconnectedness, while having a positive effect on intercultural relat-
ability and collaboration, have at the same time facilitated the globalization 
of violence through terrorism and destabilization of vulnerable governments 
[225–227].

• Information transfers and social interactions: The ease of information sharing 
is unprecedented in human history. While generally accepted to be positive, 
a downside of false information becoming amplified and leading to harmful 
downstream consequences has been increasingly noted with the advent of 
internet and SM [228]. Empowering untrained and self-professed experts to 
discredit established peer-reviewed medical literature is proving to be more 
destructive than previously believed [9, 229]. The current pervasiveness of 
SM gives the appearance of positivity and health promotion as it enables 
interconnectivity and maintenance of relationships. Unfortunately bullying 
and psychological trauma are quickly becoming a reality facilitated by this still 
emerging technology [230, 231].

When considering the above entities, a worrisome negative synergism 
becomes apparent. Moreover, the velocity and intensity of negative develop-
ments make compensation and adaptation difficult, and, too frequently, existing 
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governing bodies are unable to effectively address any enduring impacts [232, 233]. 
Consequently, calls for a global coalition committed to preventing adverse health 
effects from human activity are imperative.

12. Planetary climate change: a health security threat

Our planet is changing and evolving constantly, with continued climate transi-
tions throughout the Earth’s history becoming the scientifically accepted norm 
[234–236]. For the purposes of this discussion, we will refer to this complex set of 
phenomena simply as “planetary climate change” or PCC. Key areas affected by 
PCC include agriculture [237], forestry [238, 239], species migrations [240], vector-
borne infectious diseases [241], urban air pollution [241], wind activity [75, 242],  
as well as changes in water availability [243]. Of importance, all of the above 
elements are closely interrelated, and it will be extremely difficult to elucidate any 
binary cause-and-effect relationships, making any debates around the topic of PCC 
both circumstantial and highly controversial. Beyond various direct and indirect 
effects of climate change on human health [244], it has been suggested that among 
the manifestations of the observed human response to PCC are armed conflict and 
widespread migration [245, 246].

Perhaps one of the most impactful aspects of the current PCC trends is the 
emergence of increasing temperature variability [247], which can, in turn, create 
local weather conditions that regions of the planet may simply not be prepared to 
handle effectively [248, 249]. One of the proposed models suggests the emergence 
of “severe and widespread droughts in the next 30-90 years” [235, 250], with clear 
implications to other topics discussed in this review such as food security, emerging 
infectious diseases, and human migrations [251].

Another important aspect of the overall management of PCC is the need to better 
understand any effects of solar (and even beyond that, cosmic) energetic inputs, with 
special focus on the relationship on such activity on the observed patterns of climate 
behavior [252, 253]. This includes the potential interplay between the Earth’s magnetic 
field, solar output, and cosmic rays as climate modulators, including key determinants 
of various phenomena such as cloud formation [254–256]. Although far too vast—and 
inadequately understood—the topic of “planetary health” is by default the overarch-
ing determinant of human well-being and sustainability. In the United States, multiple 
organizations and agencies are involved in activities and actions revolving around 
PCC, including the Department of Agriculture, the US Agency for International 
Development, the National Science Foundation, the National Aeronautics and 
Space Administration, the Environmental Protection Agency, the Department of 
Transportation, and the Department of State, among others.

13.  Pharmaceutical manufacturing and distribution: a clear health 
security concern

In 1982, seven people died in the greater Chicago, Illinois metropolitan area 
after consuming acetaminophen that had been intentionally laced with potas-
sium cyanide [257]. While the response by the drug manufacturers has since been 
widely recognized and praised as a textbook case in corporate crisis and public 
relations management, the greater concern was the recognition of how vulner-
able pharmaceuticals are to potential tampering and bioterrorism [258, 259]. As 
a result, the United States Food and Drug Administration (US FDA) and Federal 
Government—working jointly with pharmaceutical manufacturers—established 
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harsh anti-tampering laws and guidelines to limit the risk of further contamination 
of the drug supply [260, 261].

However, it became clear that such “tampering” events—especially if inten-
tional—can occur on a global scale [258, 259]. This is particularly true when one 
considers the extensive worldwide supply-chain manufacturing process that is 
involved in the production of consumer pharmaceuticals. Even slight changes in a 
drug’s production—be it the initial recipes, mixing with drug stabilizers, buffers, 
or binders, all the way to packaging and distribution—can have catastrophic, if not 
fatal, consequences. The complexity of pharmaceutical development and distribu-
tion illustrates that there are numerous opportunities for sabotage, bioterrorism, 
neglect, or various forms of human error [262, 263]. Even local events can spark 
worldwide concerns and public fear. Any breakdown, intentional or otherwise, 
can compromise the safety of medications that millions depend on for their daily 
health. Potential observed effects may include avoidance of long-term maintenance 
medications, clinically significant manifestations of fear, and tremendous economic 
damage related to combined supply chain disruptions, in addition to increased 
downstream health-care costs.

While there are safeguards built into the entire process to assure pharmaceuti-
cal purity—including oversight by government agencies, such as the US FDA and 
European Union (EU) European Medicines Agency (EMA)—the system is not 
without potential risk. Many LMIR areas are challenged by the lack of appropriate 
regulatory oversight, government penalties, and even public (i.e., public company 
shareholders) accountability. In addition, pharmaceuticals that are no longer 
protected by intellectual property laws may be manufactured and distributed 
worldwide with lower regulatory or quality oversight [264, 265]. In fact, many well-
established pharmaceuticals can vary significantly in their drug bio-availabilities 
and potencies depending on how and where they are manufactured [266, 267].

14. Conclusions

International health security is a complex and highly heterogeneous area of exper-
tise. The American College of Academic International Medicine IHS Consensus Group 
(ACAIM-CG) developed a summative assessment highlighting the main issues that can 
impact IHS including emerging infectious diseases; chronic health conditions; bioter-
rorism; planetary changes (volcanic eruptions, earthquakes, wildfires, and climate 
change); nuclear incidents; information and cyber health; industrialization; global-
ization; pharmaceutical production; and communication platforms (social media). 
These concerns can directly and indirectly impact IHS both in the long and short term. 
When considering each IHS component, we aim to emphasize the utility of applying a 
predefined framework to effectively approach health security threats. This framework 
comprises of prevention, detection, assessment, reporting, response, addressing needs, 
and the ongoing repetition of this cycle (inclusive of appropriate mitigation measures). 
It is hoped that this collective work will provide a foundation for further research 
within the redefined, expanded scope of IHS.
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Chapter 3

The Impact of Systems of Care on 
International Health Security
Nicholas Reis and James Cipolla

Abstract

International health security (IHS) prioritizes cross-border threats to nations 
such as epidemics, bioterrorism, and climate change. In the modern era, however, 
the leading causes of mortality are not infectious. Cardiovascular disease (CVD) 
is the leading cause of death worldwide. Over three-quarters of CVD deaths take 
place in low-income countries, illustrating a disparity in care. Traumatic injury also 
remains one of the leading causes of morbidity and mortality worldwide, placing a 
particularly heavy burden upon countries with limited resources. Cerebrovascular 
disease and acute stroke syndromes are major causes of mortality and disability 
worldwide. Programs leading to timely revascularization have proven to be the 
most powerful predictor of disease outcomes. The health of women and children is 
vital to creating a healthy world. The impact of neonatal resuscitation programs on 
mortality has been a major force in advancing international health security. Finally, 
the establishment of emergency medical services (EMS) systems has been shown 
to improve the health of communities in both high- and low-income nations. In 
order to address health security on a global scale, government authorities and public 
health institutions must incorporate access to modern systems of care addressing 
the major determinants of health and primary causes of mortality.

Keywords: health security, international, trauma, ATLS, ACLS, EMS, NRP, stroke

1. Introduction

International health security is a new and evolving concept within the global 
health community. Despite apparent differences in understanding and use of the 
concept in different settings, international health security, in its most general sense, 
prioritizes cross-border threats to the modern and future achievements of nations 
such as the emergence of disease epidemics, bioterrorism, and climate change [1]. 
The gravity of these threats and their potential impact on people the world over has 
fostered greater health diplomacy between nations. There is greater cooperation 
and health information sharing now than in any other time in history, allowing for 
an evaluation of the impact contemporary systems of care may have on interna-
tional health security. While global public health achievements in large part stem 
from greater ability to prevent and control the spread of infectious disease, this is 
not the sole determinate of global health and life expectancy. In the modern era, the 
leading causes of mortality worldwide are not infectious (Table 1). Cardiovascular 
disease is, in fact, the number one cause of mortality worldwide, inclusive of all 
ages and demographics. Cerebrovascular disease is the second most common 
cause of death. Out-of-hospital cardiac arrest, traumatic injury, and peripartum 
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complications leading to neonatal death continue to have a significant impact 
on global mortality. Emergency medical services and programs such as ATLS, 
Advanced Cardiac Life Support (ACLS), and the Neonatal Resuscitation Program 
(NRP) were created to help deliver essential knowledge and skills to communities 
with low resources and increased disease burden. In this chapter, we will review 
the impact of these programs and initiatives aimed at improving health outcomes 
globally.

2. Methods

An organized procedure was followed to ensure a high quality review of the litera-
ture regarding the subject of interest. First, a comprehensive search of peer-reviewed 
journals was completed based on a wide range of key terms including, but not limited 
to, “global health,” “health security,” and “health systems.” Databases searched 
included PubMed, Ovid, and Google Scholar. Next, a search of websites such as the 
World Health Organization (WHO), the Centers for Disease Control and Prevention 
(CDC), and the National Institutes of Health (NIH) was conducted for policy and 
review statements on major threats to health security and leading cause of mortality 
worldwide. Based on these findings, further literature review was conducted using 
key terms such as “Trauma,” “Cardiovascular Disease,” “Stroke,” “Maternal Health,” 
“ATLS,” “ACLS,” “EMS,” and “NRP.” Literature review continued with articles identi-
fied as having potential for further review from the references sections of articles 
previously collected. The literature search ultimately generated 109 articles refer-
enced in this review, which were published between 1980 and 2019. The collective 
information gained from this literature review was synthesized to identify the impact 
of programs and initiatives aimed at improving outcomes from the greatest threats to 
health security. These were organized into sections and are presented as examples of 
the extent to which these systems of care impact health security internationally.

3. Trauma systems

Traumatic injury is a disease without boundaries; it is one of the leading causes 
of morbidity and mortality worldwide and places a particularly heavy burden upon 
countries with limited resources. Road injuries alone killed 1.4 million people in 
2016, about three-quarters (74%) of whom were men and boys [3]. Despite greater 
knowledge of injury causes and prevention, the growing global population, traffic, 
and urbanization cause morbidity and mortality secondary to trauma to remain a 
major health concern worldwide. Ensuring timely access to advanced trauma care as 
an international health security measure requires an organized network of prehos-
pital emergency care and a standardized system of trauma care that can be repli-
cated and delivered to patients in rural community hospitals and major academic 
tertiary care centers alike.

One of the largest initiatives in improving trauma care to-date has been the 
Advanced Trauma Life Support (ATLS) course. This training program was devel-
oped in 1978 by the American College of Surgeons following the tragic event of an 
orthopedic surgeon piloting his plane, who crashed into a Nebraska cornfield with 
his family, killing his wife and severely injuring his three children [4]. Insufficiency 
in the system of emergency medical care was recounted by this surgeon, who called 
for a system change to improve the care for trauma victims everywhere. ATLS 
focuses on the initial stabilization and resuscitation of the trauma patient, referenc-
ing the “Golden Hour” as the most important, as 30% of all trauma deaths occur 
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complications leading to neonatal death continue to have a significant impact 
on global mortality. Emergency medical services and programs such as ATLS, 
Advanced Cardiac Life Support (ACLS), and the Neonatal Resuscitation Program 
(NRP) were created to help deliver essential knowledge and skills to communities 
with low resources and increased disease burden. In this chapter, we will review 
the impact of these programs and initiatives aimed at improving health outcomes 
globally.

2. Methods

An organized procedure was followed to ensure a high quality review of the litera-
ture regarding the subject of interest. First, a comprehensive search of peer-reviewed 
journals was completed based on a wide range of key terms including, but not limited 
to, “global health,” “health security,” and “health systems.” Databases searched 
included PubMed, Ovid, and Google Scholar. Next, a search of websites such as the 
World Health Organization (WHO), the Centers for Disease Control and Prevention 
(CDC), and the National Institutes of Health (NIH) was conducted for policy and 
review statements on major threats to health security and leading cause of mortality 
worldwide. Based on these findings, further literature review was conducted using 
key terms such as “Trauma,” “Cardiovascular Disease,” “Stroke,” “Maternal Health,” 
“ATLS,” “ACLS,” “EMS,” and “NRP.” Literature review continued with articles identi-
fied as having potential for further review from the references sections of articles 
previously collected. The literature search ultimately generated 109 articles refer-
enced in this review, which were published between 1980 and 2019. The collective 
information gained from this literature review was synthesized to identify the impact 
of programs and initiatives aimed at improving outcomes from the greatest threats to 
health security. These were organized into sections and are presented as examples of 
the extent to which these systems of care impact health security internationally.

3. Trauma systems

Traumatic injury is a disease without boundaries; it is one of the leading causes 
of morbidity and mortality worldwide and places a particularly heavy burden upon 
countries with limited resources. Road injuries alone killed 1.4 million people in 
2016, about three-quarters (74%) of whom were men and boys [3]. Despite greater 
knowledge of injury causes and prevention, the growing global population, traffic, 
and urbanization cause morbidity and mortality secondary to trauma to remain a 
major health concern worldwide. Ensuring timely access to advanced trauma care as 
an international health security measure requires an organized network of prehos-
pital emergency care and a standardized system of trauma care that can be repli-
cated and delivered to patients in rural community hospitals and major academic 
tertiary care centers alike.

One of the largest initiatives in improving trauma care to-date has been the 
Advanced Trauma Life Support (ATLS) course. This training program was devel-
oped in 1978 by the American College of Surgeons following the tragic event of an 
orthopedic surgeon piloting his plane, who crashed into a Nebraska cornfield with 
his family, killing his wife and severely injuring his three children [4]. Insufficiency 
in the system of emergency medical care was recounted by this surgeon, who called 
for a system change to improve the care for trauma victims everywhere. ATLS 
focuses on the initial stabilization and resuscitation of the trauma patient, referenc-
ing the “Golden Hour” as the most important, as 30% of all trauma deaths occur 
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within 60 minutes of injury [5]. Despite a paucity of data on the effect ATLS has on 
trauma mortality, existing evidence supports its practice as a means of decreasing 
mortality and improving systems of care globally [6, 7].

Over 90% of deaths related to injury occur in low-income countries where the 
availability of prevention programs, emergency services, and centers capable of 
prompt, advanced resuscitation is limited. The majority of these deaths are caused 
by road traffic injuries [8]. Establishing early advanced trauma care is essential to 
decreasing global morbidity and mortality due to trauma and is, in part, accom-
plished with the dissemination of trauma education programs [9]. Studies have 
shown that as the number of ATSL-trained professional increases, the rates of 
preventable and potentially preventable deaths decreases (Figure 1) [10].

One study of trauma-related deaths before and after the implementation of 
focused trauma education courses in the capital of Rwanda, including ATLS, 
found the mortality of severely injured patients decreased significantly in the 
6 months following their initiation [7]. Another study reported improved man-
agement of trauma patients by practitioners from countries throughout East, 
Central, and Southern Africa after institution of a primary trauma care course 
[11]. In the Netherlands, the introduction of ATLS resulted in a significantly 
improved trauma outcome in the first hour after admission [12]. A study on the 
impact of mandatory ATLS training on processes of care in rural America found 
improvement after categorization of trauma centers [6]. Improvement in trauma 
patient outcomes has also been reported after ATLS training in Trinidad and 
Tobago [13].

Since its inception, ATLS has gone through several iterations. Its principles 
have become standard of care in over 50 countries worldwide, with over 1 million 
physicians trained since the mid-1990s [14–16]. ATLS has developed into a global 
resuscitation program, with confirmed results in terms of improved patient out-
comes, processes of care, and teaching.

Figure 1. 
Change in mortality over time with increasing number of ATLS-trained providers (adapted from Navarro 
et al. [10]).
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4. Cardiovascular care

Cardiovascular disease (CVD) is by far the leading cause of death worldwide. An 
estimated 17.9 million people died from CVD in 2016, representing 31% of all global 
deaths, 85% of which are due to heart attack and stroke [3, 17]. Over three-quarters 
of CVD deaths take place in low-income countries, illustrating a disparity in care 
and the need for further resource allocation and education. Despite the global 
burden of CVD, there have been remarkable advances in treatment and prevention. 
The field of resuscitation has been evolving for more than two centuries with the 
American Heart Association (AHA) formally endorsing cardiopulmonary resuscita-
tion (CPR) in 1963 [18].

Basic life support (BLS) and advanced cardiac life support (ACLS) guidelines 
have evolved over the past several decades based on a combination of scientific 
evidence and expert consensus. The AHA and European Resuscitation Council 
developed the most recent ACLS Guidelines in 2010 using a comprehensive review 
of resuscitation literature performed by the International Liaison Committee on 
Resuscitation (ILCOR). These were updated in 2015 and 2018 [19–26]. The effi-
cacy of these guidelines is well borne out in the literature with clear reductions in 
in-hospital and out-of-hospital mortality when the most critical interventions (e.g., 
defibrillation, CPR, and rapid transport to an advanced care) are initiated early 
(Figure 2) [24, 27–31].

Numerous large-scale randomized clinical trials have demonstrated the benefit 
of timely interventions as well, including antiplatelet therapy, thrombolysis, and 
cardiac catheterization [17, 32]. Results from these trials have been incorporated 
into guidelines for inpatient and outpatient cardiac care internationally [33, 34].

Despite these well-established guidelines for the management of ACS, there are 
still strong differences with regard to the epidemiology, diagnosis, and treatment of 
patients with ACS, leading to diverging morbidity and mortality rates throughout 
the globe [17]. Reasons for such differences among different global populations are 
multifactorial and include differences in population genetics, access to care, diet, 
socioeconomic status, and treatment modalities employed regionally (i.e., invasive 
vs. non-invasive strategies) [35, 36]. To address these disparities, much work has 
been done to universalize treatment protocols by bringing systems of care to areas 
most in need.

Stent for Life (SFL), a European Association of Percutaneous Cardiovascular 
Interventions (EAPCI) and Congress of the European Association of Percutaneous 
Cardiovascular Interventions (EuroPCR) coalition, was established in 2008 as 
a non-profit international network of national cardiac societies and partnering 
organizations. The mission of SFL was to address inequalities in ST-elevation acute 

Figure 2. 
Exposure to prehospital bystander interventions among patients who achieved neurologically intact survival. 
EMS = emergency medical services; apatients received both bystander and EMS defibrillation (adapted from 
Nakahara et al. [27]).
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myocardial infarction (STEMI) patients’ access to a life-saving revascularization 
treatment throughout Europe.

Effective from 2008 to 2016 in 23 countries, mainly in Europe, this initiative sig-
nificantly improved the delivery of guideline-compliant therapy and patient access 
to primary percutaneous coronary intervention (p-PCI), thereby reducing mortality 
and morbidity in patients suffering from acute myocardial infarction (AMI) [37, 
38]. Since 2017, the Stent—Save a Life Initiative (SSLI) was founded as the global 
extension and continuation of Stent for Life. The SSLI works to identify regions and 
countries with an unmet medical need in the optimal treatment of ACS and imple-
ment an action program to increase patient access to primary PCI where indicated.

The advancement of international health security is seen in the work of these 
and similar organizations which work to identify opportunities and challenges 
in building systems of care in emerging countries, such as India, China, South 
Africa, and Mexico, where CAD mortality is increasing and becoming a significant 
healthcare problem [39–42]. Geographic mapping and situational analyses have 
shown that adherence to STEMI guidelines is influenced by many factors and varies 
from country to country, from region to region, and no one model fits all com-
munities. Greater understanding of system-level barriers and unique challenges in 
the regional context will facilitate the development of more effective strategies for 
improving the treatment and preventing CVD globally.

5. Cerebrovascular disease

Cerebrovascular disease and acute stroke syndromes are a leading cause of 
mortality and disability worldwide. According to the Global Burden of Disease 
Study published in December, 2018 the estimated lifetime risk of stroke for a 
25 year old during their remaining lifespan is 25% [43]. Stroke is the third leading 
cause of death and first leading cause of major disability in North America. Over 
the last several decades developed countries have experienced reductions in stroke-
related morbidity and mortality [44]. Mortality from stroke has decreased by 60% 
in the United States alone, but remains the fifth leading cause of death [45–47]. For 
most developed countries, this experience has been similar. Over the last 20 years, 
high-income countries have experienced an age-standardized decrease in incidence, 
mortality and disease burden (as measured by disability-adjusted life year loss 
rates) of 13, 37, and 21%, respectively [48, 49]. Nonetheless, Stroke accounts for 
almost 5% of all disability-adjusted life-years and 10% of all deaths worldwide [50].

While progress has been made in stroke care in developed countries, the global 
experience of cerebrovascular disease is less encouraging. In 2013, 6.4 million deaths 
(11.8% of all global deaths) were a result of stroke [51]. Stroke remains the third 
leading cause of years-of-potential-life lost worldwide [52]. Between 1990 and 2010, 
the incidence of ischemic stroke increased by 37% and that of hemorrhagic stroke 
increased by 47%; the total number of deaths attributable to ischemic and hemor-
rhagic stroke increased by 20% over that same period [48]. By 2030 there could be 
as many as 12 million stroke deaths, 70 million stroke survivors, and >200 million 
disability-adjusted life years lost from stroke each year [44]. Not surprisingly, the 
majority of the burden of disease is borne by low- and middle income countries 
at the center of the global stroke epidemic [53]. While high-income, developed 
countries have been experiencing significant declines in stroke incidence in recent 
years, undeveloped, low-income countries have experienced increases in incidence 
by as much as 100% [54]. The substantial regional and country-level variation in 
stroke disease, with hotspots of particularly high-stroke incidence, mortality, and 
morbidity in Eastern Europe, East and Southeast Asia, Central Africa, and Oceania 
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has become known as the “Global Stroke Belt” [55]. The most affected countries in 
the global stroke belt have a >10-fold higher age-standardized stroke mortality rate 
than the least affected countries [56].

There have been significant advances in stroke care in recent years. Timely 
revascularization has been by far the most powerful predictor of improved out-
come in patients with acute ischemic stroke [57]. Given the time-sensitive nature 
of therapeutic interventions and the specialized care required by those affected, 
regional systems of care have evolved in different forms to provide patients the best 
functional outcomes possible. The emergence of advanced imaging modalities and 
endovascular interventions have had a significant impact on the organization of 
acute stroke care, as communities strive to deliver the most up-to-date, evidence-
based treatments effectively.

Evidence shows that organized care within specialized stroke units is associated 
with better quality of care and reduced rates of death and disability [58]. There is 
significant variation, however, within and between countries in access to stroke care 
and the organizational models of such care [59]. In several countries, acute stroke 
services are being centralized into “hub and spoke” systems in which hospital pro-
viding different levels of care work together to create a centralized system in which 
all patients with acute ischemic stroke are taken to specialized centers, rather than 
the nearest hospital [60]. Research suggests that in countries where such models 
exist (e.g., the United States, Canada, the Netherlands, Denmark, and Australia), 
there is greater provision of evidence-based therapies by increasing access to spe-
cialist care and thrombolysis [61–63]. Other countries, such as the United Kingdom, 
have found decreases in mortality and hospital length-of-stay where hyperacute 
stroke services were centralized to a small number of highly specialized, high-
volume centers [64]. In other countries, such as Greece, a centrally administered 
rotation system for 24-hour on-call services exists for specialized stroke care [65].

In the United States (U.S.), regionalization of care around specialized centers 
played a large role in stroke dropping from the third to the fifth most common 
cause of death [55]. In the year 2000, the Brain Attack Coalition recommended the 
establishment of primary stroke centers (PSCs). Primary Stroke Center certifica-
tion recognizes hospitals that meet standards to support better outcomes for stroke 
care. Studies from the American Heart Association/American Stroke Association 
Get With The Guidelines-Stroke Program have demonstrated that PSC certification 
improves many key process measures of stroke care [66].

Studies have shown that not only do hospitals with PSC certification experi-
ence lower mortality rates but also the mortality benefit appears to be independent 
of hospital size or time since certification (Figure 3) [67, 68]. This suggests that 
the process of obtaining certification in advanced stroke care alone may improve 
outcomes, regardless of hospital size. Since 2012, hospitals may become certified 
as comprehensive stroke centers (CSCs), another designation based on the Brain 
Attack Foundation’s recommendations for establishing systems of stroke care which 
requires an ability to provide more-complex services, including 24/7 availability 
of endovascular procedures. According to a large national study of stroke centers 
in the U.S., CSCs were significantly better at providing prompt acute treatment 
(i.e., thrombolysis and endovascular clot retrieval) for patients with acute ischemic 
stroke, but in-hospital mortality was similar between hospital settings [69]. The 
fact that less technically sophisticated centers provided non-inferior care to larger, 
more advanced centers has significant implications. For communities with evolving 
systems of care and in nations where resources are limited, a focus on providing 
established medical therapies to the most number of people in the most timely 
manner possible may be more beneficial than investing in expensive advanced 
technologies.
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6. Neonatal resuscitation

The health of women and children is vital to creating a healthy world. Ensuring 
access to appropriate perinatal care is vital to international health security. Despite 
great progress, there are still too many mothers and children dying—mostly from 
causes that could have been prevented. Every day, there are approximately 800 
deaths from preventable causes related to pregnancy and childbirth, 99% of which 
occur in developing countries. Despite decreasing rates of childhood mortality 
worldwide, neonatal deaths account for nearly half of all deaths in children less 
than 5 years old [70]. Intrapartum-related events such as birth asphyxia contribute 
to approximately one-quarter of neonatal deaths, many of which can be decreased 
by simple resuscitative and newborn care maneuvers. Neonatal deaths now com-
prise ~45% of all childhood deaths in children less than 5 years old, resulting in 2.7 
million lives lost each year [71].

The challenge of delivering neonatal resuscitative interventions is complicated 
by the fact that childbirth often occurs outside of healthcare facilities; up to 60% 
in some parts of the world [72]. Implementation of properly performed neonatal 
resuscitation remains low in countries with the highest neonatal mortality rates 
[72]. Adequate basic neonatal resuscitation can prevent many intrapartum deaths. 
Studies suggest that an additional 20–40% of lives would be saved with the institu-
tion of basic neonatal resuscitation where it is needed most [73, 74].

Understanding the impact that neonatal resuscitation delivered by trained 
healthcare workers can have on mortality is essential to improving international 
health security. Implementation of neonatal resuscitation programs has been shown 
to decrease intrapartum stillbirth rates and early neonatal mortality. Skilled birth 
attendance and newborn resuscitation are evidence-based interventions directed at 
the moment when the lifetime risk for mortality is highest [73, 74].

The American Academy of Pediatrics released the Neonatal Resuscitation Program 
(NRP) in 1997, the first standardized training program for neonatal resuscitation of 
its kind. The NRP is an educational program that translates the science of resuscita-
tion into practice. The initial goals of the NRP were to promote evidence-based care 
for newborns and to ensure the presence of at least one professional trained in neona-
tal resuscitation at every delivery in the United States (US) [75]. Hands-on learning 
with mannequins and a simple, transportable program structure led to widespread 
adoption outside the US. The use of NRP has spread globally with countries adapting 
the program to function within the context of their own healthcare environments 
[76]. NRP continues to be a driving force for the development of initiatives to reduce 
newborn mortality by promoting an action-oriented approach that trains a variety 
of providers, aids in the acquisition of resuscitation equipment, and promotes the 

Figure 3. 
Mortality at designated stroke centers and nondesignated hospitals. CI = confidence interval; anegative values 
indicate lower mortality rates at designated vs. nondesignated hospitals (adapted from Xian et al. [67]).
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importance of newborn health to proper authorities [77]. Implementation of NRP in 
various countries has resulted in a reduction in birth asphyxia-related mortality, in 
addition to increased use of bag-mask ventilation in newborn resuscitation [78, 79].

Drawbacks of the NRP, however, exist, and are primarily related to its complex-
ity, which necessitates training in well-resourced settings. This has also been shown 
to result in inadequate skills retention after training when the learner does not prac-
tice neonatal resuscitation regularly [80]. These and other challenges to the adop-
tion of NRP in low-resource settings may lead to the assumption that resuscitation 
cannot be accomplished without advanced equipment and facilities [81]. Research 
over the last two decades, however, has shown that over 98% of babies respond with 
spontaneous breathing after basic resuscitation, including drying, warmth, stimu-
lation, and bag-mask ventilation [72, 82].

Thus, NRP courses taught in resource-limited settings have been modified to focus 
on the initial steps of resuscitation while omitting discussion of more complex inter-
ventions such as intubation, medications, and umbilical line placement. Adaptations 
of NRP have improved both educational outcomes and skills when used to teach pro-
viders in low-resource settings [79, 83, 84]. They also have led to decreases in perinatal 
mortality. In a multinational randomized trial of 62,366 births in rural communities, 
utilization of a modified NRP and newborn care package resulted in a 30% reduc-
tion in still birth rates [85]. Such experiences demonstrate that low-resource settings 
require a curriculum specifically designed and targeted for their needs.

With the goal of equipping caretakers in all practice settings with the basic 
knowledge and skills necessary to perform adequate neonatal resuscitation, a task 
force organized by the American Academy of Pediatrics set out to develop a simpli-
fied, standardized curriculum based on NRP. The result was the Helping Babies 
Breathe (HBB) program, which became available in 2010. The HBB curriculum is 
portable, low cost, and teaches a simpler algorithm than NRP, focusing on stimula-
tion, drying, clearing the airway, and bag-mask ventilation. Instead of spending 
time evaluating a baby’s condition, interventions begin immediately with sequential 
evaluation of crying, breathing, and heart rate. Elements of essential newborn 
care are incorporated into the curriculum, including encouragement of breastfeed-
ing, cleanliness, and warmth at delivery. The World Health Organization (WHO) 
released guidelines on basic newborn resuscitation in 2012, which were largely 
consistent with the recommendations and action plan of HBB [86].

Educational evaluations of HBB in developing countries have shown the course 
to be well received since their dissemination workshops in HBB have been shown 
to improve knowledge and skills in basic neonatal resuscitation immediately after 
training [87–91]. Most encouraging for the further spread of the program have been 
studies evaluating differences in performance based on the type of provider. While 
physicians perform better in pre-workshop assessments of both knowledge and 
skills of basic resuscitation, after HBB training, nurses perform as well in simulation 
as physicians [89, 91]. This and similar evidence support the training of doctors, 
nurses, midwives, and all others involved in newborn care. This is vital as, globally, 
midwives and other non-physicians care for the majority of deliveries.

Since the introduction of HBB, over 300,000 providers have been trained in 
77 countries [92]. Fifty-two countries have established nationally led programs. 
Analysis of 80,000 births after HBB training demonstrated a 47% reduction in 
early neonatal deaths and a 24% reduction in fresh stillbirth rates (Figure 4) [94].

Studies in developing countries where HBB was adopted have shown a decrease 
in perinatal mortality and in stillbirth rates [93, 95]. A systematic review evaluating 
whether the implementation of a standardized formal neonatal resuscitation train-
ing program in low- and middle-income countries improved neonatal outcomes 
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6. Neonatal resuscitation
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in some parts of the world [72]. Implementation of properly performed neonatal 
resuscitation remains low in countries with the highest neonatal mortality rates 
[72]. Adequate basic neonatal resuscitation can prevent many intrapartum deaths. 
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to decrease intrapartum stillbirth rates and early neonatal mortality. Skilled birth 
attendance and newborn resuscitation are evidence-based interventions directed at 
the moment when the lifetime risk for mortality is highest [73, 74].

The American Academy of Pediatrics released the Neonatal Resuscitation Program 
(NRP) in 1997, the first standardized training program for neonatal resuscitation of 
its kind. The NRP is an educational program that translates the science of resuscita-
tion into practice. The initial goals of the NRP were to promote evidence-based care 
for newborns and to ensure the presence of at least one professional trained in neona-
tal resuscitation at every delivery in the United States (US) [75]. Hands-on learning 
with mannequins and a simple, transportable program structure led to widespread 
adoption outside the US. The use of NRP has spread globally with countries adapting 
the program to function within the context of their own healthcare environments 
[76]. NRP continues to be a driving force for the development of initiatives to reduce 
newborn mortality by promoting an action-oriented approach that trains a variety 
of providers, aids in the acquisition of resuscitation equipment, and promotes the 
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importance of newborn health to proper authorities [77]. Implementation of NRP in 
various countries has resulted in a reduction in birth asphyxia-related mortality, in 
addition to increased use of bag-mask ventilation in newborn resuscitation [78, 79].

Drawbacks of the NRP, however, exist, and are primarily related to its complex-
ity, which necessitates training in well-resourced settings. This has also been shown 
to result in inadequate skills retention after training when the learner does not prac-
tice neonatal resuscitation regularly [80]. These and other challenges to the adop-
tion of NRP in low-resource settings may lead to the assumption that resuscitation 
cannot be accomplished without advanced equipment and facilities [81]. Research 
over the last two decades, however, has shown that over 98% of babies respond with 
spontaneous breathing after basic resuscitation, including drying, warmth, stimu-
lation, and bag-mask ventilation [72, 82].

Thus, NRP courses taught in resource-limited settings have been modified to focus 
on the initial steps of resuscitation while omitting discussion of more complex inter-
ventions such as intubation, medications, and umbilical line placement. Adaptations 
of NRP have improved both educational outcomes and skills when used to teach pro-
viders in low-resource settings [79, 83, 84]. They also have led to decreases in perinatal 
mortality. In a multinational randomized trial of 62,366 births in rural communities, 
utilization of a modified NRP and newborn care package resulted in a 30% reduc-
tion in still birth rates [85]. Such experiences demonstrate that low-resource settings 
require a curriculum specifically designed and targeted for their needs.

With the goal of equipping caretakers in all practice settings with the basic 
knowledge and skills necessary to perform adequate neonatal resuscitation, a task 
force organized by the American Academy of Pediatrics set out to develop a simpli-
fied, standardized curriculum based on NRP. The result was the Helping Babies 
Breathe (HBB) program, which became available in 2010. The HBB curriculum is 
portable, low cost, and teaches a simpler algorithm than NRP, focusing on stimula-
tion, drying, clearing the airway, and bag-mask ventilation. Instead of spending 
time evaluating a baby’s condition, interventions begin immediately with sequential 
evaluation of crying, breathing, and heart rate. Elements of essential newborn 
care are incorporated into the curriculum, including encouragement of breastfeed-
ing, cleanliness, and warmth at delivery. The World Health Organization (WHO) 
released guidelines on basic newborn resuscitation in 2012, which were largely 
consistent with the recommendations and action plan of HBB [86].

Educational evaluations of HBB in developing countries have shown the course 
to be well received since their dissemination workshops in HBB have been shown 
to improve knowledge and skills in basic neonatal resuscitation immediately after 
training [87–91]. Most encouraging for the further spread of the program have been 
studies evaluating differences in performance based on the type of provider. While 
physicians perform better in pre-workshop assessments of both knowledge and 
skills of basic resuscitation, after HBB training, nurses perform as well in simulation 
as physicians [89, 91]. This and similar evidence support the training of doctors, 
nurses, midwives, and all others involved in newborn care. This is vital as, globally, 
midwives and other non-physicians care for the majority of deliveries.

Since the introduction of HBB, over 300,000 providers have been trained in 
77 countries [92]. Fifty-two countries have established nationally led programs. 
Analysis of 80,000 births after HBB training demonstrated a 47% reduction in 
early neonatal deaths and a 24% reduction in fresh stillbirth rates (Figure 4) [94].

Studies in developing countries where HBB was adopted have shown a decrease 
in perinatal mortality and in stillbirth rates [93, 95]. A systematic review evaluating 
whether the implementation of a standardized formal neonatal resuscitation train-
ing program in low- and middle-income countries improved neonatal outcomes 
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found that early neonatal mortality (first week of life) decreased by 15% and reduc-
tion of 28-day mortality by 45% [96].

On a global scale, many successes have been achieved with the implementation 
of neonatal resuscitation: decreased neonatal mortality, decreased still birth rates, 
and increased use of alternative providers. Despite the successes of implementation 
of neonatal resuscitation education, training providers in and of itself is insufficient 
to close the gaps in quality of newborn care. An estimated two-thirds of the world’s 
2.7 million newborn deaths may be prevented with basic pre- and postnatal care 
[97]. While there may be successes to celebrate, there is still much work to be done 
to improve newborn care and reduce neonatal mortality globally.

7. Emergency medical services

An emergency medical service can be described as a comprehensive system, 
which provides the arrangements of personnel, facilities, and equipment for the 
effective, coordinated, and timely delivery of health and safety services to victims 
of sudden illness or injury [98]. The goal of EMS is to provide timely health care for 
out-of-hospital medical emergencies in order to prevent unnecessary mortality or 
long-term morbidity [2].

Timely access to healthcare in an emergency situation is a fundamental compo-
nent of health security. Prompt provision of prehospital emergency care coupled 
with rapid movement of the ill and injured to a health-care facility can save lives, 
reduce the incidence of short-term disability, and markedly improve long-term 
outcomes. The World Health Organization regards EMS system as an integral part 
of any effective and functional health care system [99]. In developed nations, emer-
gency medical service (EMS) has evolved into a key link in the chain of survival 
for those suffering out-of-hospital illness or injury, and contributes significantly 
to the overall function of a healthcare system and health of a society. The birth and 
evolution of emergency medical services has, however, been a very slow process and 
has occurred on different timelines around the world.

Although modern EMS initially developed during Napoleon’s time to aid injured 
soldiers, few major changes occurred in EMS until the 1960s. The adaptation of 
prehospital care and transport principles from the military to the civilian arena 

Figure 4. 
Stillbirth and intrapartum mortality rates overtime during implementation of HBB in a Nepalese tertiary care 
center. QIC = quality improvement cycle; QIT = quality improvement team (adapted from Kc et al. [93]).
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accelerated after the Vietnam War, as returning veterans helped raise awareness 
of the disparities in care. By the end of the conflict, gunshot victims had better 
chances of survival in the jungles of Vietnam than they had in the streets of major 
cities across America. Between 1960 and 1970, a number of medical, historical, 
and social forces converged, leading to the development of a more structured EMS 
system in the United States and abroad [100].

Since the 1970s, emergency health care delivery has evolved from two different 
models with different philosophies and distinct features, referred to as the Anglo-
American and Franco-German models of care [2]. Although the categorical distinc-
tions between these two models were more obvious leading up to the twentieth 
century, modern EMS systems around the world have evolved along one of these 
two frameworks while adopting various components of the other.

The Franco-German model is based on a “stay and stabilize” philosophy where 
advanced medical care is brought to the patient. Emergency services are run by 
physicians who respond to patient’s homes or the scene of an accident where they 
provide advanced care. Patients are either stabilized and provided follow-up direc-
tions or are transported to the hospital for admission. This results in fewer EMS 
transports and fewer patients being seen and treated in emergency departments. 
This approach to prehospital care, where EMS is an extension of the hospital, is 
widely implemented in continental Europe (e.g., France, Germany, Greece, Malta, 
and Austria) where emergency medicine is a young specialty.

By contrast, the Anglo-American model of EMS care is based on a “scoop and 
run” philosophy [101]. The objective in this model is to rapidly bring patients to 
the hospital with less time spent on prehospital treatment and interventions. Here, 
EMS services are allied with public safety services such as fire or police departments 
rather than public health services or hospitals [102]. Specialized emergency medi-
cal technicians (EMTs) and paramedics provide direct patient care with remote 
physician oversight. In countries where this model prevails, emergency medicine 
is well developed and recognized as a separate medical specialty [103]. Patients are 
transported to emergency departments (EDs) where the majority of evaluation and 
treatment is begun. Patients are then either discharged or admitted to the wards for 
further treatment. Examples of countries utilizing this model include the United 
States, Canada, New Zealand, and Australia.

While both models of EMS share a similar focus for the severely ill and injured 
(i.e., stabilization and transport), it is the delivery of non-life-threatening care 
where the greatest difference is found. Whereas the Franco-German model places 
more emphasis on treating patients in their homes and avoiding transport when 
possible, the Anglo-American model transports the majority of patients for evalu-
ation in an emergency department [104]. Given the significant differences in these 
systems, much comparative research has been done on patient outcome and cost-
effectiveness between the two models. Outcomes, however, are difficult to interpret 
because of the disparate nature of each model. Each operates in a different context 
with different goals. The lack of unified standards makes direct comparison dif-
ficult and there is no evidence that one model is better than the other [105–107].

Unfortunately, to this day, the capacity to provide the most basic level of pre-
hospital emergency care is lacking in many countries around the world. While EMS 
providers have developed an extended role in dealing with medical emergencies 
and have access to advanced clinical technologies in some countries, in others their 
education and training is much more limited due to a lack of funding, resources, and 
organizational guidance. Regardless of how simple or sophisticated a prehospital 
care system may be, the essential elements of an effective model are not outside the 
capabilities of developing nations. These elements, shown to decrease morbidity 
and mortality, include prompt communication and activation of the prehospital 



Contemporary Developments and Perspectives in International Health Security - Volume 1

56

found that early neonatal mortality (first week of life) decreased by 15% and reduc-
tion of 28-day mortality by 45% [96].

On a global scale, many successes have been achieved with the implementation 
of neonatal resuscitation: decreased neonatal mortality, decreased still birth rates, 
and increased use of alternative providers. Despite the successes of implementation 
of neonatal resuscitation education, training providers in and of itself is insufficient 
to close the gaps in quality of newborn care. An estimated two-thirds of the world’s 
2.7 million newborn deaths may be prevented with basic pre- and postnatal care 
[97]. While there may be successes to celebrate, there is still much work to be done 
to improve newborn care and reduce neonatal mortality globally.

7. Emergency medical services

An emergency medical service can be described as a comprehensive system, 
which provides the arrangements of personnel, facilities, and equipment for the 
effective, coordinated, and timely delivery of health and safety services to victims 
of sudden illness or injury [98]. The goal of EMS is to provide timely health care for 
out-of-hospital medical emergencies in order to prevent unnecessary mortality or 
long-term morbidity [2].

Timely access to healthcare in an emergency situation is a fundamental compo-
nent of health security. Prompt provision of prehospital emergency care coupled 
with rapid movement of the ill and injured to a health-care facility can save lives, 
reduce the incidence of short-term disability, and markedly improve long-term 
outcomes. The World Health Organization regards EMS system as an integral part 
of any effective and functional health care system [99]. In developed nations, emer-
gency medical service (EMS) has evolved into a key link in the chain of survival 
for those suffering out-of-hospital illness or injury, and contributes significantly 
to the overall function of a healthcare system and health of a society. The birth and 
evolution of emergency medical services has, however, been a very slow process and 
has occurred on different timelines around the world.

Although modern EMS initially developed during Napoleon’s time to aid injured 
soldiers, few major changes occurred in EMS until the 1960s. The adaptation of 
prehospital care and transport principles from the military to the civilian arena 
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accelerated after the Vietnam War, as returning veterans helped raise awareness 
of the disparities in care. By the end of the conflict, gunshot victims had better 
chances of survival in the jungles of Vietnam than they had in the streets of major 
cities across America. Between 1960 and 1970, a number of medical, historical, 
and social forces converged, leading to the development of a more structured EMS 
system in the United States and abroad [100].

Since the 1970s, emergency health care delivery has evolved from two different 
models with different philosophies and distinct features, referred to as the Anglo-
American and Franco-German models of care [2]. Although the categorical distinc-
tions between these two models were more obvious leading up to the twentieth 
century, modern EMS systems around the world have evolved along one of these 
two frameworks while adopting various components of the other.

The Franco-German model is based on a “stay and stabilize” philosophy where 
advanced medical care is brought to the patient. Emergency services are run by 
physicians who respond to patient’s homes or the scene of an accident where they 
provide advanced care. Patients are either stabilized and provided follow-up direc-
tions or are transported to the hospital for admission. This results in fewer EMS 
transports and fewer patients being seen and treated in emergency departments. 
This approach to prehospital care, where EMS is an extension of the hospital, is 
widely implemented in continental Europe (e.g., France, Germany, Greece, Malta, 
and Austria) where emergency medicine is a young specialty.

By contrast, the Anglo-American model of EMS care is based on a “scoop and 
run” philosophy [101]. The objective in this model is to rapidly bring patients to 
the hospital with less time spent on prehospital treatment and interventions. Here, 
EMS services are allied with public safety services such as fire or police departments 
rather than public health services or hospitals [102]. Specialized emergency medi-
cal technicians (EMTs) and paramedics provide direct patient care with remote 
physician oversight. In countries where this model prevails, emergency medicine 
is well developed and recognized as a separate medical specialty [103]. Patients are 
transported to emergency departments (EDs) where the majority of evaluation and 
treatment is begun. Patients are then either discharged or admitted to the wards for 
further treatment. Examples of countries utilizing this model include the United 
States, Canada, New Zealand, and Australia.

While both models of EMS share a similar focus for the severely ill and injured 
(i.e., stabilization and transport), it is the delivery of non-life-threatening care 
where the greatest difference is found. Whereas the Franco-German model places 
more emphasis on treating patients in their homes and avoiding transport when 
possible, the Anglo-American model transports the majority of patients for evalu-
ation in an emergency department [104]. Given the significant differences in these 
systems, much comparative research has been done on patient outcome and cost-
effectiveness between the two models. Outcomes, however, are difficult to interpret 
because of the disparate nature of each model. Each operates in a different context 
with different goals. The lack of unified standards makes direct comparison dif-
ficult and there is no evidence that one model is better than the other [105–107].

Unfortunately, to this day, the capacity to provide the most basic level of pre-
hospital emergency care is lacking in many countries around the world. While EMS 
providers have developed an extended role in dealing with medical emergencies 
and have access to advanced clinical technologies in some countries, in others their 
education and training is much more limited due to a lack of funding, resources, and 
organizational guidance. Regardless of how simple or sophisticated a prehospital 
care system may be, the essential elements of an effective model are not outside the 
capabilities of developing nations. These elements, shown to decrease morbidity 
and mortality, include prompt communication and activation of the prehospital 
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emergency response system, immediate system response, and simultaneous treat-
ment and transport to formal medical care [99]. It is important to note that there is 
little evidence that advanced prehospital interventions benefit more than a small 
subset of the most critically ill or injured. Studies have shown that the majority of 
cases require treatment within the skill set of responders trained only in basic life 
support [102]. This has major implications for nations with limited resources, where 
advanced life support materials and programs may harm a system by diverting 
precious resources from less glamorous, but more effective measures that benefit a 
larger number of people. Ultimately, the model chosen for creating and administer-
ing an EMS system best suited to a particular demographic will be influenced by 
regional resources, culture and values, but should always be the result of local and 
national governments working together toward a common goal of greater health 
security [108].

8. Future concerns

In an increasingly interconnected world, the potential for threats to interna-
tional health security such as pandemics, bioterrorism, and radionuclear exposure 
are of increasing concern. The research and design of medical countermeasures in 
the form of vaccines, antimicrobials, therapeutics, and diagnostics that address the 
public health and medical consequences of chemical, biological, radiological, and 
nuclear events is an area of active research and development. In 2014, the United 
States in partnership with international organizations and nearly 30 partner coun-
tries launched the Global Health Security Agenda (GHSA) to accelerate progress to 
improve prevention, detection, and response capabilities for public health emergen-
cies [109]. The GHSA calls for improved global access to medical countermeasures 
and establishes as a target the development of national policy frameworks for 
sending and receiving medical countermeasures from and to international partners 
during public health emergencies. International health countermeasures such as 
vaccines, antidotes, and decontamination supplies are now stockpiled by several 
countries to protect their own populations and by international organizations 
such as the WHO for the benefit of the international community (typically those 
with limited resources). Much work remains, however. During the H1N1 influenza 
pandemic in 2009, legal, regulatory, logistical, and funding barriers slowed the 
spread of vaccine and revealed how implementing health security measures on a 
global scale remains a significant challenge [109]. While imperfect in its implemen-
tation, the network established by the GHSA continues to evolve and help combat 
future threats to international health security. Greater efforts are needed to develop 
a framework to deploy medical countermeasures internationally, thus increasing 
global capacity to respond to public health emergencies.

9. Conclusion

The concept of health security means different things to different people. In 
developed nations, the concept is that of addressing threats to public health such as 
the spread of disease and bioterrorism. In developing nations, threats to health also 
include access to care and modern therapies. In order to address health security on a 
global scale, government authorities and public health institutions must incorporate 
access to modern systems of care addressing the major determinants of health and 
primary causes of mortality into the focus of international health security. In this 
chapter, we have discussed how organized systems of care stand to improve the 
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health of communities on a global scale. With greater emphasis on establishing 
these and other systems in developing countries, greater health security can be 
brought to communities that need it most.
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include access to care and modern therapies. In order to address health security on a 
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access to modern systems of care addressing the major determinants of health and 
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health of communities on a global scale. With greater emphasis on establishing 
these and other systems in developing countries, greater health security can be 
brought to communities that need it most.
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p-PCI primary percutaneous coronary intervention
SFL Stent for Life
STEMI ST-elevation acute myocardial infarction
SSLI Stent-Save a Life Initiative
WHO World Health Organization
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Abstract

Healthcare is among the leading industries targeted by cyber-criminals. 
Ransomware exploits vulnerabilities to hijack target information technology (IT) 
infrastructures for monetary gain. Due to the nature and value of information, 
access to medical information enables cyber-criminals to commit identity theft, 
medical fraud, and extortion, and illegally obtain controlled substances. The 
utility and versatility of medical information, extensive centralized storage of 
medical information, relatively weak IT security systems, and the expanding use 
of healthcare IT infrastructure all contribute to an increase in cyber-attacks on 
healthcare entities. Research suggests that an individual’s medical information is 
20–50 times more valuable to cyber-criminals than personal financial information. 
As such, cyber-attacks targeting medical information are increasing 22% per year. 
This chapter explores the history of ransomware attacks in healthcare, ransomware 
types, ransom payment, healthcare vulnerabilities, implications for international 
health security, and means of institutional protection.

Keywords: information technology, cyber-attack, ransomware, healthcare

1. Introduction

Healthcare is among the leading industries targeted by cyber-criminals 
[1]. Malware, or malicious software, refers to programs designed to infiltrate 
computers without the users’ consent, and includes threats such as viruses and 
ransomware. Ransomware, a version of malware, exploits vulnerabilities to hijack 
target information technology (IT) infrastructures for monetary gain. Health 
information is an attractive target for cyber-criminals, as research suggests that 
an individual’s medical information is 20–50 times more valuable than personal 
financial information [1]. Access to medical information enables cyber-criminals 
to commit identity theft, medical fraud, and extortion, and illegally obtain 
controlled substances. The utility, versatility, and centralized storage of medical 
information, relatively weak IT security systems, and expanding use of healthcare 
IT (HIT) infrastructure all contribute to an increase in cyber-attacks on healthcare 
entities [1]. In fact, cyber-attacks targeting medical information are increasing 
≥22% annually [1]. Depending on completeness, recency, and accuracy, a single 
patient’s file may fetch hundreds to thousands of dollars on the Dark Web [2, 3]. 
In Australia, it has been reported that the medical card number of every citizen is 
for sale on the Dark Web [3]. Moreover, attack-associated costs are reported to cost 
$1–3.7 million USD to clean up, with an average downtime cost per attack being 
$141,000 USD [1, 4–6]. A study by IBM and the Ponemon Institute reported that 
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cyber breaches in the United States (U.S.) cost up to $6.2 billion per year and that 
almost 90% of hospitals have reported a data breach [7].

2. Search strategy

A literature search was performed of: China National Knowledge Infrastructure 
(CHKD-CNKI), Cochrane CENTRAL, CINAHL, Directory of Open Access Journals 
(DOAJ), Embase, Korean Journal Database (KCI), Latin American and Caribbean 
Health Sciences Literature (LILACS), IEEE-Xplorer, information/Chinese Scientific 
Journals database (CSJD-VIP), Google Scholar, Magiran, PsycInfo, PubMed, 
Scopus, Scientific Electronic Library Online (SciELO), Scientific Information 
Database (SID), TÜBİTAK ULAKBİM, Research Gate, Russian Science Citation 
Index (RSCI), and Web of Science (WoS). Relevant bibliographies were also 
searched. The search terms included the U.S. National Library of Medicine MeSH 
terms hospitals and computer security, as well as the terms ransomware, cyber security, 
web security, and healthcare.

3. What is ransomware?

Ransomware utilizes malicious software to infiltrate computer systems or 
connected devices to encrypt a user’s files in order to carry out an extortion attack 
[8, 9]. Most commonly, ransomware infects a system when its user opens a compro-
mised e-mail or visits a compromised website (i.e., drive-by downloads) [8]. Once 
downloaded, servers (i.e., web and e-mail), databases, end-user computers and 
removable media may become involved, including personal cloud storage services 
[2, 9]. The intended purpose of encryption is privacy, where someone with access to 
the encrypted data (“ciphertext”) is unable to discern its contents in a readable form 
(“plaintext”) [9]. There are two types of encryption, or cryptography: symmetric 
key and public key. In symmetric key cryptography, the sender and receiver use the 
same secret key to encrypt and decrypt the data. Public key cryptography uses a 
pair of keys: a public key (shared between both parties) and a private key (sender 
and receiver have their own unique private key) [9].

Ransomware uses a hybrid encryption system that combines the two cryptogra-
phies to create an asymmetrical cryptosystem in which data are encrypted using a 
randomly generated symmetric key, which is subsequently encrypted using a public 
key where one party has the corresponding private key [9]. The cyber-criminal 
uses the private key to decrypt the symmetric key in order to decrypt the data back 
into “plaintext” and sends the key back to the victim, who can then use it to regain 
access to their system [9].

Once encrypted, information becomes indecipherable and inaccessible. The 
user receives a pop-up notification demanding payment of a ransom (usually in 
untraceable digital currency such as bitcoin) in exchange for the decryption key 
[10]. Ransomware often does not destroy data, but rather, locks-up the data until 
a ransom is paid [11]. Even if the ransomware infection is removed, the data may 
remain encrypted [11]. But it is important to note, the mere infection of a machine 
with ransomware is not enough. The ransomware must communicate with a server 
to get an encryption key and report its results [11]. This requires a server hosted by a 
company that will ignore the illegal activity and guarantee the attackers anonymity 
(called Bulletproof Hosting) [11]. These companies are often located in China or 
Russia [11]. Attackers also use a proxy or virtual private network (VPN) services 
to further disguise their own internet protocol (IP) addresses [11]. Attack numbers 
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have grown in part because malware authors have adopted an easy-to-use modular 
design of ransomware distribution [12]. This Ransomware-as-a-Service (RaaS) 
approach has become increasingly available, assisting technically naive attackers 
through simplistic distribution with phishing and exploitation kits, while employ-
ing a trustworthy business model [12]. RaaS is most easily accessed on the Dark 
Web [13], where prospective cyber-criminals are provided access to an affiliate 
console allowing them to walk-through the process of receiving their ransomware 
exploit kit, configure settings, target selection, and selecting ransom rates [13]. 
Metrics on malware instillations and success rates are also available [13].

3.1 Ransomware types

Ransomware can be divided into three basic types: crypto-, locker-, and wipe-
ransomware (Table 1). Although crypto- and locker-ransomware represent the two 
main categories, current variants often incorporate traits from both [8]. Crypto-
ransomware (most common) encrypts both files and data [11]. Thus, infected files 
remain inaccessible if transferred to another device [11]. Critical system files are 
typically spared, enabling the device to continue functioning, as it may be needed 
to pay the ransom [11]. Additionally, crypto-ransomware prefers bitcoin due to the 
increased privacy of cryptocurrency. However, owing to worries over law enforce-
ment, bitcoin anonymizers and laundering services have emerged.

Conversely, locker-ransomware (a less effective extortion tool) locks the device 
by creating a digital “locker” around the computer system to block access [8, 11]. 
However, unlike crypto-ransomware, the data stored on the device are typically 
untouched and can often be recovered by moving it to another functioning com-
puter for access [11]. Moreover, users may be able to remove the locker-ransomware 
remotely and avoid paying the ransom [8]. However, if remote malware removal 
is unsuccessful, ransom payments are typically made through payment voucher 
systems or cryptocurrency [8]. For example, online betting services may accept the 

Ransomware Type Examples Characteristics Data 
recoverable by 
moving files to 
another device?

Crypto- Cryptolocker
Cryptowall
CTB-Locker
KeRangera

Locky
Petya
Santana
TeslaCrypt
TorrentLocker
WannaCry

Encrypts files and data. Typically, does 
not target critical system files, thereby 
allowing the device to function as it may 
be needed to pay the ransom

No

Locker- Reveton Creates a digital locker around the 
computer system to block user’s access. 
The data on the device are typically 
untouched

Possibly

Wipe- PetrWrap Encrypts files and data. Does not unlock 
files or device after ransom payment

No

aBelieved to be the first piece of ransomware to successfully infect Mac computers (running OS X).

Table 1. 
Ransomware types and characteristics.
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Web [13], where prospective cyber-criminals are provided access to an affiliate 
console allowing them to walk-through the process of receiving their ransomware 
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ransomware (Table 1). Although crypto- and locker-ransomware represent the two 
main categories, current variants often incorporate traits from both [8]. Crypto-
ransomware (most common) encrypts both files and data [11]. Thus, infected files 
remain inaccessible if transferred to another device [11]. Critical system files are 
typically spared, enabling the device to continue functioning, as it may be needed 
to pay the ransom [11]. Additionally, crypto-ransomware prefers bitcoin due to the 
increased privacy of cryptocurrency. However, owing to worries over law enforce-
ment, bitcoin anonymizers and laundering services have emerged.

Conversely, locker-ransomware (a less effective extortion tool) locks the device 
by creating a digital “locker” around the computer system to block access [8, 11]. 
However, unlike crypto-ransomware, the data stored on the device are typically 
untouched and can often be recovered by moving it to another functioning com-
puter for access [11]. Moreover, users may be able to remove the locker-ransomware 
remotely and avoid paying the ransom [8]. However, if remote malware removal 
is unsuccessful, ransom payments are typically made through payment voucher 
systems or cryptocurrency [8]. For example, online betting services may accept the 
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voucher codes as payment, subsequently transferring the money to prepaid debit 
cards [11]. Money mules are then used to withdraw the cash.

Wipe-ransomware first appeared in 2017 with the PetrWrap attack that 
encrypted the target’s master file table (MFT) forcing the operating system (OS) to 
reboot [14]. Unlike crypto- and locker-ransomware, the files encrypted by wipe-
ransomware do not unlock it after payment, effectively resulting in data loss [14].

3.2 Ransom payment

Before 2005, online payment methods were less readily available. Victims 
were instructed to pay ransoms by sending checks to offshore accounts, SMS text 
messages, prepaid cards, or even premium rate telephone numbers that earned 
money for the attacker [11, 15]. However, these methods were risky since they were 
traceable. In 2008, the largely anonymous cryptocurrency bitcoin came into use, 
facilitating expansion of ransomware attacks [11]. The use of third-party holdings 
companies such as PayPal has provided additional payment avenues [15].

Since one’s ability to pay may vary greatly by geography and local economy, 
ransomware uses dynamic geographical pricing. Once a computer or system is 
infected, the ransomware establishes contact with its command-and-control 
(C&C) server, reports the infected device’s IP address, and the C&C server 
returns a price for the country associated with that IP address based on a pre-
populated database [11]. Additionally, criminals more frequently target businesses 
than individual users owing to greater potential for ransom extraction. It has been 
reported that about $10,000 USD may be the optimal business ransom as it is 
both low enough to pay, and low enough to generate reluctance on the part of law 
enforcement to investigate [11].

The decision whether to pay the ransom is critical. The U.S. Federal Bureau of 
Investigation (FBI) does not recommend paying ransoms, as only 50% of victims 
ultimately regain access to uncorrupted usable data. Further, ransom payment 
incentivizes attackers to continue exploiting healthcare targets [16]. Even so, an 
estimated 40% of organizations choose to pay the ransom in hopes of recovering 
data accessibility and mitigating further losses [17]. This may be more likely to 
occur if the hospital has a questionable backup and no business continuity [13].

Choosing not to pay, however, comes with the added costs of extended down-
time and recovery, which may approach 23 times the ransom cost [6, 18]. Smaller 
organizations have been forced to close after not paying the ransom [19]. The FBI 
estimated that in 2016 alone, ransomware-associated monetary losses exceeded 
$1 billion USD, with an average downtime cost per attack of $141,000 [4–6]. 
Ultimately, the decision of whether to pay the ransom is an individual one and 
depends on the unique circumstances and stakes of every incident.

4. Ransomware and healthcare

The targeting of healthcare by ransomware dates to 1989, when the Harvard-
trained evolutionary biologist Dr. Joseph L. Popp used malware to prey on scientists 
and organizations interested in early acquired immunodeficiency syndrome (AIDS) 
research [1, 11]. Dr. Joseph Popp, a World Health Organization (WHO) consultant 
and AIDS researcher himself, mailed 20,000 floppy disks containing ransomware 
to a group of attendees at the WHO’s International AIDS conference [1, 11]. When 
inserted into the target’s computer, the virus (known as AIDS Program, AIDS 
Trojan, or PC Cyborg) infected the computer with a virus that lay dormant until 
the 90th time the system was re-booted, at which point a note would appear on the 
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screen asking for licensing fees to be paid while it encrypted and locked computer 
files [8, 12]. A $189 USD ransom to be mailed to a physical mailing address was 
demanded to “renew the software,” or users must forgo further use of their com-
puter [1, 8]. Although authorities apprehended Dr. Popp, his creation resulted in 
many derivatives that serve as a framework for modern cyber-criminals [1].

Over 15 years passed before the next instance of ransomware (GPCoder), 
which was delivered via e-mail [15]. Among the first major medical centers 
attacked was Hollywood Presbyterian Medical Center (2016), a 400-bed hospital 
in Los Angeles, California [1, 10, 11]. Rather than pay the initial $3.7 million USD 
ransom, the hospital reverted to paper records until they were able to negotiate 
the decryption key ransom payment down to 40 bitcoins (about $17,000 USD) 
[1, 10, 11]. However, this does not account for 10 days of lost revenue while the 
hospital’s systems were inaccessible, nor does it account for a damaged reputa-
tion in patient data security. Subsequent U.S. attacks have included academic, 
government, and private healthcare systems including: Alaska Department 
of Health Office of Children’s Services (Anchorage, Alaska); Appalachian 
Regional Hospitals (Lexington, Kentucky); Berkshire Health Systems (Pittsfield, 
Massachusetts); Emory Healthcare (Atlanta, Georgia); Hancock Regional Hospital 
(Greenfield, Indiana); Heritage Valley Health System (Pennsylvania); Medstar 
(Baltimore, Maryland); Kansas Heart Hospital (Wichita, Kansas); Keck Medicine 
of the University of Southern California (Los Angeles, California); Los Angeles 
Health Department (Los Angeles, California); Methodist Hospital (Henderson, 
Kentucky); National Capital Poison Center (Washington, D.C.); Princeton 
Community Hospital (Princeton, West Virginia); J.W. Ruby Memorial Hospital of 
West Virginia University (Morgantwown, West Virgina); University of Buffalo and 
State University of New York (Buffalo, New York); and Verity Medical Foundation 
(San Jose, California) [9, 10, 12, 20, 21]. Additionally, health insurance companies 
have also been targeted [7]. The Anthem Blue Cross insurance company (USA) had 
over 78 million medical records stolen in 2015 [7].

This problem, however, is far from constrained to U.S. entities; it is global. On 
May 12, 2017, a ransomware (WannaCry) that utilized a stolen National Security 
Agency (NSA) tool that highlighted a vulnerability of the Windows OS (MS17-010) 
infected more than 300,000 computers in at least 150 countries [12]. Sixty trusts 
within the United Kingdom’s National Health Service (NHS) experienced system-
wide lockouts forcing at least 16 hospital closures, ambulance diversions, inability 
to access patient records, patient care delays (canceled appointments and elective 
surgeries), and function loss in connected devices such as MRI scanners and blood 
storage refrigerators [3, 21–23]. Five hospitals, including Barts Health (Royal 
London Hospital), one of the main trauma centers in London, had to close their 
emergency departments [7]. Similarly, the Singapore Health System experienced a 
breach of over 1 million patient records, including those of the Prime Minister [7].

4.1 Why is healthcare vulnerable?

The rise in healthcare attacks in the U.S. may be linked to the enactment of the 
Health Information Technology for Economic and Clinical Health (HITECH) Act of 
2009 [24]. This identified healthcare organizations as potential cash cows for cyber-
criminals. Prior to 2008, only 9.4% of hospitals had adopted a basic electronic health 
records (EHR) system [8]. By 2014, 75.5% of hospitals had adopted basic EHRs [8], 
and now approximately 95% use them [12]. Additionally, HIT including glucose 
meters, infusion pumps, and implanted medical devices are also connected to, and 
dependent on, the hospital’s network [12]. Moreover, healthcare systems are twice 
as likely to have Flash (Adobe Inc., San Jose, USA) installed and three times as likely 
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voucher codes as payment, subsequently transferring the money to prepaid debit 
cards [11]. Money mules are then used to withdraw the cash.
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reboot [14]. Unlike crypto- and locker-ransomware, the files encrypted by wipe-
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were instructed to pay ransoms by sending checks to offshore accounts, SMS text 
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money for the attacker [11, 15]. However, these methods were risky since they were 
traceable. In 2008, the largely anonymous cryptocurrency bitcoin came into use, 
facilitating expansion of ransomware attacks [11]. The use of third-party holdings 
companies such as PayPal has provided additional payment avenues [15].

Since one’s ability to pay may vary greatly by geography and local economy, 
ransomware uses dynamic geographical pricing. Once a computer or system is 
infected, the ransomware establishes contact with its command-and-control 
(C&C) server, reports the infected device’s IP address, and the C&C server 
returns a price for the country associated with that IP address based on a pre-
populated database [11]. Additionally, criminals more frequently target businesses 
than individual users owing to greater potential for ransom extraction. It has been 
reported that about $10,000 USD may be the optimal business ransom as it is 
both low enough to pay, and low enough to generate reluctance on the part of law 
enforcement to investigate [11].

The decision whether to pay the ransom is critical. The U.S. Federal Bureau of 
Investigation (FBI) does not recommend paying ransoms, as only 50% of victims 
ultimately regain access to uncorrupted usable data. Further, ransom payment 
incentivizes attackers to continue exploiting healthcare targets [16]. Even so, an 
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data accessibility and mitigating further losses [17]. This may be more likely to 
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demanded to “renew the software,” or users must forgo further use of their com-
puter [1, 8]. Although authorities apprehended Dr. Popp, his creation resulted in 
many derivatives that serve as a framework for modern cyber-criminals [1].

Over 15 years passed before the next instance of ransomware (GPCoder), 
which was delivered via e-mail [15]. Among the first major medical centers 
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ransom, the hospital reverted to paper records until they were able to negotiate 
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(San Jose, California) [9, 10, 12, 20, 21]. Additionally, health insurance companies 
have also been targeted [7]. The Anthem Blue Cross insurance company (USA) had 
over 78 million medical records stolen in 2015 [7].

This problem, however, is far from constrained to U.S. entities; it is global. On 
May 12, 2017, a ransomware (WannaCry) that utilized a stolen National Security 
Agency (NSA) tool that highlighted a vulnerability of the Windows OS (MS17-010) 
infected more than 300,000 computers in at least 150 countries [12]. Sixty trusts 
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breach of over 1 million patient records, including those of the Prime Minister [7].
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The rise in healthcare attacks in the U.S. may be linked to the enactment of the 
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2009 [24]. This identified healthcare organizations as potential cash cows for cyber-
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dependent on, the hospital’s network [12]. Moreover, healthcare systems are twice 
as likely to have Flash (Adobe Inc., San Jose, USA) installed and three times as likely 
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to have Java (Sun Microsystems, Santa Clara, USA) installed, two plugins that can be 
exploited by hackers [8]. Healthcare organizations have been focused on healthcare, 
not cyber security, thus several issues have increased their vulnerability over time. 
While aiming to improve care efficiency, increasingly connected technology allowing 
for multiple ways to connect to easily accessible medical devices increases the likeli-
hood of a breach [3]. Also, the interface between HIT systems and mobile general-
purpose consumer devices (e.g., smart phones) increases the challenge to protect 
PHI. Moreover, no U.S. federal or state law requires encryption for PHI. Though 
encryption is encouraged, and often incentivized, nothing requires covered entities 
to utilize even the minimum standard of encryption [8]. Lastly, cyber-security fund-
ing is lacking, contributing to time lags between breech occurrence and detection [3].

Importantly, not all ransomware- and malware-generated traffic patterns are 
distinguishable from the normal traffic patterns generated by medical devices and 
systems with networking capabilities [21]. In this sense, both a malware encrypting 
a shared folder and an application compressing the same files have similar traffic 
patterns. Moreover, normal changes in the clinical environment may be misinter-
preted as attacks if detection mechanisms adapt improperly [21]. Furthermore, 
malware developers are increasingly using encrypted traffic to avoid payload 
inspection [21]. Thus, achieving an acceptable balance between detection and false 
alarm rates remains challenging. A high false alarm rate may frustrate administra-
tors and users, whereas a low detection rate may herald inefficacy.

Despite the growth of new technologies, many healthcare organizations persist 
in using legacy systems. For example, the use of Window XP (not supported since 
2014) by some facilities allowed WannaCry to avoid detection [3]. Additionally, the 
proprietary nature of medical device software may prevent HIT teams from access-
ing internal device software, resulting in reliance on manufacturers to design and 
maintain effective device security [3]. Facilities in low- and middle-income coun-
tries (LMIC) may be at added risk owing to their use of open-source EMRs whose 
security may not be rigorously maintained.

Lastly, outsourcing may play a role in healthcare organization vulnerability. 
Health insurance niche software and service vendors are offering outsourcing 
as a remedy for organizational cost controls [9]. However, offshore outsourcing 
companies are mostly self-regulated [9]. There is currently no standard as to how 
a healthcare provider may ensure that offshore business associates are adequately 
protecting the electronic PHI of their patients.

4.2 Implications of international health security

With the dominance of ransomware as a leading cyber-security threat, it is 
important to consider its impact on International Health Security (IHS) [25]. Many 
countries lack the legal infrastructure to prosecute such crimes. Globally, cyber-
attacks may result in substantial loss of resources, money, and life [26]. Although 
many security threats have emerged from LMIRs, many of these regions lag behind 
higher income regions in implementation of automated technologies and EMRs in 
the medical sector. That said, the IHS community is actively endeavoring to increase 
the availability and use of these technologies in LMIRs [27]. Thus, with falling costs 
and rising availability and implementation, HIT security will have an increasingly 
important role in IHS in upcoming years.

Traditional charting and management methodologies are steadily being replaced 
with digital ones. Technologies including digital algorithms and artificial intelligence 
are increasingly being used to monitor and coordinate threat responses [28, 29]. 
The IHS community has come to increasingly rely upon digital global surveil-
lance networks such as the ProMED-mail (PMM) Network and the World Health 
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Dimension Role Recommendation

Leadership • Establish a Board-Level Information Technology 
(IT) Committee

• Hire a Chief Information Security Officer (CIO)

• IT security should be under the control of executives 
with extensive IT experience (e.g., CIO)

Physical safeguards Prevention and 
preparation

• Buildings and equipment access to protect against 
unauthorized access and theft

Hardware and 
software

Prevention and 
preparation

• Encrypt sensitive practice data

• Perform regular back-ups. Store 1 copy off-line

• Consider tools such as ShieldFS© or Redemption to 
create real-time safe-guarded copies of attacked files

• Maintain a “gold image” of system configurations; 
this allows one to reset systems to the pre-attack state

• Test backup’s restore function regularly (e.g., 
quarterly or yearly)

• Patch management for operating system, application 
software, browsers, plug-ins, firmware, and anti-virus 
software

• Make sure the firewall is properly configured

• Segment the network by categorizing IT assets (e.g., 
desktops, servers, routers), data, and personnel into 
groups, and restricting access to these groups using 
entry and exit traffic filtering

Incident Response • Disconnect the infected computers from the network

• Turn off wireless network functionality of the 
infected machine

• If widespread, shut down all network operations to 
prevent further spread

Clinical content Intrusion detection • “Whitelist” or allow only specified programs to 
run, while blocking all others, to prevent malicious 
executables from running

• Web and e-mail filtering: Block messages with 
attachments *.exe, *.zip, *.rar, *.7z, *.js, *.wsf, *.docm, 
*.xlsm, *.pptm, *.rtf, *.msi, *.bat, *.com, *.cmd, 
*.hta, *.scr, *.pif, *.reg, *.vbs, *.cpl, and *.jar from 
suspicious sources

User interface Education • Legitimate messages should have a telephone 
number someone can call (i.e., out of band check), 
and a personal e-mail address that has a legitimate 
username that people can check in their local 
directory; e-mail and website links should display 
complete internet address (URL) to build trust

Prevention and 
preparation

• Use a virtual private network (VPN) to create a 
secure connection, even on a public unsecured 
network

• Establishing strict processes of removable media 
to prevent ransomware brought into the closed 
network

Intrusion detection • At the first sign of an alarm message, turn off the 
computer and report the incident to the IT support 
team immediately
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to have Java (Sun Microsystems, Santa Clara, USA) installed, two plugins that can be 
exploited by hackers [8]. Healthcare organizations have been focused on healthcare, 
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While aiming to improve care efficiency, increasingly connected technology allowing 
for multiple ways to connect to easily accessible medical devices increases the likeli-
hood of a breach [3]. Also, the interface between HIT systems and mobile general-
purpose consumer devices (e.g., smart phones) increases the challenge to protect 
PHI. Moreover, no U.S. federal or state law requires encryption for PHI. Though 
encryption is encouraged, and often incentivized, nothing requires covered entities 
to utilize even the minimum standard of encryption [8]. Lastly, cyber-security fund-
ing is lacking, contributing to time lags between breech occurrence and detection [3].

Importantly, not all ransomware- and malware-generated traffic patterns are 
distinguishable from the normal traffic patterns generated by medical devices and 
systems with networking capabilities [21]. In this sense, both a malware encrypting 
a shared folder and an application compressing the same files have similar traffic 
patterns. Moreover, normal changes in the clinical environment may be misinter-
preted as attacks if detection mechanisms adapt improperly [21]. Furthermore, 
malware developers are increasingly using encrypted traffic to avoid payload 
inspection [21]. Thus, achieving an acceptable balance between detection and false 
alarm rates remains challenging. A high false alarm rate may frustrate administra-
tors and users, whereas a low detection rate may herald inefficacy.

Despite the growth of new technologies, many healthcare organizations persist 
in using legacy systems. For example, the use of Window XP (not supported since 
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proprietary nature of medical device software may prevent HIT teams from access-
ing internal device software, resulting in reliance on manufacturers to design and 
maintain effective device security [3]. Facilities in low- and middle-income coun-
tries (LMIC) may be at added risk owing to their use of open-source EMRs whose 
security may not be rigorously maintained.

Lastly, outsourcing may play a role in healthcare organization vulnerability. 
Health insurance niche software and service vendors are offering outsourcing 
as a remedy for organizational cost controls [9]. However, offshore outsourcing 
companies are mostly self-regulated [9]. There is currently no standard as to how 
a healthcare provider may ensure that offshore business associates are adequately 
protecting the electronic PHI of their patients.

4.2 Implications of international health security

With the dominance of ransomware as a leading cyber-security threat, it is 
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countries lack the legal infrastructure to prosecute such crimes. Globally, cyber-
attacks may result in substantial loss of resources, money, and life [26]. Although 
many security threats have emerged from LMIRs, many of these regions lag behind 
higher income regions in implementation of automated technologies and EMRs in 
the medical sector. That said, the IHS community is actively endeavoring to increase 
the availability and use of these technologies in LMIRs [27]. Thus, with falling costs 
and rising availability and implementation, HIT security will have an increasingly 
important role in IHS in upcoming years.

Traditional charting and management methodologies are steadily being replaced 
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are increasingly being used to monitor and coordinate threat responses [28, 29]. 
The IHS community has come to increasingly rely upon digital global surveil-
lance networks such as the ProMED-mail (PMM) Network and the World Health 
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Dimension Role Recommendation

Leadership • Establish a Board-Level Information Technology 
(IT) Committee

• Hire a Chief Information Security Officer (CIO)

• IT security should be under the control of executives 
with extensive IT experience (e.g., CIO)

Physical safeguards Prevention and 
preparation

• Buildings and equipment access to protect against 
unauthorized access and theft

Hardware and 
software

Prevention and 
preparation

• Encrypt sensitive practice data

• Perform regular back-ups. Store 1 copy off-line

• Consider tools such as ShieldFS© or Redemption to 
create real-time safe-guarded copies of attacked files

• Maintain a “gold image” of system configurations; 
this allows one to reset systems to the pre-attack state

• Test backup’s restore function regularly (e.g., 
quarterly or yearly)

• Patch management for operating system, application 
software, browsers, plug-ins, firmware, and anti-virus 
software

• Make sure the firewall is properly configured

• Segment the network by categorizing IT assets (e.g., 
desktops, servers, routers), data, and personnel into 
groups, and restricting access to these groups using 
entry and exit traffic filtering

Incident Response • Disconnect the infected computers from the network

• Turn off wireless network functionality of the 
infected machine

• If widespread, shut down all network operations to 
prevent further spread

Clinical content Intrusion detection • “Whitelist” or allow only specified programs to 
run, while blocking all others, to prevent malicious 
executables from running

• Web and e-mail filtering: Block messages with 
attachments *.exe, *.zip, *.rar, *.7z, *.js, *.wsf, *.docm, 
*.xlsm, *.pptm, *.rtf, *.msi, *.bat, *.com, *.cmd, 
*.hta, *.scr, *.pif, *.reg, *.vbs, *.cpl, and *.jar from 
suspicious sources

User interface Education • Legitimate messages should have a telephone 
number someone can call (i.e., out of band check), 
and a personal e-mail address that has a legitimate 
username that people can check in their local 
directory; e-mail and website links should display 
complete internet address (URL) to build trust

Prevention and 
preparation

• Use a virtual private network (VPN) to create a 
secure connection, even on a public unsecured 
network

• Establishing strict processes of removable media 
to prevent ransomware brought into the closed 
network

Intrusion detection • At the first sign of an alarm message, turn off the 
computer and report the incident to the IT support 
team immediately
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Dimension Role Recommendation

People Education • Do not follow unsolicited Web links in e-mails

• Train users on ransomware prevention strategies, 
how to identify malicious e-mails, and to avoid click-
ing on potentially weaponized attachments

Identity and access 
management

• Restrict users’ administrative privileges on local desk-
tops and laptops. For users who require administrative 
access, configure two accounts, one with administrative 
privileges that is used only when necessary, and one 
with more restrictive privileges that they use for routine 
activities, including reading e-mail and browsing the 
Internet

• Restrict the ability of users to “write” (i.e., create 
and delete files), on shared drives of departmental 
or group shares

• Establish policies and processes for protection of 
HIT systems in smart working environment using 
cloud computing and teleworking

Workflow and 
communication

Intrusion detection • Scan all software downloaded from the internet 
prior to executing

Risk assessment • Conduct simulated attacks to raise user’s awareness

• Conduct mock system recovery exercises

• Conduct regular risk assessments and auditing

Identity and access • Dual-factor authentication

• More stringent version of the Unique User 
Identification Standard to prevent generic user-
names and passwords

Incident response • System-wide password reset following a successful 
attack

Internal policies, 
procedures and 
environment

• Based on risk and business impact assessments, 
identify applications and data based on importance 
to the business (e.g., Tier 0—essential for business 
operations; Tier 1—1 hour downtime acceptable; 
Tier 2—1 day downtime acceptable; Tier 3—1 week 
downtime acceptable)Develop a plan to manage a 
ransomware situation accordingly

• Utilize the principle of “Least Privilege” to limit 
users’ access to only those systems and services 
required by their job

External rules and 
regulations

Preparation • Develop a Health Insurance Portability and 
Accountability Act (HIPPA)-compliant information 
security regimen

Incident response • Contact your organization’s insurance provider, a 
computer forensics expert, and the FBI in the event 
of a successful attack

Measurement and 
monitoring

• Monitor network activity to identify suspicious 
activity

• Monitor the external environment for security 
incidents and address gaps and deficiencies as they 
are identified

• Review any extended downtime (e.g., ransomware) 
to identify potential root causes, and discuss future 
prevention or mitigating procedures

HIT = health information technology.

Table 2. 
An approach to preventing or mitigating ransomware attacks.
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Organizations (WHO) Global Outbreak Alert & Response Network (GOARN); 
systems that help organizations improve coordination speed and response time 
to temper the impact of international infectious disease outbreaks [30–32]. These 
systems are often used by IHS networks and volunteers in the field and, if com-
promised, could become a portal of entry for cyber-attack [31]. The attacks on the 
United Kingdom’s NHS demonstrate that even large state-sponsored institutions are 
not immune to cyber-attack [33].

Laboratory security is another important aspect for IHS, as the use and storage 
of sensitive pathogens make them attractive targets for attacks [33]. For this reason, 
the Global Health Security Agenda (GHSA) was created to help increase investment 
in global health security. GHSA is a 67-nation effort that hopes to increase the avail-
ability of laboratory systems for IHS use [34, 35].

5. Protecting your institution

As with most HIT issues, preventing a ransomware attack is a complex socio-
technical problem. Richard Schaeffer (2009), the U.S. National Security Agency 
(NSA) Information Assurance Director, testified to the U.S. Senate Judiciary 
Subcommittee on Terrorism, Technology and Homeland Security that 80% of all 
ransomware attacks could be prevented by adhering to security measures already in 
place [36]. In addition to a sophisticated encryption algorithm, ransomware attacks 
often rely on some form of “social engineering,” or the psychological manipulation 
of people to gain their trust and lead them to divulge confidential information [15]. 
Solving these problems is a shared task between HIT users and those responsible 
for configuring, maintaining, and operating the HIT infrastructure. While prevent-
ing all ransomware attacks is not possible, there are several steps that healthcare 
organizations can take to reduce risk and mitigate harm (Table 2). Additionally, 
the U.S. Department Health and Human Services (HHS) offer guidelines on the 
best policies on how to properly secure electronic PHI. The need to maintain 
software updates and patches cannot be understated. For example, Microsoft Inc. 
had released a patch for the vulnerability exploited by WannaCry and NotPeyta 8 
weeks before the attack [8]. If systems had remained up to date, the impact of both 
malwares would likely have been significantly diminished.

Another approach to recover from a ransomware attack without needing to 
pay a ransom is by copying a file when it is being modified, storing one copy in a 
protected area, and allowing any changes to be made to the other [14]. ShieldFS© 
(NECSTLab, Milan, Italy) approaches this by creating a protected (i.e., read-only) 
copy of files when a process requests to modify or delete it [14]. If ShieldFS© 
determines that a process is malicious, the offending process is suspended and 
the copies can be restored, replacing the modified (encrypted) versions [14]. 
Conversely, Redemption uses a similar approach, but its technique creates a copy 
of each of the files targeted by the ransomware and then uses the Windows Kernel 
Development framework to redirect (or “reflect”) the write requests or filesystem 
operations (invoked by the ransomware to encrypt the target files) from the target 
files to the dummy copies in a transparent data buffer, hence leaving the original 
files intact [14].

Lastly, any ransomware attack should immediately be reported to the appro-
priate authorities [37]. In the U.S., federal law dictates that any breach undergo a 
thorough and properly documented analysis to determine if any unsecured PHI 
was compromised [38–40]. For anything other than a low probability of PHI 
compromise, one must inform the U.S. Department of HHS as soon as possible, 
and no later than 60-days post-breach (when over 500 person’s PHI is affected) 
[10, 37, 41].
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• Train users on ransomware prevention strategies, 
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Identification Standard to prevent generic user-
names and passwords
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identify applications and data based on importance 
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Organizations (WHO) Global Outbreak Alert & Response Network (GOARN); 
systems that help organizations improve coordination speed and response time 
to temper the impact of international infectious disease outbreaks [30–32]. These 
systems are often used by IHS networks and volunteers in the field and, if com-
promised, could become a portal of entry for cyber-attack [31]. The attacks on the 
United Kingdom’s NHS demonstrate that even large state-sponsored institutions are 
not immune to cyber-attack [33].

Laboratory security is another important aspect for IHS, as the use and storage 
of sensitive pathogens make them attractive targets for attacks [33]. For this reason, 
the Global Health Security Agenda (GHSA) was created to help increase investment 
in global health security. GHSA is a 67-nation effort that hopes to increase the avail-
ability of laboratory systems for IHS use [34, 35].

5. Protecting your institution

As with most HIT issues, preventing a ransomware attack is a complex socio-
technical problem. Richard Schaeffer (2009), the U.S. National Security Agency 
(NSA) Information Assurance Director, testified to the U.S. Senate Judiciary 
Subcommittee on Terrorism, Technology and Homeland Security that 80% of all 
ransomware attacks could be prevented by adhering to security measures already in 
place [36]. In addition to a sophisticated encryption algorithm, ransomware attacks 
often rely on some form of “social engineering,” or the psychological manipulation 
of people to gain their trust and lead them to divulge confidential information [15]. 
Solving these problems is a shared task between HIT users and those responsible 
for configuring, maintaining, and operating the HIT infrastructure. While prevent-
ing all ransomware attacks is not possible, there are several steps that healthcare 
organizations can take to reduce risk and mitigate harm (Table 2). Additionally, 
the U.S. Department Health and Human Services (HHS) offer guidelines on the 
best policies on how to properly secure electronic PHI. The need to maintain 
software updates and patches cannot be understated. For example, Microsoft Inc. 
had released a patch for the vulnerability exploited by WannaCry and NotPeyta 8 
weeks before the attack [8]. If systems had remained up to date, the impact of both 
malwares would likely have been significantly diminished.

Another approach to recover from a ransomware attack without needing to 
pay a ransom is by copying a file when it is being modified, storing one copy in a 
protected area, and allowing any changes to be made to the other [14]. ShieldFS© 
(NECSTLab, Milan, Italy) approaches this by creating a protected (i.e., read-only) 
copy of files when a process requests to modify or delete it [14]. If ShieldFS© 
determines that a process is malicious, the offending process is suspended and 
the copies can be restored, replacing the modified (encrypted) versions [14]. 
Conversely, Redemption uses a similar approach, but its technique creates a copy 
of each of the files targeted by the ransomware and then uses the Windows Kernel 
Development framework to redirect (or “reflect”) the write requests or filesystem 
operations (invoked by the ransomware to encrypt the target files) from the target 
files to the dummy copies in a transparent data buffer, hence leaving the original 
files intact [14].

Lastly, any ransomware attack should immediately be reported to the appro-
priate authorities [37]. In the U.S., federal law dictates that any breach undergo a 
thorough and properly documented analysis to determine if any unsecured PHI 
was compromised [38–40]. For anything other than a low probability of PHI 
compromise, one must inform the U.S. Department of HHS as soon as possible, 
and no later than 60-days post-breach (when over 500 person’s PHI is affected) 
[10, 37, 41].
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As HIT infrastructure struggles with new technology and security protocols, the 
industry is a prime target for medical information theft. Even worse, the healthcare 
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organizations must adapt to the ever-changing cyber-security trends and threats, 
such as ransomware, where critical infrastructure is exploited, and valuable patient 
data are extracted. It is imperative that time and funding are invested in maintain-
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Abstract

Human communication and interaction had been rapidly evolving with the 
advent and continuing influence of social media (SM) thereby accelerating infor-
mation exchange and increasing global connectivity. Despite clear advantages, this 
new technology can present unintended consequences including medical misinfor-
mation and “fake news.” Although International Health Security (IHS) stands to 
benefit tremendously from various SM platforms, high-level decision-makers and 
other stakeholders must also be aware of the dangers related to its intentional and 
unintentional misuse (and abuse). An overview of SM utility in fighting disease, 
disseminating life-saving information, and organizing people and teams in a 
constructive fashion is discussed herein. The potential negatives associated with 
SM misuse, including intentional and unintentional misinformation, as well as the 
ability to organize people in a disruptive fashion, will also be presented. Our treatise 
will additionally outline how deliberate misinformation may lead to harmful behav-
iors, public health panics, and orchestrated patterns of distrust. In terms of both 
its affirmative and destructive considerations, SM can be viewed as an asymmetric 
influencing force, with observed effects (whether beneficial or harmful) being 
disproportionately greater than the cost of the intervention.

Keywords: global health security, International Health Security, social media, 
misinformation, fake news

1. Introduction

International Health Security (IHS) includes a broad range of intertwined 
subject areas are related to human security [1–4]. Introduced by the United Nations 
in the mid-1990s, the definition of “health security” is nebulous because of an 
overlap between its constituent “health” and “security” components [5]. Thus, 
there continues to be debate about the degree of such overlap and its implications. 
In addition, although traditional IHS applications focus on bio-terrorism and 
emerging infectious diseases (EIDs) [6, 7], the concepts of “health” and “security” 
can be applied more broadly when different man-made and non-man-made factors, 
from climate change to cyber health security are considered [8–11].

The domination of personal and professional human interactions by the increas-
ingly more powerful and sophisticated social media (SM) platforms brought with 
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it many benefits and challenges. For example, SM has introduced conditions for 
cyberbullying, voter/public opinion manipulation, and criminal activity despite 
its well-intended attempts to bring people together in the digital, boundaryless 
environment [12]. Here, we will discuss how SM can create both constructive and 
destructive forces, focusing specifically on IHS and related topic areas.

2. The definition of social media

SM’s definition and sphere of influence extend to “any medium involving user-
generated content” [13, 14]. Assorted subdomains within SM may include blogs or 
microblogs, interactive forums, message boards, social networks, wikis, as well as 
other types of audiovisual media-based platforms (e.g., photo or video sharing sites) 
[13–15]. Comprehensive acceptance of SM contributed to a startling rise in the over-
all amount of information being shared, the acceleration and pervasiveness of such 
sharing, as well as the ability to interact across nearly all areas of human activity, 
inclusive of public health and medical care [12, 16]. It must be noted that the vast 
volume of shared information on SM is largely unfiltered and difficult to verify.

The reach and breadth of SM platforms and related communication tools have 
developed exponentially and matured as the Internet has expanded [14, 17, 18]. 
During this time, the purpose and focus of various SM tools remained poorly 
defined [19, 20]. While altruism is at the heart of most large SM platforms, it is 
difficult to promote (or enforce) its charitable and humanitarian application by 
end-users, especially in the context of best interest of communities [21–23]. As 
with all discourses involving the interchange of knowledge, transparency becomes 
a paramount concern in that any information disclosures are made in a manner that 
is both open and honest, in effect strengthening the legitimacy of the involved SM 
platform [24–26]. It is critical that SM adheres to accepted ethical and scientific 
norms and that this adherence applies to the full range of related domains, includ-
ing bioinformatics, statistical testing, peer-review, and independent validation 
[27–34]. It should be emphasized that particularly when it pertains to SM in the 
context of the subsequent IHS arguments made in this chapter, the most popular, 
seemingly persuasive, and commonly repeated messaging does not always con-
stitute the absolute truth or reliable information, and that one should be free to 
question and challenge any data he/she is presented with [35–40]. This is especially 
applicable in the setting of question-and-answer format of information exchange, 
where both relevance and quality of information are critical [40].

3.  Social media platforms: “weaponizing” human emotions  
and interactions

The very presence of today’s Internet has created the expectation of internation-
alization and universal information sharing amid the rapidly evolving frameworks 
of technological and social change [41–43]. As the Internet matured, the type and 
presentation of the information itself evolved, with increasing participation of highly 
diversified, user-furnished content [44]. Human beings have always valued the 
stimuli provided by their senses, either consciously or subconsciously. People tend 
to create various reference points, both to self and others, allowing the construction 
of an environment that psychologically conditions its participants. This may lead to 
a compulsive feedback loop that emerges from intense competitive pressures, with 
users trying to out-compete themselves and others in search of external affirmation 
[45–49]. As part of its continued development, the Internet became rich in various 
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audio-visual representations specifically designed to show appreciation or deprecia-
tion of the stimuli [49–51]. From a historical perspective, the first “like” button has 
been attributed to Vimeo, a video sharing platform that appeared in 2005 [52, 53]. 
Vimeo designers were inspired by Diggs, a Website that encouraged the clicking of a 
button labeled “digg” when a rewarding picture was observed by an end-user or an 
interesting article was read. Similar concepts have been fully embraced across the SM 
sphere and serve as the “fuel” in the highly gamified “ratings” competition [53–56].

The concept of “liking” or providing “virtual endorsement” to an information 
snippet on an SM platform has sparked intense research into the implications and 
consequences of such an action that, on initial blush, appears benign [57–59]. More 
specifically, there is evidence that an action of providing a “like” creates a basis 
for a “directed voting” or reward system of sorts [59, 60]. Early research by Davey 
et al. [61] investigated the effect of “being liked” on specific regions of the brain. 
Primary reward and self-related regions were activated under such conditions (e.g., 
nucleus accumbens, ventral tegmentum midbrain, ventromedial prefrontal cor-
tex, and amygdala among others) [61]. Furthermore, there was a proportionately 
greater activation of the these neurological regions in response to “being liked” by 
individuals who are more highly regarded [61]. Sherman et al. [62] used a computer 
program resembling Instagram (Facebook, Inc., Menlo Park, California, USA) to 
investigate regions of the brain that exhibited significant activity when an image 
was “liked.” Their results showed statistically significant activation in the dorsal and 
ventral striatum, ventromedial prefrontal cortex, midbrain, and amygdala when 
“liking” an image versus simply pressing “next” to view the subsequent image [62]. 
The former regions were implicated in reward and the latter being implicated in 
reward processing [63, 64]. Sherman et al. [62] did note that the esthetic quality of 
the image itself can lead to activation of similar pathways. If both the “act of liking” 
and the act of “receiving a like” are being interpreted as rewards, it becomes clear as 
to why SM has been expanding so quickly. However, this also leads to the question, 
what are the consequences of such rewards?

Studies have linked these changes to dopaminergic system and its correspond-
ing communication with the striatum [65]. When looking at the effects of “like” 
from the neuroscience perspective, functional MRI studies of SM users suggest 
that the “popularity of a photo” has a significant effect on its viewer’s perception. 
A popular photo was more likely to receive more “likes” from SM peers regardless 
of the activity being portrayed [66]. Sherman et al. [65] went on to discuss the 
quantification of social endorsement as an important example of sociocultural 
learning. Moreover, the question arises as to whether individuals actively engaged 
in SM-based discourses are more likely to neglect direct human interactions in favor 
of reaching larger, “virtual and impersonal” audiences [46, 67, 68]. If so, what are 
the implications of such conditioning to the ability to critically evaluate information 
encountered on SM platforms? Likewise, how does one sort out what is real versus 
what is virtual, as well as the impact of information upon each of these domains?

Before venturing back to the primary discussion of the relationship between 
SM and IHS, the concepts of “vague-booking” and “mediated lurking” should be 
noted [66, 69]. Berryman et al. [66] define “vague-booking” as sharing “ambiguous 
but alarming posts” to attract attention. “Mediated lurking” on the other hand is 
defined as becoming a member/user of a SM platform but “wishing to go largely 
undetected” [69, 70]. Finally, one would be remiss without mentioning the poten-
tial for “cyberbullying” and “cyber aggression” [71, 72]. These phenomena can 
create a real and damaging link between online and real-life behaviors [71, 73, 74].  
Aggressive online behaviors have been categorized into subtypes, which include 
hostile aggression (e.g., “an act of aggression stemming from a feeling of anger and 
aimed at inflicting pain or injury”) and instrumental aggression (e.g., “an intention 



85

The Evolving Interplay between Social Media and International Health Security: A Point of View
DOI: http://dx.doi.org/10.5772/intechopen.93215

audio-visual representations specifically designed to show appreciation or deprecia-
tion of the stimuli [49–51]. From a historical perspective, the first “like” button has 
been attributed to Vimeo, a video sharing platform that appeared in 2005 [52, 53]. 
Vimeo designers were inspired by Diggs, a Website that encouraged the clicking of a 
button labeled “digg” when a rewarding picture was observed by an end-user or an 
interesting article was read. Similar concepts have been fully embraced across the SM 
sphere and serve as the “fuel” in the highly gamified “ratings” competition [53–56].

The concept of “liking” or providing “virtual endorsement” to an information 
snippet on an SM platform has sparked intense research into the implications and 
consequences of such an action that, on initial blush, appears benign [57–59]. More 
specifically, there is evidence that an action of providing a “like” creates a basis 
for a “directed voting” or reward system of sorts [59, 60]. Early research by Davey 
et al. [61] investigated the effect of “being liked” on specific regions of the brain. 
Primary reward and self-related regions were activated under such conditions (e.g., 
nucleus accumbens, ventral tegmentum midbrain, ventromedial prefrontal cor-
tex, and amygdala among others) [61]. Furthermore, there was a proportionately 
greater activation of the these neurological regions in response to “being liked” by 
individuals who are more highly regarded [61]. Sherman et al. [62] used a computer 
program resembling Instagram (Facebook, Inc., Menlo Park, California, USA) to 
investigate regions of the brain that exhibited significant activity when an image 
was “liked.” Their results showed statistically significant activation in the dorsal and 
ventral striatum, ventromedial prefrontal cortex, midbrain, and amygdala when 
“liking” an image versus simply pressing “next” to view the subsequent image [62]. 
The former regions were implicated in reward and the latter being implicated in 
reward processing [63, 64]. Sherman et al. [62] did note that the esthetic quality of 
the image itself can lead to activation of similar pathways. If both the “act of liking” 
and the act of “receiving a like” are being interpreted as rewards, it becomes clear as 
to why SM has been expanding so quickly. However, this also leads to the question, 
what are the consequences of such rewards?

Studies have linked these changes to dopaminergic system and its correspond-
ing communication with the striatum [65]. When looking at the effects of “like” 
from the neuroscience perspective, functional MRI studies of SM users suggest 
that the “popularity of a photo” has a significant effect on its viewer’s perception. 
A popular photo was more likely to receive more “likes” from SM peers regardless 
of the activity being portrayed [66]. Sherman et al. [65] went on to discuss the 
quantification of social endorsement as an important example of sociocultural 
learning. Moreover, the question arises as to whether individuals actively engaged 
in SM-based discourses are more likely to neglect direct human interactions in favor 
of reaching larger, “virtual and impersonal” audiences [46, 67, 68]. If so, what are 
the implications of such conditioning to the ability to critically evaluate information 
encountered on SM platforms? Likewise, how does one sort out what is real versus 
what is virtual, as well as the impact of information upon each of these domains?

Before venturing back to the primary discussion of the relationship between 
SM and IHS, the concepts of “vague-booking” and “mediated lurking” should be 
noted [66, 69]. Berryman et al. [66] define “vague-booking” as sharing “ambiguous 
but alarming posts” to attract attention. “Mediated lurking” on the other hand is 
defined as becoming a member/user of a SM platform but “wishing to go largely 
undetected” [69, 70]. Finally, one would be remiss without mentioning the poten-
tial for “cyberbullying” and “cyber aggression” [71, 72]. These phenomena can 
create a real and damaging link between online and real-life behaviors [71, 73, 74].  
Aggressive online behaviors have been categorized into subtypes, which include 
hostile aggression (e.g., “an act of aggression stemming from a feeling of anger and 
aimed at inflicting pain or injury”) and instrumental aggression (e.g., “an intention 



Contemporary Developments and Perspectives in International Health Security - Volume 1

86

to hurt the other person, but the hurting takes place as a means to some goal other 
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detection, and tracking) was described in the early 2010s by several independent 
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most common symptoms of the flu” have shown accuracy and temporal correlation 
with the extent of disease spread and its prevalence, especially when contrasted 
against more traditional means of tracking outbreak progression. There is also 
a strong correlation between trends identified by “Internet search engines” and 
phenomena such as emergency department visits by patients with influenza [95]. 
A striking example of the correlation between Google™ Trends and an emerging 
infectious threat was recently demonstrated in an “infodemiological” study of the 
Wuhan coronavirus (2019-nCoV) [96]. Still, it is not surprising that some pragmatic 
researchers urge caution when using such information in the absence of complete 
epidemiological understanding, context, and expert interpretation [97, 98].

Despite some flaws, strict adherence to proper scientific methodology and 
structured peer review can provide reasonably robust ways of enforcing proper 
balance to help minimize the risk of propagation of false or misleading information 
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[99–101]. To ensure wide adoption, SM platforms tend to be open and inviting, thus 
providing an essentially unrestricted forum for the exchange of ideas. Much of this 
occurs in the name of “protecting and enabling free speech.” Consequently, short 
of legal action, objective accountability for communicated content is lacking at best 
[102–105]. In certain scenarios, unrestricted online attacks can be very destructive, 
including consequences in both in the “real” and “digital” domains, and both per-
sonally and professionally [12, 106]. Some forms of malicious SM participation have 
been discussed in an aforementioned section. Among established SM platforms, 
there seems to be a struggle to find a balance between self- or user/community-cen-
sorship and various forms of “online aggression” [12, 72, 107]. Significant spillover 
into public health can occur, especially among minors, and can have tremendous 
impact when “online actions” translate into “real-world implications” [108–111].

5. International Health Security: constructive uses of social media

It has been shown that SM-based vigilance can be useful for outbreak or epi-
demic interception, tracking, and data reporting [86, 87, 112, 113]. In the midst of 
the 2014 Ebola outbreak in West Africa, isolated islands of the disease were success-
fully contained leveraging SM-based coordination tools, including targeted identi-
fication of misinformation and its prompt correction [85]. SM can also be valuable 
to public health community when determining how human networks behave in the 
context of social determinants of health (e.g., health behaviors, resource avail-
ability, and general compliance) [114]. Thus, SM may be particularly helpful in 
promoting positive health behaviors [115]. All of the above implementations of SM 
in public health are now being actively employed during the Wuhan 2019-nCoV 
outbreak, with focus on augmented intelligence in the context of preventing the 
spread of the disease [116, 117]. An additional use case for SM, as reported in con-
junction with the 2019-nCoV, is the promotion of psychological crisis interventions 
using popular SM channels to share strategies for dealing with stress and anxiety 
associated with the outbreak [118].

6.  International Health Security: potentially harmful aspects  
of social media use

The sharing of non-peer-reviewed information over SM entails the potential 
of transmitting misinformation or misinterpretation of such unfiltered content 
[119], especially if it is out of context. The hourly volume of SM messaging that 
may contain “inaccurate or fake news” outnumbers “fact checking” capabilities by 
as much as 10-fold [120]. In addition, the average time between the release of “fake 
news” and any “fact checking” response may be greater than 12 hours, thereby 
causing significant damage before the misinformation can be rectified [120]. Thus, 
misinformation introduced into public discourse can be substantial if placed by a 
highly motivated and appropriately equipped individual (or group). In the context 
of IHS, the consequences can be profound when “fake news” is carefully crafted 
and communicated in a strategic manner (Table 1). “Fake news” can be damaging 
in several ways, from spreading false claims (e.g., that risk of vaccines is greater 
than their benefits), to misinforming the public regarding a particular health 
condition (e.g., misstating signs and symptoms of a viral infection). Programmatic 
moderation of content is one of the solutions that SM outlets have embraced, but 
this process is very resource-intensive, may be quite cumbersome, and may not 
apply universally across different types of data [121, 122]. Additionally, in regard to 
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SM and addiction, there are significant correlations between symptoms of addic-
tion to technology use and mental health conditions [123]. Furthermore, more 
advanced technological applications, such as virtual reality, have been associated 
with dissociation and lower “sense of presence” in objective reality [124]. Various 
psychological aspects and nuances associated with SM use were discussed earlier in 
the chapter, and the reader is referred there to avoid content redundancy.

Although SM can provide an excellent medium for open discourse on a broad 
range of topics, the troubling reality is that SM may foster a society with fewer 
defined boundaries (e.g., “real-life friend” versus “social media friend”) [125, 126]. 
Thereby no longer plainly demarcating a defined personal space and presenting 
a risk of intentional or unintended “invasion” [127, 128]. Although SM’s negative 
aspects have been addressed, there is little doubt that responsible use of SM facili-
tates the public awareness of various health/mental health matters and thus can 
provide an overall positive influence.

There are examples of SM as a successful tracking tool of actual disease out-
breaks/epidemics [86]. However, the risk of “false alarms” does exist, potentially 
affecting the utility of SM as a useful public health tracking tool at the population 
level [129]. The tracked data often lack specificity [130], can be misinterpreted 
and/or distorted, and subsequently promoted by influential personas without 
appropriate training or content expertise [131, 132]. Reversing damage caused by 
distortion of the facts and misinterpretation can be challenging [133–137]. For 
example, the controversy regarding the alleged association between childhood vac-
cination and autism exemplifies how concerns of global nature can be distorted in 
a highly publicized fashion [138–140]. Despite multiple research studies that were 

Harmful behavior Description Comments

Cyberbullying SM content that is of intimidating or 
threatening in character, with potential for 
risk to self or others. Associated harm may 
be both mental and physical

Robust surveillance, reporting, and 
prompt remediation; establishing 
and enforcing accountability, as 
applicable

Fabricated or 
“fake” news

Intentional release of erroneous news and 
information via both traditional and SM. 
Consequences can be both unintended 
and unpredictable, including intentionally 
or unintentionally harmful or damaging 
behaviors, or misdirected action

Adherence to established news 
reporting standards; Sound 
editorial policies and procedures. 
Appropriate fact-checking and 
prompt intervention to avoid any 
resultant or potential harm

Intentional 
misinformation

Leading individuals to perform actions 
that may have harmful consequences 
on self or others. Release of intentional 
misinformation may result in random and 
unpredictable downstream events. The 
process involves the end-user receiving, 
processing, and implementing any 
information before actual harm can result

Empowering SM moderators 
to remove harmful content; 
Vigilance, fact-checking, and 
timely intervention to prevent any 
potential or actual damage from 
dissemination of false information; 
legal consequences for intentional 
introduction of potentially 
damaging misinformation

Misinterpretation Erroneous conclusions made regarding 
data generated or compiled from SM 
inputs. Although usually not intentional, 
this may lead to misguided planning or 
implementations, with some potential for 
harm

Careful cross-checking and 
verification of both the source data 
and the analytical methods; use 
of established decision-making 
algorithms and verification 
mechanisms

SM, social media.

Table 1. 
Primary modes of deleterious behavioral patterns described on social media, with associated characteristics, 
potential for negative consequences, and proposed remedial/corrective measures.
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unable to definitively prove a connection between childhood vaccines and autism, 
large groups within the society still advocate otherwise [141–143]. Unfortunately, 
misplaced trust tends to be given to the messengers and various SM tools, rather 
than the authorities and the medical community [144–146]. These considerations 
need to be taken from the perspective of IHS, especially when one realizes that 
the “most prominent voice” is not universally the one with the correct or the best 
answer [147, 148].

There is a clear and present danger of malignant actors abusing SM to spread 
disinformation that may potentially lead to third-party harm [149, 150]. In 2009, 
in the midst of the swine influenza season, there was a substantial uptick in SM 
reporting of various conspiracies about the flu virus, its alleged genetically engi-
neered origins, and other unfounded rumors [151–153]. Thousands of user views 
of the questionable material were recorded by involved SM platforms, which was 
likely a significant underestimate [151–153], with literally thousands of other search 
results on the “swine flu epidemic” topic [154]. Similar sources of misinformation 
continue to be abundant despite their unfounded assumptions and obvious danger 
[155, 156]. For example, SM outlets are rich with unfounded speculation regarding 
the most recent coronavirus outbreak in Wuhan, China [157, 158]. Vijaykumar et al. 
[159] describe the so-called “social media virality risk,” which attempts to quantify 
the amplification of the population’s perception of public health risk in the overall 
context of “social media effectiveness.” Their conceptual model is called Risk 
Amplification through Media Spread (RAMS) [159].

Of critical importance, SM platforms may be preferred by individuals (or 
groups) who perceive the lack of other means to express their beliefs and thoughts. 
As such, SM can be thought of as “virtual aggregators” for people who share gener-
ally compatible and/or synergistic viewpoints [160–162]. Moreover, there is a non-
trivial risk of evolution of such “virtual groups” beyond “online presence” [163]. 
Traditionally, unconventional or controversial beliefs tended to be often marginal-
ized by the society, with relative lack of effective platforms to share thoughts and 
ideas [164–166]. In current times, essentially every idea can have an “online home” 
with SM actively facilitating the aggregation of like-minded people into groups 
[167, 168]. And although “virtual homes” can become hubs for creativity, innova-
tive thinking, scientific discovery, understanding, diversity, and idea exploration, 
they can also be the sources of damaging misinformation. Finally, there is at least 
some evidence that SM may also create an avenue for people to explore different 
points of view, thus potentially providing an avenue for “new perspectives and open 
mindedness” [159, 169]. Table 2 shows an overview of characteristics likely to be 
correlated with misinformation, with a focus on SM-related aspects.

Equipped with SM tools, “malignant actors” can develop a substantial potential 
for harm and otherwise destructive consequences. Thus, the malignant use of 
SM poses a risk to IHS. Beyond this, unimpeded access to Internet infrastructure, 
when “passively” permitted by countries/governments, can create conditions for 
the “malignant actor” or “fictitious public discourse” to lead to societal disruption 
and harm, involving both institutions and individuals [170, 171]. The subsequent 
sections will discuss malignant use cases where SM manipulation is centralized 
(e.g., government) versus decentralized (individuals, special interests, and non-
governmental groups).

When centralized control of Internet infrastructure (e.g., government) is pres-
ent, a narrative can in theory be created at the top echelons of power, and wide 
dissemination of messaging can be reasonably easily achieved. Under well-intended 
circumstances, this capability should be used to facilitate education and positive 
health behaviors. Having said that, if a central authority is the “bad actor” and their 
messaging is used to “manipulate” public discussions, the message may constitute an 
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attempt to influence various policy objectives, such as a particular therapy, vaccine, 
or preventive health measure (s) [172, 173]. Corrupt central authorities may also 
manipulate SM messaging for monetary gain and/or political goals [174–176]. In this 
context, focused SM messages may involve falsified statements, manipulated statis-
tics, and edited images. Such messaging can be directed at a particular target, includ-
ing religious, ethnic, racial, political, and gender-specific or other groups [177–179].

When central control is not present, but laws and/or executive orders render SM 
fully unrestricted to all potential actors, then the so-called peripheral control can be 
attained [180–182]. Under such circumstances, individuals or interests can freely 
target selected individuals, groups, and organizations for manipulation via dis-
semination of false information via SM [183–186]. In the arena of peripheral control, 
third-party entities (e.g., interest groups) who wish to influence a particular policy 

Factor Comment

Anonymous authorship Although some press/news releases may not give credit to specific author(s) 
or source(s), stories/information from anonymous sources (especially if 
impossible to independently verify) should prompt additional confirmation; 
this is especially true when making policies or implementing procedures based 
on such information

Attractive or “catchy” 
headline

A “catchy” headline tends to attract a larger number of viewers and may help 
enhance subsequent dissemination of (mis)information

Cult-like followership Concepts that attract cult-like (often fanatical) followership tend to be more 
prone to aggregate “SM communities” around them. This, in turn, may assist 
in further propagation of biased/false information

Disclaimer regarding the 
information is provided 
alongside the content

In most cases, sources that feature a disclaimer should be considered with 
caution, mainly because disclaimers tend to be used in the setting of potential 
liability risk

Dramatic or otherwise 
emotional nature of the 
content

If the content contains dramatic or emotional language, and/or leads to a 
strong emotional response, it was most likely intended to do so. Oftentimes, 
hidden agenda(s) may be present

Forward-looking claims 
or predictive statements 
may be embedded

News content that provides specific claim of a future event is most likely 
unauthentic. Likewise, when faced with reports of an effective therapy, end-
users should carefully seek verification and remain skeptical

Information superficially 
“appears” to be legitimate

When “crafted and disseminated” in a specific and deliberate fashion, wrong 
information may appear legitimate. Only after a more careful/detailed review, 
factual or logical inconsistencies may be found

Reputable source/origin 
of the information is 
claimed by authors

FN may gain more credibility if the source “appears” legitimate. Having 
said that, any significant claims from an apparently respected source must 
be substantiated and verified, especially if the story’s author is not clearly 
identifiable (see above under “anonymous authorship”)

Propagation by high-
profile individuals

Superficial appearance of credibility can often be maintained around fictional 
story accounts, especially when reputable individuals (e.g., community 
leaders, politicians, scientists) participate in information dissemination

The story is too good to 
be true…

In cases where SM information appears to be “too good to be true,” the end-
users should remain critical and question any such reports/stories

Unusual or atypical 
domain name/uniform 
resource locator (URL)

When content is located on a Website, or originates from a source with an 
unusual domain name, suspicious user identification, and/or URL, skepticism 
is always wise

FN, fake news; SM, social media; URL, uniform resource locator.

Table 2. 
Factors that may signal that one is exposed to attempts at the dissemination of “fake news” and misinformation 
on social media platforms.
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are able to use SM disguised as indigenous individuals or organizations, modulating 
the discourse to their benefit [187]. Inherent to modern capitalist societies is that 
major SM platforms are for-profit entities and thus can be maneuvered using finan-
cial resources to influence a society from the periphery [130, 188]. Finally, there is 
a less likely possibility that the more dominant SM platforms may evolve into new 
“central authorities” over time.

From public health standpoint, the potential for harm is both real and sig-
nificant. Hypothetically, a broad range of harmful actions may be initiated using 
misguided SM, including the manipulation of populations to report to wrong/inap-
propriate locations for assistance [189, 190], misdirecting local populations with 
regard to the evacuation routes, sanctuaries/safe places, as well as creating public 
distress that leads to waste or misuse of precious public health resources [191–193]. 
Of importance, healthcare workers could theoretically be manipulated through 
SM platforms against accepting the risks associated with care for those in need, 
thus effectively negating a provider’s professional obligations [194, 195]. Although 
various conspiracy theories have been propagated throughout the history, their dis-
semination has escalated in the era of multiple SM platforms [196, 197]. As a result, 
the risk exists of an “engineered reality” by individuals or entities, using SM as the 
ultimate “mind bending” tool [198]. The theme of SM contributing to fear and 
misinformation or disinformation in the IHS context continues into the 2020s, with 
similar concerns being noted around the SARS-CoV-2 outbreak [199].

Finally, ongoing high-level efforts are underway to reduce the harm from 
SM-based disinformation at the national and international levels. More specifi-
cally, there is an increasing number of governmental and non-governmental 
organizations that actively focus on this important health security problem. 
This growing list includes the National Cyber Directorate in Israel, the National 
Security Communications Team (NSCT) in the United Kingdom, the Australian 
Security Intelligence Organization (ASIO) and the Department of Home Affairs 
in Australia, the Security Intelligence Service and the Defense Intelligence Service 
in Denmark, and the National Security Agency in France, among many others. In 
addition, major SM providers are signatories to the European Union (EU) Code 
of Practice on Disinformation. However, the same providers are not bound by this 
Code of Practice outside of the geographic boundaries of the Union [200].

7. Conclusions

Continuous worldwide information sharing fosters innovation and knowledge 
creation, thus facilitating humanity’s ongoing progress. The same is true regard-
ing the implementation of SM tools in the area of public health/health security. 
Although there are undoubtedly important benefits of SM in this realm, the 
in-depth understanding of modern SM platforms is still somewhat limited. The 
introduction of SM into the domain of public health presented the community with 
a unique opportunity for the development of highly efficient, integrated tools for 
disease tracking and epidemiologic trend identification. At the same time, users 
must remain cautious because the potential for both intentional and unintentional 
misuse of data may be present, resulting in substantial and often unpredictable 
harm. Finally, malignant actors in control of the SM narrative can cause deliberate 
harm through the intentional propagation of “fake news” and misinformation. 
Consequently, risks and benefits associated with the use of SM in the realm of pub-
lic health/IHS must be carefully considered to minimize any negative downstream 
consequences.
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Code of Practice outside of the geographic boundaries of the Union [200].

7. Conclusions

Continuous worldwide information sharing fosters innovation and knowledge 
creation, thus facilitating humanity’s ongoing progress. The same is true regard-
ing the implementation of SM tools in the area of public health/health security. 
Although there are undoubtedly important benefits of SM in this realm, the 
in-depth understanding of modern SM platforms is still somewhat limited. The 
introduction of SM into the domain of public health presented the community with 
a unique opportunity for the development of highly efficient, integrated tools for 
disease tracking and epidemiologic trend identification. At the same time, users 
must remain cautious because the potential for both intentional and unintentional 
misuse of data may be present, resulting in substantial and often unpredictable 
harm. Finally, malignant actors in control of the SM narrative can cause deliberate 
harm through the intentional propagation of “fake news” and misinformation. 
Consequently, risks and benefits associated with the use of SM in the realm of pub-
lic health/IHS must be carefully considered to minimize any negative downstream 
consequences.
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Abstract

The flight of refugees has been part of the human condition since the beginning 
of time. Recent events in the Middle East have caused a mass migration of refugees 
from Syria, Iraq, and Afghanistan. Their primary destination has been Europe, 
more specifically, the affluent, better industrialized countries of central and north-
ern Europe. However, the European law currently requires that refugees must be 
processed at the first port of entry to Europe. In most cases, this involves the eastern 
Aegean Sea islands of Greece. Here the refugee camps have become overcrowded 
and underfunded, and have little medical care and security. The Greek government 
has limited resources and the response for support from the more affluent European 
countries has been underwhelming. Here we summarize the lack of health security 
from the refugee perspective of those that are awaiting entry to Europe and are 
encamped in Greece.

Keywords: human migration, Greece, public health, refugees, refugee camps

1. Introduction

The early to mid-twenty-first century will be known for its mass migration 
movements. In fact, Greece has become the gateway for the mass migrations of 
refugee populations since the end of World War II [1]. The current Middle East 
refugee crisis is taxing many national health care systems [2, 3]. Greece is in a 
particularly unique position regarding the flood of refugees into Europe because of 
their proximity to Turkey, which is the conduit for Syrian, Afghan, Kurdish, Iraqi, 
and in some cases, African refugees. Greece is not a stranger to refugees. In 1922, 
Greece experienced a massive inflow of Greek refugees fleeing Asia Minor after 
Greece’s military defeat at the hands of Turkey. The Greek nation absorbed them 
successfully and in the 1990s was able to face a similar, but smaller refugee chal-
lenge with the migration of many people from Eastern Europe [4]. However, the 
current refugee problem, that is a consequence of the conflicts in the Middle East, is 
different; it involves a tidal wave of refugees that are of non-Greek origin. This was, 
and remains, a challenge for a homogenous society [5]. The challenge of supporting 
refugees is especially difficult in the context of the recent Greek debt crisis of 2008 
that left the Greek economy devastated. The term migrant many times refers to 
economic status and can be considered derogatory, whereby they are not given the 
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consideration or status of refugees. In our work, we use the terms interchangeably 
and do not cast aspersions on those who are not truly refugees as defined by the 
1952 United Nations Convention relating to the Status of Refugees (and the 1967 
Protocol relating to the Status of Refugees).

Even before the debt crisis, there was a notion that Greece was not a safe host 
country for refugees [6]. Skordas and Sitaropoulos indicated that while the Greeks 
generally observed non-refoulement (the practice not mandating asylum seekers/
refugees to return to a country in which they are liable to be persecuted), the Greek 
system of asylum suffered from a “calculated ambivalence towards the legal situa-
tion of the victims of non-state agents” and failed to provide for “basic subsistence 
needs … and social protection for refugees and asylum seekers [6].” Despite Greece 
being on the receiving end of wave of refugees/migrants, the national policies were 
reactive with the occasional passing of ad hoc laws, executive decrees and polices 
directed at the behest of the European Economic Union (EU). These measures did 
not take into consideration the long-term view [7, 8]. Additionally, oppressive aus-
terity initiatives forced on the Greeks by the EU have triggered “resistance” initia-
tives across the country making refugee-friendly positions/responses less likely [4]. 
In spite of these internal and external factors, the Greek nation, through anti-racist 
efforts and solidarity movements, managed to provide refugees with legal services, 
shared information regarding available social programs Greek language instruction 
and basic elements of health care [4, 9].

However, in 2015 a breaking point was reached. The conflicts in the Middle 
East resulted in more than 1,000,000 refugees arriving in Greece over a period of 
approximately 15 months [10]. This happened at the same time that the debt crisis 
was exacting a devastating toll on the Greek economy. Millions of people were 
leaving their home countries to find a safer place to relocate [11]. Most of these 
refugees were trying to get to central and northern Europe, through the route from 
Turkey to Greece [12]. However, the closure of the Western Balkans transit route on 
the border of Greece and the Former Yugoslav Republic of Macedonia in February/
March 2016 (EU-Turkey agreement), transformed Greece “from a transit country to 
a country hosting tens of thousands of third-country nationals for a still undefined, 
yet long-term, period. Greece progressed from the logic of repression (meaning 
to keep all foreigners out) to the logic of reception,” and received 90% of the total 
population of refugees from 2016 to 2018 [9]. This resulted in between 10,000 and 
20,000 asylum seekers who were unable to leave Greece and becoming confined 
to refugee camps where they were trapped and forced to live under poor economic 
and health conditions [13, 14]. Over time, this number has now has swollen to over 
60,000 people [15]. In effect, since 2011 one half of the Syrian population has been 
displaced, either as refugees to another country or internally (secondary to conflict, 
poverty, food insecurity or loss of infrastructure) [16]. Herein, we will review the 
multitude of public health and medical problems that dominate the health security 
of refugees in Greece. These problems include infectious diseases, mental health, 
women’s health issues, traumas and burns, and children’s health issues.

2. Methods

Using key words and the MESH headings provided by PubMed the authors 
reviewed the available papers and the determined which papers were the most 
relevant for the project. Additionally, key words were entered into Google Scholar 
resulting in further identification of source material; this included various forms 
of media and journalism. At the same time, documents originating with the United 
Nations and World Health Organization were also identified and reviewed.
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3. Infectious diseases

3.1 Respiratory conditions

Refugees arriving to Greece may be vulnerable to infectious diseases because of 
poor nutritional status, unsafe drinking water in their journeys, lack of vaccination, 
poor or overcrowded living conditions, and lack of immunity to endemic diseases 
[17]. These factors can occur in transit, or in the country of origin [17, 18]. Because 
of this host countries may have serious concerns about the spread of disease by 
refugees/migrants. While there is little evidence to indicate that refugees spread 
disease to local populations (EU/EEA), conclusive data is lacking. Work done by 
Rojek et al., evaluating prospective data from medical consultations on patients 
presenting with symptoms and signs of a syndrome that may have warranted inclu-
sion in a syndromic surveillance system, showed that fewer than 5% of patients had 
a full set of vital signs documented [17]. Also, only 11% of patients with a pos-
sible syndrome were reported to the medical alert system. Such gaps indicate that 
refugee patients may not be asked for a medical history, or be given an appropriately 
complete physical examination. Consequently, the risk of infectious diseases in 
refugee populations and the chance of disease entry into local populations may be 
underestimated [17].

Respiratory infections are of great concern and are the most frequent problem 
[17]. Medecins Sans Frontieres (MSF) clinics at the point of entry into Greece and 
Serbia found that respiratory tract infections (RTI) occurred in 41% of refugees. 
Clinics at the Greek-Turkish border exhibited an RTI prevalence of 23% [19, 20]. 
Refugees in Turkey had 330,000 excess cases of RTI and 50,000 excess cases of 
diarrhea in 2015 [21].

The unprecedented cross border mobility of refugees/migrants and refugees 
lends to the dissemination of multi-drug resistant (MDR) pathogens across bor-
ders. MDR organisms are often carried by young men (wounded in combat or as 
innocent by-standers). These individuals often find their way into camps where 
conditions contribute to the spread of pathogens with antibiotic resistance [22]. 
Although available evidence is sparse, there are indications that refugees admitted 
to healthcare facilities frequently import MDRs [23].

In a recent report by Hermans et al. regarding the disease burden among those 
staying at the Lesbos, Greece refugee camp, no reported cases of tuberculosis were 
identified [24]. However, 15.3% of Syrian refugees screened in Berlin had poten-
tially contagious diseases [25]. This suggests that refugees entering Greece may 
have had inadequate diagnostic work-ups either due to a lack of medical expertise 
or money to do the testing. With the ongoing Syria humanitarian crisis infectious 
disease will continue to emerge and reemerge [26].

3.2 Hepatitis

As far back as 2003 Greek investigators had determined that refugees living in 
Athens (especially those from Asia and Albania) had a high incidence of hepatitis 
B viral (HBV) infection. Of note, the incidence of hepatitis C viral (HCV) infec-
tion was low [27]. Refugee populations in Greece in the early 2000s were avoiding 
established shelters for the fear of being departed, therefore they lived in crowded 
conditions among their own immigrant groups [28]. Hepatitis A viral disease 
(HAV) in Greece has remained high at 17.1% among non-immunized children [29]. 
Recent data from the Greek Government demonstrated spikes in HAV disease from 
2005 to 2008, after the migration of populations from the Middle East and Roma 
(Albanian and other Balkan Roma groups) populations. A second spike occurred 
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in 2016 and 2017 secondary to the current Syrian disaster. In December 2016, as the 
Syrian crisis was reaching a crescendo, refugees and asylum seekers residing in host 
facilities in Greece were demonstrating an increase, mostly in children under 15 
years of age [30, 31].

3.3 Leishmania

More than one million refugees arrived in Greece between 2015 and 2016 from 
areas with endemic Leishmaniasis (Syria, Iraq, and Afghanistan). This disease 
has serious social and economic consequences in these areas [32]. Fotakis et al. 
uncovered an infection rate of Phlebotomus spp. sand flies in refugee camps that 
indicated an elevated risk to local populations [32]. A common-sense recom-
mendation would be to provide refugees access to descent living conditions, good 
health education, effective vector control, and interdict local colonization of sand 
flies. Ongoing studies of refugee populations regarding epidemiology and disease 
transmission may be helpful.

3.4 Shigella

Shigella is endemic in many low-income countries. The massive influx of 
refugees to Greece puts local and incoming refugee populations at risk [33]. At a 
syndromic notification center in Athens, Greece in 2015/2016 a cluster of shigellosis 
cases was identified. All cases were multi-drug resistant, and a potential common 
source was not identified. All cases were typed; real-time typing is helpful for 
control methods and epidemiological inquiries.

The truth is simple, refugees are colonized by resistant organisms during their 
extended stays in refugee/migrant camps [33, 34]. There is a need for a European 
tracking system that can be used by all countries were diseases and syndromes are 
identified to allow documentation and prompt, effective intervention.

4. Mental health

To say that refugees experience stress is an understatement. They must deal 
with war, migration, oppression, forced detention, violence, and witness death and 
destruction [35, 36]. They suffer abuse from smugglers, criminals, and governments 
[37]. In 2016, 5096 individuals perished at sea [37]. In view of the afore-mentioned, 
refugees have many psychological and somatic complaints [38]. To document 
this violence towards Syrian refugees and its effect, MSF has supported camps in 
Greece, conducted a quantitative and qualitative research investigation at sites in 
Greece (Ritsona camp near Athens, Katskikas camp near Ioannina, and Samos). The 
study aimed to determine the levels and type of violence experienced by refugees 
in their home communities, during their journey, and during their stay abroad. It 
also looked at the types of perpetrators, and the prevalence of anxiety and other 
mental disorders [35]. MSF used the Refugee Health Screener 15 (RHS-15) as their 
investigative tool. They found that over 92% of the participants screened positive 
for anxiety. Up to 75% experienced a violent act in Syria and over half experienced 
a violent act on their journey to Greece. The violence, as expected, decreased 
from Syria to Turkey and from Turkey to Greece. However, there were violent acts 
reported in Greece [39]. Most refugees felt oppressed by daily stressful events such 
as poverty, poor housing, isolation, societal marginalization, and changes in family 
structure [40–42].
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To further elucidate the plight of Syrian refugees in Greece, in particular, Poole 
et al. studied major depressive symptoms and risk factors [43]. It is of interest that 
most migrants are normally healthier than the host populations [44]; this is called 
the “healthy migrant effect.” However, refugees/migrants fleeing conflict zones 
are not, and they face an increased prevalence of mental health problems [45]. 
Major depressive disorder (MDD) undermines individual and family functionality, 
which is imperative for survival, resettlement, and acculturation [46, 47]. MDDs 
occurred in 44% of the population studied. Women had significantly increased 
odds of MDD. Globally, women have 50% more MDDs than men [48]. The preva-
lence of MDD did not differ by age or educational level; however, increased time 
of displacement and time in the asylum process in Greece seemed to increase the 
likelihood of MDD. The odds of MDD increased by 15% for each additional month 
an individual was in the asylum process. The prevalence of MDD was 10× higher in 
Syrian refugees that in Syrians in pre-conflict times and generally across the globe 
[49, 50]. There is some evidence that MDD may lessen as the time since leaving the 
area of conflict increases [51].

The destruction done to individuals, families, and the mental health infra-
structure of countries that accept refugees, is cataclysmic and ongoing. This is only 
compounded by a lack of information about legal procedures and an uncertain 
future in the countries in which they are encamped [35].

5. Women’s health

The plight of refugee women is difficult and perilous [52, 53]. While most of the 
refugees coming to Greece and Europe from the Middle East were initially men, 
women have been making the difficult trip in increasing numbers since 2016 [54]. 
Global figures show that 80% of the refugees and internally displaced people are 
women and children [55]. The displacement of families because of war has led to 
insecurity and vulnerability. Women are subjected to violence in their conflict-
ravaged countries, during migration out of their country, and after their arrival in 
camps and refugee centers at their destination [52, 53]. Sexual and gender-based 
violence (SGBV) has become a significant burden to refugee women.

In war zones the terror is very straight forward. Bombs fall, soldiers from all 
sides of a conflict (whether from the Islamic State of Iraq and Syria (ISIS), the 
Syrian army proper, or Syrian rebels) rape women, kill family members, and steal 
possessions [52]. Violence during their journey of escape and migration comes, for 
the most part, from those who are supposed to help them, or claim to help them. 
Clearly, women traveling alone or with children are extremely vulnerable; however, 
even women travelling with men also do not have absolute safety.

Frequently, women are first victimized at the hands of smugglers who offer to 
help them and their children get to Europe for a price that includes “transactional 
sex.” If transit to the European Union (EU) becomes more difficult due to the clos-
ing of more border crossings (EU—Turkish agreement of March 2016) [9] or the 
bombing/destruction of smuggler’s boats (as proposed by the United Nations for the 
transit of refugees) [56] it is “likely that the demand for smugglers, and the price 
that they ask for facilitating the passage into Europe will increase [52].” A second 
opportunity for violence occurs at the hands of Turkish police and coast guard as 
women and their families try to flee to Greece [52]. A third threat along the road 
of migration comes from fellow male travelers. Even after reaching refugee camps 
women are frequently frightened to leave their tents at night (or at any time) due 
to the threat of rape by men in the camp [52]. The stress of flight from a war zone 
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and life in a refugee camp may lead to both verbal and violence from husbands. 
Psychological stress leads to SGBV and intimate partner violence [53]. This type of 
violence is a manner in which to eliminate feeling of helplessness and many refugee 
communities experience it [57]. It is of interest that SGBV is a reaction to something 
dangerous post immediate conflict [53, 58]. In 2015, the organization UN Women 
estimated that 35% of women are physically abuse or raped at some time in their 
lives [59].

Two other factors have exacerbated the plight of refugee women: (1) there are 
no clear policies at their first destination point in the EU (or for that matter, at any 
intermediate or final destination point) regarding whom to report physical or sexu-
ally abuse and (2), as alluded to above, the lack of an adequate accommodations 
increases their insecurity [52]. The above difficulties are all complicated by the fact 
that there are no legal, regular routes of transit for refugees.

Once asylum seeking women refugees (ASWR) reach a destination outside their 
country of origin there are considerable barriers to the provision of health care 
[60]. The first barrier is the legal barrier. ASWR (and men and children) will have 
limited access to national health systems. Specifically, the sexual and reproduc-
tive health (SRH) rights of ASWR are often compromised because of their lack of 
knowledge on what their rights are and how to navigate the health care system of 
their host country. This may be compounded by a deficit of knowledge on the part 
of those who try to provide services to them [60]. A second barrier is one of geog-
raphy. Refugees can be moved from camp to camp and find it difficult to develop a 
sense of trust regarding relief workers. A lack of trust and a discontinuity of care 
compromise an ASWR’s SRH. A third barrier involves the differing administrative 
rules and regulations in host countries. Even those providing the health care do not 
know all the rules and regulations regarding refugees and what they may be entitled 
to [60]. Another barrier of significance, involves the socio-cultural aspects affecting 
an ASWR. Some cultures have strict gender roles, and some ASWR do not want to 
be examined by a male health care provider. Even in a situation where the woman is 
willing, their husband or extended family may object [61]. Simply disrobing to any 
extent or assuming a particular position for a physical examination can be challeng-
ing [37, 62]. The general mistrust by the refugee community of the host country is 
accentuated by the health provider’s lack of awareness regarding the socio-cultural 
mores of the refugees. Finally, the economic barriers cannot be discounted. ASWR 
may not be able to find work, or may not be allowed to work by their husbands or 
family [60, 63, 64]. Janssens et al. points out that the merely the need to purchase 
contraceptives may be beyond an ASWR’s reach because of cost [60].

Therefore, the provision of care for ASWR is anything but systematic and 
organized [65]. Through their journeys, the barriers they encounter, and the woeful 
inadequacies they confront in their host countries, ASWR are left with unaddressed 
or inadequately addressed serious issues such as adequate perinatal care, controlling 
their sexuality, depression, anxiety, discrimination, unmet health service needs, 
and even female genital mutilation in their host destination perpetrated by their 
male dominant culture [65]. ASWR are a group that needs local, regional, and 
national assistance from the host country. Healthcare providers must understand 
position of refugee women from every perspective and must endeavor to overcome 
barriers to respect and meaningful care.

6. Child health

The international public health community is concerned about childhood mor-
bidity in the refugee camps of Greece. Kampouras et al. was one of the first groups 
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to investigate and report on the disease burden of camps among children [15]. They 
divided the illnesses that occurred over the winter of 2016–2017 into infectious 
and non-infectious categories. Children less than the age of 12 years were usu-
ally presented with infectious causes (nearly 81%). Infants, toddlers and children 
suffered from respiratory infections more frequently than adolescents and adults 
who tended to present with non-infectious diseases. The most common infections 
in younger patients included infections of the respiratory tract (67%), skin (23%), 
the gastrointestinal tract (6%), and the urinary tract (3%). Non-communicable 
diseases among the youngest were often due to disease of the gastrointestinal tract 
(20%), respiratory system (18%), surgical problems (13%), and allergies (10%). 
Infants had better health than children or toddlers. There was no association 
between illness and gender [15].

There is no doubt that non-breastfed infants are at a higher risk for infection, 
hospitalization and death than those who are breastfed [66]. Significantly, while 
75% of the babies arriving in Lesbos, Greece, were breastfed, only 25% of those 
leaving Lesvos were still being breastfed. The reason behind this may be related to 
some non-government organizations (NGOs) giving out infant formula indiscrimi-
nately. Because refugee camps have problems with overcrowding and many of the 
refugees/migrants arriving at these camps are already in poor health the general 
hygienic conditions of the camps are not very good [67–69]. Therefore, once the 
breast-feeding stops, not only is the mother’s immunity no longer passed on to the 
infant, but the use of formula is plagued by a lack of hot, clean water, poor steriliza-
tion of bottles and nipples and an unreliable supply of milk types.

This leads to a general concern for the growth and development of refugee 
children [70]. Growth abnormalities have been identified among Syrian refugees 
in Jordan and Lebanon, where acute malnutrition is low, but stunting of growth 
is high [71–73]. Stunting, defined as low height for age, usually occurs because of 
prolonged undernutrition or malnutrition as well as poor living conditions [70]. 
In addition to stunting micronutrient deficiencies and a lack of adequate mineral 
and vitamin supplementation (such as zinc, iron, and calcium) in children is also 
associated with increased mortality [70]. In 2016 Walpole et al. carried out a project 
in Northern Greece to assess this situation among refugee children [70]. They found 
a high prevalence of stunting among the children from 0-5 years of age (including 
infants). Walpole et al. reported that “a high body mass index in stunted children 
was a common finding raising concerns over long-term health outcomes and risk 
of non-communicable disease.” This is essentially caused by chronic malnutrition 
as opposed to acute malnutrition. The rates of stunting for children in camps in 
Northern Greece were twice as high as that found in Jordanian camps. The children 
were exposed to a high amount of carbohydrate and fat, and very little protein. 
Micronutrient deficiencies were likely attributable to factors such as inadequate 
dietary intake by pregnant and breastfeeding mothers. Because of this finding a 
recommendation has been made to the Greek government to supplement micro-
nutrients to children under 5 years of age, pregnant women, and women who are 
breastfeeding [70].

To avert important childhood diseases and decrease childhood morbidity an 
effective vaccination program must also be put into place. Until the spring of 2017, 
vaccination of refugee/migrant children was primarily accomplished by NGOs 
collaborating with the Greek Ministry of Health (MOH) [74]. Unfortunately, not all 
camps were equally covered by NGOs administering vaccines. This was particularly 
noted in camps that used hostels, hotels, and apartments for housing. In the spring 
of 2016, the General Directorate of Public Health of the MOH took over all vaccina-
tion activities under a program entitled “PHILOS-Emergency health response to 
refugee crisis.” The program was implemented by the Hellenic Center for Disease 
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Control and Prevention, and was funded by the Asylum, Migration and Integration 
Fund of the European Union’s Directorate-General for the Migration and Home 
Affairs.

In a one-year period from 2017 to 2018, PHILOS performed 57,615 vaccina-
tions. This included 21,031 vaccinations for measles-mumps-rubella (MMR), 7341 
for diphtheria-tetanus-pertussis (DPT), 7652 for poliomyelitis, 5938 for pneu-
mococcal disease, 7179 for Haemophilus influenza type b and 8474 for hepatitis 
B. Unfortunately, vaccination coverage was still not consistent, and subsequent 
vaccination often dropped off. The rate of vaccination for the first MMR dose was 
greater than 80%. However, the follow-up dose dropped by nearly one half. For 
all other vaccines the rates were even lower. The rate of 50% for children aged 0–4 
years had follow-up vaccine coverage fall to less than 25% [31]. While numbers 
of those vaccinated are available, the denominator remains elusive. The lack of 
“cultural mediators” among the refugee community was a large problem in follow 
through. This was compounded by refugees being moved between locations as 
some camps closed and other camps opened. Vaccinating refugee children must be 
a priority, because refugees have low baseline rates of immunization and encounter 
obstacles to getting adequate healthcare. While PHILOS had developed standard 
operating procedures and improved coordination of vaccination implementation, 
much more needs to be done for the refugee children in Greece.

While we have addressed the SGBV women/girls suffer above. Here we need to 
address the topic of street children in Greece and the sexual exploitation of refugee 
boys. While the problem with street children in Greece has been a topic of concern 
since, but not extensively researched, since the late 20th century (1990s) [75], the 
sexual exploitation of refugee boys is a particular and growing concern in the face 
of the refugee crisis currently exacerbated by the Syrian refugee crisis [76].

What is the definition of street children? Determining this can be difficult 
because the action and locations of children “in the street” are difficult to ascertain 
and evaluate [75]. There have been attempts at defining this term by the United 
Nations (UN), and the Council of Europe (CE). However, according to Atlantis 
et al. there is agreement that the term refers to “children and young people who have 
early street experience and who usually spend most of their time in the streets, in 
the sense that they use that location as the principal place of some of their main 
daily activities (such as working, eating, and sleeping) [75].” However, let us review 
the two primary definitions as provided by the UN and the CE. The UN definition is 
as follows:

“any boy or girl…for whom the street has become his/her abode and/or source of 
livelihood; and who is inadequately protected, supervised, or directed by respon-
sible adults [77].”

The CE has a similar, but somewhat different definition:

“Street children are children under eighteen who, for longer or shorter periods, live 
in a street milieu. They are children who live wandering from place to place and 
who have their peer groups, and contacts in the street. Officially these children may 
have as their address their parents’ home or an institution of social welfare. Most 
significantly, they have few or no contacts with those adults, parents, school, child 
welfare institutions, social services, with a duty toward them [78, 79].”

Why are these children in this position? Before the current immigration/refugee 
crisis, this was usually this is due to “family breakdown, unemployment, poverty, 
membership of a minority group, armed conflict, and natural disasters [75].” 
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While these reasons apply today, the vast majority of these days are due to armed 
conflict or threat of conflict and the above-mentioned reasons still apply, but are 
secondary to conflict. In 1986, world-wide estimates were as high as 80 million 
street children [79, 80]. The current crises in the Middle East and those of the 
Balkans in the 1990s, do not give hope to a lesser estimate from 30 years ago. Greece 
has an attraction for those fleeing the Middle East and Africa because of its location 
as a stepping stone into Europe, but it does not have the resources to adequately 
support the current flood of refugees.

In 1999–2002, most of the street children were male (75%) [75]. In the recent 
flood of refugees to Greece (2015), the situation has worsened (89%) [79, 80]. 
Freccero et al. enlighten us that the current immigration crisis “is increasingly 
defined by the unprecedented numbers of children crossing the Mediterranean Sea, 
many of whom are unaccompanied and separated children (UASCs) as defined by 
the United Nations High Commissioner for Refugees (UNHCR) and the Committee 
on the Rights of Children [81].” In 2015 90,000 UASCs applied for asylum in 
Europe, four times higher than the previous year, and in 2016 there were 63,000 
(89% being male) [79, 82].

This has been a particular problem in Greece where a majority UASCs are 
between 14 and 17 years of age and are inadequately housed and accommodated 
[83]. Frecerro et al. makes us aware that sexual exploitation is illegal in Greece and 
that Greece is a signatory of the Optional Protocol to the Convention on the Rights 
of the Child on the sale of Children, Child Prostitution and Child Pornography 
[76, 84]. Nonetheless, the high visibility of UASCs in public has led to increasing 
reports of teenage boys being exploited sexually by older men for money [84–88]. 
Young boys and teens are the majority of UASCs, and while institutions and 
governments have been appropriately concerned about girls and women, young 
male UASCs have been left without adequate responses to their plight. The Greeks 
have debated and given serious consideration to three approached to prevention 
of this dilemma for male UASCs: (1) the use of secure shelters for prevention of 
abuse and protection, (2) improving life skills to empower better decision-making, 
and (3) direct cash distribution to the individual [76]. There are positive aspects 
to these proposals, however, there still remains much work to be done on their 
implementation, need for funding sources, and the subsequent evaluation of their 
effectiveness.

Gender-based violence programs for women have been sorely needed and 
some have been implemented. However, these young, male, UASCs must not be 
overlooked. Shelter, tools for survival, and guidance are necessary to ensure their 
welfare.

7. Violence in Greek refugee camps

Violence is on the increase in Greek refugee camps [89]. Gender-based violence 
has been addressed above. Disease, insects, cold, uncontrolled amounts of waste, 
impure water, congestion, and increased stressed have led to violence in the camps 
through short tempers [89]. There are frequent clashes, riots, and incidence of 
violence, compounded by only 72 people per toilet and 84 people per shower [90]. 
Furthermore, Greece is struggling with a new refugee/migrant influx of 10,000 in 
October of 2019 and the camps are always at the breaking point [91]. The situa-
tion is so dire that children as young as 10 years of age are attempting suicide [92]. 
These problems in the camps and the increasing number of refugees has been 
compounded by “A combination of right-wing, populist narratives, a sluggish Greek 
economy and lack of tourism” on once popular Greek islands “have also affected 
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Control and Prevention, and was funded by the Asylum, Migration and Integration 
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in a street milieu. They are children who live wandering from place to place and 
who have their peer groups, and contacts in the street. Officially these children may 
have as their address their parents’ home or an institution of social welfare. Most 
significantly, they have few or no contacts with those adults, parents, school, child 
welfare institutions, social services, with a duty toward them [78, 79].”

Why are these children in this position? Before the current immigration/refugee 
crisis, this was usually this is due to “family breakdown, unemployment, poverty, 
membership of a minority group, armed conflict, and natural disasters [75].” 
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the sentiment of the locals towards migrants and refugees.” The communities that 
opened their doors in 2015 are no longer warm and receptive [91]. The possible 
of violence between refugees, between Greek citizens and refugees, and refugee 
suicide/suicide attempts remains disturbing. An international effort in support of 
the refugees and in support of the government of Greece is needed.

8. Human trafficking

Many of the previous sections spoke to the topic of human trafficking, sexual 
or otherwise, involving men, women, children and smugglers/traffickers. Here we 
would like to emphatically point out that the trafficking of people as refugees leav-
ing, not only poverty, but violence, abuse of all kinds, and seeking political asylum 
because of the fear of reprisal, is common, almost unstoppable, and a stain on the 
human effort for justice and on the instruments and institutions of government.

Another term for mass migration/exodus of refugees/migrants can be termed 
“irregular movement.” In mass movements of migrants/refugees, there is little 
evidence as to when, why, and how such a susceptibility arises [93]. The reader may 
have noticed a “fluidity” in the terms of these different categories; there is neither 
a linear nor obvious trajectory between the identities of “migrant,” “refugee,” 
and “trafficking victim [93].” Trafficking could lead an individual to becoming 
a migrant/refugee, or sometimes migrants/refugees are trafficked in their flight 
from harm’s way. There are different types of exploitation for trafficking and this 
includes: trafficking for sexual exploitation, trafficking for labor exploitation, 
trafficking for the removal of organs, trafficking for criminal activity, trafficking 
for forced marriage, and trafficking for sexual and labor exploitation [93]. Those 
who are trafficked have particular vulnerabilities as pointed out by Brunovskis and 
Surtees: a paucity of resources, no legal status, inadequate knowledge regarding 
laws, rights, and assistance, barriers to language, lack of humanitarian aid availabil-
ity, work scenarios that can lead to exploitation and abuse, threats to safety of self 
and family, and exposure to violence and abuse with communities and families [93].

Populations moving irregularly and/or migrants/refuges encamped for pro-
longed stays are extremely vulnerable to being trafficked. There is no State organi-
zation or instrument that can provide proper protection from exploitation. Efforts 
to protect migrant/refugees requires a multi-agency approach between regional, 
national, and international organizations, including “criminal justice, judicial 
engagement, human rights and development [94].”

9. Social determinants of disease

It is evident from the above discourse that social determinants of disease effect 
refugees/migrants. A person’s health is influenced by many factors, and these can 
be placed into five categories [95]. These categories include genetics, behavior, 
environmental and physical aspects, medical care, and social factors, i.e., social 
determinants of disease or health. In fact, migration, in and of itself, is a social 
determinant of disease [96]. Any meaningful endeavor to improve refugee health 
will depend on those who make policy and provide funding, as well as clinicians 
and public health officials and professionals. Movements of populations act as 
social determinants of disease of health in two ways. As previously stated, the first 
factor of just trying to get to safety or a better life through hostile areas presents a 
variety of health risks [97], and the second involves just being a refugee or migrant 
because this status “limits behavioral choices and, indeed, often directly impacts 
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and significantly alters the effect of other social positioning such as race/ethnic-
ity, gender, or socioeconomic status, because it places individuals in ambiguous 
and often hostile relationships to the state and its institutions, including health 
services [98].”

The World Health Organization has created a Commission on the Social 
Determinants of Health in order to eliminate health inequities [95]. This commis-
sion wished to improve the daily life of populations, address the problems of dis-
tribution of power, money, and resources, and measure, evaluate, and act on these 
problems. This is a noble undertaking, however, if being a refugee or migrant is a 
social determinant of disease (and a significant one), then the policies and politics 
of war, religion, and genocide must be solved. This is a daunting, formidable, and 
seemingly insurmountable task at this time.

10. Conclusions

Many of the over one million refugees who have passed through Greece have 
been exposed to severe physical and mental trauma in their land of origin, on their 
routes of escape, and in the camps themselves. Their well-being necessitates physi-
cal security, food security, shelter, and a means of re-entering a safe society. More 
efforts are needed by the international community to ensure these necessities are 
put into place. More specifically, more attention must be directed to the security of 
women, girls, and male adolescents and their ultimate welfare, as well as encourag-
ing refugees and migrants as to their rights as displaced people, services and legal 
options that are available to them. Furthermore, approaches to shelter, physical 
security, skill acquisition, and methods to assess and mitigate economic vulner-
ability must be pursued by institutions and governments. The dilemmas regarding 
the financial and manpower constraints of the Greek government in their ability 
to assist refugees and migrants must be addressed primarily by the EU and Middle 
Eastern nations in order to facilitate appropriate resolutions. These problems cannot 
simply be left at the doorstep of Greece. The ethics involving the plight of refugees 
and migrants in Greek camps require thoughtful and powerful approaches to 
resolve these difficult matters.

While the migrant/refugee problems related to Greece are highlighted here, 
it must be noted that there are still serious refugee matters in Syria (6.7 million 
refugees), Afghanistan (2.7 million refugees), South Sudan (2.3 million refugees), 
Myanmar (1.1 million refugees), and Somalia (0.9 million refugees), and these 
migrant/refugees face the same unenviable circumstances [99].

The authors hope that serious efforts are made on behalf of the refugees and 
migrants to ensure their well-being, while at the same time allotting resources to 
the Greek government so that the tasks that the European Union, the United States, 
and others expect the Greeks to execute can be accomplished in an efficient and 
empathetic fashion.
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A Moral Perspective on Refugee 
Healthcare
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Abstract

There is currently an increasing number of international refugees due to political 
warfare and natural calamities. Over the recent years, countries are shying away 
from assisting with the provision of healthcare to this vulnerable population either 
in their home country through humanitarian aid and services or in the host country 
by providing free healthcare coverage. World leaders and politicians have attempted 
to ignore the morality behind these decisions and have put forth a false narrative 
of scarcity and racism to appeal to the population of developed countries. As this 
question remains unsolved, we have attempted to look at the question from the 
perspective of our moral obligations as a species. We have discussed some of the 
popular moral theories that support providing healthcare services to global refugees 
and refuted theories that object to the same. We conclude with a brief look at the 
direction that countries could take without violating established moral code while 
attempting (without evidence) to prioritize the welfare of their citizens.

Keywords: UNHCR, refugee healthcare, moral theories, lifeboat ethics

1. Introduction

Migration is not going away. A fight for survival and a spirit of curiosity are 
well-established tendencies of our species. It is hard to put a historical timestamp on 
when human beings, as we know them, started migrating from their place of birth 
and settlement to other areas. Some did it in search of better opportunities while 
others were forced to migrate due to issues such as natural calamities, personal 
threats, and political warfare. These numbers have only increased with an increase 
in the world population, climate pattern changes, and individual countries becom-
ing hostile to their own community.

It is no surprise that refugees experience social inequality during their many 
interactions during displacement and will most likely experience deterioration of 
their physical, psychological, and social well-being. Poverty and social isolation 
have adverse health effects in transit and the destination country. The refugees pri-
marily rely on the host community facilities for accessible, acceptable, and reliable 
healthcare services. While these healthcare services may be partially covered by 
government health systems and insufficient health insurance, lack of information 
and language barriers [1] pose significant obstacles to accessing these services effec-
tively. These are particularly significant for undocumented migrants who are often 
denied access to services for public health or unwilling to use services available to 
them because of fear of deportation. It is well documented that even migrants with 
legal rights to healthcare will face numerous obstacles to their use [2]. A systematic 
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review noted that women with refugee status fared worse with respect to peri-
natal measures, including mental health, offspring mortality, and preterm birth, 
compared to women from other migrant groups [1]. The global community faces 
a crisis, unlike any before. While improved transportation and connectivity have 
enabled migration and awareness, the steep increase in the number of refugees has 
led to a lack of consensus when it comes to the matter of refugees and human rights.

One of the primary challenges legislators and healthcare providers face when it 
comes to providing health security to refugees is a popular ideology that the host 
country has no responsibility, implying moral and legal, toward providing adequate 
and safe healthcare to the refugee population due to the argument that respon-
sibility toward its own citizens takes precedence. Support for this argument has 
been established by the growing number of leaders who have been recently voted 
for based on their closed border policies [3]. In the light of mounting healthcare 
costs and challenges related to the provision of healthcare for their population, it 
is imperative to examine the moral and ethical philosophies proposed toward and 
against providing health security to the vulnerable world refugee population.

The question of morality here, however, is a complex one due to the contribu-
tion of human conscience and sympathy, both of which are subjective and harder 
to invoke during times of scarcity. Morality also has a temporal, cultural, legal, 
social, and racial contribution, which makes it harder to examine objectively [4]. 
Considering this growing human rights crisis, the moral question of the responsi-
bilities of other countries toward resettling and ensuring health security for refu-
gees is an existential one for our species.

2. Methodology

The authors have attempted to synthesize an opinionated albeit comprehensive 
narrative review on the topic. A broad perspective has been presented including 
various theories of morality that support the provision of basic healthcare to refu-
gees around the world along with some of the major alternate arguments. Search 
terms and subject headings were identified for databases including MEDLINE, 
Google Scholar, and Pubmed. Relevant articles and book chapters were selected. 
The search used keywords “refugee,” “ethics,” “healthcare,” “morality,” “asylum,” 
and “aid.” Majority of the articles were obtained using some variation of search 
string (ethic* OR morality OR principle*) AND (refugee* OR asylum*) AND (health-
care OR aid OR service). Reference lists of review articles were also searched for any 
contributory publications. No restrictions were placed on region of origin of pub-
lication or on the type of article due to the epistemological nature of the chapter. A 
google search was also done with the same keywords for news and public opinion 
articles that were not included in the previously mentioned scientific databases.

3. Historical background

After World War I (1914–1918), millions of people fled for their life. 
Governments of stable countries were forced to respond by assembling and 
agreeing to guidelines regarding the provision of travel documents for these 
people. These numbers increased significantly after World War II (1939–1945), 
as many more were forced to move and settle elsewhere. The United Nations 
High Commissioner for Refugees (UNHCR) was founded after World War II 
on December 3, 1949, due to the increasing number of displaced people [5]. 
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The primary goal was to monitor and protect the human rights of the refugees and 
displaced people. As the numbers continued to increase, global communities were 
unsure about the appropriate response.

One of the primary goals of the UNHCR was “To provide international protec-
tion to refugees and to seek durable solutions for refugees by assisting Governments 
in facilitating the voluntary repatriation of refugees, or their integration within new 
national communities” [5].

According to UNHCR, a refugee is someone who has been forced to flee his or 
her country because of persecution, war, or violence. They do not have much to lose 
and a lot to gain by securing entry into a country that, despite the legal uncertain-
ties, is safer than their home country. Two-thirds of all refugees worldwide cur-
rently come from just five countries: Syria, Afghanistan, South Sudan, Myanmar, 
and Somalia. Although two-thirds of the world’s refugees come from Syria due 
to the civil war, the rest are fleeing from other conflicts such as ethnic violence 
in Myanmar, religious persecution against Muslims in South Sudan, and political 
warfare in Afghanistan.

According to the 2019 World Health Assembly Update, between 2000 and 2017, 
the number of international migrants has risen by 49%, a staggering 258 million 
people. They also noted that most of the refugees are hosted in low- and middle-
income countries contrasting the picture painted by political figures. It is valuable 
to note that the number of internally displaced people has been higher than the 
number of refugees and asylum seekers confirming that, in most cases, people 
try to find a safe space within their country due to similarities in culture, religion, 
language, and food. Estimates by the United Nations Department of Economic and 
Social Affairs suggest that over 90 million refugees live in the European area of 
the WHO, accounting for nearly 10%, and nearly one-fifth of the world’s popula-
tion. According to the estimates of the UNHCR, about 5.2 million refugees and 
1.4 million asylum seekers live in the region (including refugees) [6]. In short, the 
numbers are staggering and only rising by the day.

4. Existing laws and guidelines

An examination of ethics is incomplete without a look at current legal provi-
sions. The existing moral code of the people dramatically influences the laws and 
policies of the state. The United Nations 1951 convention and 1967 protocol had 
positive outcomes, with 148 countries attending and agreeing to the framework 
that was laid out. The global policy structure with ramifications for international 
health security has been recently defined by the World Health Assembly Resolution 
(2008), the Executive Committee (2007) and the Guiding Principles on Migrants 
and Refugees Health (2007), and Resolution 70.15 of the World Health Assembly on 
2017 on Refugee and Migrants Health.

Other relevant frameworks and resolutions from the past include [7, 8]:

• The 1951 Convention relating to the status of refugees (ratified by 50 of 53 
member states) and the 1967 Protocol relating to the status of refugees. The 
1951 convention was initially limited to the people fleeing before January 1, 
1951 and within Europe, because of World War II. These limitations were 
removed in the 1967 protocol, making it more universal.

• The 1990 International Convention on the Protection of the Rights of all 
Migrant Workers and Members of their Families.
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The primary goal was to monitor and protect the human rights of the refugees and 
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tion to refugees and to seek durable solutions for refugees by assisting Governments 
in facilitating the voluntary repatriation of refugees, or their integration within new 
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Other relevant frameworks and resolutions from the past include [7, 8]:

• The 1951 Convention relating to the status of refugees (ratified by 50 of 53 
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• The 2000 Protocol to Prevent, Suppress and Punish Trafficking in Persons, 
especially Women And Children (ratified by 52 of the 53 Member States).

• The 2000 Protocol against the Smuggling of Migrants by Land, Sea, and Air 
(ratified by 48 of the 53 Member States).

• World Health Assembly resolution 62.14 on reducing health inequities through 
action on the social determinants of health and

• WHO Regional Committee for Europe resolution EUR/RC52/R7 on poverty 
and health, and related follow-ups, such as efforts to address health inequity 
linked to migration and ethnicity.

5. Current situation and global trend

Changes in governments over time and change in the attitudes of people have made 
it hard to ensure enforcement of the international laws and guidelines on the provision 
of healthcare to refugees. Some of the countries such as Germany and Canada wel-
comed several refugees and provided asylum to them, while others such as the United 
States and Austria have taken a more rigid stance against them and have implemented 
legal and physical barriers against asylum seekers. These governments were elected 
based on their border policies, and therefore, the decisions are not those of individual 
people alone but a collective majority. This general trend based on a narrative of fear, 
racism, and scarcity is, unfortunately, proving to be an excellent political strategy. 
Chancellor of Germany, Angela Merkel, who strongly supported an open border for 
refugees making Germany one of the most refugee-friendly countries in Europe, had 
a decrease in popularity shortly after the most significant intake of refugees. News 
articles reported that her decisions were not well received in the country.

Similarly, Donald J. Trump, president of the United States of America who won 
in 2016, has a strong anti-immigrant and closed border policy, which continues to 
be popular with many people in the United States. These recent global trends have 
made it harder to enforce policies to ensure health security for refugees. The British 
voted, by a significant majority, to leave the European Union for similar reasons. 
They cited “unacceptable strains on housing, welfare, and education” as one of the 
prime reasons for this decision [9–11].

Governments supporting closed borders and fueling racism have led to increase 
in the backlash against immigrants or ethnically different groups. Right wing 
support correlated with hate crimes in Germany according to a survey analysis. 
Similary, hate crimes in India had surged by 300% which correlated significantly 
with the election of the right wing Hindu Nationalistic Party, “BJP” [12]. These 
changes are concerning as it not only endangers the new vulnerable influx popula-
tion but also affects the integrated existing immigrants and their future genera-
tions. Far right policy changes could leave all refugees, immigrants, and even 
resident nonimmigrants without basic healthcare.

6. Theories of morality

Moral theories attempt to determine right and wrong conduct. They allow indi-
viduals and, in extension, countries to critically evaluate the decisions they make in 
terms of impact beyond the social and economic implications. Morality has allowed 
the human species to survive in mutual harmony and to promote maximum welfare. 
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There are many moral theories. Some of the well-studied ones are utilitarianism, 
Rawls theory of Justice, Kantianism, virtue theory, four principles approach, and 
casuistry [13].

6.1 Utilitarianism

Utilitarianism holds that morality must aim to maximize human welfare and 
happiness as a species. John Stuart Mill, a utilitarian philosopher, claimed that 
actions are right in the proportion they tend to promote happiness and vice versa, 
where happiness is intended pleasure and absence of pain.

This moral theory supports many actions in medicine, such as triage and social 
medicine. However, it fails to take into account the age of the person or our obliga-
tions toward specific people such as our children or parents. Another reason why 
this theory is hard to uphold is the degree of self-sacrifice it demands. It obliges 
us to sacrifice our interests and the interests of the people close to us for the sake 
of people that we do not know if that is what will maximize good or utility. For 
example, it is hard to convince a physician in a developed world to move to a 
developing country while leaving or endangering their family for “utility.” It is also 
hard to convince a physician in a developing country to avoid pursuing opportuni-
ties in developed countries. If going by utilitarian analysis for providing healthcare 
for refugees, the sheer number of refugees justifies spending resources to provide 
healthcare to this vulnerable population. In other words, the burden of cost is not 
high when compared to the suffering of the large number of refugees [4, 13, 14].

6.2 Rawls theory of justice

Rawls’ Theory of Justice [15, 16] is unique in that it considers the moral, cultural, 
and experiential differences among us that account for our current value system. 
Understanding that social systems distort our views and bias our opinions of 
morality one way or the other, Rawls suggests that in order to construct a system or 
solution for a problem, it must be done objectively. He suggested that a solution must 
be made after assuming that one has full control and that once implemented, they 
would be placed back in the society with random features such as sex, race, socio-
economic status, or prior experiences of oppression or wealth. For example, in many 
countries around the world, students from a university in the United States that is 
not very competitive are given higher status than a student from one of the top-tier 
Pakistani universities. Although one might argue that the educational system in the 
United States third-tier university might be better than the education at a top-tier 
university from a developing nation, this is also not true as evidenced by standard 
test scores. If used to make a decision about admission criteria, Rawls’ theory might 
work out the best possible moral solution to the question. Considering these ambi-
guities, Rawls holds that an objective stance called “The Original Position” (OP) 
might be the best way to ensure that lawmakers and politicians, who are responsible 
for all those who are residing in that area, make decisions that are not influenced 
by their biases. The OP is meant to be impartial while logically striving to aim for 
systems that have a high probability of supporting progress and decreasing distress 
in society. The assumption that the policymaker will have no control over their 
features when placed back in the system hopes to negate some of the biases while 
making system decisions that impact many people. The privilege walk activity [17] 
famously demonstrated how the less privileged must work twice as harder than the 
privileged. Rawls’ concepts also show how dominant systems, countries and orga-
nizations, construct systems that ensure their dominance. Rawls believes that social 
stability can only be achieved by elevating everyone to equal moral worth. Although 



Contemporary Developments and Perspectives in International Health Security - Volume 1

128

• The 2000 Protocol to Prevent, Suppress and Punish Trafficking in Persons, 
especially Women And Children (ratified by 52 of the 53 Member States).

• The 2000 Protocol against the Smuggling of Migrants by Land, Sea, and Air 
(ratified by 48 of the 53 Member States).

• World Health Assembly resolution 62.14 on reducing health inequities through 
action on the social determinants of health and

• WHO Regional Committee for Europe resolution EUR/RC52/R7 on poverty 
and health, and related follow-ups, such as efforts to address health inequity 
linked to migration and ethnicity.

5. Current situation and global trend

Changes in governments over time and change in the attitudes of people have made 
it hard to ensure enforcement of the international laws and guidelines on the provision 
of healthcare to refugees. Some of the countries such as Germany and Canada wel-
comed several refugees and provided asylum to them, while others such as the United 
States and Austria have taken a more rigid stance against them and have implemented 
legal and physical barriers against asylum seekers. These governments were elected 
based on their border policies, and therefore, the decisions are not those of individual 
people alone but a collective majority. This general trend based on a narrative of fear, 
racism, and scarcity is, unfortunately, proving to be an excellent political strategy. 
Chancellor of Germany, Angela Merkel, who strongly supported an open border for 
refugees making Germany one of the most refugee-friendly countries in Europe, had 
a decrease in popularity shortly after the most significant intake of refugees. News 
articles reported that her decisions were not well received in the country.

Similarly, Donald J. Trump, president of the United States of America who won 
in 2016, has a strong anti-immigrant and closed border policy, which continues to 
be popular with many people in the United States. These recent global trends have 
made it harder to enforce policies to ensure health security for refugees. The British 
voted, by a significant majority, to leave the European Union for similar reasons. 
They cited “unacceptable strains on housing, welfare, and education” as one of the 
prime reasons for this decision [9–11].

Governments supporting closed borders and fueling racism have led to increase 
in the backlash against immigrants or ethnically different groups. Right wing 
support correlated with hate crimes in Germany according to a survey analysis. 
Similary, hate crimes in India had surged by 300% which correlated significantly 
with the election of the right wing Hindu Nationalistic Party, “BJP” [12]. These 
changes are concerning as it not only endangers the new vulnerable influx popula-
tion but also affects the integrated existing immigrants and their future genera-
tions. Far right policy changes could leave all refugees, immigrants, and even 
resident nonimmigrants without basic healthcare.

6. Theories of morality

Moral theories attempt to determine right and wrong conduct. They allow indi-
viduals and, in extension, countries to critically evaluate the decisions they make in 
terms of impact beyond the social and economic implications. Morality has allowed 
the human species to survive in mutual harmony and to promote maximum welfare. 

129

A Moral Perspective on Refugee Healthcare
DOI: http://dx.doi.org/10.5772/intechopen.92110

There are many moral theories. Some of the well-studied ones are utilitarianism, 
Rawls theory of Justice, Kantianism, virtue theory, four principles approach, and 
casuistry [13].

6.1 Utilitarianism

Utilitarianism holds that morality must aim to maximize human welfare and 
happiness as a species. John Stuart Mill, a utilitarian philosopher, claimed that 
actions are right in the proportion they tend to promote happiness and vice versa, 
where happiness is intended pleasure and absence of pain.

This moral theory supports many actions in medicine, such as triage and social 
medicine. However, it fails to take into account the age of the person or our obliga-
tions toward specific people such as our children or parents. Another reason why 
this theory is hard to uphold is the degree of self-sacrifice it demands. It obliges 
us to sacrifice our interests and the interests of the people close to us for the sake 
of people that we do not know if that is what will maximize good or utility. For 
example, it is hard to convince a physician in a developed world to move to a 
developing country while leaving or endangering their family for “utility.” It is also 
hard to convince a physician in a developing country to avoid pursuing opportuni-
ties in developed countries. If going by utilitarian analysis for providing healthcare 
for refugees, the sheer number of refugees justifies spending resources to provide 
healthcare to this vulnerable population. In other words, the burden of cost is not 
high when compared to the suffering of the large number of refugees [4, 13, 14].

6.2 Rawls theory of justice

Rawls’ Theory of Justice [15, 16] is unique in that it considers the moral, cultural, 
and experiential differences among us that account for our current value system. 
Understanding that social systems distort our views and bias our opinions of 
morality one way or the other, Rawls suggests that in order to construct a system or 
solution for a problem, it must be done objectively. He suggested that a solution must 
be made after assuming that one has full control and that once implemented, they 
would be placed back in the society with random features such as sex, race, socio-
economic status, or prior experiences of oppression or wealth. For example, in many 
countries around the world, students from a university in the United States that is 
not very competitive are given higher status than a student from one of the top-tier 
Pakistani universities. Although one might argue that the educational system in the 
United States third-tier university might be better than the education at a top-tier 
university from a developing nation, this is also not true as evidenced by standard 
test scores. If used to make a decision about admission criteria, Rawls’ theory might 
work out the best possible moral solution to the question. Considering these ambi-
guities, Rawls holds that an objective stance called “The Original Position” (OP) 
might be the best way to ensure that lawmakers and politicians, who are responsible 
for all those who are residing in that area, make decisions that are not influenced 
by their biases. The OP is meant to be impartial while logically striving to aim for 
systems that have a high probability of supporting progress and decreasing distress 
in society. The assumption that the policymaker will have no control over their 
features when placed back in the system hopes to negate some of the biases while 
making system decisions that impact many people. The privilege walk activity [17] 
famously demonstrated how the less privileged must work twice as harder than the 
privileged. Rawls’ concepts also show how dominant systems, countries and orga-
nizations, construct systems that ensure their dominance. Rawls believes that social 
stability can only be achieved by elevating everyone to equal moral worth. Although 



Contemporary Developments and Perspectives in International Health Security - Volume 1

130

he supported distributing resources from the wealthy to the poor, he also stated that 
opportunities should be based on just innate qualities and a motivation to excel.

Rawls’ Law of Peoples adds to the Theory of Justice to provide insight into 
global ethics and a definition of justice without directly addressing immigration. 
He relaxed his assumption of society as a closed system or nation-state. He sug-
gested that a decent liberal regime must be enjoyed by all people and expanded on 
principles of noninterference, respect for human rights, and assistance for countries 
lacking the conditions for a just regime to arise.

Criticism of Rawls mainly involves practical aspects of implementing a true 
OP. Also, strict equality principles are rarely favored in the world as there is no easy way 
of distinguishing between the passive, the corrupt, and the underprivileged. Either 
way, this has been looked upon as an excellent moral guideline when it comes to making 
decisions about international health policies and global refugee health security.

6.3 Moral subjectivism

Moral subjectivism [4] holds that right and wrong are determined by the subject 
and that there are no objective moral properties. All ethical judgments, according to 
moral subjectivism, are not absolute truths but an attitude or opinion of the subject. 
In contrast, moral realism states that ethical principles are independent of the 
personal attitude. A subjectivist, by reasoning, cannot object to anyone’s behavior 
as all behaviors have been approved by the subject in question.

A few objections have been raised about the theory. A subjectivist making a 
statement about an ethical issue is only communicating a belief and not facts, 
although the statement might be confusing. For example, when stated by a moral 
subjectivist, “He is a liar” cannot be an objective statement announcing what one 
considers an immoral act but can only be a subjective opinion.

There are different types of moral subjectivism:

1. Simple subjectivism. The view that all ethical thoughts are not objective truths 
but personal feelings and attitudes.

2. Individualist subjectivism. Protagoras suggested that every human had a distinct 
moral compass and that his self interest is the goal.

3. Moral relativism. Relativism is an extension of moral subjectivism to the 
 society. This view holds that in order to be right, it needs to be approved by the 
society as well.

4. Ideal observer theory. This idea was introduced to account for the biases and 
 irrational ideas in the minds of the people. A hypothetical ideal observer 
would make the decisions, if there were too many clashes [18].

6.4 Theistic morality

This theory pertains to the belief that morality is linked to religious prescriptions. 
A person subscribing to theistic voluntarism hold that our morality is governed by 
“moral obligations” as designed by God. The belief is that God’s command and/or 
God’s will (what he desires for us) are the backbone of our moral obligations [12]. 
Religious philosophers believe that all human beings have been created by God in his 
image. God’s commands are a guide toward fulfilling God’s will. Actions are morally 
required, morally wrong, or morally optional according to this theory. Christian 
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Miller simplified the theory by delving into scope (Who is expected to live up to a 
specific desire of God?), objectivity (the inherent morality of certain acts due to the 
creation of morality by an all-loving knowledgable being), learning (from religious 
texts, leaders, revelations, reasoning), and nontheist morality (atheists are also 
created in the image of God and therefore with a properly functioning reasoning can 
grasp some of the reasons that inform God’s desires related to moral obligations). 
This theory has been refuted both by debating the presence of a supreme being as 
well as arguments for “moral constructivism” and “independent moral realism” [12].

Irrespective of the religion, an obligation toward caring for the sick and helpless 
is prescribed as a moral obligation by the religious texts of major world religions 
including Judaism, Christianity, Hinduism, and Islam. In extension, healthcare 
policies that do not include refugees or a subset of refugees violate the code of 
theistic morality.

6.5 Kantian ethics

Kantian ethics [19] proposes that the morality of an act is decided by the 
intended consequence of the particular action. Kant said that the “maxim” or 
intended reason behind our action is vital for determining its rightness. For exam-
ple, according to this theory, physicians are expected to prescribe what they believe 
to be the best course of treatment for the patient. A negative outcome due to the 
prescription would not be considered morally wrong. Whereas, if another physician 
prescribed a drug to maximize his income, the act of prescribing the drug becomes 
morally wrong. Kant holds that only goodwill can be morally right.

One of the criticisms is that a country’s political system would have a respon-
sibility of individual goodwill under Kantian morality, and this moral obligation 
would trump a question of utility. For example, according to Kantian morality, 
impeding the provision of healthcare to refugees would be morally wrong just by 
the nature of the act and its consequences on the people that the act is intended 
toward. It would ignore any potential negative consequences on the country’s 
citizens and legal residents. Kant also fails to propose a hierarchy of moral obliga-
tions. For example, can one risk the death of a refugee to prevent the death of a legal 
resident? Can one lie to prevent the murder of their family? Although Kant proposes 
a moral principle, he also fails to successfully define a strong logical reason to follow 
his principles.

6.6. Four principle theory of morality

Justice, autonomy, beneficence, and non-maleficence provide another frame-
work for critically evaluating the morality of decisions in Medicine. Justice implies 
that healthcare resources must be distributed in a fair and just manner. Autonomy 
allows for individual decisions regarding healthcare. Beneficence is the moral 
obligation that healthcare workers have to act in order to benefit the patient. Non-
maleficence aims to avoid harming patients. This framework, although simplistic, is 
not all-encompassing, and critical large-scale decisions need to be evaluated using 
other moral standards.

6.7 Arguments against providing healthcare to refugees

Currently, there is no consensus regarding the matter of refugees, and in exten-
sion, the provision of healthcare services for this population. While some countries 
have upheld the laws that were established to protect their human rights, others 
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have stayed passive or voiced their lack of support. Many politicians and philoso-
phers have argued against the provision of healthcare services, aid, food supplies, 
or refuge in case of war, famine, or other international crises. Some of the major 
claims are listed below along with a look into the validity and significance of the 
claim.

6.7.1 Limited resources claim

One of the most common arguments put forth against providing aid and 
services to refugees is the proposition that that resources are limited and that 
wealthy countries have limited capacity when it comes to resources and capacity. 
The 2016 British referendum shed light on the costs imposed by refugees and 
migrants [20]. Garett Hardin, an American philosopher, has elaborated on this 
argument in his controversial article, “Lifeboat Ethics: The Case Against Helping 
the Poor” [21].

He compares a developed nation to a lifeboat. He creates a metaphor by assum-
ing that a developed nation is a lifeboat with a capacity for 60 people with it cur-
rently holding 50 with room for 10 more. He then asks the readers to imagine that 
if the people in the lifeboat saw 100 swimming outside begging for admission, the 
options that the people inside have are limited.

• Admitting all of them, which would ultimately swamp the boat and drown it.

• Admitting 10 people, which poses further questions such as which ones to deny 
admission, or if it is a smart decision to load the boat to capacity in the first 
place.

He states that although it seems “morally abhorrent to many people,” not admit-
ting more people to the lifeboat might be the only way to ensure the survival of the 
people in the lifeboat by preventing resource shortages and allowing for a safety 
margin of 10 people” for growth. He supports his argument with the potential 
effects on the food supplies, fishing supply, and environmental destruction that a 
few additional millions would have on a “wealthy nation.” He strongly supports a 
closed border and unflinchingly argues that a developed nation must focus on the 
protection, welfare, and survival of its own people and that considering the earth’s 
dwindling resources, the “lucky” nations need to protect what they have instead of 
giving it away by accepting refugees from other countries.

As to the matter of providing aid and services to war-torn and impoverished 
nations, Hardin argued that death is a mechanism to prevent overpopulation from 
destroying the limited resources on earth, which relieves another human being of 
the moral duty to actively prevent this. In his subsection on “Population Control the 
Crude Way,” he stated that if other nations did not assist these countries, the rate 
of population growth in the world would be checked by famine and death. Hardin 
and other philosophers have suggested that saving refugee lives, by provision of 
humanitarian aid, poses a potential risk to the chance of survival of human beings 
due to the limited resources that the earth has.

Most philosophers and world leaders who support the above view are unhappy 
about the economic costs of providing healthcare and other resources to protect 
the human rights of refugees due to the costs falling on a few affluent nations. The 
commitment of the United States to provide $419 million in humanitarian aid to 
assist Syrian refugees and the countries holding them was not well received by these 
philosophers and was used as an argument against the whole approach. They used 
the standard argument against socialism to argue that nations would be enabled to 
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draw from aid and to multiply in number instead of attempting to find solutions 
themselves, eventually bringing ruin upon the world.

The American President Donald Trump, along with other nationalist leaders 
around the world, believes that refugee presence is costly, dangerous, burdensome, 
and a drain on the country’s resources and has based his political campaign on this 
policy [22]. Greg Ip [23] stated that people were apprehensive about refugees and 
immigrants, in general, more due to the value they place on cultural identity than 
the economy. It is evident that leaders who believe in discouraging refugees from 
coming into their countries resonate with many people, as evidenced by the overall 
support separatist leaders have received in recent political times. The return of 
support for nationalism among the people of developed nations and their pushback 
against providing refuge for individuals whose governments or people are violating 
their human rights increases the importance of assessing the ethics behind provid-
ing healthcare security to refugees. Although most leaders, if pressed, would agree 
that fundamental human rights are a requirement for the existence of the human 
society and species, which must transcend geographic and cultural barriers, their 
policies say otherwise.

There are many problems with Hardin’s comparison of developed nations to 
lifeboats. Hardin’s definition of capacity is far from the real-world capacity of most 
developed nations and often appeals to a scarcity mentality harbored by many 
politicians either as a political strategy or as a false personal belief.

Overpopulation seems to be what Hardin is concerned about in the “Lifeboat.” 
Anne Roback Morse and Steven M Mosher defined overpopulation “as a situation 
where the number of people exhausts the resources in a closed environment such 
that it can no longer support that population” [24]. Research has shown that many 
developed countries are still capable of hosting many refugees before coming 
remotely close to their “full capacity.” Forty-eight percent of people around the 
world live in countries that have below-replacement fertility rates. Therefore, the 
initial assumption of Hardin seems to be false even before the presentation of moral 
arguments [24].

Assuming the assumption of scarcity was true for most countries of the world, 
Morse and Mosher compared this situation to an office that had too many people. 
They suggested that, if the environment was closed, resources like water and food 
would be used up. However, they refuted that most environments are not closed, 
which is why none of the countries have launched sterilization campaigns or started 
killing older people, both of which would be morally wrong.

They also extended the argument by comparing the same office to an artificially 
closed environment, such as a country where governments prevented food and 
healthcare from being sent to or prevented people from leaving. The burden of 
morality is not on the “overpopulation of the closed environment” but the tyran-
nical governments locking people in without providing them with resources when 
they are available in abundance elsewhere.

Currently, according to research, there is food being produced for more people 
than people in the world. Resources like food and water are not limited. By large, 
matter and energy have remained relatively constant. However, they have been 
mismanaged and contaminated. Scientists have highlighted that currently, every 
human being could have 5 acres of land and half an acre of arable land. We have 
survived despite the bleak predictions of the past. Human beings have put their 
minds together to find solutions for the growing needs and dwindling resources.

By extrapolation, hunger is not a phenomenon due to low supply, but due to 
political failures and human flaws. Human beings have defied all predictions of 
doomsday using their minds and technology. There is no absolute reason to believe 
that they will not continue to do so.
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6.7.2 Negative consequences argument

Another argument against providing aid and healthcare services to the countries 
is a question about the consequence of helping countries in crisis. Hardin states that 
helping these countries and their governments that do not plan ahead and save for 
a rainy day, and bailing the population of these challenged countries with aid each 
time will only allow them to “continue their ways” without planning for a more 
permanent solution. Considering the higher reproductive rate of underdeveloped 
countries in crisis, it further contributes toward overpopulation. Hardin believes 
that the overall stamp of “charity” that most measures to uplift underprivileged 
communities have harbors a sense of inequality that defeats the whole purpose of 
integration. The other “negative” consequence and concern of allowing refugees 
and allowing access to the public health system is the potential increase in illegal 
immigrants seeking to take advantage of the system. In contrast, there is sufficient 
evidence that when appropriately integrated, migrants contribute to the economic 
development of the host country. As per the 2003 stats, 29.4% physicians and 43.5% 
of nurses in the British National Health service were migrants [25]. According 
to the analysis of the government expenditure data from 2004 edition of Public 
Expenditure Statistical Analyses and the public finances section of the Financial 
Statement and Budget Report, Sriskandarajah et al. reported that the relative net 
contribution of immigrants was higher than that of the United Kingdom born. 
They used the ratio of immigrants’ contributions to their consumption of public 
expenditure, which represented the net annual fiscal contribution (NAFI). The 
NAFI of migrants has remained higher than that of the UK born since 1999, with a 
steady relative increase in the contribution from migrants. The NAFI was calculated 
after apportioning the cost of administering the asylum system to the immigrants 
alone. To summarize, the migrant NAFI/UK-born NAFI has increased from 1.03 to 
1.09 even if the growing asylum costs were divided and included in the immigrant 
expenditure for calculation [25].

There is little evidence that healthcare is a driver for migration. The major “push 
factors” noted include conflict in home country and desire for economic progress 
[26, 27]. Resident migrants and refugees often contribute to the delivery of health-
care and contribute to economic growth of the host country [28].

6.7.3 Competing needs claim

There is a reluctance of most governments to provide refugees with the same 
healthcare services extended to their citizens. This is due to a concern that by 
doing so, the vulnerable populations (citizens) of the country might be negatively 
impacted. Although most policy makers agree upon the universal morality of 
providing equitable healthcare to all populations, this is sidelined in the name of 
an already overburdened healthcare system and the potential to encourage illegal 
immigration by provision of welfare services to all [29]. “Health-related deserving-
ness” [30] has therefore been used to justify excluding refugees and asylum seekers 
from public healthcare systems. This deservingness has been defined individually 
by each country based on race, religion, national belonging, and perceived con-
tribution to the society and used to discriminate against refugees. Further studies 
highlighting the contribution of these immigrants economically and socially might 
help to attend to the misconception that forms the main basis of this argument.

Besides the strain on the healthcare services, there is a concern that for one 
group to benefit, the other has to lose out [31]. Due to the motivation of “national 
economic interest” and the current citizens of the country, policies favoring 
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equitable healthcare access for refugees and asylum seekers are rejected. There is 
sufficient evidence from multiple countries around the world showing the eco-
nomic benefits of migrant influx. It has also been shown that restricting the access 
of refugees to healthcare could increase the cost more [32, 33].

6.7.4 Cultural and national identity claim

Recently, the importance of national identity and cultural differences as a reason 
for intolerant attitudes toward refugees has come into light. This has been found to 
be the primary reason for the support for exclusionary healthcare policies by the 
host population [34]. A deeper look into this claim is essential considering its grow-
ing importance in the political climate of today’s developed world.

Refugees from sociocentric cultures find it harder to integrate as compared 
to egocentric individualitistc cultures [35, 36]. Higher social barriers and limited 
opportunities for new refugees also leads to a higher probality of turning to “their 
own kind” and forming diaspora communities [37]. This leads to a heightened 
awareness of their own cultural identity and encouragement of parochial altruism 
(and potentially outgroup hostility) [38]. All of these factors have been shown to 
lead to a social distrust, thereby indicating that for a country with a large immi-
grant population or a country open to welcoming refugees, multiculturism, albeit 
controversially, is not the best situation. Unfortunately, mistrust and social exclu-
sion of refugees leads to “collectivistic communities” and “looking inward,” which 
only worsens the problem of social exclusion. In sufficient numbers and in smaller 
countries, these communities might pose a greater threat to cultural and national 
identity than if they were welcomed and allowed to integrate successfully with the 
host country.

Sniderman et al. showed that national identity trumped economic consider-
ations as a reason for opposition to immigrant minorities in western Europe [39]. 
Tsukamoto and Fiske, across three studies, showed that immigrant groups were 
thought to be untrustworthy and perceived to threaten American civic values 
(political ideology, etc.), but not ethnic values (shared cultures, customs, etc.) [40]. 
The British Social Attitudes Survey indicated that the perceived threat to limited 
resources, shared traditions of the British society, and, to a lesser extent, the poten-
tial for increased crime were the main reasons for an opposition to immigration 
and, in extension, provision of any services that might encourage immigration [41].

Recent literature has also attempted to tease out some of the factors that lead 
to a host society fearing loss of national identity and thereby opposing provision 
of healthcare to refugees, which is thought to encourage immigration. Grajzl et al. 
proposed and demonstrated that the longevity of national identity had a robustly 
negative effect on the preference of the host population for cultural assilmilaton of 
refugees and immigrants [42]. The modern acculturation theory refers to cultural 
assimilation as “melting pot” and accommodation of cultural diversity as “multi-
culturalism.” “Ultra-Tolerance” has been described as hypocricy by some thinkers as 
in many parts of the world, “tolerance” has started leading to discrimination by the 
separation of the “tolerant” from the “backward and intolerant” [43].

Irrespective of personal beliefs regarding the claim, the ethics of providing 
healthcare to refugees is not altered. Fear of loss of cultural identity (religious) 
might cause psychological distress and hardship to the host population. However, 
the difference in cost makes it impossible to morally justify the withholding of 
basic life-preserving and welfare-preserving services to refugees. The question of 
whether the cost of losing national identity is enough to warrantee not permitting 
refugees to enter is a different one and out of the scope of this discussion.
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7. Conclusion

It is easy to understand the moral obligation of helping a man who is bleeding or 
a woman in labor on the street. The moral obligation is no different when we do not 
see them directly. Most of the major moral theories, if used to solve the question of 
providing healthcare coverage to refugees and internationally displaced population, 
allow us to conclude that in order to be on the right side of morality, it is essential 
that we do everything we can to provide basic healthcare coverage to all people. 
Each country does have the liberty to decide what the “minimal acceptable health 
coverage” needs to be. In the long run, providing healthcare services to all people 
residing in a country will ensure the welfare of the whole population: citizens, 
temporary residents, and asylum seekers.
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allow us to conclude that in order to be on the right side of morality, it is essential 
that we do everything we can to provide basic healthcare coverage to all people. 
Each country does have the liberty to decide what the “minimal acceptable health 
coverage” needs to be. In the long run, providing healthcare services to all people 
residing in a country will ensure the welfare of the whole population: citizens, 
temporary residents, and asylum seekers.
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Strengthening International 
Health Security by Embedding the 
Role of Civil Society Organizations 
in National Health Systems: 
Lessons from the 2014–2016 
West Africa Ebola Response
Martin Hushie, Rita Suhuyini Salifu and Iddrisu Seidu

Abstract

Following the recent global health crises, such as the 2014 Ebola and 2016 
ZIKA outbreaks, the international health community’s ability to deal with such 
threats has been debated. Amid discussions of how international health security 
(IHS) and related national health systems should and could be strengthened, the 
potential of harnessing the role of civil society organizations (CSOs) for more 
effective responses has been frequently raised. Such participation is often based 
on the notion that CSOs by their grassroots presence can more effectively help 
to address health security and health systems challenges in affected populations 
and communities. Using the World Health Organization’s (WHO) health systems’ 
building blocks as an evaluative framework, this chapter examines CSOs’ roles and 
responsibilities during the 2014–2016 West Africa Ebola Outbreak and how they 
can be further empowered to perform these functions. The chapter draws conclu-
sions about the opportunities and challenges CSOs represent for strengthening IHS 
and national health systems during public health emergencies in low- and middle-
income countries (LMICs).

Keywords: civil society organizations, health system, international health security, 
Ebola virus disease, West Africa

1. Introduction

Ebola Virus Disease (EVD) is recognized as one of the most fearful contagious 
diseases affecting mankind in recent times. The disease was first confirmed in 1976 
in Zaire [now the Democratic republic of Congo (DRC)] near the Ebola River [1]. 
Following this, more than 25 outbreaks have been reported in the DRC, Gabon, 
Sudan, and Uganda with high mortality rates ranging between 25 and 90% [2, 3].

Towards the end of 2013, the West African Sub-region experienced the first 
case of the EVD in Guinea [4], which rapidly spread to Liberia and Sierra Leone 
with additional cases being reported in Mali, Nigeria and Senegal. This outbreak 
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was quite significant regarding its unparalleled high morbidity and mortality rates; 
longevity and size; and how it increasingly became a global public health problem, 
resulting in the WHO declaring it as Public Health Emergency of International 
Concern [5]. By March 27, 2016, Sierra Leone reported the highest cases of 14, 124, 
followed by Liberia (10,675) and Guinea (3811) [6].

It is widely recognized that strong, well-funded and well-staffed health systems 
are fundamental prerequisites in the fight against diseases such as Ebola. However, 
the three most affected countries, Guinea, Liberia, and Sierra Leone, had suffered 
years of devastating civil wars that led to widespread poverty, weak infrastructure 
and a lack of health professionals, especially in rural areas. Consequently, the 
Ebola containment efforts were severely hampered by already weak and fragile 
health systems, including poor surveillance preparedness and weak governance 
systems [7–9].

Increasingly, a wide range of studies of international health security (IHS) gover-
nance and health systems’ functioning have drawn attention to significant shortfalls in 
prevailing institutional arrangements to deal with such pandemics [10–12]. Typically, 
much of the criticism has fallen on the WHO as the lead organization responsible for 
global health governance [10, 13, 14]. Problems such as not responding promptly or in 
an ad hoc fashion; creating panic among affected populations; limited lessons learnt 
from previous pandemics; bureaucratic and political barriers that constrain the estab-
lishment of appropriate communication and organizational systems and structures for 
responding more effectively-have all been cited [15, 16]. Overall, there is a perception 
that IHS governance is characterized by dysfunction. As a result, proposals for moving 
the IHS agenda forward have called for significant reforms, including better resourcing 
of the WHO to counter future pandemics as well as consolidating the global health 
community’s commitment and knowledge to promote and improve IHS both nationally 
and internationally [17–19].

Central to these discussions of how IHS and health systems should and could, be 
strengthened have included considerations to adopt more joined-up approaches that 
harness the role and strengths of civil society organizations (CSOs) [20, 21]. Such 
participation is often premised on the assumption that CSOs’ grassroots linkages 
and close proximity to the communities most affected by specific health challenges 
gives them comparative advantage in providing effective and targeted interventions 
that reflect local contexts, needs and realities, which add to promoting democratic 
and accountable governance processes in global health [22]. To date however, how 
CSOs’ engagement enables or constrains the search for effective organizational 
arrangements in the IHS and health systems strengthening agenda, is not well 
understood. Greater clarity on CSOs’ contribution is needed to guide action.

2. The expanding role of CSOs in IHS and health systems

“Given the growing complexity of these health and security challenges and the 
response required, these issues concern not only governments, but also international 
organizations, civil society and the business community. Recognizing this, the World 
Health Organization is making the world more secure by working in close col-
laboration with all concerned.”—Margaret Chan, Director General, WHO, World 
Health Day, 2007.

CSOs have a long history as significant players in global health and development 
that is well-documented [23–25]. The growing prominence of CSOs, especially 
in the health systems of low- and middle-income countries (LMICs), is related to 
the fact that CSOs have increasingly constituted preferred conduits for external 
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donor funding based on the assumption that CSOs by their small nature, flexibility, 
empowering activities are more cost-effective and better options for reaching poor 
and vulnerable populations [26, 27]. This position increasingly used by donors 
to channel aid to and through CSOs became particularly important following the 
implementation of structural adjustment policies (SAPs) from the 1980s onwards. 
As part of the dominant neoliberal agenda to revamp the deteriorating economic 
conditions that engulfed these countries, SAPs were used to curtail budget deficits 
by reducing expenditures on social services such as health, housing and education. 
Moreover, privatization and reduced role of the state were made pre-conditions for 
financial assistance and debt rescheduling [28–30]. The prevalence of weak govern-
ments and declining economies increasingly left NGOs as the only alternative to 
implement health and development interventions, especially for poor and margin-
alized people [31–33]. This resulted in a dramatic increase in their number, diversity 
and the functions they perform in health systems around the globe—a development 
that is largely seen in positive terms.

Within the context of IHS, CSOs have played significant roles in supporting 
large-scale epidemics or pandemics such as HINI, Ebola and ZIKA that have con-
stituted substantial threats to human security and public health around the globe 
[34]. Moreover, CSOs responses and contributions to fighting epidemics including 
HIV/AIDS, yellow fever, cholera and malaria have been widely acknowledged. 
Working on the frontline of public health responses, CSOs collaborate with public 
health authorities and local communities to provide primary health care and critical 
services, health education and shelter in affected communities that national govern-
ments will not or cannot provide for lack of resources [35–37].

Although the value of civil society participation as partners in global health gover-
nance processes and mechanisms is almost ubiquitously endorsed, there is paucity of 
evidence on the role CSOs play in the IHS and health systems strengthening agenda. 
What roles do CSOs play and are they appropriate? How well are these roles fulfilled? 
An emerging body of research from the recent Ebola epidemic in West Africa, reveals 
complex health systems challenges that have the potential to limit the extent of 
true participation [7–9]. However, little current literature engages empirically with 
CSOs’ roles and the advantages and disadvantages coming along with their engage-
ment. This paper aims to fill this knowledge gap through a synthesis of the evidence 
from individual studies on the nature of CSOs’ involvement in the 2014–2016 Ebola 
outbreak and their positive and negative effects in strengthening the health systems 
of the affected countries. The findings contribute to understandings of CSOs’ roles 
and functions when responding to public health threats in low resource settings with 
weak health systems. They are also significant for understanding how and where 
interactions between CSOs and the health system can be best leveraged to build more 
resilient health systems for containing large-scale epidemic outbreaks.

The chapter is organized as follows. First, we provide a review of the terms 
CSOs, IHS and health systems strengthening and their inter-relatedness to provide 
a conceptual framework for the study. Second, the methods utilized; and the results 
and discussions in relation to the contributions and challenges to CSOs’ engagement 
in the EVD response are presented in the subsequent sections. Lastly, based on the 
findings, conclusions are drawn about how to better embed CSOs’ roles in health 
systems in support of public health emergencies in LMICs.

3. Defining CSOs, IHS and health systems strengthening

Despite CSOs growing prominence, the term and its relationship to IHS and 
health systems strengthening is under debate. To better understand the CSOs’ roles 
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HIV/AIDS, yellow fever, cholera and malaria have been widely acknowledged. 
Working on the frontline of public health responses, CSOs collaborate with public 
health authorities and local communities to provide primary health care and critical 
services, health education and shelter in affected communities that national govern-
ments will not or cannot provide for lack of resources [35–37].

Although the value of civil society participation as partners in global health gover-
nance processes and mechanisms is almost ubiquitously endorsed, there is paucity of 
evidence on the role CSOs play in the IHS and health systems strengthening agenda. 
What roles do CSOs play and are they appropriate? How well are these roles fulfilled? 
An emerging body of research from the recent Ebola epidemic in West Africa, reveals 
complex health systems challenges that have the potential to limit the extent of 
true participation [7–9]. However, little current literature engages empirically with 
CSOs’ roles and the advantages and disadvantages coming along with their engage-
ment. This paper aims to fill this knowledge gap through a synthesis of the evidence 
from individual studies on the nature of CSOs’ involvement in the 2014–2016 Ebola 
outbreak and their positive and negative effects in strengthening the health systems 
of the affected countries. The findings contribute to understandings of CSOs’ roles 
and functions when responding to public health threats in low resource settings with 
weak health systems. They are also significant for understanding how and where 
interactions between CSOs and the health system can be best leveraged to build more 
resilient health systems for containing large-scale epidemic outbreaks.

The chapter is organized as follows. First, we provide a review of the terms 
CSOs, IHS and health systems strengthening and their inter-relatedness to provide 
a conceptual framework for the study. Second, the methods utilized; and the results 
and discussions in relation to the contributions and challenges to CSOs’ engagement 
in the EVD response are presented in the subsequent sections. Lastly, based on the 
findings, conclusions are drawn about how to better embed CSOs’ roles in health 
systems in support of public health emergencies in LMICs.

3. Defining CSOs, IHS and health systems strengthening

Despite CSOs growing prominence, the term and its relationship to IHS and 
health systems strengthening is under debate. To better understand the CSOs’ roles 



Contemporary Developments and Perspectives in International Health Security - Volume 1

144

in these global health governance arrangements, workable definitions of the terms 
are needed. CSOs have been defined in several ways, however, the WHO views 
Civil society as “the space for collective action around shared interests, purposes 
and values, generally distinct from government and commercial for-profit actors” 
[38]. CSOs include a wide array of organizations: community-based organiza-
tions, non-governmental organizations (NGOs), labor unions, indigenous groups, 
charitable organizations, faith-based organizations, professional associations, and 
foundations.

IHS or global health security on the other hand, is viewed as those functions 
concerned with preventing, detecting and responding to infectious disease out-
breaks, whether man-made or natural, to limit their socio-economic impact across 
national and international boundaries [20]. It is rooted in the International Health 
Regulations (IHR, 2005)—a legal instrument that provides guidance regarding 
how national governments should develop and maintain country-level systems 
and structures for containing diseases of public health importance [39]. Over the 
years, poor conformance of countries to the IHR resulted in an IHS agenda being 
launched in 2014 as a global partnership comprising over 64 countries, interna-
tional organizations and NGOs to promote country investments in meeting the 
IHR’s requirements [20].

The WHO defines a health system as all activities whose primary purpose is to 
promote, restore and maintain health [40]. Acknowledging the health strength-
ening systems agenda, the WHO also states that “a well-functioning health system 
working in harmony is built on having trained and motivated health workers, 
a well-maintained infrastructure, and a reliable supply of medicines and 
technologies, backed by adequate funding, strong health plans and evidenced 
based policies” [41]. This framework encapsulates what has become known as 
the WHO’s health systems “building blocks” [42, 43]. These include: (i) service 
delivery, (ii) health workforce, (iii) health information systems, (iv) medical 
products, vaccines and technologies (v) health financing, and (vi) leadership/
governance (Figure 1). Good service delivery entails the provision of services 
that are safe, cost-effective, of high quality, patient-centered and equitably 
accessible to all segments of the population that need them, when and where 
needed [42, 43]. A well-performing health workforce should be appropriately 
qualified, responsive, efficient and evenly distributed to provide the best pos-
sible health outcomes for the entire population within the limits imposed by 
available resources [42, 43]. Such providers include doctors, nurses, pharmacists 
and health management staff. A well-functioning health information system 
ensures the timely collection, analysis, and dissemination of vital information 
on health determinants, health system performance and health status [42, 43]. 
An effective health system ensures that essential medical products, vaccines and 
technologies of high quality, safety, efficacy and cost-effectiveness are equitably 
accessible and available for meeting the priority needs of the entire population 
[42, 43]. A good health financing system mobilizes adequate funds for health 
and ensures that people have access to the services they need without incurring 
any financial hardship or impoverishment in having to pay for them. Well-
funded health systems are needed to support other health systems blocks, such 
as workforce recruitment, procurement of medical product and implementation 
of public health programs [42, 43]. A good leadership and governance health 
system ensures that planned policy frameworks exist, combined with effective 
oversight and coalition building; regulation and incentives, attention to system 
design and accountability [42, 43]. Strengthening health system thus means 
promoting effective interactions between these six health system building blocks 
to achieve more equitable and sustained improvements in the public’s health.
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Originally, the health systems framework was not developed as a research tool, 
but as a means of promoting investment of resources in health systems [44]. In this 
study, however, it was selected for its acceptability by the wider international health 
community as a set of agreed health priorities that can be used to frame an under-
standing of what a health system is and how it can be strengthened [45]. Moreover, 
given that health systems are characterized by a diversity of actors, interests, 
activities and relationships, the framework was found useful for categorizing the 
unique contribution of CSOs among the range of actors responding to the Ebola 
pandemic. A recent systematic review of the building blocks’ importance for the 
Ebola Outbreak, as well, highlights their relevance in practice and as an evaluative 
framework [45].

4. Methods

This chapter draws on academic literature and other publicly available sources, 
including reports by international or non-governmental organizations to map out 
the roles played by CSOs during the 2014–2016 West Africa EVD outbreak. The 
authors reviewed articles published from 2013 to 2019 from electronic databases 
including, PubMed, Medline via EBSCOhost, Embase, Global Health and Cochrane 
library as well as relevant articles and Gray literature from Google Scholar, Scopus 
and relevant Internet websites (WHO, Médecins Sans Frontières (MSF, Doctors 
Without Borders) and Centers for Disease Control and Prevention (CDC). Search 
terms (Medical Subject Headings (MeSH) and Keywords such as Civil Society 
Organization, Non-Governmental Organization, Community-Based Organization, 
Ebola Virus Disease, West Africa, Health Systems, and Community Participation 
were used to identify articles.

The review included only studies focusing on CSOs’ functions and challenges 
during the West Africa Ebola outbreak in Guinea, Liberia, and Sierra Leone as well 
as reports from international organizations such as WHO, CDC and MSF. Articles 
on Ebola Virus outbreak before 2014/2015 and those outside these three countries 
were excluded. Data extraction entailed initial screening of titles and abstracts for 

Figure 1. 
The WHO health systems’ framework.
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eligibility based on the objectives of the study. Subsequently, potentially useful, 
full copies of the article were retrieved for further screening and inclusion in terms 
of its setting, aims and design; which aspects of the health systems building blocks 
being discussed and CSOs’ role in this; major findings, limitations and future 
recommendations.

5. Results and discussion

There is a relatively small but growing volume of literature on the contributions 
and challenges of CSOs strengthening health systems while responding to the West 
Africa Ebola outbreak. This section presents findings pertaining to the six health 
systems building blocks. It cites some of the strongest examples where CSOs’ roles 
can be particularly strengthened and better institutionalized in countries to more 
effectively respond to future epidemics in relation to: leadership and governance, 
health information systems, service delivery, medical products, vaccines and 
technologies, human resources and health financing.

5.1 Leadership and governance

Strong leadership and good governance practices, including multi-scale and 
cross-sector response are critical in responding to major public health threats such 
as EVD. It underpins the other health systems components and constitutes the 
backbone of any effort to secure sustainable, responsive health systems to out-
breaks. However, the West Africa outbreak pointed out the lack of effective health 
governance, in terms of coordination, emergency preparedness and responsive-
ness (including limited resources-financial, physical and human) in the affected 
countries, which adversely affected containment efforts and thus requiring urgent 
assistance from international actors [46].

Of the six the building blocks, this study found the leadership and governance 
block as the major entry point through which CSOs’ distinctive roles become critical 
in responding to public health threats such as the West Africa EVD outbreak. This 
was found to be true at both the international and national levels. At the interna-
tional level, while it is well-recognized that global health governing institutions 
such as the WHO and UN, bilateral and philanthropic donors were initially slow 
to respond to the EVD, [46] it is also well documented that NGOs such as MSF, 
were among the first to warn about the epidemic’s unprecedented spread, which 
ultimately led the WHO to declare it as a ‘public health emergency of international 
concern’ on August 8, 2014. By early September, there was still no coordinated 
international response and again, it was MSF that called for the deployment of 
military biological teams as ‘a last resort, in the hope of bringing about a rapid and 
concrete action at the field level’ [47]. This eventually led to a launch of the global 
response beginning with the passing of the UN Security Council Resolution 2177.

At the national level NGOs contributed towards the establishment of multi-
disciplinary rapid response centers and teams across affected countries, such as 
the Emergency Operations Centers, National Ebola Response Center in Sierra 
Leone and Guinean National Ebola Coordination Cell as overarching governance 
bodies for countering the epidemic. The coordination efforts of these teams 
and centers were rendered difficult by the large number of partners involved 
from the international community, each with different priorities, expertise 
and volume of resources [46]. To address some of these challenges NGOs fell 
on globally approved approaches and tools to formulate plans and strategies, 
mobilized their resources, outbreak response experiences and helped to establish 
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ownership and accountability mechanisms-which are often non-existent in the 
public sector of LMICs. These efforts thus supported improved stewardship of 
resources and promoted an effective coordinated cross-sectoral response to the 
epidemic [47–49].

5.2 Health information systems

One central pillar of the IHR (2005) is for countries to have in place some type 
of public health surveillance system that has the capacity to detect, verify and track 
diseases rapidly and to ensure timely data sharing and decision-making among 
various national and international stakeholders including the WHO [39]. However, 
the prevailing national-level EVD surveillance systems (comprising of reported 
cases investigation, telephone hotlines for reporting events, contact tracing, patient 
screening at health care facilities and swab testing of corpses)—usually based on 
health facility information in the affected countries—could not rapidly identify 
infected persons and respond to alerts until they had died [50]. The complex nature 
of the response required coordinated bottom-up approaches to EVD surveillance 
(involving local communities, districts and health facilities) to quickly detect and 
report new cases; and NGOs were the first to champion the establishment of such 
systems. Thus in Sierra Leone for instance, the International Rescue Mission initi-
ated the creation of the Ebola Response Consortium (ERC) (consisting of a group 
of 15 NGOs with district-wide presence throughout the country) to supplement 
the national surveillance system and support the Sierra Leone’s Ministry of Health 
and Sanitation (MoHS) for responding to the EVD pandemic. The ERC collaborated 
with the CDC and the MoHS to design and implement the community event-based 
surveillance system by training pre-existing networks of community health workers 
to identify unsafe burials and persons showing EVD signs and symptoms. This 
helped in quickly detecting, insolating, treating and preventing further spread of 
the disease [51].

5.3 Service delivery

Similar to most countries in sub-Sahara Africa, health care services in the 
affected countries were characterized by asymmetrical distribution with significant 
disparities in health equity and access, as well as diminished appeal for services 
[52]. Collectively, these factors contributed towards the unprecedented spread of 
the outbreak. As implementing partners in the emergency response, NGOs often 
adopted operational flexibility by tailoring their activities to address evolving local 
needs in support of the national response bodies and ministries of health of the 
affected countries through the provision of a wide range of health services with an 
ultimate goal of filling existing gaps in the health system.

Depending on the local context and needs, some NGOs focused on refurbishing 
existing public health care facilities (district hospitals and health centers), while 
others were engaged in the construction of new EVD treatment units (ETUs) for 
providing clinical care to patients and to ensure the safety of clinicians providing 
such care [46, 52, 53]. Apart from supporting with the establishment of ETUs, 
some NGOs engaged in social mobilization, community empowerment and public 
education activities to educate community members on how to recognize EVD 
signs and symptoms and refer potentially infected individuals to the nearest health 
facility. Significantly, these social mobilization and educational outreach efforts 
allow CSOs to maintain a continuous and integrated chain of functions that brings 
together the local communities, health centers and hospitals for more effective 
service delivery [46].
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Moreover, while the international communities’ approach to responding to such 
epidemics most often seek to halt or prevent new transmissions [54], most NGOs 
adopted a two pronged approach to service delivery in which the prevention of new 
infections and the improvement of clinical outcomes for infected patients were 
concurrently prioritized as mutually interdependent objectives in responding to the 
EVD outbreak [46].

In addition, due to the tendency for Ebola survivors to become susceptible to 
social, economic, psychological and clinical challenges, including the experience 
of stigmatization, economic deprivation and other health conditions [54], NGOs 
supported with the establishment of post-epidemic survivor programs and associa-
tions (e.g., Sierra Leone Association of Ebola Survivors) in the affected countries 
collaborating with ministries of health and other international agencies. Such 
programs have included the enrollment of survivors in vocational and literacy 
training, employing survivors to lead community mobilization and empower-
ment initiatives in Ebola affected communities as well as the provision of critical 
health care services to diagnose and treat the clinical sequelae of EVD that includes 
vision impairment, hearing loss, mental health and other physical ailments [55]. 
By providing these medical and socio-economic responses, NGOs were not only 
able to treat more Ebola patients and prevented further spread of the virus among 
family and community members but also helped survivors to revert to normal lives 
post-epidemic.

5.4 Medical products, vaccines and technologies

Another health system building block related to service delivery, including 
medical products (vaccines, drugs, medical devices) which are central in delivering 
an emergency response were lacking in the affected countries and severely ham-
pered containment efforts. In order to fill some of these health system gaps, most 
CSOs considered developing new vaccines, rapid diagnostic and therapeutic tools to 
be critically important in fighting the epidemic. Thus, most sought to leverage the 
expertise and resources of governmental public health agencies, e.g., the CDC, UK’s 
Public Health England and Chinese Center for Disease Control and Prevention that 
specialize in the development of vaccines and laboratory testing tools. Apart from 
supporting the development of these tools, local laboratory technicians and other 
health professionals were trained in their use for diagnosing Ebola [46].

5.5 Human resources

Effective emergency preparedness and responsiveness to public health threats 
such as EVD requires essential human resources for health in terms of numbers 
and availability, appropriate training, expertise and motivation, and deployment. 
However, the three affected West African countries lacked such well-trained and 
motivated health work force. Consequently, how to recruit, train, protect, and pay 
a health work force that included government employees, temporary workers, and 
many international volunteers of various expertise were central concerns in the 
efforts to contain the epidemic. Working in close collaboration with international 
actors and the health system CSOs supported the West Africa outbreak with a mix 
of health workforce including doctors, nurses, laboratory personnel, public health 
specialists and risk-communication professionals [56].

Additionally, since the success with which public health threats such as EVD can 
be contained depends on the knowledge, skills and experience of first responders in 
affected communities [57], many CSOs sought to strengthen the emergency Ebola 
response by training thousands of clinicians, non-clinicians, nurses and volunteers 
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in infection, prevention and control measures (IPC). This included triage and 
disinfection procedures, use of protective clothing, and safe disposal of waste in 
public hospitals and rural clinics to limit the risk of transmission [56]. Others also 
provided training to community health workers and community leaders in first aid, 
public hygiene promotion among the at-risk populations, EVD signs and symptoms 
identification and provision of psycho-social support and counseling for affected 
individuals and households. This way CSOs are able to mobilize the requisite local 
knowledge and skills, trust and bonds of solidarity that helps staff to rapidly detect 
and effectively respond to Ebola [46].

5.6 Health financing

Lack of adequate funds invested in health system infrastructure such as local 
laboratory and diagnostic services; disease surveillance, purchase of supplies and 
training specialist work force were major obstacles in containing the West Africa 
outbreak. In order to address some of these investment gaps in the health systems 
of the affected countries, varied funding models were used by CSOs and philan-
thropic foundations and organizations to support the epidemic. These included: 
(1) foundations providing direct support to global health governing institutions 
such as the WHO and UN agencies, (2) international NGOs directly funding national 
governments, (3) foundations channeling funds through international NGOs,  
(4) international NGOs disbursing funds directly to local CBO implementing part-
ners, and (5) foundations deploying funds through other foundations to support 
governmental public health institutions [58].

Funding through these varied mechanisms were deployed to strengthen the 
health systems of the affected countries whiles responding to the epidemic in 
several ways. These included: (a) building ETUs and community health centers for 
treating victims, (b) constructing and rehabilitating water supply for treatment 
centers, (c) providing medical equipment and supplies; (d) running mass media 
public health information campaigns to boost media awareness of preventative 
measures, (e) providing training and support for community health workers and 
(f) building the capacity of governmental public health organizations in the devel-
opment of novel vaccines, diagnostic and therapeutic tools [59].

6. Challenges to CSOs engagement and lessons learnt

CSOs faced significant challenges in the countries affected by Ebola as the 
epidemic accelerated and valuable lessons were learned in the effort to address those 
challenges. While some emanated from factors intrinsically linked to the normative 
structure and functioning of CSOs, others can only be understood within the wider 
institutional frameworks through which national governments and transnational 
actors-with varying interests, degrees of power and ways of operating, currently 
respond to public health emergencies.

First, analyses of CSOs’ engagement have identified issues including: (1) failure 
to take cognisance of the local socio-cultural and political contexts in implementing 
seemingly technical EVD interventions, (2) poor response coordination among CSOs 
themselves or with national governments, and (3) the slowness with which CSOs 
already working in the affected countries shifted from a development approach to 
an emergency humanitarian method for fighting the epidemic [60]. Related recom-
mendations for more effectively engaging CSOs in public health emergencies of such 
a scale have included the need for CSOs to: (1) make their technical program activities 
politically and culturally sensitive to local contexts and needs, (2) support established 
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national government response coordination structures, rather than setting up parallel 
structures of their own, and (3) prioritize disease prevention, outbreak spread and 
saving lives over developmental activities during such health crises [61, 62].

Second, the WHO as the leading organization for global health governance 
faced significant challenges responding to the epidemic. Among several others, 
critics have cited politicization of the epidemic that compromised its ability 
to alert the global community, lack of skilled human resources and financial 
resources as barriers [60]. Suggested recommendations for enhancing the 
organization’s performance have included the need to revamp its leadership and 
governance systems, including the establishment of a dedicated unit for outbreak 
response, supported by a strong technical capacity, budget and clear lines of 
accountability. Others have also suggested adequate resourcing of the WHO 
through untied funds for flexible deployment in times of global health crises 
as well as the need to establish independent and politically-protected Standing 
Emergency Committees among international and country-level WHO representa-
tives. Such committees—it is argued—can quickly make declarations on infec-
tious diseases of public health importance for the requisite emergency responses 
to be implemented [62–65].

Third, regarding national governments, weak health governance and manage-
ment systems within the public health sector, including underdeveloped disease 
surveillance and alert systems, and other health systems challenges such as lack 
of financial, human and material resources have all been identified as hampering 
containment efforts of the epidemic [60]. Recommended changes for improving 
health governance in the affected countries have included the need for national 
governments to invest in detection and emergency response capacities within the 
framework of IHR regulations, assume local ownership in dealing with public 
health emergencies as well as working collaboratively with international partners to 
fight future epidemics [62–65].

Fourth, wider issues related to: (1) lack of reliable systems for sharing epidemio-
logical, genomic clinical data and processes for developing accurate or adaptable 
and diagnostic tests, drugs and vaccine platforms, (2) lack of flexibility in donors’ 
funding mechanisms and contracts and delays in disbursing funds and (3) the 
mounting of unnecessary trade bans and travel restrictions by outside governments’ 
that restricted the flow of humanitarian workers and supplies have been cited as 
additional constraints that need to be addressed to facilitate CSOs engagement in 
future public health emergencies [60].

Fifth, primary psychosocial and mental health impacts that are the direct and 
immediate consequences of the epidemic on human health have been recognized 
to potentially affect a wide group of people at the individual, community and 
international levels. At the individual level, such impacts have been attributed to 
the traumatic course of the infection, fear of death and experience of witness-
ing others dying, feelings of shame or guilt (e.g., from transmitting infection to 
others) and stigmatization and/or isolation from their communities. At the com-
munity level, a recurring pattern of anxiety ensues, with a loss of trust in health 
services, stigma and/or isolation, loss of support or coping resources resulting in 
disruptions of community and cultural life. At the international level, fear and 
anxiety (e.g., of infection), trauma (e.g., of international aid workers witnessing 
deaths caused by Ebola), stigmatization of health workers returning from affected 
countries all together, severely constrained the provision of resources (e.g., health 
workers and funding) in support of the epidemic. In order to address some of these 
primary humanitarian problems and impacts, it has been suggested that efforts 
should engage CSOs and communities, to rebuild health systems and trust and to 
limit stigma [66, 67].
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Finally, beyond these primary psycho-social impacts, the literature also attends 
to secondary socio-economic impacts, including negative effects that are not caused 
by the epidemic itself but by its unintended consequences. Such secondary impacts, 
which can span a longer period than the outbreak itself and affect a wider group of 
people include effects on: (1) the healthcare system, (2) water, sanitation and hygiene 
services, (3) people’s safety, (4) educational system, (5) food security and (6) house-
hold income [68, 69]. To better understand and develop policies to mitigate some of 
these impacts, recommendations have included the need to carry out comprehensive 
analysis of the wider social, economic and political impacts of the epidemic on the 
affected countries, communities and survivors as well as strengthening health systems 
and addressing the structural vulnerabilities that hampered containment efforts [70].

7.  Conclusions: CSOs and the strengthening of IHS and national health 
systems

This paper has made an initial case for better embedding CSOs’ roles in national 
health systems as a means of ensuring health security during public health 
emergencies such as EVD outbreaks. Using the WHO health system framework 
which comprises six independent but interrelated building blocks as an evaluative 
framework, this review finds that CSOs have played supplemental albeit critically 
important roles in filling health systems gaps in a manner that enabled national 
governments and global actors to contain the West Africa EVD outbreak. These 
roles have included: (1) support with the establishment of national Ebola response 
teams for coordinating the overall response, (2) developing surveillance and 
response systems to detect, track and treat disease, (3) provision and maintenance 
of safe health care services (e.g., ETUs for isolating patients) together with training 
of personnel on infection control procedures, (4) supporting the development and 
use of new vaccines, diagnostic and therapeutic tools, (5) mobilizing and training 
a wide-range of health workforce including clinicians, non-clinicians and com-
munity health workers, and (6) resourcing the epidemic response efforts through 
innovative funding mechanisms. Together these multiple functions of CSOs have 
been essential in containing the West Africa EVD outbreak and directs attention 
to specific areas at the backbone of any response to public health emergency, and 
where CSO-health system intersections can be particularly leveraged and better 
strengthened in LMICs. Moreover, this review has underscored several challenges 
intrinsic to CSOs’ and other global actors responding to the epidemic and suggested 
various recommendations for improvements in their performance.

Finally, if we understand IHS and health systems strengthening as a complex 
constellation of power relations in which actors (e.g., national governments, 
multilateral organizations such as the UN and WHO, bilateral and philanthropic 
donors and CSOs) deploy different types of resources (e.g., knowledge, money or 
political authority) to pursue diverse organizational interests, then, it is critically 
important to identify the unique functions CSOs perform within this system. This 
review sheds more light on such functions drawing on lessons from the imple-
mentation of the West Africa EVD response. What is needed is more in-depth 
understanding of the respective roles played by these varied global health actors 
working in collaboration with CSOs during public health emergencies. Moreover, 
beyond this preliminary mapping of CSOs’ roles using secondary data, systematic 
collection of primary data on the full range of global health actors responding 
to public health emergencies with CSOs as implementing partners is needed to 
provide a clearer understanding of how profitably CSOs might be better engaged 
in health crises that cross national boundaries.
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Chapter 9

The Importance of Reduction 
in the Registry of Deaths to 
Ill-Defined Causes and Their 
Impact on Mortality Profile: 
The Brazilian Experience and 
Its Implications to International 
Health Security
Davi Félix Martins Junior

Abstract

This chapter aims to describe the strategies implemented by the Ministry of 
Health since 2004 to reduce deaths classified as ill-defined causes (IDC) and the 
impacts on the mortality profile. Since 1979, deaths occurring and recorded across 
the country have been stored electronically on the Datasus website (www.datasus.
gov.br), which is in the public domain. From this database, it appears that the 
proportion of deaths from IDC in the country decreased from 20.1% in 1979 to 
5.5% in 2017. In small municipalities, less than 20,000 inhabitants, which have the 
worst data quality and worse socioeconomic status and with the greatest inequities 
in health, requiring greater investments, the reduction was smaller. The Ministry 
of Health implemented several actions that involved suspending the transfer of 
resources from the federal fund to the municipal fund for non-compliance with the 
rules for the collection, flow and periodicity of information on deaths, in addition 
to training and qualification of human resources to record and code the causes of 
death and to investigate deaths by IDC through verbal autopsy. These are initiatives 
that can be replicated in other contexts, except, perhaps, of a legal nature, as they 
fit into the legal system that presents specificities in each country.

Keywords: ill-defined causes, mortality information system, mortality statistics, 
basic cause of death, mortality, time trend, mortality profile

1. Introduction

Mortality is the most used indicator to make inferences about the health condi-
tions of the groups that make up a given population [1], being used, among oth-
ers, in the analysis of the momentary situation, in the evaluation of trends in the 
population’s health status and surveillance of health and also in proposing effective 
measures and interventions in public health policies [2] focused on prevention and 
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assistance. The use of mortality to describe the health situation depends funda-
mentally on the information contained in the death certificate (DC), highlighting 
crucial fields that enable a better characterization of death, such as age, gender, 
marital status and underlying cause or causes associated. Traditionally, the analysis 
of deaths is presented through a single cause, the basic cause of death [3], not 
considering the other conditions informed by the doctor in the death certificate. 
It is noteworthy that in middle- and low-income countries, death registration and 
cause-of-death determination are not performed for multiple deaths, and the deaths 
of the poorest individuals are less likely to be reported [4]. In situations where it is 
not possible to specify the underlying cause of death, the “underlying cause” field is 
filled in as ill-defined cause (IDC) representing a major gap in the knowledge of the 
occurrence of the leading causes of death. Deaths from IDC reduce the potential for 
mortality as a health indicator by underestimating the rates of a disease or group of 
diseases, thus falsifying the epidemiological reality, directly impacting intervention 
measures. Mortality statistics should be of quality to reflect the actual pattern of 
causes of death in the population.

IDC of death is an indicator to assess the quality of information on causes of death 
and reflect problems of access to health services, quality of health care provided to 
the population [5], and the characteristics of completing the death certificate [6]. In 
addition, there is the lack of conditions for the diagnosis of diseases and, on the other 
hand, professional training for filling out death certificates [7].

Data on deaths occurring and recorded in the country are stored in the 
Mortality Information System-SIM/Datasus [8], which was created in 1975, and 
in the following year, the Ministry of Health unified more than 40 models of 
instruments used in Brazil for data collection mortality data. This system stores 
death data that allows the generation of cause-specific mortality indicators that 
serve to analyze and evaluate systems at all levels of management, from municipal 
to national level. The SIM was computerized in 1979, whose data are available 
for reading and using when needed on the Datasus website, www.datasus.gov.
br [8]. The official document for collecting information on death is the Death 
Certificate (DC) and its main characteristics are a single and universal model for 
the entire national territory, and it maintains the international model proposed 
by the World Health Organization (WHO) in the cause of death part, standard-
izing the way to record all other types of information [9]. Death certificate is the 
name of the official form in Brazil, in which death is attested. For legal purposes, 
death must be registered with the civil registry office of natural persons and can 
only be obtained with the death certificate [10]. The process of decentralization 
resulting from the implementation of the Unified Health System (SUS) made the 
states and municipalities responsible for collecting death data from 1991 onwards 
[11]. As for the quality of deaths in the country, there is considerable heterogene-
ity in the causes of death statistics in Brazilian regions, especially for criteria such 
as completeness and ill-defined causes [12]. These authors found that from 2002 
to 2004 coverage varied significantly between regions, from 72 to 80% in the 
Northeast, compared to 85 to 90% in the Southeast and Midwest, and 94 to 97% 
in the South. The distribution of proportional mortality by IDC varied, with the 
highest proportions being in the states located in the less-developed regions of 
the country, North and Northeast, and the lowest in the states located in the other 
regions [13, 14]. In Brazil, in 2003, 95% of undeclared deaths occurred in the North 
and Northeast regions and 76% of the total deaths reported without the cause of 
death in the country occurred in these regions [15]. The differences found at the 
regional scale are replicated at the state scale and even at the intra-municipal scale. 
The differences in the risk of death by this group of causes reflect the inequalities 
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in the living conditions of the populations living in each unit of the federation and 
reflect, among others, the degree of access to health services, availability of medi-
cal assistance provided to the population and the characteristics of filling out the 
death certificate [16]. Regarding the completion of the DC, the need for activities 
aimed at raising the awareness of the medical professional about the relevance of 
the DC is emphasized, through continuous training actions that allow the complete 
and correct completion of the document [17]. The importance given to informa-
tion and the level of organization of health services can be added to these. From 
the perspective of health security, the occurrence of deaths from ill-defined causes 
represents a major problem that directly affects the health management process, 
as this demands the production of continuous, timely information and needs to 
be sensitive enough to capture the changes in a situation of health. Health policies 
must be based on adequate and timely information about the nature and extent of 
the problems observed, their determinants and the impact on populations [16] to 
plan health services according to the needs of the population. High proportions of 
reported deaths classified as ill-defined causes can significantly change mortality 
rates due to specific diseases [18], on the one hand, and constitute a public health 
risk, on the other, because it may be a disease with a high transmissible power and 
spread to the entire population from the affected people and their contacts. This 
risk varies from the local scale to the global scale.

This study aimed to evaluate the reduction in deaths from ill-defined causes on 
the mortality profile of the Brazilian population from 1979 to 2017.

2. Methods

A time series study with secondary data from the SIM/Datasus/MS Mortality 
Information System was performed. This system stores data on deaths that 
occurred and were recorded in Brazil and has been available for reading and 
using when needed since 1979 on the Datasus website www.datasus.gov.br [8]. 
The computerization of the death registration through SIM/Datasus has allowed 
to monitor mortality in the country due to underlying cause or associated causes 
and also according to some demographic characteristics such as gender and age, 
and it is also possible to analyze the geographic distribution of deaths, which has a 
smallest space unit, the municipality. This system is an important management tool 
in the health area and its management at the federal level is affected by the Health 
Surveillance Secretariat.

The present study considered ill-defined causes of death allocated in Chapter 
XVI of the International Classification of Diseases (ICD 09)—Symptoms, Signs and 
Ill-Defined Diseases and Chapter XVIII of the 10th Review of ICD—Symptoms, 
Signs and Abnormal Findings, Clinical and Laboratory Examinations (codes 
R00–R99). We adopt this because among the different initiatives developed by the 
Ministry of Health with a view to reduce underreporting and the high proportions 
of deaths from IDC in the North and Northeast regions responsible for the highest 
proportions of deaths classified under this heading in the country, we highlight 
the program “Reduction in the percentage of deaths with ill-defined causes.” This 
program was established by the Ministry of Health in 2004 and aimed to reduce the 
proportion of deaths from Chapter XVIII [19]. Using the number of deaths from ill-
defined causes in the numerator and the total number of deaths in the denominator, 
we calculated proportional mortality from ill-defined causes (IDC) by age group 
(0–4; 5–19; 20–29; 30–39; 40–49; 50–59; 60+ and total for the period 1979–2017) 
and by municipality population size (up to 10,000; 10,001–25,000; 25,001–50,000; 
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50,001–100,000; 100,001–500,000; 500,001– and more, for the years 1996 and 
2017). The year 1996 was taken as reference because it was the year in which Brazil 
adopted the ICD-10 in the classification of causes of death; 1979 is the first year 
from which data are available for capturing that are stored in SIM and 2017 is the 
last year in the data series.

3. Results

Figure 1 shows the temporal trend of proportional mortality from ill-defined 
causes from 1979 to 2017. Rates grew with small swings from 1979 (20.1%) to 1984, 
the year that reached the highest rate, 22.5%. It then followed a downward trend 
and last year the rate stood at 5.5%.

The distribution of proportional mortality by IDC according to age group shown 
in Table 1 shows that in 1996 the rates ranged from 1.8% in the 5- to 19-year-old 
group, rising to 2.7% in the subsequent age group and reaching 63.4% in the elderly, 
people aged 60 and over. In the strata, the lowest rate was observed in young 
adolescents (7.1%) and the highest in the elderly 18.2%. In 2017, a similar rate in the 
first two age groups was 1.7%, reaching 3.0% in the 20–29 age group and 68.2% in 
the elderly. The distribution of rates in the strata ranged from 2.9% in children aged 
0–4 years to 6.0% in the age group of 40–49 years. There was a significant reduction 
in the proportion of deaths from IDC of around 63.7% and ranged from 44.6% in 
the 30–39 age group to 78.4% in children. In the 2 years under analysis, the elderly 
(60 years and over) accounted for the highest proportion of deaths from CDM, 
63.4% in 1996, rising to 68.2% in 2017.

In 1996, there were 4974 municipalities in the country, of which 2195 (44.1%) 
had up to 10,000 inhabitants and whose proportion of deaths from ill-defined 
causes was of the order of 26.8% (Table 2). The municipalities with up to 25,000 
inhabitants registered the highest proportional mortality by IDC, 29.8%, decreas-
ing then with the increase in the population size, reaching the rate of 6.7% in 
the most populous municipalities. Due to multiple breakdowns, the number of 
municipalities in the country has grown to 5571 units. Of the 5571 municipalities 
in the country, in year 2017, 2450 (44.0%) had up to 10,000 inhabitants, and the 
proportion of deaths from IDC was 6.4%. Proportional mortality by IDC in 2017 

Figure 1. 
Mortality rate from ill-defined causes, Brazil, 1979–2017; source: SIM/Datasus.
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ranged from 5.0% in the largest municipalities (500,001 thousand inhabitants and 
more) to 7.4% in the municipalities with a population of 10,001 to 25,000 inhabit-
ants. The proportion of deaths from IDC decreased in all population strata, being 
greater than 70% in municipalities with up to 50,000 inhabitants, which is higher 
than the national average of 66.8% (from 16.5% in 1996 to 5.5% in 2017). In the 
large municipalities, the reduction was around 24.6% (6.7% to 5.0%).

4. Discussion

Brazil is the largest country in South America with significant regional socioeco-
nomic differences affecting the living and working conditions in which individuals 

Age range 1996 2017 Var %

N° 
total of 
deaths

% 
death 

IDC in 
extract

% 
IDC 

in 
total 

N° total 
of deaths

% ób 
IDC in 
extract

% ób 
IDC 

in 
total

2017/1996 
in extract

0–4 87.769 13,5 8,6 42.141 2,9 1,7 −78,4

5–19 31.749 7,6 1,8 29.376 4,0 1,7 −46,7

20–29 52.380 7,1 2,7 55.755 3,9 3,0 −45,4

30–39 65.770 10,0 4,8 63.776 5,6 4,9 −44,6

40–49 80.820 12,3 7,3 89.177 6,0 7,5 −51,0

50–59 102.738 13,2 9,9 153.293 5,6 12,0 −57,4

60 and more 477.765 18,2 63,4 876.178 5,6 68,2 −69,3

Total 908.883 15,1 100,0 1.312.663 5,5 100,0 −63,7

Source: SIM/Datasus. 1996, the year that ICD-10 was adopted in the codification of diseases; 2017, the last year with 
available mortality data.

Table 1. 
Proportional mortality due to ill-defined causes and temporal variation according to age group, Brazil, 1996 
and 2017.

Population 1996 2017 Var %

Category Death 
IDC

Death 
total

% Death 
IDC

Death 
total

% 2017/1996

Up to 10,000 15.297 57.132 26.8 5.558 86.664 6.4 −76.0

10,001–25,000 37.316 125.172 29.8 12.679 171.860 7.4 −75.3

25,001–50,000 27.068 102.481 26.4 10.794 156.397 6.9 −73.9

50,001–100,000 21.177 109.533 19.3 9.820 154.669 6.3 −67.2

100,001–500,000 28.526 223.568 12.8 18.465 343.437 5.4 −57.9

500,001 and more 18.813 282.609 6.7 85,834 1.709.365 5.0 −24.6

Total 148.197 900.495 16.5 143.150 2.622.392 5.5 −66.8

Source: SIM/Datasus. 1996, the year that ICD-10 was adopted in the codification of diseases; 2017, the last year with 
available mortality data.

Table 2. 
Proportional mortality due to ill-defined causes and percentage variation according to population size classes, 
Brazil, 1996 and 2017.
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50,001–100,000; 100,001–500,000; 500,001– and more, for the years 1996 and 
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last year in the data series.
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had up to 10,000 inhabitants and whose proportion of deaths from ill-defined 
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in the country, in year 2017, 2450 (44.0%) had up to 10,000 inhabitants, and the 
proportion of deaths from IDC was 6.4%. Proportional mortality by IDC in 2017 

Figure 1. 
Mortality rate from ill-defined causes, Brazil, 1979–2017; source: SIM/Datasus.
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and the population group live and which are directly related to their health situ-
ation, that is, configuring the social determinants of health [20]. These adverse 
conditions cause health problems and create situations of potential risk, affecting 
the health of individuals and certain segments of the population. Significant differ-
ences are also observed in the organization and structuring of public services that 
affect, among others, the registration of vital information, whether due to lack of 
coverage or problems in filling out the forms related to this information. Given the 
situation identified in recent decades, the federal government, through the Ministry 
of Health, has made significant investments in various initiatives aimed at improv-
ing the quality of vital information in the country. Regarding deaths, attention has 
been focused on improving the coverage of deaths and reducing, to the maximum, 
the number of deaths classified under the heading of ill-defined cause.

Investments made include the regulation of data collection, flow and periodicity 
of information on death by means of Ordinance No. 116 of February 11, 2009 [21], 
and the suspension of fund-to-fund transfer in the event of problems in submitting 
this information, initially through Ordinance GM 3252 of December 22, 2009 [22], 
and currently Ordinance No. 1378/GM/MS of July 9, 2013 [23].

In addition to these decrees, training programs for human resources and coders 
of basic causes are associated with the dissemination of data and technical publi-
cations, such as “Saúde Brasil,” based on the use of data from information sys-
tems, thus seeking greater use of indicators of health by managers [24]. Another 
important initiative was the study of the active search for deaths and births in 
the Northeast and the Legal Amazon with the main objective of estimating the 
coverage of the Mortality Information System (SIM) and the Information System 
on Live Births (SINASC) in 133 municipalities of these regions. The statistical 
procedure used for data analysis allowed the estimation of infant mortality in all 
municipalities [25].

Regarding the improvement of the definition of the cause of death, the program 
“Reduction of the percentage of deaths with ill-defined causes” was instituted in 
2004, developed by the Health Surveillance Secretariat of the Ministry of Health. 
This program aimed to investigate deaths from ill-defined causes and establish a 
goal to reduce the percentage of these deaths in the Northeast region and in three 
states in the North region (Acre, Pará and Amazonas) to less than 10% [26]. In 
2006, the National Network of Mortality Cause Verification and Death Verification 
Services (SVO) was created considering the need for the implementation of SVO 
in all state capitals and the Federal District, which should total 74 services [27] to 
insert these structures on the National Health Surveillance System. In addition, 
a new instruction manual to fill a DC from 2011 was widely disseminated and 
distributed, seeking greater awareness of the medical professional regarding the 
importance of correct and complete filling of this document [9].

The creation of Hospital Epidemiology Centers (NUHEPI), within the hospital, 
and the Epidemiological Surveillance Units (UVE), in Family Health Centers, as 
well as the implementation of the form to investigate deaths from ill-defined causes, 
the training of typists and coders, and awareness-raising workshops for profession-
als responsible for filing a DC from 2006 onwards, represented a major contribution 
to this new reality [16].

All measures of a legal nature, by suspending the transfer of funds from the 
federal fund to the municipal fund, in case of non-compliance with the rules for 
the collection, flow and periodicity of information on deaths, in addition to train-
ing and qualification of human resources to record and code the underlying cause 
and to investigate deaths by IDC through verbal autopsy, reduced the occurrence 
of deaths classified as IDC. According to data presented in this article, there is a 
pronounced reduction in ill-defined causes for the country as a whole, which proves 
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the effectiveness of this set of actions. These are initiatives that can be replicated in 
other contexts with the exception, perhaps, of a legal nature, as they fall within the 
legal system that presents specificities in each country. Among the limitations of 
this study is the unit of analysis that considered the country as a whole. The use of a 
smaller spatial unit as a microregion or even a municipality would make it possible 
to identify the municipalities where the impact of the actions did not achieve the 
expected success, that is, where the problems of assistance, registration and clas-
sification of deaths persist.

5. Conclusion

The unequal distribution of deaths according to underlying cause expresses the 
inequity of access to health services by the population and problems of structuring 
and organization of health services. The uneven geographical distribution of deaths 
due to this type of causes requires geographically differentiated interventions in 
order to reduce its occurrence. This set of problems is a major challenge for public 
administration to achieve an even more pronounced reduction in deaths from ill-
defined causes. The continuous search for improvement of health statistics neces-
sarily involves reducing the frequency of deaths classified under this heading.
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International Health
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Abstract

Several studies, including the innovative 1998 ACE Study by CDC-Kaiser 
Permanente, have assessed the association among adulthood chronic disease and 
the prevalence of maladaptive, health-harming behaviors including: excessive 
alcohol use, tobacco use, physical inactivity, psychiatric illness including suicidal 
ideation or attempts, promiscuous sexual behavior (>50 sex partners), history of 
STI/STD and severe obesity (obesity (BMI > 35 kg/m2)), subsequent to an indi-
vidual’s exposure to adverse childhood experiences (ACEs). Individuals that have 
encountered numerous instances of ACEs are almost twice as likely to die before 
the age of 75, demonstrating a dose-dependent relationship between the instances 
of ACEs and an increased morbidity/mortality in regard to chronic disease. This 
excerpt examines the contribution of ACEs to chronic disease and the consequential 
maladaptive behavior to said adversity, the consequential physiologic and biomo-
lecular changes explained by the Biological Embedding of Childhood Adversity 
Model in addition to the implications of recounted ACEs on international health 
security in regard to concepts like conflict, displacement and food insecurity. The 
apparent association among adulthood chronic disease and ACEs demand changes 
that promote preventative processes as a means to address the implications these 
interconnections have on international health.

Keywords: adverse childhood experiences, biological imbedding, childhood 
adversity, child abuse, child health, dysfunction, trauma, traumatogenic, 
inflammation, health-harming behavior, behavioral health, chronic disease, chronic 
illness, prevention, public health, psychiatry, international health, vulnerability

1. Introduction

Chronic disease as defined by the U.S. National Center for Health Statistics is a 
disease that is pervasive and persists 3 months or more. About 60% of adults in the 
United States possess a chronic disease meanwhile about 40% possess two or more 
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diagnoses indicative of chronic disease [1]. By 2030, it is predicted that the U.S. 
population, predominantly individuals age 65 years and older, could possess three 
or more chronic diseases [2]. Non-communicable chronic diseases such as: coronary 
artery disease, ischemic heart disease, asthma, COPD, chronic bronchitis, emphy-
sema, Alzheimer’s disease, stroke, hepatic disease, type 1 diabetes, type 2 diabetes, 
depression, PTSD and an assortment of cancers, possess significant implications 
pertaining to international health. Chronic disease is a predominant cause of 
premature death and disability.

In 2016, direct domestic costs related to the medical management of chronic 
disease approximated 6% of the GDP, including roughly $3.3 trillion in indirect 
costs like work loss, worker replacement and diminished economic productivity 
[3]. Direct costs average approximately $3300 per person and indirect costs aver-
age approximately $7901 per person [2]. Examples of the financial implications 
of chronic disease include $189.6 billion in care expenditures that comprise the 
management of diabetes and the $185.9 billion that comprise the management of 
Alzheimer’s disease [3]. These totalities pose significant problems to the patient, the 
relatives of the patient, employers and the economy. The increase in the prevalence 
of chronic disease certainly will increase direct costs, indirect costs and expendi-
tures in the U.S. healthcare system.

Several studies have attempted to ascertain the predisposition for chronic 
disease in particular individuals. The innovative and inventive 1998 CDC-Kaiser 
Permanente Adverse Childhood Experiences (ACE) study validates the intercon-
nection of chronic disease states and health-harming behaviors subsequent to the 
exposure of adverse childhood experiences. This retrospective study surveyed 
13,494 patients with 9508 respondents by use of their health history and a health 
appraisal questionnaire. The ACE study and successive similar studies acknowledge 
the importance of potential prevention of adverse childhood experiences because of 
their contribution to chronic disease through maladaptive adulthood behaviors that 
perpetuate pathologic conditions. Through early identification of these intercon-
nections that predispose individuals to costly chronic disease, practitioners and 
medical organizations anticipate having the ability to address and advocate for the 
appropriate deterrence of adverse childhood experiences that contributes to the 
development of chronic disease in adulthood.

2. Methodology

Previous studies, such as the prominent Adverse Childhood Experiences (ACE) 
study by CDC-Kaiser Permanente that considers the correlation among chronic 
disease in adulthood and adverse childhood experiences, employed substantiated 
surveys. These substantiated surveys included an assortment of adverse expo-
sures, categorized as abuse, neglect or adversity in the household. Said surveys 
were devised using pre-existing published surveys like the Behavioral Risk Factor 
Surveillance System (BRFSS) survey. Accordingly, several analogous studies, 
including prospective study of one’s childhood and retrospective study that 
recalls one’s childhood, arose that included use of similar substantiated surveys. 
Additionally, multivariable logistic regression models were used to adjust odds 
ratios (OR) and confidence intervals (CI) that assess for associations among ACEs 
and adulthood chronic disease.

A website search engine was used to assist in the selection of an assortment of 
studies. Scholarly sources such as the National Library of Medicine, particularly the 
National Center for Biotechnology Information including peer-reviewed literature 
catalogs like PubMed was used. Inclusion criteria included: sample sizes of at least 
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100 patients, a population of patients at least 18 years of age, the ability to assess 
for multiple ACEs, the ability to assess prevalence of ACEs among a diverse patient 
population pertaining to age, gender, race, ethnicity and education and statistical 
analysis of the correlation among the instances of ACEs and likelihood of chronic 
disease in adulthood.

3. What is an adverse childhood experience?

Adverse Childhood Experiences (ACEs) are defined as direct or indirect child-
hood abuse and domestic disruption before the age of 18, denoted by seven catego-
ries in the health appraisal questionnaire including: psychological abuse, physical 
abuse, sexual abuse, substance abuse, domestic violence, psychiatric illness includ-
ing suicidal ideation or attempt and incarceration. Studies illustrate that individuals 
that have encountered ACEs are likelier to engage in maladaptive, high-risk, health-
harming behaviors that typically commence at the age of adolescence. The mal-
adaptive adulthood behaviors that contribute to chronic disease include: excessive 
alcohol use, tobacco use, physical inactivity, psychiatric illness including suicidal 
ideation or attempts, promiscuous sexual behavior (>50 sex partners), history of 
STI/STD and severe obesity (BMI > 35 kg/m2), resulting from unhealthy diet.

4. Relationship among ACEs and chronic disease

Throughout the years, several studies, including the influential ACE study, have 
recognized the relationship among early exposure to ACEs and the prevalence of 
chronic disease. ACE exposure predisposes individuals to poorer physical and mental 
health in comparison to individuals that do not encounter ACEs because of a higher 
likelihood that said individuals partake in high-risk behavior that is detrimental to 
their health [4]. Fifty six percent of individuals that lack exposure to ACE possessed 
none of the high-risk behaviors that are linked to chronic disease, meanwhile merely 
14% of individuals that encountered 4 or more ACEs possessed none of the high-risk 
behaviors [5]. An average of 54.5% of individuals who encountered one instance of 
ACE encountered multiple instances of ACEs throughout their childhood. Repeated 
exposures to ACEs exacerbate the high-risk, health-harming behaviors that increase 
the likelihood of an individual developing chronic disease in adulthood. Individuals 
that encountered 6 or more ACEs are 1.7 times more likely to die before the age of 75 
[6]. This affirms a dose-dependent relationship among the number of ACEs encoun-
tered and the likelihood that an individual possesses the high-risk behavior that results 
in a higher morbidity and mortality in regard to their chronic disease (Figure 1).

Unfortunately, ACEs are common in the early years of development with the 
most prevalent being exposure to substance abuse (25.6%) while the least prevalent 
is exposure to criminal behavior including incarceration (3.4%). Several studies 
use an odds ratio (OR) in an attempt to assess the association among ACE exposure 
and consequent maladaptive behaviors that precipitate the development of chronic 
disease. To illustrate the association among exposure and outcome, recall that 
an OR greater than 1 means that there are greater odds of an association among 
exposure and outcome. A modest association for physical inactivity, severe obesity 
and diabetes (OR less than 2) is present in individuals encountering at least 4 ACEs. 
A moderate association (OR 2–3) is present for smoking, excessive alcohol use, 
tobacco use, cardiovascular disease, respiratory disease and cancer in addition to 
substandard self-reported health. Likewise, excessive alcohol and tobacco users are 
approximately six-times likelier to have encountered an ACE. A strong association 
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(OR 3–6) is present for promiscuous sexual behavior, the presence of an STD/STI 
and mental illness including depression or PTSD. The strongest association (OR 
greater than 7) is present for substance abuse and suicidal ideation or attempt sec-
ondary to a diagnosis of mental illness like depression or PTSD. Notably, individuals 
that have a pre-existing diagnosis of PTSD possess twice the odds of coronary 
artery calcification, contributing to poor cardiovascular health and complications 
of chronic disease. In general, an OR for maladaptive, high-risk behavior and mor-
bidities increased as ACE scores increased to 4 or more. This affirms that a strong 
dose-response relationship exists pertaining to the number of ACEs encountered 
and the likelihood that health-harming behavior contributes to premature death in 
individuals diagnosed as having a chronic disease [7].

Aside from studies that assess for a direct correlation among instances of 
ACE and the development of chronic disease, incidences of international health 
detriments like food insecurity, armed conflict and displacement are higher 
in populations that admit to one or more ACEs. In the United States, 19.5% of 
households with children reported food insecurity [7]. In comparison, the Central 
African Republic comprised of the countries: Burundi, Comoros, Democratic 
Republic of Congo, Eritrea, Libya, Papua New Guinea, Somalia, South Sudan 
and Syria, reported food insecurity in 46% of households, secondary to famine 
[7]. Individuals that encountered 4 or more ACEs were five times more likely 
to encounter food insecurity in their household versus individuals that denied 
encountering an ACE [8]. Also, individuals that endorse 4 or more ACEs in addition 
to depression are associated to an approximate 30-fold increase in food insecurity. 
This illustrates that ACEs are an important predictor for food insecurity, regardless 
of the presence or absence of depression. Displacement, a common consequence 
of armed conflict and violence, is an international concern. Internationally, more 
than 1 in 10 children are affected by armed conflict. The SABE-Columbia survey, 
comprised of 23,694 Columbian respondents, 60 years and older, illustrates that 
displacement throughout one’s childhood correlates with at least one chronic illness 

Figure 1. 
ACEs effects on health and well-being as adapted from Felitti et al. [5].

173

The Relationship of Adulthood Chronic Disease and Adverse Childhood Experiences (ACEs)…
DOI: http://dx.doi.org/10.5772/intechopen.93520

in approximately 68% of respondents [9]. A 2018 study surveying approximately 
8000 children that encountered armed conflict or displacement exposed significant 
prevalence of PTSD (47%), depression (43%) and anxiety (27%) [10]. Several 
studies illustrate a predisposition and an increased risk of ill-health into adulthood 
as a result of an inappropriate activation of biological and behavioral mechanisms 
commonly identified in conditions like PTSD and the aforementioned mood disor-
ders. Therefore, it is fundamental to recognize at-risk patient populations in regard 
to their exposure to international health detriments to mitigate their high risk of 
chronic disease development.

5. Proposed mechanisms

ACE exposure results in a higher likelihood of developing chronic disease as an 
adult because of proposed mechanisms that alter an individual’s development. This is 
resultant of recurrent physiologic and biomolecular damage, termed allostatic load. A 
proposed mechanism pertaining to allostatic load, accepted by the ACE study, is the 
Biological Embedding of Childhood Adversity Model. This model states that as stress 
accumulates from abuse, maltreatment or abandonment, a threshold is attained [11]. 
Attainment of this threshold promotes pro-inflammatory cellular predispositions 
including a disproportionate cytokine response to the posed challenge that desen-
sitizes the inhibition of hormone signals. Studies suggest that inflammation is the 
fundamental mediator that translates an adolescent’s altered psychosocial influences 
into biological predisposition for chronic disease. Adults that incurred adverse child-
hood experiences encountered an elevation in inflammation biomarkers, exacerbated 
by concurrent mood disorders like depression at the time of assessment. The lack 
of hormone inhibition and resultant hormonal deregulation stimulates impaired 
self-regulation in an individual that is already likely to possess genetic predisposi-
tion to develop adulthood chronic disease. The Biological Embedding of Childhood 
Adversity Model explains the alteration of an individual’s neural, endocrine, immune, 
metabolic axes through recurrent negative stressors in the stages of life that are 
susceptible to such insults. These changes mediate one’s cognition and emotional 
wellbeing as an adult that pose complications in and of itself (Figure 2).

The brain and neural development in the first 2 years of life is crucial. The brain 
acquires 80–90% of gray and white matter throughout this time prior to adulthood 
advancement [12]. Aside from possible changes in the acquisition of gray and white 
matter, normal neurodevelopment of the brain enables environmental alterations 
to essentially inactivate neural synapses. This is referred to as “pruning.” This 
illustrates the susceptibility that the young developing brain has regarding adverse 
experiences. ACEs are linked to pervasive and calculable changes in the structure 
and the function of the brain. Functional MRI has illustrated the structural and 
functional implications of ACE-mediated risk on psychopathologies including 
maladaptive adulthood behavior like substance use/abuse as depicted by changes in 
reward-related cognition including the prefrontal complex and mesolimbic systems. 
Brain anatomy including the prefrontal cortex, critical in regard to higher-level 
cognition, is diminished in individual’s that experience ACEs as seen in functional 
MRI studies [12]. Additionally, the limbic system, i.e. the hippocampus and the 
amygdala, are instrumental in an individual’s ability to recall, regulate emotion and 
learn. This is diminished as a result of adverse experiences, since the limbic system 
is deemed “stress sensitive” because of the overabundance of glucocorticoid recep-
tors. The neurotoxicity hypothesis implies that early elevation in glucocorticoids in 
the anatomical regions of the brain that includes the pre-frontal cortex and limbic 
system, hinders the development of neurons through oxidative stress subsequent to 
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Figure 1. 
ACEs effects on health and well-being as adapted from Felitti et al. [5].
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in approximately 68% of respondents [9]. A 2018 study surveying approximately 
8000 children that encountered armed conflict or displacement exposed significant 
prevalence of PTSD (47%), depression (43%) and anxiety (27%) [10]. Several 
studies illustrate a predisposition and an increased risk of ill-health into adulthood 
as a result of an inappropriate activation of biological and behavioral mechanisms 
commonly identified in conditions like PTSD and the aforementioned mood disor-
ders. Therefore, it is fundamental to recognize at-risk patient populations in regard 
to their exposure to international health detriments to mitigate their high risk of 
chronic disease development.
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proposed mechanism pertaining to allostatic load, accepted by the ACE study, is the 
Biological Embedding of Childhood Adversity Model. This model states that as stress 
accumulates from abuse, maltreatment or abandonment, a threshold is attained [11]. 
Attainment of this threshold promotes pro-inflammatory cellular predispositions 
including a disproportionate cytokine response to the posed challenge that desen-
sitizes the inhibition of hormone signals. Studies suggest that inflammation is the 
fundamental mediator that translates an adolescent’s altered psychosocial influences 
into biological predisposition for chronic disease. Adults that incurred adverse child-
hood experiences encountered an elevation in inflammation biomarkers, exacerbated 
by concurrent mood disorders like depression at the time of assessment. The lack 
of hormone inhibition and resultant hormonal deregulation stimulates impaired 
self-regulation in an individual that is already likely to possess genetic predisposi-
tion to develop adulthood chronic disease. The Biological Embedding of Childhood 
Adversity Model explains the alteration of an individual’s neural, endocrine, immune, 
metabolic axes through recurrent negative stressors in the stages of life that are 
susceptible to such insults. These changes mediate one’s cognition and emotional 
wellbeing as an adult that pose complications in and of itself (Figure 2).

The brain and neural development in the first 2 years of life is crucial. The brain 
acquires 80–90% of gray and white matter throughout this time prior to adulthood 
advancement [12]. Aside from possible changes in the acquisition of gray and white 
matter, normal neurodevelopment of the brain enables environmental alterations 
to essentially inactivate neural synapses. This is referred to as “pruning.” This 
illustrates the susceptibility that the young developing brain has regarding adverse 
experiences. ACEs are linked to pervasive and calculable changes in the structure 
and the function of the brain. Functional MRI has illustrated the structural and 
functional implications of ACE-mediated risk on psychopathologies including 
maladaptive adulthood behavior like substance use/abuse as depicted by changes in 
reward-related cognition including the prefrontal complex and mesolimbic systems. 
Brain anatomy including the prefrontal cortex, critical in regard to higher-level 
cognition, is diminished in individual’s that experience ACEs as seen in functional 
MRI studies [12]. Additionally, the limbic system, i.e. the hippocampus and the 
amygdala, are instrumental in an individual’s ability to recall, regulate emotion and 
learn. This is diminished as a result of adverse experiences, since the limbic system 
is deemed “stress sensitive” because of the overabundance of glucocorticoid recep-
tors. The neurotoxicity hypothesis implies that early elevation in glucocorticoids in 
the anatomical regions of the brain that includes the pre-frontal cortex and limbic 
system, hinders the development of neurons through oxidative stress subsequent to 
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elevated cortisol. An elevation in cortisol and the subsequent elevation in inflamma-
tory cytokines and excitatory amino acids like glutamate potentiate this hindrance.

The Hypothalamic-Pituitary-Adrenal (HPA) axis and the autonomic axes, 
involving the sympathetic and parasympathetic nervous system, are fundamental 
in an individual’s response to stressors through release of molecular mediators like 
corticotrophin-releasing hormone (CRH), adrenocorticotropic hormone (ACTH) 
and glucocorticoids. An individual’s exposure to ACEs promotes adulthood HPA 
deregulation through an exaggerated hyper- or hypoactive response secondary to an 
increased allostatic load. Increased allostatic load promotes physiologic and bio-
molecular changes related to the development of chronic disease [13]. Sympathetic 
activation by the brainstem induces adrenal-medullary epinephrine/norepinephrine 
output to organs like the heart, liver, pancreas. Conversely, parasympathetic activa-
tion significantly mitigates this response to stressors. Autonomic dysregulation and 
imbalance implies deleterious stress-sensitive alterations by an increased allostatic 
load which has the propensity to predispose individuals to chronic disease through 
a predictable response by stress-sensitive organ to the excess hormones. This results 
in cardiovascular and metabolic derangements. Detrimental metabolic changes 
include severe obesity, dyslipidemia and diabetes. These changes transpire through 
the dysregulation of catabolism and anabolism. The balance between catabolism and 
anabolism is achieved through the regulation of hormones, i.e. cortisol, glucagon, 
epinephrine/norepinephrine and insulin. Exposure to ACEs stimulates inflammation 
and the hypersecretion of cortisol, stimulating catabolism. This results in resistance 
of peripheral tissues to insulin and an ensuing increase in blood glucose levels.

The response to internal and external stimuli is mediated by innate and adap-
tive immune systems. Regularly, this response results in an appropriate elevation 
in inflammatory mediators that include tumor necrosis factor, nuclear factors and 
interleukins. Conversely, chronic elevation in inflammation results in a prevailing 
immunosuppressed state secondary to cytotoxic, oxidative stress. Studies affirm 

Figure 2. 
The biological embedding of childhood adversity model resultant of early exposure psychosocial stressors as 
adapted from Berens [12].
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that this state of immunosuppression, portrayed as a “pro-inflammatory pheno-
type,” potentiates the anti-inflammatory action of cortisol through the resistance 
of downstream receptors [14]. The pro-inflammatory state that promotes immu-
nosuppression has implications on predisposing individuals to chronic ailments 
related to the development of oncologic disease through the inability of the immune 
system to impede oncogenic viruses. This increases an individual’s likelihood that 
a precursory, precancerous condition becomes malignant. Additionally, the role of 
a pro-inflammatory state is apparent in cardiovascular and metabolic diseases like 
coronary artery disease and diabetes [15].

6. Examples of inflammation and allosteric load in chronic disease

Chronic inflammation is a hallmark of cardiovascular disease. Initially, cardio-
vascular disease, specifically coronary artery disease, was deemed a cholesterol 
storage disorder described by the accumulation of cholesterol in the walls of the 
arteries. Nonetheless, studies have shown that the presence of an elevated serum 
inflammatory marker is a significant predictor of cardiovascular risk irrespective 
of an individual’s lipid profile. Also, elevated inflammatory markers correlate 
to a recurrent risk of complications including myocardial infarction, peripheral 
artery disease and stroke in individuals diagnosed as having acute coronary syn-
drome. Common cardiovascular risk factors like hypertension, hyperglycemia and 
tobacco use promote a pro-inflammatory phenotype through vascular injury. The 
propagation of the pro-inflammatory state through recruitment of inflammatory 
mediators transpires through transformation of lipoproteins to fatty streaks. The 
accumulation of coagulation factors promotes the propagation of inflammation and 
destabilizes the plaque. This state promotes cardiac complications like myocardial 
infarction, peripheral artery disease and stroke. This cascade of chronic inflamma-
tion considerably worsens an individual’s cardiovascular condition.

Several studies have illustrated the importance of inflammation in pathophysi-
ology of type 1 (T1D) and type 2 diabetes (T2D). The pathophysiology of T1D is 
described as an autoimmune phenomenon caused by the inflammation of beta 
cells of the pancreas, referred to as insulitis. The predominance of inflammation 
is mediated through inflammatory mediators that increase in metabolic stress. A 
peri-islet inflammation cascade is triggered that subsequently destroys pancreatic 
beta cells causing type 1 diabetes. The pathophysiology of T2D is described as 
insulin resistance balanced by the hypersecretion of insulin by pancreatic beta 
cells. Unfortunately, throughout the disease process progression, the beta cells are 
unable to attain a balance, causing a pathologic state to be present. Inflammation 
of the pancreatic beta cells increases the number of dysfunctional beta cells. This 
is predominantly achieved through the activation of a pro-inflammatory state as 
opposed to anti-inflammatory state in the presence of mediators.

A 2000 study by A. A. Alonzo examined the addition of adverse experiences to 
an initially identified trauma as an example of the negative implications allosteric 
load has on chronic illness. Alonzo defines the term “cumulative adversity” as 
the propagation of physiologic changes like a pro-inflammatory state, more pro-
nounced in increasing instances of adversity, through maladaptive behavior and an 
incapacity to cope. Additionally, increasing instances of adversities or ACEs predis-
pose individuals to the triggering of PTSD. The prevalence of PTSD and exposure 
to trauma throughout one’s childhood into adulthood is 40–75%, often occurring 
with other comorbid conditions [16]. Therefore, it is imperative to identify the role 
of ACEs and PTSD in the development of adulthood chronic illness in addition 
to the role chronic illness has itself as a traumatogenic burden that has the ability 
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coronary artery disease and diabetes [15].
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vascular disease, specifically coronary artery disease, was deemed a cholesterol 
storage disorder described by the accumulation of cholesterol in the walls of the 
arteries. Nonetheless, studies have shown that the presence of an elevated serum 
inflammatory marker is a significant predictor of cardiovascular risk irrespective 
of an individual’s lipid profile. Also, elevated inflammatory markers correlate 
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artery disease and stroke in individuals diagnosed as having acute coronary syn-
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tobacco use promote a pro-inflammatory phenotype through vascular injury. The 
propagation of the pro-inflammatory state through recruitment of inflammatory 
mediators transpires through transformation of lipoproteins to fatty streaks. The 
accumulation of coagulation factors promotes the propagation of inflammation and 
destabilizes the plaque. This state promotes cardiac complications like myocardial 
infarction, peripheral artery disease and stroke. This cascade of chronic inflamma-
tion considerably worsens an individual’s cardiovascular condition.

Several studies have illustrated the importance of inflammation in pathophysi-
ology of type 1 (T1D) and type 2 diabetes (T2D). The pathophysiology of T1D is 
described as an autoimmune phenomenon caused by the inflammation of beta 
cells of the pancreas, referred to as insulitis. The predominance of inflammation 
is mediated through inflammatory mediators that increase in metabolic stress. A 
peri-islet inflammation cascade is triggered that subsequently destroys pancreatic 
beta cells causing type 1 diabetes. The pathophysiology of T2D is described as 
insulin resistance balanced by the hypersecretion of insulin by pancreatic beta 
cells. Unfortunately, throughout the disease process progression, the beta cells are 
unable to attain a balance, causing a pathologic state to be present. Inflammation 
of the pancreatic beta cells increases the number of dysfunctional beta cells. This 
is predominantly achieved through the activation of a pro-inflammatory state as 
opposed to anti-inflammatory state in the presence of mediators.

A 2000 study by A. A. Alonzo examined the addition of adverse experiences to 
an initially identified trauma as an example of the negative implications allosteric 
load has on chronic illness. Alonzo defines the term “cumulative adversity” as 
the propagation of physiologic changes like a pro-inflammatory state, more pro-
nounced in increasing instances of adversity, through maladaptive behavior and an 
incapacity to cope. Additionally, increasing instances of adversities or ACEs predis-
pose individuals to the triggering of PTSD. The prevalence of PTSD and exposure 
to trauma throughout one’s childhood into adulthood is 40–75%, often occurring 
with other comorbid conditions [16]. Therefore, it is imperative to identify the role 
of ACEs and PTSD in the development of adulthood chronic illness in addition 
to the role chronic illness has itself as a traumatogenic burden that has the ability 
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to accumulate because of disease trajectory, intrusive or invasive procedures and 
administrative annoyances.

7. ACEs and implications on international health security

The challenges of chronic disease are evident and encountered not merely by 
the individual and their support system, but by the healthcare system. The increase 
in incidence of chronic disease increases direct and indirect healthcare costs that 
have significant implications on the economy and the ensuing measures to address 
this problem. It is apparent that adverse childhood experiences (ACEs) consider-
ably contribute to the development of chronic disease as an adult through a higher 
likelihood of engaging in high-risk, health-harming behaviors, characteristically 
used as maladaptive coping mechanisms to contest traumatic experiences. It is 
approximated that 1 billion children, ages 2–17, are anticipated to have encountered 
an adverse childhood experience as previously described [17]. ACEs are avertible 
by creating safe and stable childhood settings that encourage less health-harming 
behaviors used as a strategy to cope with suicidal behavior, substance abuse, etc. 
[18]. Additionally, stable settings support academic achievement and the possibility 
to overcome poverty, recognized as a contributor to instances of ACE and perchance 
an ACE itself.

International health surveillance and initiatives that promote preventative 
measures on a practitioner level are paramount to address this destructive trend 
[19]. Said initiatives are beginning to appear in an attempt to address the important 
implications ACEs have on chronic disease as an adult. Primary and secondary 
prevention is essential in creating a nonviolent and encouraging environment for 
children. This includes a surveillance system that is comprehensive, cooperative 
and effective in identifying vulnerable individuals like a Behavioral Risk Factor 
Surveillance System (BRFSS). This system provides statistics on ACEs throughout 
a child’s early years. Irrespective of the specific survey utilized, it is important to 
include trauma-informed practices that possess the empathy essential by primary 
care practitioners to initiate critical conversations and promote appropriate 
childhood practices, especially in children that have previously encountered an 
ACE [20]. It is imperative that individuals that are affected by ACEs be medically 
managed by clinicians accustomed to their particular health risks and resource for 
intervention. Initiatives like supplementary feeding programs and targeted food 
distribution may be initiated in regions where a demonstrated burden of food inse-
curity including micronutrient deficiency or acute malnutrition is present [21]. In 
conflict zones, disease prevention including vaccination campaigns, civil protection 
authorities including legal aid and academic training would be crucial in addressing 
the detriment of displacement. Tertiary prevention via rehabilitation programs that 
assist in diminishing high-risk, health-harming behaviors that propagate chronic 
disease like smoking cessation. Individuals with mental illness like depression, 
PTSD, etc. need access to appropriate psychiatric management. By enacting these 
preventative and promotional strategies on a state and national level, it is reason-
able to reverse forthcoming projections pertaining to the negative implications of 
chronic disease on the patient population and healthcare system as an entity.

8. Conclusion

Unfortunately, ACEs are acknowledged to be prevalent and pervasive in society. 
Slightly under 50% of individuals under the age of 18 admit to an exposure to at 
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least 1 ACE. An increase in odds ratio for maladaptive, high-risk behavior and 
morbidities increased as ACE scores increased to 4 or more. Therefore, a strong 
dose-response relationship exists pertaining to the number of ACEs encountered 
and the likelihood that health-harming behavior contributes to premature death in 
individuals diagnosed as having a chronic disease, particularly maladaptive coping 
mechanisms such as substance abuse and suicidality. Additionally, exposures to 
ACEs in itself predisposes individuals to chronic disease in their adulthood through 
proposed mechanisms like the Biological Embedding of Childhood Adversity 
Model and the negative determents of chronic inflammation described as allosteric 
load [22]. Because of the prevalence and immense impact ACEs have on patient 
populations and international health including the censorious concepts like con-
flict, displacement and food insecurity, it is important to implement appropriate 
intervention and prevention to diminish the prevalence of ACEs in high-risk patient 
populations.
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Chapter 11

Nurturing Responsible Future 
Generation of Scientists: Focus on 
Maintaining International Health 
Security Competency
Aroem Naroeni and Budiman Bela

Abstract

Rapid progress of technologies does not only exclusively belong to  developed 
countries nowadays but also spread out to developing countries including 
Indonesia. There are many Indonesian universities and emerging translational 
medicine centers that had declared themselves as research centers focusing on to 
bring science from bench to bedside. Since the outbreak of 2007 Avian Influenza, 
Indonesia had been starting to accumulate more knowledge and experiences related 
to biosafety and biosecurity. While Indonesian researchers were focusing on biorisk 
management of high pathogenic bioagents, students were also being exposed gradu-
ally to more sophisticated biological hazards through the utilization of synthetic 
biology and genetic modifications on their own researches. Nurturing the respon-
sible future generation of scientist whom aware of the ethical, biosafety, biosecurity 
concerns cannot become more important, considering the possibility of dual use 
research results, which could bring either prosperity or chaos to the universe.

Keywords: biosafety, biosecurity, dual use research of concern

1. Introduction

Since the outbreak of 2007 Avian Influenza, Indonesia had been starting to 
accumulate more knowledge and experiences related to biosafety and biosecurity. 
While Indonesian researchers were focusing on biorisk management of high patho-
genic bioagents, students were also being exposed gradually to more sophisticated 
biological hazards through the utilization of synthetic biology and genetic modifi-
cations on their own researches.

Trainings and workshops on aforementioned issues had been organized regu-
larly, and at the same time, High Containment Facilities as BSL3 had been built in 
some locations with supports from various International organizations such as BEP, 
WHO, and FAO. One of the projects is the establishment and evaluation of Biorisk 
Management in University of Indonesia [1].

In 2005, WHO has established International Health Regulation (IHR) to 
strengthen health security, which defined as “activities required to minimize the 
danger and impact of acute public health events that endanger the collective health 
and population living across geographical regions and International boundaries.” 
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IHR has purpose to provide swift response to global threats of spread of diseases 
without imposing significant disturbance to international traffic and trade [2]. One 
of implementations of IHR was by establishment of Global Health Security Agenda 
(GHSA) consortium to give participant countries such as Indonesia a capacity to 
prevent, detect, and respond to this spread, regardless of the root causes such as 
natural, deliberate, or accidental occurrences.

To achieve these goals, GHSA developed concept called “Action Packages,” where 
Biosafety and Biosecurity are important elements. This Action Packages consist of:

Prevent 1: Antimicrobial Resistance
Prevent 2: Zoonotic Disease
Prevent 3: Biosafety and Biosecurity
Prevent 4: Immunization
Detect 1: National Laboratory System
Detects 2 and 3: Real-Time Surveillance
Detect 4: Reporting
Detect 5: Workforce Development
Respond 1: Emergency Operation Centers
Respond 2: Linking Public Health with Law and Multisectoral Rapid Response
Respond 3: Medical Countermeasures and Personnel Deployment Action 

Package [3].

A country achievement to GHSA Active Pack implementation is assessed volun-
tarily by a Joint External Evaluation (JEE). Indonesia was assessed back in 2017 by 
JEE with several recommendations:

1. to formulate necessary regulations to allow development and integration of 
IHR in a country multisectoral level;

2. to define a coordination mechanism between IHR and global security task 
force with relevant local ministries, agents, and institution; and

3. to evaluate and simplify bureaucratic structure of decision makers to enable 
Indonesia to act fast to national and international issues.

The report also noted the absence of National Biosafety and Biosecurity manual 
and the absence of select agent list and National Inventory of Biological agent [4, 5].

One Health University Network and One Health Laboratory Network were 
established to promote Biorisk Management at university level, which was par-
ticipated by Indonesian well-known university such as Gadjah Mada University, 
Airlangga University, and Syiah Kuala University with pilot project at their own 
medical and veterinary labs. Major outcomes from this project were the establish-
ment of institutional biosafety committee, a certification program for professional 
biorisk management, and the development of laboratory assessment tools.

In National scope, Indonesian Biosafety Association was founded in 2011 with 
objectives to:

• build a proper capacity in biorisk management in laboratories in Indonesia 
(research institutions, diagnostics, industry, and hospitals);

• collaborate with government and other authorities by providing technical 
inputs for national strategies, policies, and guidelines on biorisk management 
as well as advocate for a better understanding of biorisk management itself;
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• become an efficient, functional, and sustainable biosafety organization;

• build interaction and communication between scientists and nonscientist 
professionals in order to support the development of biorisk in Indonesia;

• provide a forum to represent the interests and needs of biorisk practitioners, as 
well as a source for continuous information updates; and

• conduct training to ensure the implementation of safe laboratory qual-
ity and standards that are carrying out according to principles of biorisk 
 management [6].

In addition, Biorisk Management standard had been successfully formulated 
under Indonesian National standard (SNI) nos. 8340:2016 and 8434:2017, which 
was adopted from CWA 15793 and CWA 16393, respectively [7–10].

At this report, we are focusing on the following areas:

• select agents and risk group;

• emerging and reemerging disease researches; and

• researches that use emerging technologies in Indonesia.

2. Methods

References from National and International Biorisk Management Guidelines 
in health, education, veterinary, and agriculture areas in various countries were 
sought to provide an in-depth view on this matter. It is noted that scientific journals 
on biorisk management and responsible science are still limited; therefore, some 
sources could only be obtained from unpublished reports and webpages.

3. Defining select agents and risk group in Indonesia

Definition of select agent according to the US Centers for Disease Control and 
Prevention (CDC) is “biological agent and toxins determined to have the potential 
to pose a severe threat to public health and safety to animal and plant health or to 
animal or plant products.”

There are 67 organisms in CDC’s list agents, which developed from initial list 
which contained 42 agents and toxins introduced in 1997. It included some agents 
that could affect both humans and animals (for example, Bacillus anthracis and 
Francisella tularensis) but not those whom affecting animals and plants only. It was 
preceded by some events such as:

• international commitments not to use disease as a weapon are embodied in the 
Geneva Protocol, which was signed in 1925 and entered into force in 1928. This 
protocol prohibited the usage of chemical and biological as weapons; however, 
it did not band the production, storage, or transfer of those  materials and

• the Biological and Toxin Weapons Convention (BWC), which was signed in 
1972 and entered into force in 1975 as well as Chemical Weapons Convention in 
1993. This closed the gap, which was not covered by Geneva Protocol previously.
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Article I of the BWC states that “Each State Party to this Convention undertakes 
never in any circumstances to develop, produce, stockpile or otherwise acquire or 
retain:

1. Microbial or other biological agents, or toxins whatever their origin or method 
of production, of types and in quantities that have no justification for prophy-
lactic, protective or other peaceful purposes;

2. Weapons, equipment or means of delivery designed to use such agents or tox-
ins for hostile purposes or in armed conflict.”

Group WHO [18] NIH [19] EU [13] China [20]

1 Well-characterized 
agents are likely 
not cause human or 
animal disease.

Agents are not 
associated with 
disease in healthy 
adult humans.

Agents are 
unlikely cause 
human disease.

Agents do not cause 
human or animal 
disease under normal 
circumstances.

2 Agents cause human 
or animal disease 
but unlikely to be 
a serious hazard to 
laboratory workers, 
the community, 
the livestock, or 
the environment. 
Effective treatment 
and preventive 
measure are 
available.

Agents are 
associated with 
human disease, 
which is rarely 
serious. Effective 
treatment and 
preventive measure 
are often available.

Agents can cause 
human disease 
and might be 
a hazard to 
workers. It 
is unlikely to 
spread to the 
community. 
Effective 
prophylaxis or 
treatment is 
usually available.

Agents cause human 
or animal disease 
under normal 
circumstances but 
do not pose a serious 
hazard to people, 
animals, or the 
environment, and the 
risk of transmission is 
limited. Laboratory-
associated infection 
rarely causes serious 
illness with effective 
treatment and 
prevention.

3 Agents usually cause 
serious human or 
animal disease but 
do not spread from 
one individual to 
another. Effective 
treatment and 
preventive measures 
are available.

Agents are 
associated with 
serious or lethal 
human disease. 
Preventive or 
therapeutic 
interventions may 
be available. Risk 
of spreading to 
individual is high 
but to community 
is low.

Agents can cause 
severe disease 
and pose a 
serious hazard 
to workers. It 
may spread to 
community, 
but effective 
prophylaxis or 
treatment is 
usually available.

Agents can cause 
serious human or 
animal disease. It 
is relatively easy 
to spread between 
people, animals 
and people, among 
animals, directly or 
indirectly.

4 Agents usually cause 
serious human or 
animal disease. 
They can be readily 
transmitted from 
one individual to 
another, directly or 
indirectly. Effective 
treatment and 
preventive measures 
are not usually 
available.

Agents likely 
cause serious or 
lethal human 
disease. Preventive 
or therapeutic 
interventions 
are not usually 
available. Risk 
of spreading to 
individual and to 
community is high.

Agents cause 
severe human 
disease and pose 
a serious hazard 
to workers. Risk 
of spreading to 
community is 
high. Effective 
prophylaxis 
or treatment 
is usually not 
available.

Agents can cause very 
serious disease in 
humans and animals, 
including biological 
agents that have not 
been found in China.

Table 1. 
Comparison of biological agent category criterion based on biosafety.
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The BWC does not prohibit research on defenses against biological weapons 
where a number of countries, including the USA and its major allies, have contin-
ued to do. Indonesia signed the BWC in 1972 and signed the ratification in 1992. 
Currently, there are 183 countries that have ratified BWC [11].

In developed countries such as the USA, Europe, Canada, China, and Singapore, 
select agents have been defined well, but most of the developing countries including 
Indonesia do not have it yet [12–16]. Resources of biological agents in developing 
countries are very significant; thus with the presence of various biological agents 
and toxins, it can cause a real threat. Some countries can refer to the biological 
agent list of the US CDC, but this is not a universal list because it may contain some 
preferences to the US national interest. Developing countries should evaluate char-
acteristics of each biological agent and threats faced, existing biodefense capabili-
ties based on its specific regional conditions. The CDCs of developing country play 
an important role in this process and cooperate with other related departments and 
organizations [17]. Although some US organizations had facilitated discussion with 
relevant Indonesian institution and initiate list of select agents but the list could 
not be defined yet. Indonesian Ministry of Agriculture has “red microorganisms,” 
where the usage and distribution must be limited to certain laboratories; however, 
it is not a standard practice for others. Nowadays, there is no select agent list in 
Indonesia. Controlling the work of using these pathogens and high pathogenic 
organisms has been performed by each institution individually. Most of laboratories 
do not have the awareness about the importance to limit the usage of select agents. 
Furthermore, Indonesia also does not have risk group category criterion. WHO 
or CDC criterions were followed, which sometimes may not be suitable with local 
condition (Table 1).

4. Emerging and reemerging infectious diseases

Other important subjects are emerging and reemerging infectious diseases, 
which could pose a major threat to global public health. On the other hand, these 
subjects also attract many scientists to obtain good publications and funding. 
Despite of all efforts in biorisk management, unfortunately the handling of patho-
genic viruses remains a likely source of infection, and mortality, among laboratory 
workers [21].

Accidental infections of workers in hospitals or research laboratories are an 
emerging threat mainly due to the increasing amount of research with it being 

Figure 1. 
Hepatitis and Ebola virus.
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The BWC does not prohibit research on defenses against biological weapons 
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Indonesia. Controlling the work of using these pathogens and high pathogenic 
organisms has been performed by each institution individually. Most of laboratories 
do not have the awareness about the importance to limit the usage of select agents. 
Furthermore, Indonesia also does not have risk group category criterion. WHO 
or CDC criterions were followed, which sometimes may not be suitable with local 
condition (Table 1).

4. Emerging and reemerging infectious diseases

Other important subjects are emerging and reemerging infectious diseases, 
which could pose a major threat to global public health. On the other hand, these 
subjects also attract many scientists to obtain good publications and funding. 
Despite of all efforts in biorisk management, unfortunately the handling of patho-
genic viruses remains a likely source of infection, and mortality, among laboratory 
workers [21].

Accidental infections of workers in hospitals or research laboratories are an 
emerging threat mainly due to the increasing amount of research with it being 

Figure 1. 
Hepatitis and Ebola virus.
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carried out involving the Risk Group 3 or 4 [22]. Infections due to the blood borne 
emerging viruses such as hepatitis C and HIV are the commonest diagnosed viral 
infections [23]. Laboratory-acquired infection by other emerging viruses such as 
SARS, Marburg, dengue, vaccinia, Crimean-Congo hemorrhagic fever, Western 
equine encephalitis, West Nile virus, and Zika has also been reported [24–30].

A strict biorisk assessment should be applied prior to experiments. A suf-
ficient mitigation should be assessed by biosafety officer and Biosafety committee. 
Unfortunately, only some institutions in Indonesia have Institutional Biosafety 
Committee and do not have National Biosafety Committee yet. Currently, assess-
ment was performed together, and decision was made based on available mitigation 
in the laboratory (Figure 1).

5. Emerging technologies

Rapid progress of technologies does not only exclusively belong to devel-
oped countries nowadays but also spread out to developing countries including 
Indonesia. Life sciences such a molecular biology, bioengineering, genetic engineer-
ing, bioinformatics, and synthetic biology could not be more important nowadays 
since it plays a pivot role in developing translational medicines and biotechnologies. 
There are many Indonesian universities and emerging translational medical centers 
that had declared themselves as research centers focusing on to bring science from 
bench to bedside. Also, many biotechnology centers provide sources for livestock, 
pharmacy, cosmetics, industry, and many more. They always try to bring experi-
ments to applications.

On the other hand, the development in life science is no longer obtained exclu-
sively through formal educations but could also be acquired from powerful informal 
sources such as Internet and social network. Without a proper guidance, biosafety, 
biosecurity, and dual use issues can become a major risk in human life itself. It could 
be said that biosafety focuses on procedures and techniques to prevent an accidental 
or unintentional release of bioagents, and biosecurity focuses more on accountabil-
ity measurements and procedures to protect bioagents from unauthorized access, 
misused, thievery act of an intentional release [9, 31, 32]. Dual use according to 
the US Government is “a life sciences research that, based on current understand-
ing, can be reasonably anticipated to provide knowledge, information, products, 
or technologies that could be directly misapplied to pose a significant threat with 
broad potential consequences to public health and safety, agricultural crops and 
other plants, animals, the environment, materiel, or national security.” The US 
Government’s oversight of DURC is aimed at preserving the benefits of life science 
research while minimizing the risk of misuse of the knowledge, information, prod-
ucts, or technologies provided by such research. Whereas WHO’s definition is “life 
sciences research that is intended for benefit, but which might easily be misapplied 
to do harm.”

During this time, we also met with students whom very interested in participat-
ing on International Genetically Engineered Machine (IGEM), where Indonesia is 
an active participant since 2013. On one of IGEM project on TBC diagnostic system 
called “Blue Ivy Project,” it brought us to important realization regarding dealing 
with the amplification of risk in growing cultures and biofilm where rigorous SOPs 
during works were required to satisfy its biosafety and biosecurity aspect of this 
project (Figure 2) [33].

Challenges in biosafety and biosecurity became more complicated year by 
year such as “BaContraception Project” to design contraception by using Bacillus 
subtilis 168a and Escherichia coli BL21 to express SboA—the spermicidal protein and 
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ndoA—the suicide protein, where researchers were exposed to risk of sterility. The 
lessons learnt from this project were “who create risk will be the responsible person 
to manage the risk” and realization of no official bodies in Indonesia handling 
synthetic biology domain [34].

In the next project, the Hi Vax project, we knew that Indonesia got attention 
from the IGEM board as we got information from FBI during its workshop in 
Jakarta. They would like to make us aware that technologies are progressing fast in 
Indonesia and urge a control going along it to not cause harm and threats. Hi Vax 
project is a project to make HIV DNA Vaccine. Basically, they are capable of making 
the HIV proteins with this system. It is why FBI emphasized this issue to all stake-
holders in Indonesia to have concerns about the science progress in Indonesia and 
think about the risk particularly dual use research of concerns along the progress of 
technologies. In addition, in the recent IGEM project which working with the syn-
thetic toxin of Diphtheria, team started to establish carefully the risk assessment, so 
they are capable of analyzing the possibility of dual use research and communicat-
ing it to IGEM’s Biosafety and Biosecurity Board [35].

Based on our experiment, we realize the urgent of need of National Biosafety 
Committee or at least Institutional Biosafety Review Board. But, how many lectures 
or researchers have concern about this? Whereas many new emerging technologies 
are coming with fast progressing to arrive in the border of ethical problems and of 
course, the biosafety, biosecurity, and dual use research of concern. Recombinant 
protein, Genetically Modified Organisms, induced-Pluripotent Stem Cell (iPS), 
Gain of Function (GoF), and CRISPR (clusters of regularly interspaced short 
palindromic repeats) are now coming and become a common methods at life sci-
ence laboratories. In addition, DIY-bio (Do it Your self Biology) is omnipresent at 
the same time of the emerging of biotechnology program and biotechnology start 
up. They must be equipped with a sufficient Biorisk Management. Recombinant 
protein is a technology to produce protein made based on DNA recombinant that 
has been cloned in system that supports expression of the gene. Modification of 
gene by using recombinant technology leads to the expression of a mutant protein, 
over expression or suppress expression. Gain of Function (GoF) is a research that 
involves experimentation that aims or is expected to (and/or, perhaps, actually 
does) increase the transmissibility and/or virulence of pathogens. The aim of GOF 
research is to improve understanding of disease causing agents, their interac-
tion with human hosts, and/or their potential to cause pandemics. GOF research 
(GOFR) can pose risks regarding biosecurity and biosafety. Nowadays, new tech-
nologies that become a star are CRISPR and iPS. CRISPR or CRISPR Cas 9 system 
allows genetic material to be added, removed, or altered at particular locations in 
the genome, whereas iPS allows whatever cells in the body to be reprogram into 

Figure 2. 
IGEM project in University of Indonesia.
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stem cells. These future technologies are expected to resolve many problems in 
disease therapies, and at the same time, we have to minimize the side effects of 
these technologies.

6. Responsible science

The advance of biotechnology benefits for life science research. It resulted in 
important biomedical products and resolved many health problems. However, 
advances in technology and research can unintentionally lead to techniques and/or 
findings that:

• increase virulence, transmission, or host range of a pathogen;

• confer antibiotic resistance so as to decrease currently effective treatments;

• enable evasion of currently existing diagnostic or detection mechanisms; and

• demonstrate weaponization of a pathogen.

WHO created guideline Responsible life science research for global health 
security for promoting excellent, safe, secure and responsible life science research. 
It consists of three pillars supporting public health:

• research excellence;

• ethics; and

• biosafety and laboratory biosecurity.

This guideline shows that the best protection against the possibility of accidents 
and deliberate misuse of life science can be attained by promoting culture of 
scientific integrity and excellence and distinguished by openness, honesty, account-
ability, and responsibility (Figure 3).

Research excellence means encouraging quality of life science activities that 
serve as the basis of development of new treatments and therapeutics. It supports 
health research system and promotes public health surveillance and response activi-
ties. These all elements are essential to protect and improve health and well-being of 
all people. To attain them, countries or institutions are requested to:

• support capacity development for research and

• use existing tools and frameworks, which are health research systems (HRS), 
the WHO strategy on research for health, and the International Health 
Regulations (IHR) as these can provide useful tools for contributing to respon-
sible life science research.

Ethics are promoting responsible and good research practices. It provides tools 
and practices to scientists and institutions that allow them to discuss, analyze, 
and resolve dilemmas they may face in research including problem related to the 
possibility of accidents or misuse of the life sciences. Countries and institutions are 
requested to:
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• use current ethical platforms, if appropriate;

• promote ethics education and training for students and professionals;

• encourage discussion and reflection on research practices;

• hold institutions and researchers to account and ensure they are aware of their 
responsibilities; and

• ensure institutions and researchers are aware of existing and new legislation, 
regulations not only at the country but also at the regional and international 
levels.

Biosafety and biosecurity are the implementation and strengthening of mea-
sures and procedures to:

• minimize the risk of worker exposure to pathogens and infections;

• protect the environment and the community; and

• protect, control, and account for valuable biological materials (VBMs).

All measures are applied in the laboratory or institution in order to prevent 
accidental and deliberate release of pathogens and valuable biological materials. 
They are aimed to ensure a safe and secure laboratory environment. Countries and 
institutions are requested to:

• conduct biosafety and laboratory biosecurity risk assessments and prepare 
mitigations to reduce the risk;

Figure 3. 
Biorisk management framework for responsible life science research.



Contemporary Developments and Perspectives in International Health Security - Volume 1

188

stem cells. These future technologies are expected to resolve many problems in 
disease therapies, and at the same time, we have to minimize the side effects of 
these technologies.

6. Responsible science

The advance of biotechnology benefits for life science research. It resulted in 
important biomedical products and resolved many health problems. However, 
advances in technology and research can unintentionally lead to techniques and/or 
findings that:

• increase virulence, transmission, or host range of a pathogen;

• confer antibiotic resistance so as to decrease currently effective treatments;

• enable evasion of currently existing diagnostic or detection mechanisms; and

• demonstrate weaponization of a pathogen.

WHO created guideline Responsible life science research for global health 
security for promoting excellent, safe, secure and responsible life science research. 
It consists of three pillars supporting public health:

• research excellence;

• ethics; and

• biosafety and laboratory biosecurity.

This guideline shows that the best protection against the possibility of accidents 
and deliberate misuse of life science can be attained by promoting culture of 
scientific integrity and excellence and distinguished by openness, honesty, account-
ability, and responsibility (Figure 3).

Research excellence means encouraging quality of life science activities that 
serve as the basis of development of new treatments and therapeutics. It supports 
health research system and promotes public health surveillance and response activi-
ties. These all elements are essential to protect and improve health and well-being of 
all people. To attain them, countries or institutions are requested to:

• support capacity development for research and

• use existing tools and frameworks, which are health research systems (HRS), 
the WHO strategy on research for health, and the International Health 
Regulations (IHR) as these can provide useful tools for contributing to respon-
sible life science research.

Ethics are promoting responsible and good research practices. It provides tools 
and practices to scientists and institutions that allow them to discuss, analyze, 
and resolve dilemmas they may face in research including problem related to the 
possibility of accidents or misuse of the life sciences. Countries and institutions are 
requested to:

189

Nurturing Responsible Future Generation of Scientists: Focus on Maintaining International…
DOI: http://dx.doi.org/10.5772/intechopen.90050

• use current ethical platforms, if appropriate;

• promote ethics education and training for students and professionals;

• encourage discussion and reflection on research practices;

• hold institutions and researchers to account and ensure they are aware of their 
responsibilities; and

• ensure institutions and researchers are aware of existing and new legislation, 
regulations not only at the country but also at the regional and international 
levels.

Biosafety and biosecurity are the implementation and strengthening of mea-
sures and procedures to:

• minimize the risk of worker exposure to pathogens and infections;

• protect the environment and the community; and

• protect, control, and account for valuable biological materials (VBMs).

All measures are applied in the laboratory or institution in order to prevent 
accidental and deliberate release of pathogens and valuable biological materials. 
They are aimed to ensure a safe and secure laboratory environment. Countries and 
institutions are requested to:

• conduct biosafety and laboratory biosecurity risk assessments and prepare 
mitigations to reduce the risk;

Figure 3. 
Biorisk management framework for responsible life science research.



Contemporary Developments and Perspectives in International Health Security - Volume 1

190

• implement a laboratory biorisk management system;

• explore the use of existing biorisk management structures (e.g., laboratory 
biorisk management adviser and the biosafety committee) to address issues 
related to the risks posed by life science research; and

• set performance objectives and work on continuous improvement [36].

7. Recommendation and lesson learned

The progress of biotechnologies in developing countries especially in Indonesia 
does not walk in parallel with the raising of awareness for more responsible science, 
which gives an alert for future development on life science research itself. Thus, a 
task to raise awareness for more responsible science should be done in all sectors 
particularly in universities and research centers. In addition, responsible science 
must reach young scientists and spread at all universities in Indonesia.

Although Indonesia had established national standards for biorisk management, 
yet they are still on voluntary basis and not implemented in all related institutions. 
Thus, establishment of more detail guidelines and compulsory regulations on 
biorisk management should be accelerated and performed by all stakeholders.

8. Conclusion

University medical research center is one of a front line to face emerging 
technologies and emerging diseases. It is a place that could bring a silver lining in 
developing health security, but at the same time, it could pose a concern on dual use 
research application.

Medical research center is a good place to start applying more responsible 
science and nurturing the next generation of scientists whom have more awareness 
on biorisk issues. However, it is still long way to go at least for Indonesia to establish 
the biosafety committee at institutions as well as at national level. A need to define 
National Select Agents and Risk group microorganisms is also noted to provide 
guideline and better support for biorisk management itself.

Regardless all limitations above, efforts to raise awareness in young scientists 
should continue not only by established organizations such as Indonesian Biorisk 
Association and One Health Laboratories Network but also by full supports from 
other relevant stakeholders in order to motivate them to create a better research 
environment.
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Chapter 12

mHealth-Based Microfluidic  
Lab-on-a-Chip for International 
Health Security
Mirza Abdul Aleem Baig

Abstract

The increasing threats of emerging and reemerging infectious disease outbreaks 
demand research and development (R&D) of effective and fit-for-all-purpose 
tools and technologies for international public health security. Recent advances 
in biomedical engineering, mostly related to the convergence of communication 
and network technology in health, i.e., mobile health with microfluidic Lab-on-
a-Chip technology can improve the international public health crises and employ 
in international public health security. Lab-on-a-Chip technology is now com-
monly found in most research centers, hospitals, and clinics where health care 
infrastructure is weak, and access to quality and timely medical care is challenging. 
Microfluidic devices—also known as Lab-on-a-Chip (LoC)—are an alternative for 
accessible, cost-effective, and early detection medical trials. The mHealth-based 
microfluidic LoC technology has been under rapid development, and they are 
becoming influential tools in a wide range of biomedical research and international 
public health applications. The perspective in this chapter demonstrates a poten-
tially transformative opportunity for the deployment of mHealth with LoC with 
the fabrication protocols and their potential for strengthening and improving the 
international public health security. This attempt is not conclusive and exhaustive, 
and it is anticipated that such a discussion will enable the exchange of ideas between 
biomedical engineering, microfluidic LoC technology professionals, international 
public health, and health security experts.

Keywords: biomedical engineering, mobile health (mHealth), microfluidic,  
Lab-on-a-Chip, international public health security

1. Introduction

Emerging and reemerging infectious diseases, and their pandemic potential, 
pose a challenge to international public health security in the twenty-first century 
that cannot be overlooked [1]. Though the historical threat to international secu-
rity by epidemic diseases is not new, the threat has increased in recent years and 
is growing rapidly. Infectious disease emergencies can arise with little notice and 
have serious detrimental and lasting effects on international public health security 
[2]. In the past century, we have seen international health emergencies such as the 
1981 influenza pandemic that killed approximately 50–100 million people [3], the 
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emergence of the deadly SARS coronavirus, and the 2013–2016 Ebola epidemic 
in West Africa [4] that resulted in more than 28,000 cases and 11,000 deaths and 
had devastating impacts on international health security, as just a few exemplar. 
Correspondingly, before 1970, only nine countries had experienced severe dengue 
epidemics; however, at present, dengue fever has affected more than 100 coun-
tries in tropical and subtropical regions [5]. It was estimated by the World Health 
Organization (WHO) that approximately 150 million dengue infections occur 
annually, with a 30-fold increase in global incidence observed over the past 50 years 
[6]. Reemergence of mosquito-borne infections such as chikungunya, zika, more 
virulent forms of malaria, and new more severe forms of viral respiratory infec-
tions has also evolved in recent years. Historically, literature on health and security 
has been scarce, and only in the past few years, a body of literature on health and 
security emerged. At the nexus of health and security lies many poignant examples 
of the growing threat of biological weapons, the negative impact of naturally 
occurring infectious diseases, and the migration and proliferation of emerging and 
reemerging infectious diseases to nonendemic areas that fabricate a strong case for 
including health concerns in the international public health security debate. Though 
international public health and health security traditionally occupied separate 
domains, in recent years, the imperative fusion between them has been recognized 
by policymakers and security and defense analysts in both developed and develop-
ing countries [7].

1.1 International public health security

International public health security is pretty new topic, and it has recently taken 
on a new urgency for policymakers and health security and defense analysts. The 
field of international public health security is an important one, closely related 
to people’s lives, and essential for societies and countries to grow and develop. 
Traditionally, environmental health emergencies, humanitarian emergencies 
including natural and human-made disasters, conflicts and complex emergencies, 
civil strife, or human health rights violations constitute what has been considered 
the main threat to health security [8, 9]. Correspondingly, pandemics and epidem-
ics also killed countless millions throughout human history. The 1918 flu pandemic 
killed 50–100 million, which is more than the combined total casualties of World 
War I and II [10]. In our time, highly virulent infectious diseases have not only 
repeatedly swept through human societies, causing death, economic chaos, and 
political and social disorders, but also placed sudden and intense demands on inter-
national public health security. In many countries, millions of people are suffering 
from avoidable health problems. Improvements to health and medical services 
are therefore emerging as a major priority in many countries, where many people 
continue to suffer due to common diseases such as HIV/AIDS, diabetes, and cancer, 
including tropical diseases, such as malaria, dengue fever, respiratory diseases, 
etc. [11]. Today, such diseases remain a serious international public health threat. 
According to the world health report released by the World Health Organization 
(WHO), noncommunicable diseases (NCDs) are responsible for approximately 
71% of global deaths, with the leading causes being lower respiratory infections, 
HIV/AIDS, diarrheal diseases, and tuberculosis (TB) [12]. Table 1 illustrates the 
top 10 leading causes of death in three categories, i.e., worldwide, low-income 
countries, and high-income countries. Many diseases need immediate attention 
and require new health technologies for their prevention and on-time diagnosis. 
One such promising solution can now be thought of because of the recent advances 
in the mobile health (mHealth) and Lab-on-a-Chip (LoC) technologies. On-going 
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research in these technological fields leads to the rapid emergence of such devices 
that can prove to be very useful for improving the international public health and 
employed in health security.

1.2 Mobile health (mHealth)

mHealth is defined as the use of mobile communication and network technolo-
gies, i.e., smartphones, tablet PCs, and PDAs, for health service [13]. In broad, it is the 
employ of handy gadgets that are having ability of improving health and quality of 
care. mHealth is an evolving and swiftly rising field that holds the potential to play an 
imperative part in the transformation of healthcare and increase the quality of care. 
mHealth cover a range of hi-tech solutions, such as measure of vital signs, i.e., heart 
beating rate, blood sugar level, blood pressure, temperature of body, activities of 
brain, etc. [14]. The widespread use of mobile devices has offered a novel approach to 
address many health-related challenges. The mobile devices and mobile networks can 
be present in resource-limited regions where medical equipments are either unavail-
able or insufficiently portable for wide deployment. According to the data released by 
International Telecommunication Union (ITU), 96.8% of the people worldwide are 
mobile-cellular telephone subscribers, and 62.9% of them are active mobile-broad-
band users [15, 16]. The statistic in Figure 1 shows the total number of mobile phone 
users worldwide from 2015 to 2020. In 2019, the number of mobile phone users was 
forecast to reach 4.68 billion [17]. The penetration of mobile devices in many regions 
has surpassed many other infrastructures, i.e., electricity, paved roads, and advanced 
healthcare resources. Such increasing accessibility of mobile devices can provide 
opportunities to transform the international public health and health security.

Smartphones have been increasingly adapted in various healthcare applica-
tions in recent years [18], and according to applications, the use of mHealth-based 
healthcare practice can be divided into two categories, as demonstrated in Table 2 
in vivo test and in vitro test. Similarly, out-of-clinic smartphone use covers most 
of the software applications and the corresponding devices, external wearable 
sensors, for the daily monitoring of the health and wellness. On the other hand, 

Rank Worldwide Low-income countries High-income countries

1 Heart disease Lower respiratory 
infections

Heart disease

2 Stroke Diarrheal diseases Stroke

3 Chronic obstructive 
pulmonary disease

Heart disease Alzheimer’s disease

4 Lower respiratory infections HIV/AIDS Lung cancers

5 Alzheimer’s disease Stroke Chronic obstructive pulmonary 
disease

6 Lung cancers Malaria Lower respiratory infections

7 Diabetes Tuberculosis Colon caners

8 Road injury Preterm birth 
complications

Diabetes

9 Diarrheal diseases Birth asphyxia and trauma Kidney diseases

10 Tuberculosis Road injury Breast caner

Table 1. 
The top 10 leading causes of death [12].
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care. mHealth is an evolving and swiftly rising field that holds the potential to play an 
imperative part in the transformation of healthcare and increase the quality of care. 
mHealth cover a range of hi-tech solutions, such as measure of vital signs, i.e., heart 
beating rate, blood sugar level, blood pressure, temperature of body, activities of 
brain, etc. [14]. The widespread use of mobile devices has offered a novel approach to 
address many health-related challenges. The mobile devices and mobile networks can 
be present in resource-limited regions where medical equipments are either unavail-
able or insufficiently portable for wide deployment. According to the data released by 
International Telecommunication Union (ITU), 96.8% of the people worldwide are 
mobile-cellular telephone subscribers, and 62.9% of them are active mobile-broad-
band users [15, 16]. The statistic in Figure 1 shows the total number of mobile phone 
users worldwide from 2015 to 2020. In 2019, the number of mobile phone users was 
forecast to reach 4.68 billion [17]. The penetration of mobile devices in many regions 
has surpassed many other infrastructures, i.e., electricity, paved roads, and advanced 
healthcare resources. Such increasing accessibility of mobile devices can provide 
opportunities to transform the international public health and health security.

Smartphones have been increasingly adapted in various healthcare applica-
tions in recent years [18], and according to applications, the use of mHealth-based 
healthcare practice can be divided into two categories, as demonstrated in Table 2 
in vivo test and in vitro test. Similarly, out-of-clinic smartphone use covers most 
of the software applications and the corresponding devices, external wearable 
sensors, for the daily monitoring of the health and wellness. On the other hand, 

Rank Worldwide Low-income countries High-income countries

1 Heart disease Lower respiratory 
infections

Heart disease

2 Stroke Diarrheal diseases Stroke

3 Chronic obstructive 
pulmonary disease

Heart disease Alzheimer’s disease

4 Lower respiratory infections HIV/AIDS Lung cancers

5 Alzheimer’s disease Stroke Chronic obstructive pulmonary 
disease

6 Lung cancers Malaria Lower respiratory infections

7 Diabetes Tuberculosis Colon caners

8 Road injury Preterm birth 
complications

Diabetes

9 Diarrheal diseases Birth asphyxia and trauma Kidney diseases

10 Tuberculosis Road injury Breast caner

Table 1. 
The top 10 leading causes of death [12].
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the in-clinic applications of smartphones involve the diagnostics of specific types 
of diseases and are supposed to help make clinical decisions [19, 20]. For example, 
a single-channel electrocardiograph (ECG) can be integrated at the back case of 
an iPhone and a plug-and-play blood pressure monitor can wirelessly link to a 
smartphone. Smartphones, equipped with a computer-like platform and vari-
ous types of sensors, have several properties promoting their uses in in vivo and 
in vitro test [14]. This confirms that mobile and network technologies are becom-
ing widely accessible even in resource-limited areas lacking adequate healthcare 
facilities.

1.3 Microfluidic Lab-on-a-Chip technology

The idea of a technology for a device unifying data acquisition and measurement 
together with sensing and analysis and a response to analysis result was brought 
into practice for the first time in 1979. By the late 80s and early 90s, Lab-on-a-Chip 
technology experienced a fast development of total analysis microsystems (uTAS) 

Figure 1. 
The number of mobile phone users worldwide from 2015 to 2020 [17].

Category Explanation Examples

In vivo test Test that does not require 
sample consumption; biological 
signals are converted to 
electrical signals by various 
sensors.

Test with 
built-in sensor

Use the built-in sensors, such as 
camera, to collect human body or 
environmental signals

Test with extra 
sensor

Use extra sensors, such as an 
ultrasound probe, to collect 
human body or environmental 
signals

In vitro 
test

Test that requires sample 
consumption; biological 
components or organisms are 
detected from samples, such as 
blood, sweat, etc.

Tube strip 
and specimen 
inspection

Take a specimen of bodily fluid 
and directly inspect the result 
using the built-in camera or 
microscope connected to a 
smartphone

Microfluidic 
testing

Take a specimen of bodily fluid 
and use microfluidic technique to 
perform complicated biochemical 
tests and visualize the result using 
a smartphone

Table 2. 
Categories of smartphone-based test [14].
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[21–24]. These systems were formerly designed for improving chemical separa-
tion techniques, particularly capillary electrophoresis, and were later applied in 
experiments with biological materials [25], DNA and RNA, cells and bacteria, 
proteins, etc., motivated by the potential market for biomedical research [26]. 
Microfluidic-based biosensors, primarily dedicated to the detection of biomolecules 
such as proteins, enzymes, peptides, and DNA, are proposed in the biomedical field 
as tools to monitor cell behavior on a miniaturized scale, with high sensitivity and 
resolution and low costs [27]. By detecting cellular analytes, electrical activities, 
and chemical and physical signals transmitted by the cells, microfluidic-based 
biosensors provided insights into cellular activities and responses in real time [28]. 
As a result, microfluidic-based biosensors—also known as Lab-on-a-Chip (LoC) 
devices—became more and more popular.

LoC devices are promoted for biomedical, biotechnology, chemical, and envi-
ronmental monitoring applications as a response to the necessity of time effec-
tive, low cost, automated laboratory tests by integrating one or more functions 
in one miniaturized device, such as sample transport, reagent mixing, heating, 
evaluation, analysis, and synthesis [29–32]. LoC technology integrates microflu-
idic and electronic components onto the same chip for the development of hybrid 
devices to reduce laboratory processes in a manner competitive to bench-top 
instruments [22]. LoC technology emphasizes integration, chip programmabil-
ity, increased sensitivity, minimal reagent consumption, sterilization, and 
efficient sample detection and separation. A typical LoC device contains micro-
channels, which not only allow liquid samples to flow inside the chip, but also 
integrates measuring, sensing, and actuating components such as microvalves, 
micromixers, microelectrodes, thermal elements, and optical apparatuses [23]. 
Microfluidic-based LoC devices have also become very attractive nowadays as 
they force the development of personalized devices for point-of-care treatments, 
and enable the fabrication of the next generation of portable and implantable 
bioelectronic devices [24]. Due to their biosensing capability and embedding con-
cept, the microfluidic-based LoC systems are attractive platforms for developing 
implantable bioinspired sensors that can be integrated with communication and 
network technology [33].

2. Methodology: technology identification process

Because international public health security is a relatively new topic of interest 
and inquiry, one would not expect to find a well-established body of literature sur-
rounding this theme. However, to identify potentially relevant technology solutions 
for international public health security, I conducted a horizon scan to understand 
the mHealth-based microfluidic Lab-on-a-Chip technology that could benefit 
international public health security. In order to identify potential transformative 
technology, I reviewed non-peer-reviewed gray literature, technology reviews, and 
peer-reviewed scientific literature for recent development in the LoC technology 
and fabrication protocols. Searches were conducted through PubMed, Google, 
Google Scholar, and Web of Science databases.

3. Fabrication protocols and chip materials

There are many fabrication protocols and materials for prototyping LoCs. A 
design framework can be used with these fabrication materials and methods in 
recourse-limited settings, discussed in the following section.
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[21–24]. These systems were formerly designed for improving chemical separa-
tion techniques, particularly capillary electrophoresis, and were later applied in 
experiments with biological materials [25], DNA and RNA, cells and bacteria, 
proteins, etc., motivated by the potential market for biomedical research [26]. 
Microfluidic-based biosensors, primarily dedicated to the detection of biomolecules 
such as proteins, enzymes, peptides, and DNA, are proposed in the biomedical field 
as tools to monitor cell behavior on a miniaturized scale, with high sensitivity and 
resolution and low costs [27]. By detecting cellular analytes, electrical activities, 
and chemical and physical signals transmitted by the cells, microfluidic-based 
biosensors provided insights into cellular activities and responses in real time [28]. 
As a result, microfluidic-based biosensors—also known as Lab-on-a-Chip (LoC) 
devices—became more and more popular.

LoC devices are promoted for biomedical, biotechnology, chemical, and envi-
ronmental monitoring applications as a response to the necessity of time effec-
tive, low cost, automated laboratory tests by integrating one or more functions 
in one miniaturized device, such as sample transport, reagent mixing, heating, 
evaluation, analysis, and synthesis [29–32]. LoC technology integrates microflu-
idic and electronic components onto the same chip for the development of hybrid 
devices to reduce laboratory processes in a manner competitive to bench-top 
instruments [22]. LoC technology emphasizes integration, chip programmabil-
ity, increased sensitivity, minimal reagent consumption, sterilization, and 
efficient sample detection and separation. A typical LoC device contains micro-
channels, which not only allow liquid samples to flow inside the chip, but also 
integrates measuring, sensing, and actuating components such as microvalves, 
micromixers, microelectrodes, thermal elements, and optical apparatuses [23]. 
Microfluidic-based LoC devices have also become very attractive nowadays as 
they force the development of personalized devices for point-of-care treatments, 
and enable the fabrication of the next generation of portable and implantable 
bioelectronic devices [24]. Due to their biosensing capability and embedding con-
cept, the microfluidic-based LoC systems are attractive platforms for developing 
implantable bioinspired sensors that can be integrated with communication and 
network technology [33].

2. Methodology: technology identification process

Because international public health security is a relatively new topic of interest 
and inquiry, one would not expect to find a well-established body of literature sur-
rounding this theme. However, to identify potentially relevant technology solutions 
for international public health security, I conducted a horizon scan to understand 
the mHealth-based microfluidic Lab-on-a-Chip technology that could benefit 
international public health security. In order to identify potential transformative 
technology, I reviewed non-peer-reviewed gray literature, technology reviews, and 
peer-reviewed scientific literature for recent development in the LoC technology 
and fabrication protocols. Searches were conducted through PubMed, Google, 
Google Scholar, and Web of Science databases.

3. Fabrication protocols and chip materials

There are many fabrication protocols and materials for prototyping LoCs. A 
design framework can be used with these fabrication materials and methods in 
recourse-limited settings, discussed in the following section.
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3.1 Photolithography

Photolithography is one of the earliest and still one of the most popular methods 
for fabricating LoCs. The photolithography and etching method for fabricating 
mask and LoCs relies on the traditional photo developing method. The process 
involves using negative or positive photoresists. Photoresists are exposed to high 
intensity UV-wavelengths through masks and spin coated. In photolithography, 
there are mask and mask-less methods. Mask-less photolithography can be achieved 
by methods whereby light is spatially modulated and light patterns can be manipu-
lated at every pixel. In photolithography, before etching with chemicals, a UV resist 
can be used to spin coat chemicals and focused UV light can be beamed onto the 
photoresist [34].

3.2 Softlithography

In softlithography, the reverse master is designed and fabricated in such a way as 
to have protruding patterns on its surface. It can be the positive or negative image of 
a target LoC. Silicon, PMMA, or a chemical-coated PDMS can be made to bear the 
master image. One of the benefits of softlithography is that it can be used to fabri-
cate LoCs with three-dimensional microfluidics channels and also to form micro-
structures, including channels, and submacrostructures, including cell-culture 
chambers [29, 30, 35]. Softlithography technique is convenient, straightforward 
to apply, accessible to a wide range of users, and low-cost nonphotolithographic-
based approach for micro and nanofabrication. Some softlithography techniques 
are: microcontact printing (μCP), microtransfer molding (μTM), replica molding 
(REM), micromolding in capillaries (MIMIC), and solvent-assisted micromolding 
(SAMIM). Table 3 compares the advantages and disadvantages of conventional 
photolithography and softlithography [29].

3.3 Microembossing

Microembossing, also known as microtransfer molding or hot-embossing, is 
the process by which the configuration of microfluidic channels is transferred onto 

Photolithography Softlithography

Definition of patterns Rigid photomask Elastomeric stamp or mold

Materials that can be 
patterned directly

Photoresists Photoresists

SAMs on Au and SiO2 SAMs on Au, Ag, Cu, GaAs, Al, Pd, and 
SiO2

Precursor polymers
Polymer beads
Sol-gel materials
Conducting polymers
Colloidal materials
Organic and inorganic salts
Biological macromolecules

Surfaces and structures that 
can be patterned

Planar surface
Two-dimensional 
structures

Both planar and nonplanar
Both two-dimensional and three-
dimensional structures

Resolution 100 nm From 30 nm to 1 μm

Table 3. 
Comparison between photolithography and softlithography [21–24, 29, 30, 33–35].
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the thermoplastic material. The polymer material is pressed with a heated barrel 
so that the material becomes soft and molted. By applying pressure and heat onto 
the polymer sheet, the shape is then transferred from metal press to the sheet. To 
transfer microscale patterns inexpensively, the hot-embossing method can be used. 
Such a method is affordable, assessable, and available even to resource-constrained 
laboratories for the production of disposable LoCs [31].

3.4 Injection molding

In injection molding fabrication protocol, the injection of molten thermoplastic 
involves under high pressure into a heated closed master mold, followed by cooling 
until the thermoplastic solidifies, and subsequent demolding the replica from the 
master mold. For industrial scale manufacturing of macroscopic objects in ther-
moplastics that has been adopted for micromanufacturing, injection molding is a 
well-established technique [32].

3.5 PDMS Lab-on-a-Chip

PDMS (polydimethylsiloxane) is a straightforward, adaptable, and low-cost 
polymer that can be used to fabricate LoC by the softlithography. Research labora-
tories commonly use PDMS for LoC prototyping, which is one of the least resource 
demanding fabricating methods. PDMS is also broadly utilized on the grounds that 
it is simple and shabby to create PDMS LoCs [36]. Moreover, LoC made of PDMS 
takes preferred standpoint of the simple mix of shudder miniaturized scale valves 
for quick stream switch and penetrability of air for cell-and-tissue-culture-LoCs 
[37]. Commonly utilized for LoCs prototyping, PDMS demonstrates extreme 
impediments for modern generation. The properties of PDMS are surprisingly 
close to that could be obtained from glass and plastic. The cross-linking of many 
of these polymer chains makes a structure that is flexible and reversibly deform-
able. Table 4 summarizes the physical properties of PDMS, and Table 5 compares 
polymer and glass as substrate for chemical and biomedical applications [36]. 
Many of properties demonstrate that the PDMS is very desirable for fabricating 
microfluidic LoCs.

3.6 Thermoplastic-polymers Lab-on-a-Chip

Irrespective of the opportunity that it is a little bit more uncertain and expensive 
to actualize than PDMS, thermoplastics are great contender for the manufacture of 
LoCs. Thermoplastic polymers are generally utilized by specialists to manufacture 
LoCs. Polymethyl methacrylate (PMMA), given its transparency, can be used as the 
positive tone photoresist in X-ray lithography and e-beam lithography processes 
[38]. Cyclic-olefin Copolymer (CoC) polymer is a popular fabrication material for 
various applications, including lenses and medical devices. CoC can also be used for 
the 3D printing of microfluidic LoC devices. PolyCarbonate (PC), which is more 
inert to chemical solvent than PDMS therefore, can be useful for some LoC applica-
tions where PDMS are not suitable for the required LoC applications. However, 
fabricating LoCs using PC requires investment intensive high-pressure embossing 
micromachining tools. Poly vinyl alcohol (PVA) is used for fabricating sophisti-
cated LoCs with three-dimensional polymer microstructures. PVA can be dissolved 
in water but not in solvents, so they can be used as sacrificial materials. One more 
type of polymer not directly used for fabricating LoCs but still useful for biomedi-
cal application is Parylene. Parylene allows the transmission of waves in the visible 
spectrum, and it is not porous and can be coated onto electronics to prevent it from 
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the thermoplastic material. The polymer material is pressed with a heated barrel 
so that the material becomes soft and molted. By applying pressure and heat onto 
the polymer sheet, the shape is then transferred from metal press to the sheet. To 
transfer microscale patterns inexpensively, the hot-embossing method can be used. 
Such a method is affordable, assessable, and available even to resource-constrained 
laboratories for the production of disposable LoCs [31].

3.4 Injection molding

In injection molding fabrication protocol, the injection of molten thermoplastic 
involves under high pressure into a heated closed master mold, followed by cooling 
until the thermoplastic solidifies, and subsequent demolding the replica from the 
master mold. For industrial scale manufacturing of macroscopic objects in ther-
moplastics that has been adopted for micromanufacturing, injection molding is a 
well-established technique [32].

3.5 PDMS Lab-on-a-Chip

PDMS (polydimethylsiloxane) is a straightforward, adaptable, and low-cost 
polymer that can be used to fabricate LoC by the softlithography. Research labora-
tories commonly use PDMS for LoC prototyping, which is one of the least resource 
demanding fabricating methods. PDMS is also broadly utilized on the grounds that 
it is simple and shabby to create PDMS LoCs [36]. Moreover, LoC made of PDMS 
takes preferred standpoint of the simple mix of shudder miniaturized scale valves 
for quick stream switch and penetrability of air for cell-and-tissue-culture-LoCs 
[37]. Commonly utilized for LoCs prototyping, PDMS demonstrates extreme 
impediments for modern generation. The properties of PDMS are surprisingly 
close to that could be obtained from glass and plastic. The cross-linking of many 
of these polymer chains makes a structure that is flexible and reversibly deform-
able. Table 4 summarizes the physical properties of PDMS, and Table 5 compares 
polymer and glass as substrate for chemical and biomedical applications [36]. 
Many of properties demonstrate that the PDMS is very desirable for fabricating 
microfluidic LoCs.

3.6 Thermoplastic-polymers Lab-on-a-Chip

Irrespective of the opportunity that it is a little bit more uncertain and expensive 
to actualize than PDMS, thermoplastics are great contender for the manufacture of 
LoCs. Thermoplastic polymers are generally utilized by specialists to manufacture 
LoCs. Polymethyl methacrylate (PMMA), given its transparency, can be used as the 
positive tone photoresist in X-ray lithography and e-beam lithography processes 
[38]. Cyclic-olefin Copolymer (CoC) polymer is a popular fabrication material for 
various applications, including lenses and medical devices. CoC can also be used for 
the 3D printing of microfluidic LoC devices. PolyCarbonate (PC), which is more 
inert to chemical solvent than PDMS therefore, can be useful for some LoC applica-
tions where PDMS are not suitable for the required LoC applications. However, 
fabricating LoCs using PC requires investment intensive high-pressure embossing 
micromachining tools. Poly vinyl alcohol (PVA) is used for fabricating sophisti-
cated LoCs with three-dimensional polymer microstructures. PVA can be dissolved 
in water but not in solvents, so they can be used as sacrificial materials. One more 
type of polymer not directly used for fabricating LoCs but still useful for biomedi-
cal application is Parylene. Parylene allows the transmission of waves in the visible 
spectrum, and it is not porous and can be coated onto electronics to prevent it from 
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Polymers Glass

Manufacturing costs Lower costs than glass, especially in 
mass volume

More expensive to manufacture 
as fabrication process is more 
complex

Fabrication complexity Simple fabrication process Time-consuming and expensive, 
and usually wet chemistry is used

Clean room facilities Cleanroom environment is necessary Cleanroom facilities are required

Operation temperature Narrow range due to the low glass 
transition temperature

Wider range of operation 
temperature than polymer

Optical properties and 
fluorescence detection

Higher autofluorescence in the UV end 
of the spectrum and lower transparency 
than glass

Superior optical property than 
glass

Compatibility with 
organic solvents or 
strong acids

Generally not compatible with most 
organic solvents

Excellent resistance to solvents 
and acids

Permeability to gases Higher gas permeability relative to glass Does not met the gas permeability 
requirements for some biological 
applications

Geometrical flexibility More flexibility for geometrical designs 
with a wide selection of different cross-
sections; high aspect ratio and arbitrary 
wall angle

Limited to two-dimensional design 
due to isotropic nature of etching 
process. Less flexibility in cross-
sections than polymer

Table 5. 
Comparison between polymer and glass as the substrate of microfluidic LoC systems for biomedical and 
chemical applications [36].

Property Characteristic Consequence

Optical Transparent
UV cut-off = 240 nm

Optical detection from 240 to 1100 nm

Electrical Insulating
Breakdown voltage = 2 × 107 
v/m

Allows embedded electrical circuits
Electrophoresis possible on contained fluid

Mechanical Elastomeric
Young’s modulus typically 
750 kPa

Conforms to surfaces
Facilitates release from molds

Thermal Insulator
Thermal conductivity  
0.2 W/(m K)
Thermal expansion coeff. 
310 μm/(m°C)
Can withstand 200°C

Does not allow the dissipation of optical absorption 
heating or electrophoretic resistive heating
Can be autoclaved for sterilization

Permeability Impermeable to liquid water
Permeable to gases and 
nonpolar solvents

Contain aqueous solutions in channels; allow gas 
transport through material bulk
Incompatible with many organic solvent

Reactivity Inert
Oxidized by plasma exposure

Unreactive toward most reagents, including ethanol
Surface can be etched
Can be modified to be hydrophilic and also reactive 
toward silanes
Can be permanently bonded

Toxicity Nontoxic Can be implanted in vivo
Supports mammalian cell cultures

Table 4. 
Physical properties of PDMS [36].
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corroding and avoiding electrical short circuiting [34]. For specific applications, 
some exploration groups acquired great outcomes with thermoplastic-polymers 
LoCs, and since it is feasible to integrate microelectrodes into these polymers, 
thermoplastic polymers are having evident opportunity for the industrial develop-
ment of some LoCs [39].

3.7 Silicon and glass Lab-on-a-Chip

The earliest LoCs were fabricated in silicon, and it appears like a significant 
characteristic decision since smaller scale innovations depend on the micromachin-
ing of silicon [35]. These days’ scientists do not frequently utilize silicon for LoC, 
for the most part since silicon is costly, not optically nontransparent, and requires 
a spotless room. Moreover, the electrical conductivity of silicon makes it difficult 
to use for LoC operations. Still, silicon is relevant choice for the industrialization 
of some LoC applications. Analogous to silicon, glass is also the earliest fabrication 
material for LoCs. Glass is a hard material to fabricate chip but a useful material due 
to its inertness and transmutability of wavelengths in UV, IR, and visible regions 
[40]. However, fabricating LoCs in glass requires hazardous chemicals and lengthy 
time intervals, expensive facilities. From an exploration perspective, the creation of 
glass LoCs requires clean rooms and specialists with solid information of microfab-
rication techniques.

4. Advantages of microfluidic Lab-on-a-Chip technology

Globally, every country confronts parallel challenges in keeping its inhabitants 
healthy and preventing the cross-border spread of infectious diseases. Biomedical 
engineers, synthetic chemists, and biologists along with public health profession-
als are evaluating the potentiality of microfluidic LoC technology in the context 
of international public health security. In recent years, certain applications have 
emerged, from the detection of infectious diseases to diagnostics for international 
public health [41]. Several on-chip clinical assessments have also appeared include 
cell analysis, cytometry, blood analysis, nucleic acids amplification, genetic map-
ping, enzymatic assays, peptide analysis, protein separation, toxicity analysis, and 
bioassays [42]. In the area of drug research, the LoC devices have gradually became 
significant with the prominence on cell targeting, clinical trials, drug synthesis, 
pharmaceutical formulations, and product management process [43]. The LoC 
devices are found promising in the analysis of drugs and determination of optimal 
dosages. This is especially useful for testing the synergistic effect of combined drugs 
[44]. In recent past, microfluidic LoCs presented an exclusive prospect to repli-
cate natural veins for testing nanoparticles as drug carriers for targeting cells or, 
moreover, presented opportunities for investigate in vitro metabolism of biological 
cultures [45].

Compactness, portability, modularity, embedded computing, automated sample 
handling, low electronic noise, limited power consumption, and straightforward 
integration of various components are some notable technical advantages of LoC 
devices [46]. Furthermore, LoC devices are capable of supporting a wide range of 
processes such as sampling, routing, transport, dispensing, and mixing, mostly 
with reduced moving or spinning mechanisms [47]. Due to their small size, the LoC 
devices offer precise fluidic transportation via the use of electrokinetics or micro-
pumping, efficient separation of the liquid samples, and precision in the measure-
ment of samples [48]. Likewise, the LoC devices can reduce the time of synthesis of 
a product and the time of analysis of a sample because of the small fluidic volumes 
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mass volume

More expensive to manufacture 
as fabrication process is more 
complex

Fabrication complexity Simple fabrication process Time-consuming and expensive, 
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Property Characteristic Consequence
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Table 4. 
Physical properties of PDMS [36].
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cultures [45].

Compactness, portability, modularity, embedded computing, automated sample 
handling, low electronic noise, limited power consumption, and straightforward 
integration of various components are some notable technical advantages of LoC 
devices [46]. Furthermore, LoC devices are capable of supporting a wide range of 
processes such as sampling, routing, transport, dispensing, and mixing, mostly 
with reduced moving or spinning mechanisms [47]. Due to their small size, the LoC 
devices offer precise fluidic transportation via the use of electrokinetics or micro-
pumping, efficient separation of the liquid samples, and precision in the measure-
ment of samples [48]. Likewise, the LoC devices can reduce the time of synthesis of 
a product and the time of analysis of a sample because of the small fluidic volumes 
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that they handle. LoC devices can also measure samples with greater precision, with 
their capability of controlling the chemical reactions through efficient control of 
the reactants concentration [49].

In the same way, the field of clinical medicine deeply benefited from micro-
fluidic LoC technology as it suites for disease modeling and drug screening [50], 
tests for observing pandemics [51], glucose monitoring, diabetic control, diagno-
sis of diseases, and numerous other tests [22, 52]. LoC devices enhance numer-
ous biomedical tests that entail mixing, analysis, and separation of samples, 
which usually consist of cell suspensions, nucleic acids, and proteins; analytical, 
electrical, or optical detection methods are also possible [53]. Key manufactur-
ing advantages that make microfluidic LoC technology reasonable are: achiev-
able mass production, affordable replacement cost, short time manufacture, 
simple quality tests, and broad range of supporting computer-aided design and 
simulation software tools [54]. However, the technical limitations such as size 
reduction, sample input rates, power consumption, chip reliability, and biocom-
patibility all still require further investigations in the design of microfluidic LoC 
technology [55].

5.  Research potential of mHealth-based microfluidic Lab-on-a-Chip 
technology for international public health security

In era of international public health catastrophe, academia, industry, the R&D 
community, and governments must be stimulated as an interconnected group 
to promptly determine the obligatory biomedical engineering and international 
public health interventions. Achieving significant acceleration in R&D related to 
international public health security requires significant amount of new directions 
because it is critical to use the best technology, investigation, and development 
to strengthen international public health defense. However, the simplicity and 
system integration provided by microfluidic LoC technology for the implementa-
tion of multiple tasks, such as sample preparation, separation, amplification, and 
detection, have largely extended their use in biomedical and international public 
health applications [56, 57]. Examples of their uses are immunoassays with plasma 
generation for electrochemical detection, infectious disease diagnostics based on 
platforms that integrate sample preparation, PCR, integrated valves for DNA-based 
diagnosis, quantification, and biochemical analysis for the evaluation and quality 
control of DNA, RNA, proteins, and cells together with fluorescence or similar 
visualization methods [58, 59].

Microfluidic LoC technology is an excellent choice for integrating mHealth-
based point-of-care devices in resource-limited settings, offering portable medi-
cal analysis without the need of costly and sophisticated equipment, and the fast 
obtention of results without involving an extensive knowledge of the diagnosis 
principle involved [60–64]. Several studies have proven the effectiveness of LoC 
devices as portable point-of-care diagnosis tools in the detection of infected 
microorganisms, biological analytes, and blood analysis [61, 62]. Microfluidic 
LoC systems can also be used for controlled, personalized drug delivery accord-
ing to patient’s response, extent of disease, and current conditions [63]. Besides, 
key advantages that mHealth-based microfluidic LoCs can offer for interna-
tional public health are facilitating early-stage accurate diagnosis, maintaining 
better communication and monitoring of patients, enabling better tracking of 
disease outbreaks, and improving the epidemiological surveillance of diseases, 
which are predominantly challenging problems for international public health 
security.
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6. Conclusion

It is widely discussed that microfluidic LoC technology has great potential 
to revolutionize the international public health field and possess the capability 
to give a boost to international public health security. There is a pressing need 
for new health technologies for diagnosing and treating avoidable international 
public health problems. mHealth-based microfluidic LoC technology still seem to 
be a dream especially in resource-limited settings. One of the biggest challenges 
in the field of mHealth-based microfluidic LoC is the translation from academic 
research to end-user products. While the field of microfluidic LoC technology has 
seen an exponential development in recent past, the launch of a commercialized 
platform that would revolutionize the concept of mHealth-based microfluidic LoC 
technology is still lacking. A bottleneck that hinders the adoption of microfluidic 
LoCs in international public health and mHealth applications remains due to the 
facility and skill requirement and knowledge gap. Despite barriers and challenging 
issues, many great opportunities are still waiting ahead. There are no “one size fits 
all” solutions for modeling complex international public health security problems 
“on a chip.” Tackling the international public health security challenges in a way 
that yields meaningful advances will therefore require bringing together groups 
with diverse expertise in biomedical engineering, synthetic biologist and chemist, 
microfluidic LoC technology professionals, international public health, and health 
security experts.
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Chapter 13

Beyond Health and Safety at 
Work: Reflections on Biopolitics 
in Occupational Health as 
an Important Component of 
International Health Security
Mendes Luciano

Abstract

The general objective in this chapter is to reflect on health and safety at work 
based on biopolitics and biopower. The intention will be to clarify unequal pro-
cesses in health and safety at work. In addition to occupational health, occupational 
health and safety actions aim to increase control over workers’ bodies, as well as 
reduce costs in the work process. The intention is still to establish a dialogue with 
the French philosopher Michel Foucault and with the Italian philosopher Giorgio  
Agamben, both discussing the consequences of biopolitics and biopower in indus-
trial society modern. The proposed reflections go beyond the benefits of occupa-
tional health and safety at work, as they aim to understand the centrality of life in 
industrial organizations. It is important and necessary to minimize the negative 
effects of inequality in health and safety at work. Only then will there be a reduc-
tion or elimination of health and safety risks at work.

Keywords: occupational health, safety at work, biopolitics, biopower

1. Introduction

Occupational medicine emerged in England in the first half of the nineteenth 
century during the Industrial Revolution. With the frequent number of illnesses 
and deaths in the workplace, occupational medicine emerges as a form of interven-
tion and minimizing the damage caused by occupational diseases. A classic case is 
that of Robert Dernham, owner of a textile industry, who sought out Doctor Robert 
Baker to find out how he could minimize cases of illness and death in the workplace. 
Baker told Dernham to invite a doctor to periodically visit the workplace to find out 
what could be done preventively to reduce cases of illness and death [1].

It did not take long for occupational medical services to emerge in various 
industries. The expansion of medical services in industrial rather than solve or 
minimize the problems of disease and death in the workplace, enabled a level of 
dependency of workers and their families of medical services. With the inefficiency 
of public health services, especially in peripheral countries, medical services in 
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industrial companies have become an important factor for the dependence of the 
worker in relation to the industry [2].

The concern to provide medical services to workers also becomes a concern of 
the International Labor Organization (ILO). In 1953, the ILO creates a document 
that generates guidelines on the “protection of workers’ health.” In 1954, the ILO 
convened a group of experts to create general guidelines on “Occupational Medical 
Services,” which in 1958 was replaced by “Occupational Health Services”. In the 
ILO document, the Occupational Health Services must: (a) ensure the protection 
of workers against all risks that harm their health and that may result from their 
work and the conditions in which it is carried out; (b) to contribute to the physical 
and mental adaptation of the worker, in particular by the suitability of the work and 
its placement in workplaces corresponding to their skills; and (c) contribute to the 
establishment and maintenance of the highest possible level of physical and mental 
well-being of workers [3].

During and after the Second World War, many industries suffered from cases 
of illness, but mainly from deaths in the workplace. The tension produced by the 
war significantly increased the number of deaths in industries, where the actions 
of doctors alone limited the containment of deaths and illnesses. It is in this context 
that occupational health appears, mainly in large industries, through a multidisci-
plinary team that comprised doctors, nurses, psychologists, sociologists, engineers 
and nutritionists. With this, the emphasis on occupational health becomes hygiene 
and the work environment [4].

It did not take long for the occupational health movement to undergo a series of 
changes and influences. Despite the multidisciplinary perspective, the participation 
of workers in the occupational health movement was still peripheral. As a result, 
in the 1960s, a series of demonstrations took place, mainly in developed countries, 
for greater participation by workers in actions on health and safety at work [5]. 
From that time on, legislation on health and safety at work began to emerge, as 
occurred with Italy in 1970 with the enactment of the Law known as the “Workers’ 
Statute.” This law required, among many other actions, the participation of workers 
in the surveillance of health and safety at work actions and also the independent 
inspection actions of the industry [6]. Many developed countries, such as England, 
Sweden, France and Norway, for example, had their Labor Laws enacted and in all 
of them there were rights and guarantees of health and safety at work.

Occupational health and safety appear as elements not only of occupational 
health, but as effective actions to control and maintain work processes. In addition 
to the legal aspects, health and safety at work become normative. Prescriptive work 
becomes central to industries, as they aim to reduce the indicators of accidents and 
diseases in the workplace. Prescriptive work integrates two fundamental components: 
working conditions (physical environment and socioeconomic conditions) and 
prescriptions (norms, procedures and rules). But prescriptive work is far from real 
work. What is prescribed is not what actually happens. For this reason, even with the 
spread of health and safety standards at work, accidents, illnesses and deaths caused 
by work are still occurring and increasing in recent years [7].

According to data from the International Labor Organization (ILO) more than 
2.7 million people die from occupational accidents. There are over 370 million 
people who suffer non-fatal accidents and are on leave for 4 days or more from 
work. Accidents at work generate an economic cost of about 4% of the Global Gross 
Domestic Product per year. These data show that advances in health and safety at 
work policies and actions have not had a positive impact on the work environment 
[8]. At this point, it is necessary to discuss the political dimension of this process 
and make evident the inequalities in relation to health and safety at work. As the 
ILO report itself shows, the countries that suffer most from deaths, accidents 
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and illnesses at work are the poor countries. And it is not only due to an unfavor-
able economic condition, as many of these countries have rapidly industrialized, 
receiving many international industries, which seek low social and environmental 
regulations [9]. But it is the question of the value of human life [10].

Who deserves to live and who can die. Where regulations must be met and 
where those regulations must not be met. In view of these inequalities in relation to 
actions on health and safety at work, subsequent theoretical discussions take place. 
And an important aspect in this path will be the discussions about biopolitics and 
biopower carried out by Michel Foucault and Giorgio Agamben, which show this 
political process and power over life, generating different values about human lives. 
Thus, the general objective of this chapter is to reflect on health and safety at work 
from biopolitics and biopower, showing that there is an evident contribution to the 
discussions on International Health Security. Therefore, initially it will be important 
to present some methodological explanations. Then, the theoretical discussions on 
health and safety at work. Soon after, to present the ideas of biopolitics and bio-
power in Michel Foucault and Giorgio Agamben, highlighting the central aspects of 
health and safety at work practices. Finally, some final considerations.

2. Research methods

This text is characterized by a bibliographic essay [11], written from a biblio-
graphic survey on the topic of Health and Safety at Work. The focus of this text 
was to understand Health and Safety at Work as an important perspective for 
International Health Security. As a result, papers were selected that discussed, at 
the international level, health and safety at work, bringing a history of the develop-
ment of health and safety within organizations. In this history, actions in health and 
safety at work were taken into account since the emergence of the industrial system, 
as well as the nomenclatures on health and safety at work and the linear periods of 
time in which actions were developed. Although only one paper was cited in each 
period, the bibliographic survey made it possible to validate the information among 
the papers cited in the text.

Subsequent to this linear path on the evolution of health and safety practices at 
work in organizations, the second part was developed through a reading of health and 
safety at work based on the concepts of biopolitics and biopower by Michel Foucault 
and Giorgio Agamben. In this part, a survey was made on the texts of Foucault and 
Agamben that deal with the concepts of biopolitics and biopower, relating them to 
the discussions on Health and Safety at Work. The intention was to show that the 
rapid development of Health and Safety at Work and that it made an important 
contribution to International Health Security were linked to changes in the policy of 
capitalist countries. Biopolitics and biopower are the basis of International Health 
Security and are reflected in actions on Health and Safety at Work.

3. Health and safety at work

In this part, the various actions on health and safety at work, nor the various 
safety and ergonomic standards created for the work environment will not be 
explored. The intention will be to conduct a comprehensive discussion on the topic 
with a view to understanding the intricacies of health and safety at work actions. 
Thus, some actions on health and safety at work will be presented but with the 
intention only of understanding its intricacies. The focus will be the description and 
not the prescription that is established in health and safety at work.
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and illnesses at work are the poor countries. And it is not only due to an unfavor-
able economic condition, as many of these countries have rapidly industrialized, 
receiving many international industries, which seek low social and environmental 
regulations [9]. But it is the question of the value of human life [10].
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power in Michel Foucault and Giorgio Agamben, highlighting the central aspects of 
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Occupational health and safety are terms linked to occupational health and 
have expanded the way illnesses and accidents are understood in the work environ-
ment [12]. Work-related risks are no longer seen only from a physical and chemical 
perspective and have included biological, ergonomic and psychosocial perspectives 
[13]. In addition, illnesses are no longer seen only as occupational illnesses that were 
generated by the work environment and started to include work-related disease and 
illnesses aggravated by work [14]. These expansions in the way of understanding 
diseases and accidents accompanied changes in the forms of production and man-
agement of industries and organizations [15]. From the industry managed in the 
Taylorism-Fordist model to flexible production (Toyotas’ model), the risks related 
to work have changed [16].

It was for this reason that the risks of accidents, deaths and illnesses in the work 
environment started to be quantified and qualified based on technical and manage-
ment attributes. The strategies to contain risks involved diagnoses of work and 
organizational environments (risk assessment) that generated strategies to mitigate 
and contain these risks [17]. Quantitative methods are used, to a large extent, for 
hygiene actions at work. And qualitative methods for actions in safety at work. 
Despite the human benefits existing in the various actions in health and safety at 
work, the focus is still on technical attributes and not human attributes. This focus 
generates a gap between prescribed work and real work, precisely because human 
beings tend to adapt work to their conditions of execution [18].

This gap between prescribed work and real work is also reflected in the technical 
attributes related to the management of health and safety at work. The containment 
of a risk can generate new risks, as there is a complexity in the working condi-
tions and in the activities developed. For example, the use of personal protective 
equipment may generate some type of allergy in the worker, precisely because the 
technical attribute of mitigating a specific risk was thought of, but not in adapting 
the material to the human organism. In addition, what could be called the minimum 
acceptable level of risk at work may not trigger a problem in the short term, but be 
responsible for illnesses, accidents or deaths in the long term. For example, exposure 
to a certain chemical element may not be harmful in sporadic exposures, but it is 
a dangerous element precisely because it is accumulated in the human organism. 
Actions in health and safety at work invalidate the individual aspects of workers, 
always taking into account aspects related to the majority. The human being con-
tinues to be adapted to the work environment and not the other way around. For 
this reason, health and safety at work actions tend to focus on physical, chemical, 
biological and ergonomic risks and very little on psychosocial risks. This is because 
these psychosocial risks are linked to individual attributes, which do not concen-
trate most cases [19].

With this, it is not only the gap between prescribed work and real work that 
highlights the problems generated in health and safety at work, but also the problems 
of unequal treatment of these actions. This does not minimize the importance and 
existence of actions in health and safety at work but leads to some reflections that 
are equally important. If accidents, deaths and work-related illnesses continue to 
happen, then there is something unsaid about the rules and practices aimed at health 
and safety at work. There is a level of non-compliance with these prescribed actions, 
which escapes reflections on the number of accidents, deaths and illnesses in the 
workplace. These inequalities and this level of non-compliance are linked to a broader 
factor, which is the life of individuals. One might think that the central concern is 
with life, but there are other factors linked to work in industries and organizations 
that better explain investments in health and safety at work, as well as inequalities in 
the actions carried out [20].
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Investments in health and safety at work aim to reduce or minimize the costs 
of accidents, deaths and illnesses generated in the work environment. For this 
reason, the focus has always been on those risks generated in the work environ-
ment, marginalizing work-related disease and illnesses aggravated by work. Like 
many actions in health and safety at work, they show a minimum level of tolerance 
to physical, chemical, biological, ergonomic and psychosocial risks, since the total 
elimination of risk is somewhat illusory [21]. But what is central to this discussion 
is the value on the lives of these individuals. What hierarchical level are they in the 
industry or organization, what kind of risks are they exposed to, whether the role 
in the industry or organization is essential or not, whether the costs generated by 
accidents, illnesses and deaths are high or not and if following the rules is more 
advantageous or if working illegally is more favorable (not for the individual but 
for the industry or organization) [22]. It is this analysis related to inequality in 
actions on health and safety at work that the next part of this chapter will address. 
Both Foucault and Agamben reflect on the political level of life, which is a central 
element in health and safety at work.

4.  Biopolitics and biopower in Foucault and Agamben: reflections about 
the health and safety at work

The political conception of life is not something that arises in today’s society. 
At the time of the Principalities, this political conception of life was constituted 
from death. The sovereign had the right to dispose of the life of his subjects. Of 
course, it was not an unlimited right, since this right was constituted from the 
actions of subjects who transgressed the rules or generated dishonor to kings or 
princes [23]. In these circumstances, the sovereign’s right was to make people 
die and let them live. This right was derived from the ancient “pátria potesta,” 
where the Roman father of the family had the right to dispose of the lives of his 
wife, children and slaves, since he had given them. Despite the strength that the 
sovereign’s right had in relation to his subjects, the Reigns and Principalities were 
disappearing during the history of civilizations. This allowed for the emergence of 
another form of policy on life, much more linked to the promotion and care of life 
than to its finitude and ability to make people die [24].

In the mid-seventeenth century, wide-ranging discussions on the role of the 
modern state began to emerge. The focus becomes the various investments that 
could be made to attract and retain individuals in their territories. The actions at the 
State level were to promote life, through extensive investments in public health, in 
improving the quality of life and in improving the economic and social condition. 
Concerns within the states were focused on basic sanitation, urban cleaning, urban 
infrastructure and health care. In the midst of the emergence of public health, the 
use of statistics was of central importance [25].

It was possible to assess, based on statistical data, for example, the number 
of births, the number of deaths, the most common diseases and the migration of 
people in regions or states. Statistics were so important that even today they are 
used to generate a level of normalization on diseases, accidents and deaths, not 
only in society as a whole, but also in industries and organizations. Statistics made 
it possible to create strategies and actions to contain problems related to the health 
and safety of the population. The central role of the modern state will be to make 
people live and let them die, which is the reverse of the sovereign’s power [26].

Political actions on the life of the population can demonstrate a level of humanity 
and care toward individuals. But the exact opposite is starting to happen. Actions 
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at the State level move quickly away from normalization processes on health 
conditions, birth and mortality rates, infection and contamination flows for body 
discipline. This discipline of the glass was important to generate the strength of the 
industrial system, since the entire production system depended on the labor of the 
workers [27]. The transformation of docile and useful bodies also involved caring for 
life. In its eagerness to care for, protect and manage the population’s living condi-
tions, the State ends up intensifying the processes of violence. This is because the 
recognition of what could be called the good life is directly linked to the bad life. It is 
this inequality that projects the existence of the best living conditions, as the worst 
living conditions must also be recognized [28].

It is this inequality, this social hierarchy, that will function in government over 
life. The basis for this inequality will be established, during the nineteenth century, 
on the theory of biology, particularly on Darwinism. It is from the hierarchy of 
species, from the struggle for life between species, from the selection that elimi-
nates the least able that a hierarchy over the population is also constituted. That 
same base that, within the State, was able to institute racism and war [29].

Hierarchical relations within the population and the justifications for genocide 
in war are at the basis of social Darwinism. It is this inequality that will produce the 
“making a living,” the one considered most apt and who are at the top of the social 
hierarchy, and the “letting die” for the least able and who are at the bottom of the 
social hierarchy [30]. The concern with those at the bottom of the social hierarchy 
occurs only when the costs of “letting it die” are higher and have a direct impact on 
the industrial system [31]. When the profit is diminished by accidents, deaths and 
illnesses generated in the work environment, then the actions of “letting live” and 
not “making it live” are exercised.

That is why the normalization process is important in health and safety at work, 
because despite generating docile bodies and adapted to the production system, 
they still generate a way of “letting live.” For this reason, too, the prescribed work 
is distant from real work, as the central concern is not to “make life” for those at 
the bottom of the social hierarchy, but to establish guidelines that minimize the 
negative impacts on the industrial system. Accidents, deaths and diseases generate 
costs for the industrial system and also for the State [32]. Production interruptions, 
the departure of specialized individuals, sick leave and the hiring of other workers 
generate large expenses for the industrial system. As well as generating expenses 
for the State with public health, with disability pensions and with the expansion 
of hospital systems. All these expenses and costs that burden the capitalist system 
induce the condition of the prescribed work, in an attempt to establish the disci-
pline of the body, but it remains averse to the human condition [31].

In the midst of this discussion there are differences in life. The Greek term for 
life as a “naked life” is Zoé, which expresses the condition of being alive. The Greek 
term for “qualified life” is Bíos, which expresses the political condition of life. 
Modernity is based on “Zoé” life. It is this politically conceived life that populations 
are limited [33]. It is on this political conception that it is allowed to kill, maim and 
fall ill without being guilty of murder, crime or torture. It is this biopolitics that 
allows us to look at the number of accidents, mutilations or illnesses in the world 
without blaming the capitalist system or entrepreneurs for this daily genocide. The 
normalization and standardization processes except the responsibilities for those 
events considered to be exceptional or pathological [10]. The prescribed work 
generates a level of non-responsibility and an attempt to adapt human beings to 
work processes and not the other way around. In other words, work processes and 
work organization are not altered to better adapt to human factors [34].

The intensification of the processes of biopolitics and biopower, which are 
exercised over the population, made Zoé and Bíos take a different form from that 
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constituted by the Greeks. Biopolitics appropriated Zoé and introduced it to the 
political condition. This naked and vital life was consumed by political bodies, 
which started to manage, organize and normalize it. Modernly, Bíos was marginal-
ized, preventing individuals from having dominion over their own living condi-
tions. As a result, the derivations of Bíos were marginalized in today’s society: 
bíos theórétikos (contemplative life), bíos apolaustikós (life of pleasure) and bíos 
politikos (political life) [35].

Zoé was just a manifestation of the lives of individuals and never entered the 
political realm. The Greeks had the ability to separate oikos (domestic sphere) and 
polis (political sphere). Zoé belonged to the domestic sphere and was never within 
the political condition. Bíos, on the other hand, belonged to the political sphere and 
led the Greek subject to an active life. Bíos allowed the Greek subject to participate in 
the actions and decisions of the polís. It made the Greek subject capable of political 
struggles, the pursuit of pleasures and the choice of a contemplative life. When moder-
nity is understood, it is exactly that active life that has been lost [36].

The modern subject has long lost the ability to control his life (Zoé). Now it 
is the capitalist system, norms of health and safety at work and management in 
organizations that determine how it should live and act, how it should be and how 
it must comply. It is this process of mortification of the human being that has been 
instituted in modern society [37].

But the question that remains is: would an adaptation of work processes to 
human conditions not have a positive impact on the capitalist system, generating 
greater profits and lower social costs? Maybe the answer would be “yes,” but as the 
good living condition is only verified on the bad living condition, then the best 
strategy is to maintain this inequality, no longer as a “make you die” condition, as it 
generates costs to the system, but with conditions to “let live.”

5. Conclusions: reflections on occupational health

It is visible that the discussions on occupational health and also on health and 
safety at work have advanced a lot in recent years. Everything that has been done to 
minimize the negative impacts of the industrial system on society is commendable. 
Much remains to be done, as the rates of accidents, deaths and illnesses related to 
work remain high. Here, the contradiction between investments in occupational 
health and the number of accidents, deaths and illnesses at work is already evident, 
which makes it evident that something is not correct.

Again, it is necessary to repeat that this chapter is not against actions of health 
and safety at work, but the reflections instituted here aim to shed light on the 
problem, with the hope that all human life is treated as Bíos (qualified life) and 
as Zoé (naked life), so that you have respect and responsibility for all lives. The 
reflections developed here aim to make it clear that in addition to being naked, it 
is hierarchical and generates uneven living conditions. Only by shedding light on 
these findings can we fight the processes that maintain these conditions of hierarchy 
and inequality.

Life starts to be managed, controlled, and normalized, but not for the sole and 
exclusive good of the subject, but for the good of the capitalist system. Perhaps 
if accidents, deaths, and illnesses at work did not generate costs for the capitalist 
system, the right to health and safety at work would follow social inequalities. As 
these accidents, deaths and illnesses cause costs for the capitalist system and for 
the States, then investment becomes necessary. Here the standardization processes 
come in to safeguard the lives of workers, but what results is the negligence of the 
system in cases of accident and death.
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which started to manage, organize and normalize it. Modernly, Bíos was marginal-
ized, preventing individuals from having dominion over their own living condi-
tions. As a result, the derivations of Bíos were marginalized in today’s society: 
bíos theórétikos (contemplative life), bíos apolaustikós (life of pleasure) and bíos 
politikos (political life) [35].

Zoé was just a manifestation of the lives of individuals and never entered the 
political realm. The Greeks had the ability to separate oikos (domestic sphere) and 
polis (political sphere). Zoé belonged to the domestic sphere and was never within 
the political condition. Bíos, on the other hand, belonged to the political sphere and 
led the Greek subject to an active life. Bíos allowed the Greek subject to participate in 
the actions and decisions of the polís. It made the Greek subject capable of political 
struggles, the pursuit of pleasures and the choice of a contemplative life. When moder-
nity is understood, it is exactly that active life that has been lost [36].

The modern subject has long lost the ability to control his life (Zoé). Now it 
is the capitalist system, norms of health and safety at work and management in 
organizations that determine how it should live and act, how it should be and how 
it must comply. It is this process of mortification of the human being that has been 
instituted in modern society [37].

But the question that remains is: would an adaptation of work processes to 
human conditions not have a positive impact on the capitalist system, generating 
greater profits and lower social costs? Maybe the answer would be “yes,” but as the 
good living condition is only verified on the bad living condition, then the best 
strategy is to maintain this inequality, no longer as a “make you die” condition, as it 
generates costs to the system, but with conditions to “let live.”

5. Conclusions: reflections on occupational health

It is visible that the discussions on occupational health and also on health and 
safety at work have advanced a lot in recent years. Everything that has been done to 
minimize the negative impacts of the industrial system on society is commendable. 
Much remains to be done, as the rates of accidents, deaths and illnesses related to 
work remain high. Here, the contradiction between investments in occupational 
health and the number of accidents, deaths and illnesses at work is already evident, 
which makes it evident that something is not correct.

Again, it is necessary to repeat that this chapter is not against actions of health 
and safety at work, but the reflections instituted here aim to shed light on the 
problem, with the hope that all human life is treated as Bíos (qualified life) and 
as Zoé (naked life), so that you have respect and responsibility for all lives. The 
reflections developed here aim to make it clear that in addition to being naked, it 
is hierarchical and generates uneven living conditions. Only by shedding light on 
these findings can we fight the processes that maintain these conditions of hierarchy 
and inequality.

Life starts to be managed, controlled, and normalized, but not for the sole and 
exclusive good of the subject, but for the good of the capitalist system. Perhaps 
if accidents, deaths, and illnesses at work did not generate costs for the capitalist 
system, the right to health and safety at work would follow social inequalities. As 
these accidents, deaths and illnesses cause costs for the capitalist system and for 
the States, then investment becomes necessary. Here the standardization processes 
come in to safeguard the lives of workers, but what results is the negligence of the 
system in cases of accident and death.
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There is a risk of killing and maiming, without legal and social penalties for 
these deaths and mutilations. The work environments also follow this logic, as the 
level of unhealthy and dangerous on the factory floor is much higher than in the 
office. Control over ergonomic, chemical, physical, and biological aspects is much 
greater in the office than on the factory floor. Although the actions in health and 
safety at work are, for the most part, focused on the factory floor, perhaps due to the 
greatest risks, they are still exercised from top to bottom, without the knowledge of 
the real work performed. This creates a gap between the norm and real work, which 
sets the precedent for accidents, deaths, and illnesses to continue happening and 
existing.

For this reason, reflect on biopolitics or this qualified life or the processes 
of social inequality that one can have health and safety at work actions really 
concerned with human lives. This will generate more effective contributions to 
International Health Security. Life needs to stop being politically appropriate. Life 
needs to return to being just a condition of the subject’s existence. It is necessary 
to have respect and responsibility toward individuals in a society. Only in this way 
can one think about how to adapt work processes and work organization to the 
human conditions of the worker. As long as these inequalities and hierarchies are 
not recognized, the prescribed work will have a central role, since it excepts respon-
sibilities, leaving real work at the mercy of its conditions of production and the fate 
of destiny.

© 2020 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms 
of the Creative Commons Attribution License (http://creativecommons.org/licenses/
by/3.0), which permits unrestricted use, distribution, and reproduction in any medium, 
provided the original work is properly cited. 
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There is a risk of killing and maiming, without legal and social penalties for 
these deaths and mutilations. The work environments also follow this logic, as the 
level of unhealthy and dangerous on the factory floor is much higher than in the 
office. Control over ergonomic, chemical, physical, and biological aspects is much 
greater in the office than on the factory floor. Although the actions in health and 
safety at work are, for the most part, focused on the factory floor, perhaps due to the 
greatest risks, they are still exercised from top to bottom, without the knowledge of 
the real work performed. This creates a gap between the norm and real work, which 
sets the precedent for accidents, deaths, and illnesses to continue happening and 
existing.

For this reason, reflect on biopolitics or this qualified life or the processes 
of social inequality that one can have health and safety at work actions really 
concerned with human lives. This will generate more effective contributions to 
International Health Security. Life needs to stop being politically appropriate. Life 
needs to return to being just a condition of the subject’s existence. It is necessary 
to have respect and responsibility toward individuals in a society. Only in this way 
can one think about how to adapt work processes and work organization to the 
human conditions of the worker. As long as these inequalities and hierarchies are 
not recognized, the prescribed work will have a central role, since it excepts respon-
sibilities, leaving real work at the mercy of its conditions of production and the fate 
of destiny.

© 2020 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms 
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introduces many of the topics directly relevant to modern IHS theory and practice. 
This first volume provides a solid foundation for future installments of this important 

and relevant book series.
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