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Preface

The data of mobile Internet have the characteristics of large scale, variety of pat-
terns, complex association and so on. On the one hand, it needs efficient data
processing model to provide support for data services, and on the other hand, it
needs certain computing resources to provide data security services. Due to the
limited resources of mobile terminals, it is impossible to complete large-scale data
computation and storage. However, outsourcing to third parties may cause some
risks in user privacy protection.

This monograph focuses on key technologies of data service outsourcing and pri-
vacy protection in mobile Internet, including the existing methods of data analysis
and processing, the fine-grained data access control through effective user privacy
protection mechanism, and the data sharing in the mobile Internet, which provide
technical support for improving various service applications based on mobile Inter-
net. The financial support from the National Natural Science Foundation of China
under grants No.61672135, the Sichuan Science-Technology Support Plan Program
under grants No.2018GZ0236, No.2017FZ0004 and No0.2016JZ0020, the National
Science Foundation of China - Guangdong Joint Foundation under grants
No.U1401257 are also greatly appreciated.

Needless to say, any errors and omissions that still remain are totally our own
responsibility and we would greatly appreciate the feedbacks about them from the
readers. Thus, please send your comments to “qinzhen@uestc.edu.cn” and put
“Data Service Outsourcing and Privacy Protection in Mobile Internet” in the subject
line.

Zhen Qin
University of Electronic Science and Technology of China
March, 2018
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Setting the Stage







Chapter 1

Why Outsourcing and Privacy
Protection Matter for Data Service
in the Mobile Internet

1.1. Mobile Internet

With the continuous development of science and technology, the mobile Inter-
net (MI) has become an important part of our daily lives. It is a product of the
convergence of mobile communication technologies and Internet technologies,
which has a wide range of network coverage, convenience, and instant features.
Smartphone is the main carrier of the mobile Internet. Through smartphones,
people can make voice calls, send text messages, and take video communications as
well as surf the Internet at any time (including browsing the web, sending and
receiving e-mails, watching movies, etc.). In other words, using smartphones, users
are more capable of creating, implementing, and managing novel and efficient
mobile applications. Nowadays, the MI has become an important portal and major
innovation platform for Internet businesses and an important hub for the exchange
of information resources among various social media, business service companies,
and new application software.

1.1.1 Mobile Internet

The mobile Internet, defined as the platform where the user’s wireless access to
the digitized contents of the Internet via mobile devices, consists of the following;

* Internet service provider is an organization that provides services such as
Internet access, Internet transit, domain name registration, web hosting,
Usenet service, and collocation.

* Users can get different services from the mobile Internet such as points of
interest services, music services, fitness services, and mobile commerce
services by using mobile applications.

In the MI, mobile devices, which include smartphones, tablets, PCs, e-books,
MIDs, etc., enable users to stay connected with not only the network service pro-
viders through LTE and NFC techniques but also the physically close peers through
short-range wireless communication techniques. In fact, each individual user has a
personalized behavior pattern, which can influence the reliability and efficiency of
the network in the MI. Moreover, the MI has a wide range of applications such as
wireless body area networks (WBANs), mobile e-commerce, mobile social net-
works, mobile ad hoc networks, etc. The common scenarios of the MI will be shown
in Figure 1.1.

1.1.2 Application

The mobile Internet offers a huge number of applications to the users. Most of
these applications have many unique features or special functions, but the main
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Figure 1.1.
The common scenavios of the MI.

technology of the applications remains the same as other services. The popular
applications in the mobile Internet are briefly reviewed below.

1.1.2.1 Mobile social networks

Social networking has already become an important integral part of our daily
lives, enabling us to contact our friends and families. Nowadays, the pervasive use
of the mobile Internet and the social connections fosters a promising mobile social
network (MSN) where reliable, comfortable, and efficient computation and com-
munication tools are provided to improve the quality of our work and life.

MSN is social networking where individuals with similar interests converse and
connect with one another through their mobile phone and/or tablet. Much like web-
based social networking, mobile social networking occurs in virtual communities [1].

Similar to many online social networking sites, such as Facebook and Twitter,
there are just as many social networks on mobile devices. They offer vast number of
functions including multimedia posts, photo sharing, and instant messaging. Most
of these mobile applications offer free international calling and texting capabilities.
Today, social networking applications are not just for the social aspect but are
frequently used for professional aspects as well, such as LinkedIn, which is still
constantly growing. Along with sharing multimedia posts and instant messaging,
social networks are commonly used to connect immigrants in a new country. While
the thought of moving to a new country may be intimidating for many, social media
can be used to connect immigrants of the same land together to make assimilation a
little less stressful [2].

1.1.2.2 Mobile ad hoc networks

Due to the limitation of the applications in the wire communication, the need
of the extension of applications via the mobile Internet becomes necessary. The
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growth of laptops and 802.11/Wi-Fi wireless networks has made mobile ad hoc
networks (MANETS) a popular research topic since the mid-1990s.

A mobile ad hoc network (MANET), also known as wireless ad hoc network [3]
or ad hoc wireless network, is continuously self-configuring, infrastructure-less
network of mobile devices connected using wireless channels [4]. Each device in a
MANET is free to move independently in any direction and will therefore change its
links to other devices frequently. Such networks may operate by themselves or may
be connected to the larger Internet. They may contain one or multiple and different
transceivers between nodes. This results in a highly dynamic, autonomous
topology [5].

MANETS can be used in many applications, ranging from sensors for environ-
ment, vehicular ad hoc communications, road safety, smart home, peer-to-peer
messaging, air/land/navy defense, weapons, robots, etc. A typical instance is health
monitoring, which may include heart rate, blood pressure, etc. [6]. This can be
constant, in the case of a patient in a hospital or event driven in the case of a
wearable sensor that automatically reports your location to an ambulance team in
case of an emergency. Animals can have sensors attached to them in order to track
their movements for migration patterns, feeding habits, or other research pur-
poses [7]. Another example is used in disaster rescue operations. Sensors may also
be attached to unmanned aerial vehicles (UAVs) for surveillance or environment
mapping [8]. In the case of autonomous UAV-aided search and rescue, this would
be considered an event mapping application, since the UAVs are deployed to search
an area but will only transmit data back when a person has been found.

1.1.2.3 Mobile payment

Since the rapid economic growth, the methods of payment have changed a lot all
over the world. Given by the development of the mobile Internet, the mobile
payment becomes more pervasive in Asian countries, especially in China.

Mobile payment (also referred to as mobile money, mobile money transfer, and
mobile wallet) generally refers to payment services operated under financial regu-
lation and performed from or via a mobile device. Instead of paying with cash,
check, or credit cards, a consumer can use a mobile to pay for a wide range of
services and digital or hard goods.

Although the concept of using non-coin-based currency systems has a long
history [9], it is only recently that the technology to support such systems has
become widely available.

1.1.3 Mobile Internet and user behavior

Since entering the twenty-first century, the China’s Internet has developed rap-
idly. In particular, the mobile Internet further enhances this speed. We soon dis-
covered that today’s Internet is used in e-commerce shopping, map navigation,
mobile payment, stock financing, online booking, government office, recharge, and
other aspects that are completely different from the original. It seems that every-
thing can be done on the Internet. You can rely on your phone instead of taking it
out. In the mobile Internet, users and mobile terminals are closely related. The
accumulation of user behavior in the mobile Internet is of great value. Smartphones
and other mobile terminals are no longer simple communication tools but become
mobile terminals that integrate communication, computing, and sensing functions.
It can continuously generate and collect various data information [10]. Various
sensing devices on the mobile terminal can sense the surrounding environment and
generate various data information; at the same time, the mobile terminal serves as
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an entrance for the user to enter the mobile Internet and can collect data informa-
tion generated by other users. By combining various data related to mobile users,
user behaviors can be modeled and predicted, and important statistical data for
specific services can be extracted. For example, mobile users’ GPS information and
historical travel habits can be used to generate traffic statistics and travel

advice [11]. It can be seen that, based on the data information generated in the
mobile Internet, we can satisfy the different requirements of different users in
different scenarios in the first time by judging the user information needs and
accurately sorting the information categories, thereby providing users with person-
alized high-quality information and improving users’ service experience.

The relevant data show that in the 3 years of rapid development of the mobile
Internet, the total amount of data and information generated by humans has
exceeded 400 years in the past. The global data volume has reached 1.8 ZB in 2011,
and it is expected that the global data volume will reach 35 ZB by 2020. However,
with the accumulation of data information, the amount of data available for analysis
and mining continues to increase, and the entropy of information (i.e., the ratio of
total information to valuable information) tends to increase. The increasing amount
of data information makes information overload, information redundancy, and
information search become new issues in the mobile Internet era. Search engines
and recommendation systems provide very important technical means for solving
these problems. When users search for information on the Internet, the search
engine performs information matching in the background of the system with the
keywords from the users and displays the results for users. However, if the user
cannot accurately describe the keywords they need, then the search engine is
powerless. Unlike search engines, the recommendation system does not require
users to provide explicit requirements but simulates the user’s interests by analyzing
their historical behavior, thereby actively recommending to users’ information that
meets their interests and needs. In recent years, e-commerce has been booming, and
the dominant position of the recommendation system in the Internet has become
increasingly apparent. However, in the mobile Internet, data are not only more and
more large scale but also have a variety of models, complex relationships, and
reliability uncertainties. Diversified models make the data content difficult to
understand. The complexity of the association makes the data difficult to be effec-
tively identified. The uncertainty of credibility makes it difficult to determine the
authenticity of the data. Such data features make the perception, expression,
understanding, and calculation of the data face new challenges. The complexity of
space-time complexity in the traditional computing model greatly limits our ability
to design data-efficient computing models for the mobile Internet. How to quantify,
define, and extract the essential characteristics and internal correlation of data in
the mobile Internet, then study its internal mechanism, and provide support for the
recommendation service is an urgent problem to be solved.

1.1.4 Behavior and data

At the same time, due to the characteristics of large scale, diverse models, and
complex relationships in data in the mobile Internet, data analysis and processing
processes have certain requirements for computing resources, while mobile termi-
nals such as smartphones have limited computing resources (such as computational
processing capabilities, etc.). Therefore, analysis and processing of the mobile
Internet data is often done on devices such as third-party data processing servers
that have sufficient computing resources. However, users and mobile terminals in
the mobile Internet are closely related, and their data contains a large amount of
user privacy information. This will bring a series of security issues. Since the users
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facing the outsourced data application system are not a specific user, there may be
any users who are connected to the Internet. These users can submit data query
requests to outsourcing. Different users have different requirements for
outsourcing. It is precisely because of this particularity that the outsourcing system
may be completely open to any external potential users. It is not enough to protect
the privacy of outsourced data only through system-level access control, cryptog-
raphy, and other technical means. According to statistics from the Beijing
Zhongguancun police station, telecommunication fraud reported for the whole year
of 2012 accounted for 32% of the cases filed, which is the highest proportion of the
types of crimes. Fraudulent often uses six kinds of methods:

* The impersonation of an individual or a circle of friends after the disclosure of
information, such as criminals posing as frauds by public security organs,
postal services, telecommunications, banks, social security staff, or friends and
relatives, accounts for 42% of the total number of fraud cases.

o After the leakage of shopping information, the seller is guilty of fraud.

* The winning fraud is caused by the leakage of telephone, QQ, or e-mail.

* The false recruitment information is received after job information leakage.
* The Internet dating fraud after the leakage of dating information.

* Kidnapping fraud after the disclosure of family information. It can be seen that
many third parties have disclosed users’ personal information to varying degrees.

When people realized that they wanted to protect their privacy and tried to hide
their actions, they did not think that their actions were already on the Internet;
especially, different social locations in the network generate many data footprints.
This kind of data has the characteristics of being cumulative and relevant. The
information of a single place may not reveal the privacy of the user, but if a lot of
people’s behaviors are gathered from different independent locations, his privacy
will be exposed because there has been enough information about him. This hidden
data exposure is often unpredictable and controllable by individuals. The leakage of
personal privacy information has caused panic among some users, which has nega-
tively affected the sharing of data resources in the mobile Internet. The issue of
privacy protection has become increasingly important.

As a carrier of personal information, mobile smart terminals are characterized
by mobility, diversity, and intelligence. The various types of applications attached
to them present complex types, their execution mechanisms are not disclosed, a
large amount of data, etc. These factors are superimposed and cause them to face
much greater threats than before. In terms of presentation, the security issues of
mobile smart terminals are mainly concentrated on the following aspects: firstly,
illegally disseminating content; secondly, maliciously absorbing fees; thirdly, user
privacy is stolen; and fourthly, mobile terminal viruses and illegal brushing cause
the black screen, system crashes, and other issues. The following is an example of
the mobile phone malicious code and user privacy theft. Due to the mobile mali-
cious code problem caused by the negligence of the design and implementation
process of mobile smart terminal operating systems, more or less system vulnera-
bilities may be exploited by malicious code. In particular, with the continuous
maturation of the mobile Internet hacking technology, malicious code for mobile
smart terminals poses a great threat to their security. Mobile malicious code is a
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destructive malicious mobile terminal program. It usually uses SMS, MMS, e-mail,
and browsing websites through mobile communication networks or uses infrared
and Bluetooth to transfer between mobile smart terminals. At present, the highest
market share of mobile smart terminal operating system is Google Android operat-
ing system, followed by Apple iOS operating system and Microsoft Windows Phone
operating system. As smart terminal operating systems become more and more
uniform, the spread of malicious code has been accelerated, and it has evolved from
a simple suction to sophisticated fraud and hooliganism. In addition, with the
increase in the binding of mobile terminals and bank accounts, such as mobile
terminals and third-party payment, the generation and spread of mobile phone
viruses are accelerating toward the direction of traffic consumption, malicious
deductions, and private information theft. In particular, with the rapid develop-
ment of the Android-based operating system, mobile smart terminals using the
operating system have gradually become the main targets of hacker attacks. In the
first half of 2015, there were 5.967 million new Android virus data packets nation-
wide, an increase of 17.41% year on year, and the number of infected users reached
140 million, an increase of 58% from the same period last year. The total number of
mobile payment users reached 11.455 million. How to outsource the data storage in
the mobile Internet to a third-party server securely under the premise of ensuring
the privacy of users and the realization of fine-grained access control of mobile
Internet data is an urgent problem to be solved.

1.2. Research topics of the mobile Internet
1.2.1 Ontology-based information retrieval

Information retrieval is an important way of information exchange between
users and data, which have been studied by many researches. Traditional ways of
information retrieval are always based on keyword index and retrieval document.
But the data on the mobile Internet have four features: large scale, complicated
modules, diversified data format, and incongruous data sources. So, there is always
a problem that different keywords can be the same meaning. The results of the
search can be inaccurate or incomplete.

To deal with this situation, paper [12] gives us the definition of ontology-based
information retrieval. This model includes the four main processes of an IR system:
indexing, querying, searching, and ranking. However, as opposed to traditional
keyword-based IR models, in this approach, the query is expressed in terms of an
ontology-based query language (SPARQL), and the external resources used for
indexing and query processing consist of an ontology and its corresponding KB. The
indexing process is equivalent to a semantic annotation process. Instead of creating
an inverted index where the keywords are associated with the documents where
they appear, in the case of the ontology-based IR model, the inverted index contains
semantic entities (meanings) associated with the documents where they appear.
The relation or association between a semantic entity and a document is called
annotation. The overall retrieval process consists of the following steps:

* The system takes as input a formal SPARQL query.

» The SPARQL query is executed against a KB, returning a list of semantic
entities that satisfy the query. This process is purely Boolean (i.e., based on an
exact match), so that the returned instances must strictly hold all the
conditions of the formal query.
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¢ The documents that are annotated (indexed) with the above instances are
retrieved, ranked, and presented to the user. In contrast to the previous phase,
the document retrieval phase is based on an approximate match, since the
relation between a document and the concepts that annotate it has an inherent
degree of fuzziness.

The steps listed above are described in more detail in the following subsections,
from indexing to query processing, document retrieval, and ranking.

In this model, it is assumed that a KB has been built and associated with the
information sources (the document base), by using one or several domain otologies
that describe concepts appearing in a document text. The concepts and instances in
the KB are linked to the documents by means of explicit, non-embedded annota-
tions of the documents. In this model, keywords appearing in a document are
assigned weights reflecting the fact that some words are better at discriminating
between documents than others. Similarly, in this system, annotations are assigned
weights that reflect the discriminative power of instances with respect to the docu-
ments. And, the weight d, of an instance x for a document d is computed as

fredy -log 1P 1.1)

x e EEE——
max, freq, , Ty

where freq, , is the number of occurrences in 4 of the keywords attached to x

and D is the set of all documents in the search space.

The query execution returns a set of tuples that satisfy the SPARQL query. Then,
extract the semantic entities from those tuples, and access the semantic index to
collect all the documents in the repository that are annotated with these semantic
entities. Once the list of documents is formed, the search engine computes a
semantic similarity value between the query and each document, using an adapta-
tion of the classic vector space IR model. Each document in the search space is
represented as a document vector where each element corresponds to a semantic
entity. The value of an element is the weight of the annotation between the docu-
ment and the semantic entity, if such annotation exists, and zero otherwise. The
query vector is generated weighting the variables in the SELECT clause of the
SPARQL query. For testing purposes, the weight of each variable of the query was
set to 1, but in the original model, users are allowed to manually set this weight
according to their interest. Once the vectors are constructed, the similarity measure
between a document d and the query ¢ is computed as

dxgq
] -lal

If the knowledge in the KB is incomplete (e.g., there are documents about travel
offers in the knowledge source, but the corresponding instances are missing in the
KB), the semantic ranking algorithm performs very poorly: SPARQL queries will
return less results than expected, and the relevant documents will not be retrieved
or will get a much lower similarity value than they should. As limited as might be,
keyword-based search will likely perform better in these cases. To cope with this,
the ranking function combines the semantic similarity measure with the similarity
measure of a keyword-based algorithm. Combine the output of search engines, and
compute the final score as

sim(d, q) = (1.2)

A-sim(d,q) + (1 — ) - ksim(d, q) (1.3)
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where ksim is computed by a keyword-based algorithm and 4 € [0, 1].

A lot of information retrieval models have been put forward to improve the
performance of information retrieval, and some of the combinations of these tech-
nologies have been proven to be effective. But faced with the rich data in the MI,
the great improvement needs to be done for getting the search more intelligent and
efficient.

1.2.2 Deep learning

Machine learning is a field of computer science that gives computer systems the
ability to “learn” (i.e., progressively improve performance on a specific task) with data,
without being explicitly programmed. It learns from the external input data through
algorithm analysis to obtain the regularity for recognition and judgment. With the
development of machine learning, it is classified as shallow learning and deep learning
and plays an important role in the field of artificial intelligence. Due to the large-scale
data, multiple model, and complex correlation, traditional shallow learning algorithms
(such as the support vector machine algorithm [13]) are still subject to certain restric-
tions in dealing with complex classifications [14] even if widely used.

Deep learning is a new field in the study of machine learning; the motive is to
establish and simulate human brain analysis neural network to learn. It mimics the
human brain to explain the mechanism of data, such as images, sound, and text. As
with machine learning methods, deep machine learning methods also have super-
vised learning and unsupervised learning. Supervised learning algorithms experi-
ence a data set containing features, but each example is also associated with a label
or target. For example, the iris data set is annotated with the species of each iris
plant. A supervised learning algorithm can study the iris data set and learn to
classify iris plants into three different species based on their measurements.
Unsupervised learning algorithms experience a data set containing many features
and then learn useful properties of the structure of this data set. In the context of
deep learning, we usually want to learn the entire probability distribution that
generated a data set, whether explicitly as in density estimation or implicitly for
tasks like synthesis or deionizing. Some other unsupervised learning algorithms
perform other roles, like clustering, which consists of dividing the data set into
clusters of similar examples. The learning model established under different learn-
ing frameworks is very different. For example, the convolutional neural network
(CNN) is a kind of machine learning model of deep learning under the supervision
of the deep place letter (deep belief networks, referred to as DBNs), which is a kind
of machine learning model in the case of unsupervised learning.

The concept of deep learning was proposed in 2006 by Hinton [15]. Based on the
deep belief network (DBN), the algorithm is proposed to solve the optimization
problem of the deep structure, and then the deep structure of multilayer automatic
encoder is proposed. In addition, the convolution neural network proposed by
Lecun et al. [16] is the first real multilayer structure learning algorithm, which uses
the space relative relation to reduce the number of parameters to improve the
training performance. Deep learning is a method of representing learning in
machine learning. Observations (such as an image) can be represented in a variety
of ways, such as vectors for each pixel’s strength value, or more abstracted into a
range of edges, specific shapes, etc. It is easier to learn a task from an instance using
some specific presentation methods (e.g., face recognition or facial expression rec-
ognition). The advantage of deep learning is to replace the manual acquisition
feature with non-supervised or semi-supervised feature learning and hierarchical
feature extraction.
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Deep learning architectures such as deep neural networks, deep belief networks,
and recurrent neural networks have been applied to fields including computer
vision, speech recognition, natural language processing, audio recognition, social
network filtering, machine translation, bioinformatics, and drug design [13], where
they have produced results comparable to and in some cases superior [14] to human
experts.

The work [17] firstly proposed a novel context-dependent (CD) model for
large vocabulary speech recognition (LVSR). This model is a pre-trained deep
neural network-hidden Markov model (DNN-HMM) hybrid architecture that
trains the DNN to produce a distribution over senones (tied triphone states) as its
output. Although the experiments show that CD-DNN-HMMs provide dramatic
improvements in recognition accuracy, many issues remain to be resolved. First,
although CD-DNN-HMM training is asymptotically quite scalable, in practice, it is
quite challenging to train CD-DNN-HMMs on tens of thousands of hours of data.
Second, highly effective speaker and environment adaptation algorithms for DNN-
HMMs must be found, ideally ones that are completely unsupervised and inte-
grated with the pre-training phase. Third, the training in this study used the
embedded Viterbi algorithm, which is not optimal. In addition, the study views
the treatment of the time dimension of speech by DNN-HMM and GMM-HMMs
alike as a very crude way of dealing with the intricate temporal properties of
speech. Finally, although Gaussian RBMs can learn an initial distributed represen-
tation of their input, they still produce a diagonal covariance Gaussian for the
conditional distribution over the input space given the latent state (as diagonal
covariance GMMs also do). Ji et al. [18] developed a 3D CNN model for action
recognition. This model construct features from both spatial and temporal dimen-
sions by performing 3D convolutions. The developed deep architecture generates
multiple channels of information from adjacent input frames and performs con-
volution and subsampling separately in each channel. The final feature represen-
tation is computed by combining information from all channels. Evaluated by the
TRECVID and the KTH data sets, the results show that the 3D CNN model out-
performs compared with the methods on the TRECVID data, while it achieves
competitive performance on the KTH data, demonstrating its superior perfor-
mance in real-world environments. Furthermore, Cho et al. [19] proposed a novel
neural network model called RNN encoder-decoder that is able to learn the map-
ping from a sequence of an arbitrary length to another sequence, possibly from a
different set, of an arbitrary length. The encoder and decoder of the proposed
model are jointly trained to maximize the conditional probability of a target
sequence given a source sequence. The performance of a statistical machine trans-
lation system is empirically found to improve by using the conditional probabili-
ties of phrase pairs computed by the RNN encoder-decoder as an additional
feature in the existing log-linear model. But one approach that was not investi-
gated is to replace the whole or a part of the phrase table by letting the RNN
encoder-decoder propose target phrases. A multi-context deep learning framework
for saliency detection is proposed in [20]. Different pre-training strategies are
investigated to learn the deep model for saliency detection, and a task-specific pre-
training scheme for the presented multi-context deep model is designed. Tested by
the contemporary deep models in ImageNet image classification challenge, their
effectiveness in saliency detection is investigated.

Although deep learning has shown great success in various applications such as
objection recognition [21] and speech recognition [17], especially language model-
ing [22], paraphrase detection [23], and word embedding extraction [24], the work
implemented in the MI is still worthy to investigate.
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1.2.3 Outsourced attribute-based encryption system

Attribute-based encryption (ABE) is a promising cryptographic primitive,
which has been widely applied to design fine-grained access control system
recently. Data access control has been evolving in the past 30 years, and various
techniques have been developed to effectively implement fine-grained access
control [25], which allows flexibility in specifying differential access rights of indi-
vidual users. However, traditional access control systems are mostly designed for
in-house services and depend greatly on the system itself to enforce authorization
policies. Thus, they cannot be applied in cloud computing because users and cloud
servers are no longer in the same trusted domain. For the purpose of helping the
data owner impose access control over data stored on untrusted cloud servers, a
feasible consideration would be encrypting data through certain cryptographic
primitives but disclosing decryption keys only to authorized users. One critical issue
of this branch of approaches is how to achieve the desired security goals without
introducing high complexity of key management and data encryption. Existing
works resolve this issue either by introducing a per-file access control list (ACL) for
fine-grained access control or by categorizing files into several filegroups for effi-
ciency. As the system scales, however, the ACL-based scheme would introduce an
extremely high complexity which could be proportional to the number of system
users. The filegroup-based scheme, on the other hand, is just able to provide coarse-
grained access control of data.

To provide fine-grained access control over encrypted data, a novel public-key
primitive, namely, attribute-based encryption (ABE) [26], is introduced in the
cryptographic community, which enables public-key-based one-to-many encryp-
tion. In ABE system, users’ keys and ciphertexts are labeled with sets of descriptive
attributes and access policies, respectively, and a particular key can decrypt a
ciphertext only if the associated attributes and policy are matched. Though ABE is a
promising primitive to design fine-grained access control system in cloud comput-
ing, there are several challenges remained in the application of ABE.

* One of the main drawbacks of ABE is that the computational cost in decryption
phase grows with the number of attributes specified in the access policy. The
drawback appears more serious for resource-constrained users such as mobile
devices and sensors. Therefore, one challenge is how to reduce the decryption
complexity of ABE such that it can be applied to fine-grained access control for
users with resource-constrained devices.

* Beyond decryption, generating users’ private key in existing ABE schemes also
requires a great quantity of modular exponentiations. Furthermore, the
revocation of any single user in existing ABE requires key update at authority
for remaining users who share his/her attributes. All of these heavy tasks
centralized at the authority side would make it become the efficiency
bottleneck in the whole access control system. Therefore, another challenge is
how to reduce the key-issuing complexity of ABE such that scalable access
control can be supported.

To improve the practical application level of the attribute-based encryption
system, researchers began to attempt to introduce outsourced computing to the
attribute-based encryption system. In 2011, Green et al. [27] proposed a scheme that
outsourced the decryption operation in the attribute-based cryptosystem to a third
party in order to improve the client’s operational efficiency and enable the attribute-
based cryptosystem to run on devices with limited computational resources such as
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smart cards. The ciphertext length in this scheme increases linearly with the num-
ber of access policy attributes. In [27], the third party uses the conversion key sent
by the user to convert the encrypted ciphertext with the higher decryption cost into
the ElGamal-encrypted ciphertext with the lower decryption cost and transmits the
converted ciphertext back to users. And then, users can use their own decryption
keys to complete the decryption locally. Li et al. [28] simplified the client’s compu-
tational complexity in the attribute-based cryptosystem from the perspective of
outsourced cryptographic operations. After outsourcing cryptographic operations,
the user only needs to perform constant exponentiation operations for encryption
regardless of the number of attributes and can encrypt any access policy. Li et al.
[29] proposed an attribute-based encryption scheme that supports outsourced key
generation and outsourced decryption operations. Meanwhile, the scheme proposed
a fine-grained access control system based on this scheme. Lai et al. [30] pointed out
that the solution proposed by the user in [27] validates the results returned by the
third party and that the security of the solution depends on the random oracle
model. On the basis of [27], the literature [30] proposes a verifiable outsourced
attribute-based encryption scheme. By adding redundant information, users can
verify the conversion results returned by third parties to ensure the accuracy of
conversions. The security of the new program is based on the standard model. Li

et al. [31] proposed an attribute-based encryption scheme that can both reduce
attribute authority and user computing burden and also support user authentica-
tion, on the basis of [27, 28, 31] and so on. By outsourcing part of the key generation
and decryption operations to different service providers, the attribute authority and
the user’s local computing burden are greatly reduced. Lin et al. [32] pointed out
that the method of adding redundant information in [30] can not only achieve the
purpose of verifying the returned result, but also increases the computational load
and communication burden of the system. The literature [32] proposes an
outsourced attribute-based encryption scheme that uses a hybrid encryption system
and a commitment mechanism to complete user authentication. The length of the
ciphertext and the calculation of cryptographic operations in this scheme are only
half that of the scheme mentioned in [30], and the security of the scheme is based
on the standard model. Ma et al. [33] presented the concept of innocent proof for
the first time. The user who holds the private key cannot report cloud server
operation errors and proposed an attribute-based encryption scheme that supports
both outsourced encryption and decryption operations and verifiable and innocent
proofs. Mao et al. [34] proposed an attribute-based encryption scheme that verifies
outsource decryption, and experiments show that the scheme is more concise and
less computational than cryptographic schemes proposed in [30] but still with the
number of attributes linearly related. Xu et al. [35] proposed a circuit-based
ciphertext-policy-based attribute-based hybrid encryption system to ensure data
integrity in cloud computing environments and implement fine-grained access
control and verifiable delegation mechanisms.

It can be known from the existing work that currently existing secure
outsourced attribute-based encryption schemes cannot achieve a fixed ciphertext
length, and these solutions not only improve the computational efficiency but also
increase the communication load of mobile devices. However, the work of achiev-
ing fine-grained access control of data in the MI and promoting the sharing of data
in the MI is still worthy to investigate.

1.2.4 Proxy re-encryption system

Since cloud users do not fully trust cloud computing service providers (CSPs),
they do not want any unauthorized personnel (including cloud service providers) to
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view their own data. This cannot rely on administrative constraints or ethics. The
rules to be solved can only adopt technical means to ensure that cloud service
providers and other non-authorized personnel cannot obtain any uploading cloud
data from the customer, and any unauthorized changes to the customer data in the
cloud will be accepted by the customers. Therefore, user data usually needs to be
encrypted on the client before being transmitted to the cloud. However, in the
cloud computing environment, there are a large number of data sharing scenarios.
When data sharing is performed, if decryption is performed in the cloud, there is a
risk of leakage of user data, which is not completely trusted by the cloud computing
service provider for the user. The situation is impossible. If you need the user to
re-encrypt the file, this is very inconvenient for the user. Therefore, the proxy
re-encryption (PRE) scheme for distributed data storage can well solve this problem.

Proxy re-encryption (PRE), initially introduced by Blaze et al. [36], enables a
semi-trusted proxy to transform a ciphertext encrypted under the public key of
delegator into another ciphertext under the public key of delegatee without leaking
the underlying encrypted messages or private keys of delegator/delegatee to the
proxy. This special kind of public-key encryption seems to be an optimal candidate
to ensure the security of sharing data in cloud computing. Supposedly, the data
owner (say, Alice) intends to share the sensitive data stored in the cloud with
another granted user (say, Bob). It is desirable that the requested data can be
accessed by nobody other than Bob. Inspired by the primitive of PRE, Alice can
encrypt the sensitive data under her own public key before uploading the shared
data to the semi-trusted cloud. After receiving the request of data sharing from Bob,
Alice generates a proxy re-encryption key using her own private key and Bob’s
public key and sends this proxy re-encryption key to the semi-trusted cloud server.
Equipped with this proxy re-encryption key, cloud server can transform the
ciphertext encrypted under the public key of Alice into an encryption under the
public key of Bob. By utilizing the PRE primitive, the transformed ciphertext can
only be decrypted by Bob, whereas the cloud server is unable to learn the plaintext
or private keys of Alice or Bob. Finally, Bob can download and decrypt the
requested data with his own private key. In this way, the costly burden of secure
data sharing can be uploaded to the semi-trusted cloud server with abundant
resources.

In 2005, Ateniese et al. [37] proposed the first unidirectional PRE scheme.
Similar to the scheme of Blaze et al. [36], both of the schemes are secure only
against chosen-plaintext attacks (CPA). In 2007, Canetti et al. [38] designed a
bidirectional PRE scheme with chosen-ciphertext security. In 2008, Libert et al.
[39] introduced a replayable chosen-ciphertext secure (RCCA) unidirectional PRE
scheme. Since then, various PRE schemes have been proposed in the literature (e.g.,
[40-44]).

PRE can be extended in the context of identity-based encryption. In 2007, Green
and Ateniese [45] proposed the first identity-based proxy re-encryption (IBPRE)
scheme, which is CCA secure in the random oracle model, where hash functions are
assumed to be fully random. Chu and Tzeng [30] constructed a CCA secure IBPRE
scheme in the standard model. After that, many identity-based proxy re-encryption
(IBPRE) schemes have been proposed, such as [47-53].

However, among all of the aforementioned schemes, the semi-trusted proxy can
use a given re-encryption key to transform all the ciphertexts of a delegator into
those of a delegatee. But in reality, the delegator does not want to transform all of
his data for the delegatee. Therefore, type-based PRE [54] and conditional PRE
(CPRE) [55, 56] were proposed, in which the proxy can only fulfill ciphertext
conversion conditionally. Later, Liang et al. [57, 58] proposed two IBCPRE schemes
with CCA secure in the standard model. However, He et al. [59] presented the
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security analysis to show that their schemes only achieve CPA security. In 2016, He
et al. [60] proposed an efficient identity-based conditional proxy re-encryption
(IBCPRE) scheme with CCA secure in the random oracle model.

PRE can be extended in the attribute-based setting. Attribute-based proxy re-
encryption (ABPRE) can effectively increase the flexibility of data sharing. In 2009,
Liang et al. [61] first defined the notion of ciphertext-policy ABPRE (CP-ABPRE),
where each ciphertext is labeled with a set of descriptive conditions and each re-
encryption key is associated with an access tree that specifies which type of cipher-
texts the proxy can re-encrypt, and they presented a concrete scheme supporting
and gates with positive and negative attributes. After that, several CP-ABPRE
schemes (e.g., [62]) with more expressive access policy were proposed. In 2011,
Fang et al. [63] proposed a key-policy ABPRE (KP-ABPRE) scheme in the random
oracle model, whereby ciphertext encrypted with conditions W can be re-encrypted
by the proxy using the CPRE key under the access structure TT if and only if
T(W)T(W) = 1. More recent ABPRE systems can be seen in [64-66].

In 2016, Lee et al. [67] proposed a searchable hierarchical CPRE (HCPRE)
scheme for cloud storage services, and cloud service provider is able to generate a
hierarchical key, but the re-encryption key generation algorithm also requires the
private keys of the delegator and delegatee.

So far, the proxy re-encryption has been extensively investigated. However, the
concrete proxy re-encryption schemes with different properties still need to be
proposed and applied to the special environment for the MI.

1.3. Organization
The core material of this book consists of the following:
* Chapters 1 and 2, discussing the importance of outsourcing and privacy
protection for data service in the mobile Internet and the basics of data service

outsourcing and privacy protection in the mobile Internet

* Chapters 3-5, introducing information retrieval, classical machine learning,
and deep learning

* Chapters 6 and 7, introducing attribute-based encryption for flexible and fine-

grained access control and motivating proxy re-encryption for secure access
delegation
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Chapter 2

Foundations

The purpose of this chapter is to offer a brief review of all the necessary crypto-
graphic concepts needed in the following chapters. We start with the mathematical
backgrounds and associated hard problems. The other aspect of this chapter is some
facts regarding the classical symmetric cryptography and public-key cryptosystem.
Finally, a concise description of provable security will be presented in the rest of
this chapter. We remark that this introduction is by no means exhaustive such that
the approaches used to speed up pairing computations or select suitable parameters
of elliptic curve are really beyond the scope of this book.

2.1. Mathematical concepts and properties
2.1.1 Concepts from number theory
2.1.1.1 Primes and divisibility

Let Z be the set of integers. We say that a divides b (denoted as a|b) if there
exists an integer ¢ satisfying ac = b for a, b, c € gZ. If a does not divide b, we write
ath. Despite that this definition makes sense even when one or more of these
integers are negative or zero, we are only interested in the case when a, b, ¢ are all
positive. A direct observation is that if 2|b and a|c, then a|(xb + yc) for any x, y € rZZ.

If alb and a is positive, a is regarded as a divisor or factor of b. Furthermore, 4 is
also called a nontrivial factor of b in case a ¢ {1,b}. A positive integer p(> 1) is
considered as prime if it has no nontrivial factors, i.e., it has only two divisors: 1 and
p itself. A positive integer greater than 1 is called composite if this integer is not a
prime number. It is the convention to know that “1” is neither prime nor composite.

According to the fundamental theorem of arithmetic, every integer greater than
1 can be expressed uniquely as a product of primes. Namely, any positive integer

n > 1 can be written asn = H zpf’ such that {p,} are distinct primes and ¢; > 1 for

all ; furthermore, the {p;} and {¢;} are uniquely determined up to ordering.

Proposition 2.1

Let a and b be two integers and b > 0. Then there exist unique integers q, v satisfying
a=qb+rand 0<r <b.

¢ is known as the greatest common divisor of two nonnegative integers 4 and b
(written as ged(a, b)) if ¢ is the largest integer satisfying c|a and c|b. It is noted that
gcd(0, 0) are not defined, whereas ged(b, 0) = ged(0,b) = b. The notion of greatest
common divisor also makes sense when either or both of 4, b are negative, but we
will never need this; therefore, when we write ged(a, b), we always assume that
a, b = 0. Note that if p is prime, then gcd(a, p) is either equal to 1 or p. 4 and b are
called relatively prime if ged(a, b) = 1.

Proposition 2.2

Let a, b be two positive integers. Then there exist x, y € Z such that
ax + by = gcd(a, b). Furthermore, gcd(a, b) is the smallest positive integer that can be
expressed in this manner.
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Proof. Let I denote the set {ax + by} where x, y are chosen from Z. Note that I
certainly contains some positive integers since at least 4, b €I such that
a=ax1+bx0andb =ax0+b x 1. Letd denote the smallest positive integer
in I. We claim that d = gcd(a, b) due to the fact that 4 can be represented as
d = ax + by for some x, y € Z (recall that d €I). In addition, to show that
d = gcd(a, b), we must show that d|a and d|b and that d is the largest integer with
this property. In fact, we can show that d divides every element in I. To prove this,
take arbitrary ¢ € I such that ¢ = ax’ + by’ with x, y' € Z. According to Proposition
2.1, we have ¢ = gd + r with g and r being integers and 0 <7 < d. Then

r=c—qd=ax"+by —qlax +by) = (x' —gx)a+ (y —qy)b €L (2.1)

There is a contradiction between 7 # 0 and the choice of d as the smallest
positive integer in I. Thus, it is obvious that » = 0 and hence d|c.

Since both a and b are elements in I, the above shows that d|a and d|b. Suppose
there exists d’ > d such that d'|a and d'|b. Then d'|ax + by; since the latter is equal to
d, this means d'|d, which is impossible if 4’ is larger than d. It is concluded that d is
the largest integer dividing both @ and » and hence d = gcd(a, b).

Given a and b, the Euclidean algorithm can be used to compute ged(a, b) in
polynomial time. The extended Euclidean algorithm can be used to compute the
coefficients x, y (as in Proposition 2.1) in polynomial time as well. Interested readers
can refer to [68] for more details.

Proposition 2.3

If clab and ged(a, ¢) = 1, then c|b. In particular, if p is prime and p|ab, then either
pla or p|b.

Proof. It is easy to observe that ¢ X a = ab for some integer a since c|ab. From
gcd(a, ¢) = 1 then, according to the previous proposition, there exist integers x, y
such that 1 = ax + cy. Multiplying both sides by b, we obtain

b = axb + cyb = abx +cyb =c X ax +cyb = ¢ - (ax + yb). (2.2)

Since (ax + yb) is an integer, it follows that c|b.

The second part of this proposition follows from the fact that if p{a, then
ged(a, p) =1

Proposition 2.4

If pIN, q|N, and gcd(p, q) = 1, then pq|N.

Proof. We can see pa = N and g = N from p|N and ¢|N and obtain 1 = px + gy
from Proposition 2.2, where a, §, x, y are all integers. Multiplying both sides of the last
equation by N, we obtain N = pxN + qyN = pxqp + qypa = pq(xp + ya). Thus, pg|N.

2.1.1.2 Modular arvithmetic

Leta, b, N be integers with N > 1. Let [ mod N|] denote the remainder of a € Z
upon division by N. In more detail, according to Proposition 2.1, there exist unique
g and 7 such thata = gN +rand 0 <7 < N, and [2 mod N] is defined as this
remainder 7. Namely, 0 < [ mod N] < N. The process of mapping « to ¢ mod NJ is
called reduction modulo N.

a and b are regarded as congruent modulo N (written as 2 = b mod N) if
[a mod N| = [b mod N, that is to say, the remainder when 4 is divided by N is
equivalent to the remainder when b is divided by N. In this manner, 2 = b mod N if
and only if N|(a — b). Note that 2 = [b mod N] implies 2 = b mod N, but not vice
versa. For example, 36 = 18 mod 18 but 36 # [18 mod 18] = 0.
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We remark that congruence modulo N is an equivalence relation, i.e., it is
reflexive (@ = a mod N for all ), symmetric (# = b mod N implies b = 2 mod N),
and transitive (if 2 = » mod N and b = ¢ mod N, then a = ¢ mod N). Congruence
modulo N also obeys the standard rules of arithmetic with respect to addition,
subtraction, and multiplication, so if 4 = 4’ mod N and b = b’ mod N, then
(a+b) = (a' +b") mod N and ab = a’b’ mod N. Thus, the calculations of congru-
ence modulo N can be simplified by “reducing and then adding/multiplying”
instead of “adding/multiplying and then reducing.”

Example 1. Let us compute [3193015 x 590702 mod 100]. Since
3193015 = 15 mod 100 and 590702 = 2 mod 100, we have

3193015 x 590702 = [3193015 mod 100] - [590702 mod 100] mod 100
=15 x 2 = 30 mod 100.

The cost of alternate approach to derive the answer (viz., computing the product
3193015 x 590702 and then reducing the answer modulo 100) is much more expensive.

Different from addition, subtraction, and multiplication, the division operation in
congruence modulo N has not been involved. That is to say, if 2 = 4’ mod N
and b = b’ mod N, then it is not necessarily true that a/b = a’ /b’ mod N;; in fact,
the expression “a /b mod N is not, in general, defined well. As a specific example related
to the division, b = cb mod N does not necessarily imply that @ = ¢ mod N.

Example 2. Take N = 12. Then 3 x 3 =9 =3 x 7 mod 12, but 3 # 7 mod 24.

However, a meaningful notion of division has also been defined for congruence
modulo N. If for a given integer a there exists an integer a ! such that
a xa ! =1mod N,a!is viewed as a (multiplicative) inverse of a modulo N, and a is
considered as invertible modulo N. It is obvious to observe that if « is a multiplicative
inverse of @ modulo N, then so is [@ mod N]; furthermore, if ’ is another multiplica-
tive inverse, then [a mod N| = [@ mod N]. We can simply let ! denote the unique
multiplicative inverse of 4 that lies in the range {0,..., N — 1} if 4 is invertible.

In this way, division by 2 modulo N is defined as multiplication by a~* modulo N
if a is invertible modulo N (i.e., ¢/a is defined as ¢ x a~! mod N). We stress that
division by a is only defined when 4 is invertible. If ¢ x @ = b x a mod N and a are
invertible, then we may divide each side of the equation by a (or, equivalently,
multiply each side by a™?!) to obtain

(cxa)xat=(bxa)xa ' modN = c=hbmodN. (2.3)

We see that in this case, division works “as expected” by adopting the idea of
invertible integers. The natural question is that which integers are invertible mod-
ulo of a given modulus N. To answer this question fully, Proposition 2.2 is used in
the following proposition:

Proposition 2.5

Let a, N be integers with N > 1. Then a is invertible modulo if and only if
ged(a, N) = 1.

Proof. Assume a is invertible modulo N, and let » denote its inverse. It is
evident that 4 # 0 since 0 x b = 0 mod N regardless of the value of b. Since
a x b =1mod N, the definition of congruence modulo N implies that
a xb —1=ax N for some a € Z. Equivalently, b x a — a x N = 1. According
to Proposition 2.2, this implies gcd(a, N) = 1.

Conversely, if gcd(a, N) = 1, then according to Proposition 2.2, there exist
integers x, y such that ax + Ny = 1. Reducing each side of this equation, modulo N
gives ax = 1 mod, and it is easy to see that x is a multiplicative inverse of a.
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Example 3. Let N = 13 and a = 10. Then 10 x 4+ (—3) x 13 =1, and so
4 = [4 mod 13] is the inverse of 10. One can verify that 10 x 4 = 1 mod 13.

2.1.2 Concepts from abstract algebra
2.1.2.1 Group theory

Assume G be a set. A binary operation o defined over the set G (written as g ok if
g, h €G) is simply a function that takes as input two elements of G and outputs
another element in the set G. The formal definition of a group is described as
follows:

Definition 2.1. A group is a set G pairing with a binary operation o such that:

Closure law: For all g, i € G, the result of g o still remains in the set G.

Identity law: There exists an identity element e € G such that for allg € G,
€og=g=4g7¢

Inverse law: For all g € G, there exists an element » € G such that
geh =e =hog.Such an & is called an inverse element of g.

Associative law: For allg;, 2,, 2, €G, (g,°8,) °g3 = g, °(2,°83)-

In this way, the set G along with the binary operation - is defined as a group.
When the set G has a finite number of elements, (G, <) is viewed as a finite group,
and |G| denotes the order of the group, that is, the number of elements in G.

Ifgoh = hogforallg, h €G, this group is called abelian group or commutative
group. In this book, we will always deal with finite and abelian (commutative) groups.

If (G, o) is a group, a set H C G pairing with the operation e is called a subgroup
of (G, o) if the set H forms a group under the involved operation . To check that
(H, o) is a subgroup, we need to verify closure, existence of identity and inverses,
and associativity according to Definition 2.1. (In fact, associativity is inherited auto-
matically from the group (G, - ).) Every group (G, o) always has the trivial subgroups
(G, o) and ({e}, ). (H, o) is called a strict subgroup of (G, o) if H # G.

Associativity implies that the notation of long expression g, o g, o --- og, without
parentheses is unambiguous since it does not matter in what order we perform the
operation o.

It is easy to see that the identity element in a group (G, o) is unique, and thus we
can therefore refer to the identity element of a group. One can also demonstrate that
each element g of a group has a unique inverse element.

In general, the abstract notation  will not be used to denote the group operation
directly. Either the additive notation or the multiplicative notation will be used
instead depending on the involved group. In case the additive notation has been
adopted, the group operation applied to two elements g, / in the group is denoted as
g + h; the identity element is denoted as “0,” and the inverse element of g is denoted
as —g. In case the multiplicative notation has been employed, the group operation
applied to g, 4 in the group is denoted as g x & or simply gh; the identity element is
denoted as “1,” and the inverse element of g is denoted asg~'. As in the case of
multiplication modulo N, we also define division by g as multiplication by g~?

(i-e., [(h/g) mod N] is defined as [(h x g¢~!) mod N]). Finally, we remark that this
does not imply that the group operation corresponds to the addition or multiplica-
tion operation for integers. Instead, this merely serves as useful general notation.

Example 4. A set may be formed as a group under one operation, but not another
operation. For example, the set of integers Z forms an abelian group under the addition
operation: the identity element is “0,” and every integer g has inverse identity —g. On the
other hand, it does not form a group under multiplication operation since, for example,
the multiplicative inverse of the integer “0” does not make sense.
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Example 5. The set of complex numbers C is not a group under multiplication, since
“0” does not have a multiplicative inverse. The set of nonzero complex numbers, however,
is an abelian group under multiplication with identity “1.”

Example 6. Let N = 2 be an integer. The set {0,..., N — 1} with respect to addition
modulo N is an abelian group of order N: closure is obvious; associativity and commuta-
tivity follow from the fact that the integers satisfy these properties; the identity element is
0; and, since a + (N — a) = 0 mod N, it follows that the inverse element of any element a
is (N — a) mod N|. We denote this group by (Zy, +). (Occasionally, the notion Zy will
also be used to denote the set {0.,..., N — 1} without involving any particular operation.)

The “cancelation law” for groups has been demonstrated in the following
lemma.

Lemma 2.1 Let (G, x) be a group and a,b,c€G. If a x c =b X ¢, thena =b. In
particular, if a X ¢ = c, then a is the identity element in G.

Proof. We know a x ¢ = b x ¢. Multiplying both sides by the unique inverse
element ¢! of the element ¢, we obtain 2 = b. In detail

a=axl=ax(xc)=(axe)xcl=bBxc)xcl=bx(xc)=bx1=b. (2.4)

Group exponentiation: It is often useful to be able to describe the group oper-
ation applied # times to a fixed element g, where 7 is a positive integer. As for the
additive operation, we demonstrate this as # - g or ng, that is,

ng:n-gdgg—&-m—i-g. (2.5)

7 times

Note that # is an integer, while g is a group element. So ng does not represent the
group operation applied to #» and g (indeed, we are working in a group where
the group operation is written additively). However, the operation “behaves
fortunately as it should,” for example, if g € G and n, n’ are integers, then
(ng) + (W'g) = (n +n')g, n(n'g) = (nn')g and 1-g = g. In an abelian group G with
& heG, (ng) + (nh) =n(g+h).

As for the multiplicative operation, we demonstrate application of the group
operation z times to an element g by g”. That is,

g =gx-xg. (2.6)
——

n times
The familiar rules of exponentiation follow: g" x g" = g"™', (g")" = g™, and
g' =g. Also, if G is a commutative group and g, h €G, theng” - " = (gh)".
The above notation can be extended to the case when # is zero or a negative
integer in the natural way. Generally, we leave g" undefined if 7 is not an integer. As

for additive operation, we have O - gdﬁo and (—n) - gdgn -(—g) such thatn is a
positive integer. (Note that in the equation “0 - g = 0,” the “0” on the left-hand side
is the integer 0, while the “0” on the right-hand side is the identity element in the
group.) As one would expect, it can be shown that (—») - g = —(ng). As for multi-

C . . d d .
plicative notation, g° 41 and g 4 (¢71)". Again, as expected, one can show that

gr=e"
Theorem 2.1
If (G, x) is a finite group with the order m = |G|, then for any element g € G, g” = 1.
Proof. We prove the theorem only for the commutative group (G, x) (despite it
holds for any finite group). Fix arbitrary g € G, and let g, -+, g,, be the elements
of G. We claim that
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Gy Xgy X e xg = (gxg) X (gxgy) X - XxX(gxg,). 2.7)

It is noted thatg x g; = g x g; implies g; = g; according to the cancelation law

shown in Lemma 2.1. Thus m elements in parentheses on the right-hand side of the
displayed equation are pairwise different from each other. By considering that there
are exactly m elements in G, the m elements being multiplied together on the right-
hand side are simply all elements of G in some permuted order. The order in which
all elements of the group are multiplied does not matter due to the fact that the
group (G, x) is commutative, and thus the result of the right-hand side is identical
to the result of left-hand side.

Fueled by the fact that (G, x) is commutative, all occurrences of the element g
can be pulled out, and we can obtain

g1 Xg X xg, = (gxg) X (gxg,) x X (gxg,)=g" % (g, xg, X~ xg,). (2.8)

Once again by the cancelation law in the group, it is obvious that g” = 1.

Corollary 2.1

If (G, x) is a finite group with the order m = |G| > 1, then for any element g € G and
any integer i, g' = glimodml,

Proof. According to Proposition 2.1, i can be expressed as gm + v, where g, r are
integers and  can be demonstrated as [i mod m]. By Theorem 2.1,

g =g =g xg=1xg =g (2.9)

holds.

Example 7. As for the additive operation, the above corollary means that if g is an
element in a group with order m, then i -g = [i mod m] - g. As an example, consider the
group Zos of order m = 25, and take g = 13. The corollary can be instantiated as

303-13 =[303mod 15]-13=3-13=13+13+13 =39 =14 mod 25. (2.10)

Corollary 2.2

Let (G, x) be a finite group with ovder m = |G| > 1. Let e > 0 be an integer, and
define the functionf, : G — G by f,(g) = g°. If gcd(e, m) = 1, then f, is a permutation.
Furthermore, if d = [e™* mod m), then f ; is the inverse of f,.

Proof. According to Proposition 2.5, ¢ is invertible modulo 7 due to the fact that
gcd(e, m) = 1. To show that f; is the inverse of f,, for any g € G, we have

fulfo@) =fu(&) = () =g =gltmdm =g' =4 (2.11)
2.1.2.2 Group (Zy, x)

As mentioned before, the set Zy = {0,..., N — 1} pairing with the addition oper-
ation modulo N can be regarded as a group. One natural problem is that whether the
set {0,..., N — 1} associated with the multiplication operation modulo N can be
viewed as a group or not. It is obvious that “1” can be considered as the identity
element for the multiplication modulo N. However, not every element in this set is
invertible associated with the multiplication modulo N, for example, the multipli-
cative inverse element of “0” obviously does not make sense. What make matters
worse, if N = 8, then the elements “2,” “4,” and “6” are not invertible by exhaus-
tively trying every possible elements in {0,..., 7}. Thus, it is necessary to identify
which elements in {0,...,, N — 1} are invertible modulo N. Depending on Proposition
2.5, the element a € {0,..., N — 1} is invertible if and only if ged(a, N) = 1. It is also
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easy to observe that the inverse element of a resides in the range {0,..., N — 1}. This
results in the definition of the following set for N > 1:

250 e1,... N — 1}|ged(a, N) = 1}. (2.12)

In other words, Zy, includes integers in the set {1,..., N — 1} that are relatively
prime to NN.

Based on the discussion above, the identity element and inverse element associ-
ated with each element can be found in Z},. Furthermore, the commutativity and
associativity features inherit from Zy directly. To discuss the feature of closure, let
a,b €Zy; and ¢ = [a x b mod N, and then assume ¢ ¢ Zj,. This implies that
ged(c, N) # 1, and so a prime p exists such that p|N and p|c. From
¢ = [a x b mod N, we see that a x b = gN + ¢ for some integer g and thus pla x b.
Based on Proposition 2.3, we obtain p|a or p|b and, thus, contradict either
ged(a, N) =1 or ged(b, N) =1 (recall that a, b € Zy;). In short, the set Zy, with
respect to the multiplication operation modulo N forms a group.

Proposition 2.6

Zy is a commutative group pairing with the multiplication operation modulo N when
N > 1is an integer.

Let ¢(N) denote the order of the group (Zjy, x) such that ¢(N) (dg |va|> and ¢

is called the Euler phi function. To compute the value of ¢(N), we first consider the
case when N is prime, i.e., N = p. In this case, all elements in {1,...,p — 1} are
relatively prime to p, and so ¢(p) = |Z,| = p — 1. We then consider the case

N = p x q such that p, g are distinct primes. We see that either p|a or g|a if an
integer a € {1,..., N — 1} is not relatively prime to N. Note that 4 cannot be divided
by both p and ¢ simultaneously since this would imply pgq|a and contradict

a < N(=p x q). The elements in {1,.., N — 1} that can be divided by p are exactly
the (g — 1) elements p,2p, 3p, ..., (¢ — 1)p, and the elements that can be divided by ¢
are exactly the (p — 1) elements q,2q, ..., (p — 1)q. Thus, the number of elements
that are neither divisible by p or g is therefore given by

N-1-(g-1)-p-)=pxq-p-q+1={p-1)¢-1). (2.13)
That is to say, ¢(N) = (p — 1)(¢ — 1) when N is the product of two distinct
primes p and q.
Theorem 2.2

Let N = [1,p?, where the {p;} are distinct primes and e; > 1. Then
$(N) =N x[[,(1 =)

Example 8. Take N = 24 = 3-23. Then 7, = {1,5,7,11,13,17,19, 23} and
|Zn| =8 =24 x (1—-1) x (1—1) = ¢(24). The inverse identity of 5 in Zy; is 5 itself,
since 5 x 5 =125 = 1mod 24.

Until now, the set Zy, under the multiplication operation modulo N is shown to
be a group with order ¢(NN). According to the Theorem 2.1, we get the following
theorem directly:

Theorem 2.3

Take arbitrary N > 1 and a € Zy; then we obtain

a?™) =1modN. (2.14)

For the specific case when N = p is prime and a € {1,..., p — 1}, we have
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A '=1modp. (2.15)

By Corollary 2.2, we obtain the following theorem easily:
Theorem 2.4

Let N > 1 be an integer. For integer e > 0, we define f, : Zy; — Zy as
f.(x) = x° mod. If e is relatively prime to ¢(N), then f, is a permutation. Moreover, if
d = [e"' mod ¢(N)), then f , is the inverse of f,.
Definition 2.2. A functionf : G — H is said to be an isomorphism from a group
(G, o) to another group (H, o) if (1) f is a bijective mapping, and (2) for all
2,8, €G, wehavef(g,°cg,) =f(g,) °uf(g,). If these properties hold, then we say
the group (G, ) and the group (I, o) are isomorphic and write this as G = H.
Group isomorphisms: An isomorphism from a group to another group provides an
alternate and equivalent approach to think about the structure of groups. For example,
if the group (G, o) is finite and G = H], then the group (H, ) must be finite and
have the same order as G. Also, if there exists an isomorphism f from a group (G, °g)
to another group (H, o), thenf " is an isomorphism from (H, o) to (G, o).
Example 9. The bijective mapping f where f (n) = 2n is an isomorphism from the
group (Z, +) to the group (Zay, +) because f(a +b) =2(a+b) =2a +2b =
f(a) +f(b), where Zy, denotes the set of even integers and + is the addition operation
for the integers.

Example 10. The bijective mapping f where f (n) = 3" is an isomorphism from
the group (Zs, +) to the group (73, x ), where 4 and x denote the addition operation
modulo 6 and the multiplication operation modulo 7. On the one hand, 30=1,3'=3,
32 =2,3 =6, 3" = 4, and 3° = 5. On the other hand, f(2 + 3) = 32"3)=32 x 33 =
f2)xf(3).

2.1.2.3 Chinese remainder theorem

Theorem 2.5

Let n1, na, ..., ny, be integers that ave pairwise velatively prime, i.e., ged (ni, n;) = 1 for
i # j. Then there exists a unique solution modulo of the product n = n1 X ny X ...y, to the
following system of congruences:

x =a; (modnq)
=a; (modn
2 2). (2.16)

x =a, (modny)

The solution to the system of congruences shown in Theorem 2.5 can be calcu-
lated as

k

x = Zla,-NiMi mod n 2.17)
where
N; = nﬁ (2.18)
and
M; = N; ' mod »;. (2.19)
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The solution can also be represented in a slightly different way which makes it
easier to be understood. Namely, we can rewrite Eq. (2.1) as

k

x = Ya;-¢ modn (2.20)
i=1
such that
(1 (modn;) (221)
6‘1:{0 (mod nj),j #i’ '

So the solution of the Chinese remainder theory can be regarded essentially as an
integer version of Lagrange interpolation, where a polynomial is created according
to k points by calculating a similar set of coefficients that are either 0 or 1 and thus
enforce the desired behavior at the given points.

Example 11. Consider the following system of congruences:

x=2 (mod3)=a; (modn)
x=3 (mod5)=a, (modn,). (2.22)
x=2 (mod7)=a; (modns3)

According to the solution of the Chinese remainder theorem, we see that

n=mny xXny,xn3=3x5x7=105

10
Ny =210 5
71 3
Ny =215y
ny S
1 (2.23)
=15 s
ns3 7

M; =N;'modn; =2 'mod3 =2
M, =N,'mod#n, =3 'mod5=1
M3:N3’1 modn; =2 'mod7 =1

so that
x = (a1 x Ny X M1 + a3 X Ny x M, + az X N3 x M3) mod 105
=(2%x35%x2+3x%x21x1+42x15x1)mod105 (2.24)
= 23 mod 105.

In this example we can also think of the solution as finding integers e1, e, and e3
such that

x=(2xe1+3xe+2 xe3) mod 105 (2.25)
70 (mod 3)
e1=70=<¢ 0 (mod)5)
0 (mod7)
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0 (mod 3)
e=21=¢21 (mod)5)
0 (mod?7)
and
0 (mod 3)
e3=15=¢ 0 (mod5). (2.26)
15 (mod7)

2.1.2.4 Cyclic groups and generators

Let (G, x) be a finite group with order m. For arbitrary g € G, consider the set

()% (406 ). (2.27)

According to Theorem 2.1, g” = 1. If i <m denotes the smallest positive integer
for which g’ = 1, then the above sequence repeats after i terms (i.e., g’ = g°,
gl =gl -, g% =0 etc.), and so

@=14"% g (2.28)

It is obvious to see that (g) contains exactly i elements since if ¢ = g* with
0<j <k < i, then g*7 # 1 thanks to the choice of i.

It is easy to observe that ({g), x) can be regarded as a subgroup of (G, x), which
is generated by the element g. If the order of the subgroup ({(g), x) is i, then i is
called the order of the element g.

Definition 2.3. If (G, x) is a finite group and g is randomly chosen from G, then
the order of element g is defined as the smallest positive integer i such thatg’ = 1.

Proposition 2.7

If G is a finite group, and g € G is an element with ovder i, then for any integer x, we
have g* = g modil,

Proof. The proof of this proposition is similar to the proof of Corollary 2.1, and
thus we omit it here.

Proposition 2.8

If G is a finite group and g € G is an element with ovder i, then g* = ¢ if and only if
x =y modi.

Proof. If x = y mod 4, then [x mod i] = [y mod 7], and according to the previous
proposition, we directly have

& :g[x mod i] :g[y mod 7] =g, (2.29)

On the other hand, from g* = g7, we can easily obtain g* = ¢’ from the
previous proposition, where x” = [x mod i| and ' = [y mod i]. We in turn get
@) =g¥ =1.1fx' #y, the difference x' — y' is then a nonzero integer
smaller than i since both x” and ' are smaller than i. There is contradiction between
the fact that 7 is the order of the element g and the fact that x’ — y’ is a nonzero
integer smaller than i. Therefore, we obtain x =y’ directly.

The identity element of any group (G, ), features with the order 1, can
generate the group ({e), ¢ ). Furthermore, identity element is known as the only
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element with order 1. On the other hand, if an element g € G features with the order
m (where m denotes the order of the group (G, <)) can be found, then (g) =«. In
other words, G can be generated by the element g and considered as a cyclic group.
Here, g is called a generator of G. (Different from the identity element, a cyclic
group may have multiple generators.) If g is a generator of cyclic group (G, o), then,
by definition, every element 2z € G can be derived by computing g* for some
xe€{0,..,m —43}.

Proposition 2.9

Let (G, o )<be a finite group with ovder m, and the element g € G features with the
order i. Then ijm.

Proof. By Theorem 2.1, g¢” =< According to Proposition 2.7, we have
g" =g ™414n case the element g features with the order i. If itm, then

! q s . . % . .
74 [m mod i]4s a nonzero integer smaller than 7 such thatg’ =< This contradicts

the fact that 7 is the order of the element g.

Corollary 2.3

If (G, o )4s a group with prime order p, then this group is cyclic. Furthermore, all
elements of G other than the identity element are generators of (G, o).

Proof. Based on Proposition 2.9, the only possible orders of elements in the
group (G, o )are 1and p. Only the identity element features with the order 1, and so
all other elements own order p and can generate the original group.

In addition to the groups of prime order, the additive group Zy, for N > 1,
provides another example of a cyclic group, whereas the element 1 offers the
function of generator.

Theorem 2.6

If p is prime, then (Z,; x)ferms a cyclic group.

The proof of this theorem is outside the scope of this book, and the interesting
reader can refer to for more details.

Example 12. Consider the group (Z3}, x), which is cyclic by the previous theorem.
We have (10) =<4,10}, and so 10 is not a generator. However,

(2) =41,2,4,8,5,10,9,7,3,6} =&i5; (2.30)

and so 2 is a generator of Zi;.

Given a cyclic group G with order g, we can represent this group by a generator
g€GasG :e{go, gl, e gq’l}. In other words, each element 2 € G can be expressed
as h =¢* such that x € Z,. Correspondingly, x is called the discrete logarithm of
with respect to the generator g such that x =deg . Note that the logarithms in this

case are regarded as “discrete” because these logarithm values range over a finite
range, as opposed to “standard” logarithms from calculus whose values are within
an infinite set.
The discrete logarithm problem in a cyclic group G with respect to a given
generator g is to calculate x such that g =4 with the input of a random element
h € G. Formally speaking, G is a polynomial-time algorithm with the input 1" to
output a cyclic group G with order 4 and a generator g € G. In addition, the group
operation in G is required to be computed efficiently (i.e., in time polynomial in 7).
Consider the following experiment between a given algorithm .4 and the algorithm G:
The discrete logarithm experiment DLog 4 (1)«

1. Given the parameter #, the algorithm G outputs (G, ¢, g), where G denotes a
cyclic group with order g and g is a generator of G such that ||g|| =4

2.Choose s G randomly.
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3.Given {G, g, g, h}, the task of A is to output x € Z,.
4.This experiment outputs 1 if g¢* = & and 0 otherwise.

Definition 2.4. The discrete logarithm problem is said to be hard relative to the
algorithm G if, for all probabilistic, polynomial-time algorithms .A, the probability
Pr[DLog , ;(n) = 1] is negligible.

By way of example, groups of the form Z;, where p is prime number, offer one

family of cyclic groups in which the discrete logarithm problem is believed to be
hard [69, 70].

2.1.3 Elliptic curve groups

Different from Z;, another interesting class of groups, which is used widely in

cryptographic applications, is those consisting of points on elliptic curves. Despite
elliptic curve groups being very crucial in practical construction of cryptographic
primitives, our treatment of such groups in this book is rather minimal and sacri-
fices generality in favor of simplicity. The basic reason about this approach is due to
the fact that most cryptographic primitives based on elliptic curve groups can be
understood and investigated by treating the underlying group in a completely
generic manner without involving any particular group used to instantiate the
primitive. Namely, cryptographic primitives can be built on arbitrary cyclic groups,
and the security of these schemes can be proven as long as the related computa-
tional problem in the underlying group is believed to be hard no matter how the
group is actually instantiated. Therefore, mathematical background needed for a
deeper understanding of elliptic curve groups is beyond the scope of this book.
Interested readers can refer to [71] for more details.

Define Z, as {0,...,p — 1} for p =5 be a prime. Despite the elliptic curves can in
fact be defined over arbitrary (finite or infinite) fields, only the case such thatp # 2
or 3 is taken into consideration to eliminate the additional complications. The
elliptic curve E over Z, represents the set of points (x, y) defined by the equation
y* = x> +ax + b mod p with a, b € gZ, and with the discriminant 44> + 27b* +
0 mod p (this condition ensures that the equation x> +ax + b = 0 mod p has no
repeated roots). This set of points on Z, along with a distinguished point O at
infinity {(x, y)|x, y €Z, AE(x,y) = 0} U {O} outlines the curve E. The elements of
the set E(Z,) are called the points on the elliptic curve E defined by
9% = x>+ ax + b mod p, and O is called the “point at infinity.”

Example 13. An element y € Z,, is called a quadratic vesidue modulo p if there exists
an x € Z; such that x* = y mod p, while x is regarded as a square root of y in this case.
According to [68], every quadratic residue modulo p that has exactly two square roots for
p > 2is prime.

Let f(x) be a function such that f = x? + x + 6 and consider the curve E : y* =
f(x) mod 11. Each value of x for which f(x) is a quadratic residue modulo 11 yields
two points on the curve; a value of x for which f(x) = 0 mod 11 gives one point on
the curve E(Z11). The points on the curve E(Zy;) (shown in Table 2.1) can be
identified and explained as follows:

* f(0) = 6 mod 11, a quadratic nonresidue modulo 11.

* f(1) = 8 mod 11, a quadratic nonresidue modulo 11.

27


http://dx.doi.org/10.5772/intechopen.79903

Data Service Outsourcing and Privacy Protection in Mobile Internet

x 0o 1 2 3 4 5 6 7 8 9 10
x® +x + 6 mod 11 6 8 5 3 8 4 8 4 9 7 4
Quadratic residue or nonresidue modulo11? x x v Vv x Vv x V V x /
y 4 5 2 2 3 2
7 6 9 9 8 9
Table 2.1.

The points on the elliptic curve y* = x> + x + 6 mod 11.

* f(2) = 5mod 11, a quadratic residue modulo 11 with square roots 4 and 7. This
yields the points (2, 4), (2,7) €E(Z11).

* f(3) = 3 mod 11, a quadratic residue modulo 11 with square roots 5 and 6. This
yields the points (3,5), (3,6) € E(Z1).

* f(4) = 8 mod 11, a quadratic nonresidue modulo 11.

* f(5) = 4 mod 11, a quadratic residue modulo 11 with square roots 2 and 9. This
yields the points (5,2), (5,9) € E(Z11).

* f(6) = 8 mod 11, a quadratic nonresidue modulo 11.

* f(7) = 4 mod 11, a quadratic residue modulo 11 with square roots 2 and 9. This
yields the points (7,2), (7,9) € E(Z11).

* {(8) =9 mod 11, a quadratic residue modulo 11 with square roots 3 and 8. This
yields the points (8, 3), (8, 8) €E(Z11).

* f(9) = 7 mod 11, a quadratic nonresidue modulo 11.

* £(10) = 4 mod 11, a quadratic residue modulo 11 with square roots 2 and 9.
This yields the points (10,2), (10,9) € E(Z11).

Including the point O at infinity, there are 7 points in E(Z11).

A common approach to conceptualize E(Z,) intuitively is to observe the graph
with equation y? = x® 4 ax + b over the reals (rather than the equation y* = x*+
ax + b mod p) as in Figure 2.1. Despite that this figure does not correspond exactly
to E(Zy,) because E(Z,) consists only a finite number of points (recall that Z, is a
finite set), while there are an infinite number of solutions to the same equation over
the real numbers, the picture offers insightful intuition. In such figure, the point
at infinity O can be viewed as sitting at the top of the y-axis and lying on every
vertical line.

Observations from Figure 2.2 demonstrate that every line intersecting with the
elliptic curve E(Z,) intersects this curve in exactly three points. In case the elliptic
line is tangent to the curve at the point P, the point P is counted twice, and the point
O is also counted (when the line is vertical). A binary operation (called “addition”)

« »

can be defined from this fact and denoted by “+” on points of E(Z,) as follows:

* The point O is defined as the identity element such that P+ O = O + P = P for
all PeE(Zy)

¢ We obtain
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Figure 2.1.
Graph of the elliptic curve y* = x® + x + 6 such that A > 0.

Figure 2.2.
Addition operations on points on an elliptic curve.

Pi+P,+P;=0. (2.31)

for Py, P, P3 are colinear points on E. (Note that the ordering of Py, P, P5 has
been disregarded in the sense that the addition operation is commutative for all
points and associative for colinear points.)

Negation. On input a point P, the negation of P is defined as the point —P such
that P+ (—P) = O.If P = O, it is easy to see that —P = O. Otherwise, due to the
factthat P+ (—P)+ O = (P+ (—P)) + O = O+ O = O and Eq. (2.2), it is evident
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that the negation of P corresponds to the third point on the line passing through
P and O or, in other words, the vertical line passing through P. According to
Figure 2.2, —P is simply the reflection of P in the x-axis, that is, if P = (x, ), then
—P=—(x,y)=(x —y).

Addition of points: To evaluate the sum P; + P, for two arbitrary points
Py, P, # O on the elliptic curve E, we can draw the line through P, P, (if P, = P,
then draw the line tangent to E at P;) and identify the third point of intersection P;
of this line with the curve E. From Eq. (2.2), we can directly derive P; + P, = —Ps.
If P; = O, then P; + P, = —O = O. Otherwise, if the third point of intersection of
the line through P, and P, is the point P; = (x,y) # O, then

P14+ P, =—-P;= (x, —y). (2.32)

It is straightforward but tedious to carry out the addition law concretely. Assume
P1 = (x1,y,) and P, = (x2, y,) are two points in E(Z,) with P;, P, # O and E is
represented by the equation y* = x* + ax + b mod p. The slope of the line through
these points can be computed as

Lhmodp, P1# P,
=19 e . (2.33)
#1 mod P> Py= P
The line passing through P; and P, can be outlined by the equation
y=2A-(x—x1)+y, modp. (2.34)

To find the third point of intersection of this line with E, substitute Eq. (2.3) into
92 = x> + ax + b mod p to obtain

(2~ (x —x1) +9,)* = x* + ax + b mod p. (2.35)

The values of x that satisfy this equation are x1, x; and (A2 — x1 — x, mod p]- The
first two solutions correspond to the original points P; and P,, while the third is the
x-coordinate of the third point of intersection P3. The y-value corresponding to this
third value of x is y = [A - (x — x1) +y, mod p]. That is, P3 = (x3, y;) where

x3=(2—x1—x)modp  y,=[1:(x1—x3)—y,] modp. (2.36)

It is straightforward that the set of points E(Z,) pairing with the addition law
defined above forms an abelian group. All the necessary properties have almost
been shown: closure under addition law depends on the fact (the proof is omitted
due to the space limit) that any line intersecting E intersects this curve in exactly
three points, O serves as the identity element, inverse element of each point on
E(Z,) can also be found in E(Z, ), and commutativity of addition law rests on
Eq. (2.2). The final property to verify is associativity, which the interested reader
can check themselves with tedious calculation.

According to Table 2.1, there are seven points in the set E(Z;;) with the curve
E:y* =x*+x + 6 mod 11 such that

E(le) = {O: (27 4)1 (2, 7): (3’ 5)) (37 6): (57 2): (Sa 9)’ (77 2)’ (77 9)1 (8a 3):

(8,8), (10,2), (10,9)}. (2.37)

Suppose P = (2,7), 2P = P + P can be computed as follows:
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First, the slope of the line can be calculated as follows:

C3x2%+1

2
%7 mod 11 = 3 mod 11 = 8. (2.38)

After that, we obtain

=(8-2-2)mod11=>5

%= ) mo (2.39)
¥;=1[8x(2-5) -7 mod11 =2.

Therefore, 2P = (5,2). Slmllarly, we can also get 3P = (8, ) = (10,2),

5P = (3,6), 6P = (7,9), 7P = (7,2), 8P = (3,5), 9P = (10,9), 1 (8 8),
1P = (5,9), 12P = (2,4), and 13P = O

It is easy to see that E(Zy;) along with the addition operation forms a commuta-
tive group with the generator P = (2,7).

Similar to Z,, elliptic curve groups provide another family of cyclic groups in
which the discrete logarithm problem is believed to be hard [71].

2.1.4 Bilinear pairing

Let G be a cyclic multiplicative group with the generator g and the prime order p
and Gr be another multiplicative cyclic group of the same order p. A bilinear
pairing refers to amap é : G x G — Gr featured with the following properties:

1. Bilinearity: For allg,, ¢, €G, and a, b € Z,, ¢(g7, &) =é(g, gz)“b
2. Nondegeneracy: There exist g;, g, €G such thaté(g;, g,) = 1g,.

3. Computability: For all g;, g, €G, there is an efficient algorithm to compute

€(g122)-

The modified Weil pairing [77] or Tate pairing [72] defined on the elliptic curves
can be adopted to implement such an admissible bilinear map.

2.2. Public-key cryptography

The discussion thus far has been very general. We now show some concrete
examples of concrete public-key encryption and signature schemes in the tradi-
tional PKI and ID-PKC settings, respectively. As mentioned in [73], public-key
encryption enables two parties to communicate with each other securely without
any shared secret information in advance. Let us call the sender Alice and the
receiver Bob. Bob first selects the key pair (pkg, skg) and sends the public key pkg to
Alice over any channel but keeps the private key skp secure and secret. Before
sending the sensitive message m to Bob, Alice generates the ciphertext ¢ by
performing the encryption algorithm ¢ = Ency, (m) under Bob’s public key. To
recover the message m, Bob decrypts the ciphertext ¢ by carrying out the inverse
decryption Decg, (c) with his own private key skg. According to [74], digital signa-
ture allows a user to generate a signature on the given message with secret key sk in
such a way that any other party who knows this user’s corresponding public key pk
can ensure that the message indeed originated from this user and has not been
altered in any way. Let us call the sender Alice and the receiver Bob. The sender
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Alice first generates a public/secret key pair (pka, ska)<nd then distributes pk, in
some reliable way to the other users in the system while keeping sk secret. When
the message m originated from Alice needs to be authenticated, Alice can generate
a digital signature o on the message m using her private key sk,; the pair (m, o)—
will be then sent. Anyone who knows the public key pk, can verify the authenticity

of m by checking whether Vify,, (m, o) < %or not. In this section, we have chosen

to focus on the most well-known and long-standing public-key primitives in this
section.

Observing that all existing constructions of public-key encryption and signature
schemes are proven secure under some assumptions associated with the hardness of
solving some mathematical problems. Therefore, the number-theoretic hard prob-
lems related to these constructions have been first reviewed here.

Definition 2.5. (RSA problem) Let N =« X ¢; where p and ¢ are two distinct
odd prime numbers. Let e be a random prime number such that ged(e, (p —H)x —
(9 —4))«=4; and let G be a cyclic subgroup of Zy~ Given (N, ¢)«@nd y € G, the RSA
problem consists of finding 2 € Zy such that y =«¢.

Definition 2.6. (Discrete logarithm (DL) problem) Let G be a finite cyclic group
and g be a generator of G. Given a random element 2 € G, the DL problem consists
of computing the exponent x such that 2 =¢*.

Definition 2.7. (Weil Diffie-Hellman (WDH) problem) Given a generator P of
G and a triple < aP, bP, cP > for random a, b, c € Z;Tthe WDH problem is to com-

pute ¢(P, P)% € Gr.
Definition 2.8. (Decision Diffie-Hellman (DDH) problem) Given a generator
P of G and a tuple < aP, bP, cP > for a, b, c € Z;,, the DDH problem is to decide

whether ¢ @b mod ¢ holds or not.
Definition 2.9. (Computational Diffie-Hellman (CDH) problem) Given a gen-
erator P of G and a tuple < aP, bP > fora, b € Z;‘,_the CDH problem is to compute

abP.

2.2.1 Public-key encryption algorithms
2.2.1.1 Framework of public-key encryption

Definition 2.10. A public-key encryption scheme (see Figure 2.3) consists of the
following three algorithms:

1. Gen: Given a security parameter 1%, this algorithm outputs a pair of public and
secret keys (pk, sk).

2.Enc: On input a public key pk and a message m from some underlying plaintext
space, this algorithm outputs a ciphertext ¢, which can be denoted as
¢ Encyp(m).

3.Dec: On input a private key sk and a ciphertext c, this algorithm outputs a
message  or a special symbol L to denote failure, which can be written as
m =<Decg,(c).

We make the consistency constraint that if for every n, every (pk, sk)«generated

by Gen(1"), every message m in the appropriate underlying plaintext space, and
¢ =<Ency(m), then Decg(c) = m
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Figure 2.3.
Intuition of public-key encryption.

2.2.1.2 RSA encryption scheme

The RSA encryption scheme [75] is the most widely used public-key encryption
scheme, and its security depends on the intractability of the RSA problem. Con-
cretely, the RSA encryption scheme consists of the following three algorithms:

Gen: To create the public key and the corresponding secret key, the following
steps are performed:

1. Randomly choose two prime numbers p and ¢ such that |p| = |g].
2.Compute N =p x q.
3.Compute ¢p(N) = (p — 1) x (¢ — 1).

4.Randomly choose an integer e < ¢(IN) such that gecd (e, ¢(N)) =1, and
compute the integer d such that e x 4 = 1 mod ¢(N).

5.Publish (N, e) as the public key, and keep 4 as the corresponding private key.
Note that p, g and ¢(IV) will be destroyed safely.

Enc: Before sending a sensitive message 7 < N, the sender creates the cipher-
text ¢ = m® mod N. (Note that the plaintext message space is in fact Zj.)

Dec: To decrypt the ciphertext ¢, the corresponding receiver computes
m = ¢ mod N.

2.2.1.3 ElGamal encryption scheme

The ElGamal encryption scheme [76] is constructed based on the DL problem.
Concretely, the ElGamal encryption scheme consists of the following three
algorithms:

Gen: To create the public key and the corresponding secret key, the following
steps are performed:

1. Choose a random multiplicative generator g of Z,, such that p is a random
prime number.

2.Pick a random number 1<x <p — 2 as the private key.
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3. Compute the corresponding public key by y = g*( mod p).
4.Publish (p, g, y) as the public key, and keep x as the corresponding private key.

Enc: Before sending a sensitive message m € Z,,, the sender picks 1sk<p —2
and computes the ciphertext as follows:

¢1 = gk (mod p), ¢, = y*(mod p). (2.40)
Dec: To decrypt the ciphertext (c1, ¢2), the following steps are performed:
m = ¢,/c{(mod p). (2.41)

2.2.1.4 Framework of ID-based encryption scheme

Definition 2.11. An ID-based encryption scheme (see Figure 2.4) consists of the
following three algorithms:

Setup: On input a security parameter k, this algorithm is performed by the PKG
to create the system parameters params and the master secret key master-key such
that params will be distributed to all users in the system and master-key will be kept
secret by PKG itself.

Extract: On input params, master-key, and an arbitrary identity ID € {0, 1},
this algorithm is performed by the PKG to generate a private key djp. After that, djp
will be sent to the corresponding user secretly.

Enc: On input params, ID, and m, this algorithm outputs a ciphertext c.

Dec: On input params, ID, ¢, and the corresponding private key d;p, this
algorithm recovers m.

2.2.1.5 Boneh-Franklin IBE

The first practical identity-based encryption scheme is constructed by Boneh
and Franklin [77] based on bilinear pairings, and its security depends on the WDH
problem. First the basic Boneh-Franklin IBE scheme which is not secure against an
adaptive chosen-ciphertext attack® is presented. The only reason for describing the
basic scheme is to improve the readability of the full scheme. After that, the full
scheme extends the basic scheme to achieve security against an adaptive chosen-
ciphertext attack.

1 — | Vhana + -+ il

Figure 2.4.
Intuition of ID-based encryption.

1 The detail of adaptive chosen-ciphertext attack can be found in Section 2.3.
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Boneh-Franklin IBE (basic scheme): Concretely, the basic Boneh-Franklin IBE
scheme consists of the following four algorithms:

Setup: The algorithm works as follows:

1. Leté : G x G — Gr be a symmetric bilinear pairing defined in Section 2.1.4.

2. Pick a random s € Z; and set Py,; = sP.

3. Choose two cryptographic hash functions Hy: {0,1}" — G* and H; :
GT — {0, 1}”.

The system parameters params = {P, Pyyup, Hi, H »} are published to everyone in
the system, while master-key s €Z, is kept secret by PKG.

Extract: On input a string ID € {0, 1}", this algorithm is performed by the PKG
as follows:

1. Compute dip = s - H1(ID) as the private key associated with the identity ID.

2.Send dp to the user ID secretly.

Encrypt: To encrypt m under the public-key ID, r is chosen from Z;, and the
ciphertext is generated as follows:

¢ = (rP,m ® H; (g])) where g, = é(H1(ID), Py,3) € Gr. (2.42)

Decrypt: Given a ciphertext ¢ = (U, V) encrypted using the public-key ID. The
plaintext message can be recovered as follows:

V@Hz(é(d{p, U)) =m. (243)

Boneh-Franklin IBE (full scheme): Concretely, the full Boneh-Franklin IBE
scheme consists of the following four algorithms:

Setup and Extract: The algorithms are the same as those in the above basic
scheme. In addition, two additional hash function Hj: {0,1}" x {0,1}" — Z, and
H,: {0,1}" — {0,1}" are required.

Encrypt: To encrypt 7 under the public-key ID, choose a random y € {0,1}", set
r = H3(y, m), and generate the ciphertext as follows:

C = (rP,y ®Hy(g)p)> m ® Hy(y)) where g, = é(H1(ID), Ppup)- (2.44)
Decrypt: Let (U, V, W) be a ciphertext encrypted using the public-key ID.
Given a ciphertext ¢ = (U, V, W) encrypted using the public-key ID. The plaintext
message can be recovered as follows:
1. Compute V@ H(é(dip, U)) = 7.
2.Compute W @ Hy(y) = m.

3.Set » = Hs3(y, m). Test that U = vP. If not, reject the ciphertext.

4.Output m.

2.2.2 Signature algorithms
2.2.2.1 Framework of digital signature

Definition 2.12. A signature scheme (see Figure 2.5) consists of the following
three algorithms:
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Figure 2.5.
Intuition of digital signature.

Gen: Given a security parameter 17, this algorithm outputs a pair of public and
secret keys (pk, sk).

Sign: On input a private key sk and a message m from some underlying message
space, this algorithm outputs a signature o, which can be written aso  Signg, (m).

Verify: On input a public key pk, a message m, and a signature o, this algorithm
returns 1 for accept or O for reject.

We make the consistency constraint that if for every n, every (pk, sk) generated
by Gen, and every message m, it holds that

Vemfypk(m, Signg,(m)) = 1. (2.45)

2.2.2.2 RSA signature scheme

The RSA cryptosystems [75] may be used to provide both encryption and digital
signature. The RSA digital signature is described as follows:

Gen: To create the public key and the corresponding secret key, the following
steps are performed:

1. Randomly choose two prime numbers p and ¢ such that |p| =|g].

2.Compute N =p x q.

3.Compute ¢p(N) = (p — 1) x (¢ — 1).

4.Randomly choose an integer e < ¢(IN) such that gecd (e, ¢(N)) =1, and
compute the integer d such that e x 4 = 1 mod ¢(N).

5.Publish (N, e) as the public key, and keep 4 as the corresponding private key.
Noted that p, g and ¢(N) will be destroyed safely.

Sign: To create a signature of message m € Zy;, the signer creates ¢ = m® mod N.
Verify: Given a message-signature pair (m, s), this algorithm outputs 1 if
m = ¢ mod N and returns 0 otherwise.

2.2.2.3 ElGamal signature scheme

The ElGamal cryptosystems [75] may be used to provide both encryption and
digital signature. The ElGamal digital signature is described as follows:
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Gen: To create the public key and the corresponding secret key, the following
steps are performed:

1. Choose a random multiplicative generator g of Z,, such that p is a random
prime number.

2.Pick a random number 1<x <p — 2 as the private key.
3. Compute the corresponding public key by y = g*( mod p).
4.Publish (p, g, y) as the public key, and keep x as the corresponding private key.

Sign: To create a signature of message m € Z,, the signer picks a random number
1<k <p — 2 and generates a signature (7, s) such that

r=g*(modp),s =k (m —x xr)(modp — 1). (2.46)

Verify: Given a message-signature pair (m, (7, 5)), this algorithm outputs 1 if
y" xr* =g"( mod p) and returns 0 otherwise.

2.2.2.4 Schnorr signature scheme

Many variations of the basic ElGamal signature scheme have been proposed, and
Schnorr signature scheme [78] is one well-known variant of the ElGamal scheme.
The ElGamal digital signature is described as follows:

Gen: The system parameters are generated as follows:

1. Choose two prime numbers p and g such that g|p — 1.

2.Choose an element g € Z, of order g.

3.Select a cryptographic hash function H: {0,1}" — Z,.

4.Select a random number x € rZ, as the secret key and compute y = ¢~ ( mod p)
as the public key. Publish (p, 9, g, y, H) as the public key and keep x as the
corresponding secret key.

The parameters (p, g, g, H) are publicized for use by system-wide users.

Sign: To create a signature on message m € {0, 1}", the signer picks a random
number k from Z, at random and computes a signature such that » = g*( mod p),
e = H(ml||r), and s = k +x x e( mod q).

Verify: Given a message-signature pair (s, (e, s)), this algorithm outputs 1 if
7 =g xy*(modp) and ¢ = H(m/||r') and returns O otherwise.

2.2.2.5 Digital signature standard

In 1991, a digital signature algorithm (DSA) has been presented by the US
National Institute of Standards and Technology (NIST) and later been called the
Digital Signature Standard (DSS) [79] by the US Federal Information Processing
Standards (FIPS 186). DSS is regarded as the first digital signature scheme recog-
nized by the US government and is described as follows:
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Gen: The system parameters are generated as follows:

1. Select a prime number g such that 215 < g< 2160,

2. Choose t such that 0 << 8, and select a prime number p where 251764 <

]9< 2512+64t anqup _ 1)‘

3. Select a generator g of the unique cyclic group with order g in Z,.

a. Select an element & € Z, and compute g = hg’*l)/qmodp.

b. If g = 1 then go to previous step.
4.Select a random integer x such that 1<x <q — 1 and compute y = g*mod p.

5. (p, 9, g, y) is published as the public key, while x is kept secret as the private key
of the corresponding user.

Sign: To create a signature on message m € {0, 1}", the following steps are
performed.

1. Select a random secret integer k such that 0 < k < q.
2. Compute r = (¢* mod p) mod g.

3. Compute k' mod q.

4.Compute s = k™ *{h(m) + xr} mod q.

5.(r, s) is returned as the signature on the message .

Verify: Given a message-signature pair (m, (7, 5)), the following steps are
performed to check the validity of the signature.

1

1. Compute s = s ' - h(m) mod g and u, =7 -s ' mod q.

2.Output 1 if » = (g"9*> mod p) mod q and return 0 otherwise.

2.2.2.6 Framework of ID-based signature scheme

An ID-based encryption scheme (see Figure 2.6) consists of the following three
algorithms:

Setup: On input a security parameter k, this algorithm is performed by the PKG
to create the system parameters params and the master secret key master-key such
that params will be distributed to all users in the system and master-key will be kept
secret by PKG itself.

Extract: On input params, master-key, and an arbitrary identity ID € {0, 1},
this algorithm is performed by the PKG to generate a private key djp. After that, dip
will be sent to the corresponding user secretly.

Sign: Given a message m, an identity ID, a private key dip, and params, this
algorithm generates the signature ¢ on the message m under the identity ID.
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Figure 2.6.
Intuition of ID-based signature.

Verify: Given a signature o, a message m, an identity ID, and params, this
algorithm returns 1 for accept or O for reject.

2.2.2.7 Cha-Cheon IBS

Inspired by [77], an ID-based signature scheme has been proposed by Cha
and Cheon [80] using gap Diffie-Hellman (GDH) groups, where GDH group
is a cyclic group where the CDH problem is hard, but the DDH problem is
easy. The Cha-Cheon identity-based signature scheme is described as follows:

Setup: Leté : G x G — Gr be a symmetric bilinear pairing defined in Section
2.1.4. Choose a generator P from the group G, pick a random s €Z,, set Py, = sP,
and choose cryptographic hash functions Hq: {0,1}" x G — Z; and H,: {0,1}" — G.
The system parameter (P, Pyup, Ha, H,) is published, while the master secret key s is
kept secret by PKG.

Extract: Given an identity ID, this algorithm computes djp = sH,(ID) and sends
it to the user associated with identity ID secretly.

Sign: Given a secret key djp and a message , pick a random number r € Z, and
output a signature ¢ = (U, V) such that U = vH,(ID), h = H1(m, U), and
V= @+h)dp.

Verify: To verify a signature ¢ = (U, V) on a message m under an identity ID,
this algorithm outputs 1if é(U + hH»(ID), Pp,;) = é(P, V) and returns 0 otherwise,
where i = Hy(m, U).

2.2.2.8 Bellare-Neven-Namprempre IBS

Bellare et al. [81] proposed the first pairing-free identity-based signature scheme
based on the DL problems. The Bellare-Neven-Namprempre identity-based signa-
ture scheme is described as follows:

Setup: Generate an elliptic curve E over a finite field Z,, a prime g dividing the
number of points on E, and a curve point P of order ¢, pick a random x € Z;, and
compute P,,; = xP. Choose two cryptographic hash functions Hy, H: {0, 1} — L.
(Zys E, q, P, Ppyy, Hi, Hy) is published as the system parameter, and x is kept secret
as the master secret key by PKG.

Extract: Given an identity ID, PKG picks a random r € Z; and computes R = 7P,
¢ =H1(ID,R), and s = » 4+ c¢x mod q. (R, s) is sent to the user associated with ID
secretly.
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Sign: Given a secret key pair (R, s) associated with ID and a message m, pick a
randomt e Z; and compute T = tP, h = H,(ID, m, R, T'), and

z=t+hsmodgq. (2.47)

The resulting signature is 6 = (R, T, 2).
Verify: To verify a signature ¢ = (R, T, 2) of a message m for an identity ID,
compute & = Hy(ID, m, R, T) and ¢ = H1(ID, R) and check whether

2P = T+ h(R + cPpy) (2.48)

holds or not.

2.3. Provable security

Provable security, which involves the exact definitions, precise assumptions,
and rigorous security proof of cryptographic primitives, is regarded as the method-
ology unavoidable in designing, analyzing, and evaluating new primitives [82-84].
The basic reason for the necessity of provable security originates from the fact that
the security of a cryptographic primitive cannot be checked in the same way that
software is typically checked. Without a proof that no adversary with enough
computational resources can break the primitive, we can only depend on our intu-
ition about the security of the mentioned primitive. Unfortunately, history has
already demonstrated that intuition in cryptography and information security is
disastrous in the sense that countless examples of unproven schemes or schemes
only with heuristic security proof were broken (sometimes immediately or some-
times years after being published or deployed).

Instead of indiscreetly assuming a given cryptographic primitive is secure,
provable security assumes that some mathematical problems are hard to solve and
then to prove that the given primitive is secure provided this assumption. Con-
cretely, the proof proceeds by presenting an explicit reduction showing how to
construct an efficient algorithm C that succeeds in solving certain computational
tasks that was assumed to be hard from any efficient adversary A that succeeds in
breaking the primitive with nonnegligible probability. The steps of such a proof can
be outlined in a high level as follows:

We first assume that some mathematical problem X cannot be solved by any
polynomial-time algorithm except with negligible probability. To prove that some
cryptographic primitive /7 is secure, the following steps are performed.

Initial: Assume an efficient adversary A attempts to attack the cryptographic
primitive /7 and denotes A’s success probability by e.

1. An efficient adversary C is constructed by employing adversary A as a
subroutine to solve problem X. Given some input instance of mathematical
problem X, the algorithm C will simulate an execution of /I for the adversary
A such that:

a. The view of A when it is invoked as a subroutine by C should be identical
to the view of A when it interacts with the real primitive I7 itself.

b.Furthermore, if A succeeds in breaking the execution of /7 which is being

simulated by C, this should enable C to solve the given instance of X with
inverse polynomial probability 7.
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2.From Step 1, it is obvious that if ¢ is not negligible, then the problem X can be
solved by C with nonnegligible probability £, which contradicts the initial
assumption. Therefore, we conclude that, given the assumption associated
with X, no efficient algorithm A can succeed with nonnegligible probability ;
in other words, /1 is proven to be computationally secure formally.

2.3.1 Public-key encryption

As for the security model of public-key encryption, we begin our definitional
treatment by considering the case of an eavesdropping adversary who observes a
single ciphertext that it wishes to crack. In other words, the eavesdropping adver-
sary does not have any further interaction with the sender or the receiver after
receiving a (single) ciphertext. Intuitively speaking, the security model for the
public-key encryption is depicted by the definition of indistinguishability. Particu-
larly, consider an experiment PubK%'[;(n) between an eavesdropping adversary .A
and a corresponding simulator/challenger C, in which A outputs two messages 79
and m, with equal length and in turn is given an encryption of one of these messages
randomly chosen by C using a randomly generated key. According to the definition
of indistinguishability, a public-key encryption scheme /7 is said to be secure if, in
this experiment, no adversary A can distinguish which message is encrypted better
than a naive guess. We now give the formal definition of PubK*";;(n) as follows:

Given a public-key encryption scheme IT = (Gen, Enc, Dec) and an adversary A,

the eavesdropping experiment PubK";(n) is defined as follows:

1. The algorithm Gen(1") is performed by C to calculate keys (pk, sk).

2. After receiving the public key pk A outputs a pair of messages (g, m1) such
that |mo| = |m].

3. After receiving (mq, m1), C chooses a random bitbs  {0,1} and sends to A a
ciphertextc  Ency,(my). Here, c is called the challenge ciphertext.

4. After receiving c, A outputs a bit b"and wins the experiment if b’ = b.

Definition 2.13. A public-key encryption scheme IT = (Gen, Enc, Dec) is
regarded to achieve indistinguishability against an eavesdropper if for all probabi-
listic, polynomial-time adversaries .A, the advantage of A in the eavesdropping
experiment PubK®";,(n), defined as Adv*~**(A) = [2Pr[b’ = b] — 1], is negligible.

2.3.1.1 Security against chosen-plaintext attacks

In view of the fact that a relatively weak attacker who only passively eavesdrops
on the communication has been modeled in the eavesdropping experiment, a more
powerful type of adversarial attacker who is allowed to query encryptions of multi-
ple messages in an adaptive manner should be considered to simulate the attacker’s
capabilities in the real world. Thus, a chosen-plaintext attack (CPA) has been
defined to enable the adversary A to interact freely with an encryption oracle to
encrypt messages of A’s choice.

Specifically, consider the following experiment defined for public-key encryp-
tion scheme IT = (Gen, Enc, Dec); the CPA indistinguishability experiment
PubK* f’an(n) between the adversary A who can mount chosen-plaintext attack and a

corresponding simulator/challenger C is defined as follows:
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Initial: The algorithm Gen(1")4s performed by C to calculate keys (pk, sk).

Phase 1: After receiving the public key pk, A issues a sequence of queries to the
oracle Encyy (-)<«adaptively.

Challenge: After deciding Phase 1 is over, A outputs a pair of messages (7o, m1)—
with equal length. C now chooses a random bit» {0, 1} and sends to A a cipher-
textc  Ency(my). Here, c is called the challenge ciphertext.

Phase 2: The adversary A now issues a second sequence of queries to the oracle
Encyy(-)«adaptively again as in Phase 1.

Guess: After receiving ¢, A outputs a bit b"and wins the experiment if b’ =4-

Definition 2.14. A public-key encryption scheme IT = (Gen, Enc, Dec)4s
regarded to achieve indistinguishability against chosen-plaintext attacks if for all
probabilistic, polynomial-time adversaries A, the advantage of A in the experiment

PubK*";,(n), defined as Advii P (A) = RPr[b’ =] — }; is negligible.

2.3.1.2 Security against chosen-ciphertext attacks

To strengthen the adversary’s capabilities further, a third type of adversary,
which is more powerful than the former two types of adversaries and can mount
chosen-ciphertext attack [85, 86], should be taken into consideration. In this attack
model, the adversary is not only allowed to encrypt any messages of its choice as in
the chosen-plaintext attack model but also enabled the adversary to decrypt any
ciphertexts of its choice. Therefore, the chosen-ciphertext attack is regarded as the
most powerful attack associated to the public-key encryption so far.

Specifically, consider the following experiment defined for public-key encryption
scheme /T = (Gen, Enc, Dec); the CCA indistinguishability experiment PubK*}";(n)«—
(shown in Figure 2.7) between the adversary .4 who can mount chosen-ciphertext
attack and a corresponding simulator/challenger C is defined as follows:

Initial: The algorithm Gen(1")4s performed by C to calculate keys (pk, sk).

Phase 1: After receiving the public key pk, A issues a sequence of queries to the
encryption oracle Ency(-)<@nd the decryption oracle Decy (-)<adaptively.

Challenge: After deciding Phase 1 is over, A outputs a pair of messages (o, m1)—
with equal length. C now chooses a random bit» {0, 1} and sends to A a cipher-
textc  Encyr(my). Here, c is called the challenge ciphertext.

A e 4= Enc,y(my) C

]

Dec.p(-) o5

Figure 2.7.
CCA experiment PubK{"; (n)or public-key encryption.
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Phase 2: After receiving ¢, A now issues a second sequence of queries to the
oracles Encpy () and Decg () adaptively again as in Phase 1 with the restriction that
the challenged ciphertext cannot be queried to the decryption oracle.

Guess: A outputs a bit b’ and wins the experiment if b’ = b.

Definition 2.15. A public-key encryption scheme I7 = (Gen, Enc, Dec) is
regarded to achieve indistinguishability against chosen-ciphertext attacks if for all
probabilistic, polynomial-time adversaries .A, the advantage of A in the experiment
PubK‘;;(n), defined as Advi}d=c(A) = 2Pr[b" = b] — 1|, is negligible.

2.3.2 ID-based encryption

Different from the public-key encryption in the traditional PKI, the definition of
chosen-ciphertext security must be strengthened a bit in the ID-PKC due to the fact
that the attacker might already own the private keys of users IDy, -+, ID,, of her
choice when she attacks another public key ID. To ensure the security of encryption
scheme in the ID-based environment [77], the definition of chosen-ciphertext
security must enable the attacker to obtain the private key associated with any
identity of her choice (other than the challenged public key ID being attacked).

2.3.2.1 Security against chosen-ciphertext and identity attacks

Specifically, consider the following experiment defined for ID-based encryption
scheme IT = (Setup, Extract, Encrypt, Decrypt); the CCA indistinguishability experi-
ment IBECZ’I;M” (n) (shown in Figure 2.8) between the adversary A who can mount
chosen-ciphertext attack and a corresponding simulator/challenger C is defined as
follows:

Initial: The algorithm Setup is performed by the challenger C to generate the
system parameters params, which will be forwarded to the adversary A.

Phase 1: A can perform a polynomially bounded number of queries in an adap-
tive manner as follows:

1. Upon receiving an identity ID;, C runs private key extraction oracle Extract(-)
on ID; and forwards the associated private key to A.

params

Extract(ID)
Decrypt(1D, )

(11t wrg ). ID°

Encrypt(params, ID°, i)

Extract(ID £ ID%)
DecryptiID & ID*. ¢ < &%)

Figure 2.8.
CCA experiment IBE%;’d” (n) for ID-based encryption.
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2. Upon receiving a tuple (ID, ¢;), C runs decryption oracle Decrypt(-) on (ID;, ¢;)
and sends the result to A.

Challenge: After deciding Phase 1 is over, adversary submits two plaintexts
(mo, m1) with equal length and an identity ID* to C such that the identity ID* must
not have sent to the private key extraction oracle Extract(-) in Phase 1. After receiving
(mo, m1), C selects a random bit b € {0, 1}, sets ¢ = Encrypt(params, ID*, my,), and
forwards ¢ to the adversary as the challenge ciphertext.

Phase 2: This is identical to Phase 1 with the restriction that:

1. A must not have sent ID* to the private key extraction oracle Extract(-).
2. A must not have sent (ID", ¢) to the decryption oracle Decrypt(-).

Guess: A outputs a bit b’ and wins the experiment if b’ = b.

Definition 2.16. An ID-based encryption scheme
II = (Setup, Extract, Encrypt, Decrypt) is regarded to achieve indistinguishability
against chosen-ciphertext attacks if for all probabilistic, polynomial-time adversar-
ies A, the advantage of A in the experiment IBE”X;;M“ (n), defined as

Advind—cca=ibe( A) = |2Pr[b’ = b] — 1], is negligible.
2.3.3 Digital signature

To capture the adversary’s power in the digital signature, a security property
called existential unforgeability against a chosen message attack [87] should be
achieved in the sense that the existential unforgeability means that the adversary
should not be able to generate a valid signature on any message, and the chosen
message attack means that the adversary is able to obtain signatures on any mes-
sages it wishes during its attack. We now give the formal definition of existential
unforgeability against a chosen message attack as follows:

2.3.3.1 Security against chosen message attacks

Let I1 = (Gen, Sign, Verify) be a signature scheme, and consider the following
experiment Sig — forge’';(n) (shown in Figure 2.9) between an adversary A and a
corresponding challenger/simulator C as follows:

ph:

&

Sign . (-)

fm*, ")

e

Figure 2.9.
Unforgeability experiment Sig — force’}'; (n) for signature.
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Initial: The algorithm Gen is run by C to obtain keys (pk, sk) such that the public
key pk is forwarded to the adversary A, whereas the private key sk is kept secret
by C itself.

Attack: After receiving the public key pk, A is given to access the signing oracle
Signg,(-) which returns a signature Signg, (m) for any message m of A’s choice.

Forgery: A outputs a message and signature pair (m*, 6*). A wins this experiment
if Verify,,(m", 6*) = 1 with the restriction that 6" has not been queried to the

oracle Signg,(-).

Definition 2.17. A signature scheme II = (Gen, Sign, Vrfy) is said to achieve
existentially unforgeability under an adaptive chosen message attack if for all prob-
abilistic polynomial-time adversaries A, the advantage of A wins the experiment
Sig — forge'};(n) is negligible.

2.3.4 ID-based signature

The security model of existential unforgeability under an adaptive chosen mes-
sage attack in the traditional PKI can be extended to the identity-based environ-
ment naturally [80, 81]. We now give the formal definition of existential
unforgeability against a chosen message attack for the ID-based signature as
follows:

2.3.4.1 Security against chosen message and identity attacks

Let [T = (Setup, Extract, Sign, Verify) be a signature scheme, and consider the

cma, cida

following experiment IBS — forge it (n) (shown in Figure 2.10) between an
adversary A and a corresponding challenger/simulator C as follows:

Initial: The algorithm Setup is performed by the challenger C to generate the
system parameters params, which will be forwarded to the adversary A.

Attack: A can perform a polynomially bounded number of queries in an adaptive
manner as follows:

* Upon receiving an identity ID;, C runs private key extraction oracle Extract(-)
on ID; and forwards the associated private key to .A.

params

A Elxtract[[DZ' C
5|gni|D. 111 |

&

(1ID*, m*. o)

r s

Figure 2.10.
Unforgeability experiment IBS — forgey'; 4 () for ID-based signature.
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* Upon receiving a tuple (ID, m), C runs signing oracle Sign(-) on (ID, m) and
forwards the result to A.

Forgery: A outputs a message m*, an identity ID*, and a signature ¢*. A is said to
succeed in the experiment IBS — f orge%‘,’;”d“ (n) if the following requirements are

satisfied:
1. Verify(params, ID*, m*, ¢*) = 1.
2.ID" has not been queried to the private key extraction oracle Extract(-).
3. (ID*, m*) has not been queried to the signing oracle Sign(-).
Definition 2.18. An ID-based signature scheme I1 = (Setup, Extract, Sign, Verify)

is said to achieve existentially unforgeability under an adaptive chosen message

attack if for all probabilistic polynomial-time adversaries .A, the advantage of A
cma, cida

wins the experiment IBS — forge’)";;““* (n) is negligible.
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Chapter 3

Information Retrieval

3.1. Introduction

Information retrieval is a very simple concept with everyone having practical
experience in its use. The scenario of a user having an information need, translating
that into a search statement and executing that search to locate the information, has
become ubiquitous to everyday life. The Internet has become a repository of any
information a person needs, replacing the library as a more convenient research
tool. An information retrieval system is a system that ingests information, trans-
forms it into searchable format, and provides an interface to allow a user to search
and retrieve information. The most obvious example of an information retrieval
system is Google, and the English language has even been extended with the term
“Google it” to mean search for something.

So, everyone has had an experience with information retrieval systems, and with
a little thought, it is easy to answer the question: does it work? Everyone who has
used such systems has experienced the frustration that is encountered when looking
for certain information. Given the massive amount of intellectual effort that is
going into the design and evolution of a “Google” or other search systems, the
question comes to mind why is it so hard to find what you are looking for.

One of the goals of this chapter is to explain the practical and theoretical issues
associated with information retrieval that makes the design of information retrieval
systems one of the challenges of our time. The demand for and expectations of users
to quickly find any information they need continues to drive both the theoretical
analysis and development of new technologies to satisfy that need. To scope the
problem, one of the first things that need to be defined is “information.” Twenty-
five years ago, information retrieval was totally focused on textual items. That was
because almost all of the “digital information” of value was in textual form. In
today’s technical environment, most people carry with them most of the time the
capability to create images and videos of interest, that is, the cell phone. This has
made modalities other than text to become as common as text. That is coupled with
the Internet Web sites that allow and are designed for ease of the use of uploading
and storing those modalities which more than justify the need to include other than
text as part of the information retrieval problem. There are a lot of parallelisms
between the information processing steps for text, images, audio, and video.
Although maps are another modality that could be included, they will only be
generally discussed.

In general, information that will be considered in information retrieval systems
includes text, images, audio, and video. The term “item” shall be used to define a
specific information object. This could be a textual document, a news item from an
RSS feed, an image, a video program, or an audio program. It is useful to make a
distinction between the original items from what is processed by the information
retrieval system as the basic indexable item. The original item will always be kept
for display purposes, but a lot of preprocessing can occur on it during the process of
creating the searchable index. The term “item” will refer to the original object. On
occasion the term document will be used when the item being referred to is a
textual item.

An information retrieval system is the hardware and software that facilitates a
user in finding the information the user needs. Hardware is included in the
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definition because specialized hardware is needed to transform certain modalities
into digital processing format (e.g., encoders that translate composite video to digital
video). As the detailed processing of items is described, it will become clear that an
information retrieval system is not a single application but is composed of many
different applications that work together to provide the tools and functions needed to
assist the users in answering their questions. The overall goal of an information
retrieval system is to minimize the user overhead in locating the information of value.
Overhead from a user’s perspective can be defined as the time it takes to locate the
needed information. The time starts when a user starts to interact with the system
and ends when they have found the items of interest. Human factors play signifi-
cantly in this process. For example, most users have a short threshold on frustration
waiting for a response. That means in a commercial system on the Internet, the user is
more satisfied with a response less than 3 s than a longer response that has more
accurate information. In internal corporate systems, users are willing to wait a little
longer to get results, but there is still a trade-off between accuracy and speed. Most
users would rather have the faster results and iterate on their searches than allowing
the system to process the queries with more complex techniques providing better
results. All of the major processing steps are described for an information retrieval
system, but in many cases, only a subset of them are used on operational systems
because users are not willing to accept the increase in response time.

The evolution of information retrieval systems has been closely tied to the evolu-
tion of computer processing power. Early information retrieval systems were focused
on automating the manual indexing processes in libraries. These systems migrated the
structure and organization of card catalogs into structured databases. They
maintained the same Boolean search query structure associated with the database that
was used for other database applications. This was feasible because all of the assign-
ment of terms to describe the content of a document was done by professional
indexers. In parallel, there was also academic research work being done on small data
sets that considered how to automate the indexing process making all of the text of a
document part of the searchable index. The only place that large systems designed to
search on massive amounts of text were available was in government and military
systems. As commercial processing power and storage significantly increased, it
became more feasible to consider applying the algorithms and techniques being
developed in the universities to commercial systems. In addition, the creation of the
original documents also was migrating to digital format so that they were in a format
that could be processed by the new algorithms. The largest change that drove infor-
mation technologies to become part of everyone’s experience was the introduction
and growth of the Internet. The Internet became a massive repository of unstructured
information, and information retrieval techniques were the only approach to effec-
tively locate information on it. This changed the funding and development of search
techniques from a few government-funded efforts to thousands of new ideas being
funded by venture capitalists moving the more practical implementation of univer-
sity algorithms into commercial systems.

3.2. Objectives of information retrieval system

The general objective of an information retrieval system is to minimize the time
it takes for a user to locate the information they need. The goal is to provide the
information needed to satisfy the user’s question. Satisfaction does not necessarily
mean finding all information on a particular issue. It means finding sufficient
information that the user can proceed with whatever activity initiated. This is very
important because it does explain some of the drivers behind the existing search
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systems and suggests that precision is typically more important than recalling all
possible information. For example, a user looking for a particular product does not
have to find the names of everyone that sells the product or every company that
manufactures the product to meet their need of getting that product. Of course, if
they did have total information, then it is possible that they could have gotten it
cheaper, but in most cases, the consumer will never know what they missed. The
concept that a user does not know how much information they missed explains why
in most cases the precision of a search is more important than the ability to recall all
possible items of interest; the user never knows what they missed, but they can tell
if they are seeing a lot of useless information in the first few pages of search results.
That does not mean that finding everything on a topic is not important to some
users. If you are trying to make decisions on purchasing a stock or a company, then
finding all the facts about that stock or company may be critical to prevent a bad
investment. Missing the one article talking about the company being sued and
possibly going bankrupt could lead to a very painful investment. But providing
comprehensive retrieval of all items that are relevant to a user’s search can have the
negative effect of information overload on the user. In particular there is a tendency
for important information to be repeated in many items on the same topic. Thus,
trying to get all information makes the process of reviewing and filtering out
redundant information very tedious. The better a system is in finding all items on a
question (Recall), the more important techniques to present aggregates of that
information become.

From the user’s perspective, time is the important factor that they use to gage
the effectiveness of information retrieval. Except for users that do information
retrieval as a primary aspect of their job (e.g., librarians and research assistants),
most users have very little patience for investing extensive time in finding infor-
mation they need. They expect interactive response from their searches with replies
within 3 C4s at the most. Instead of looking through all the hits to see what might be
of value, they will only review the first one, and at most second pages before
deciding, they need to change their search strategy. These aspects of the human
nature of searchers have had a direct effect on the commercial Web sites and the
development of commercial information retrieval. The times that are candidates to
be minimized in an information retrieval system are the time to create the query,
the time to execute the query, the time to select what items returned from the query
the user wants to review in detail, and the time to determine if the returned item is
of value. The initial research in information retrieval focused on the search as the
primary area of interest. But to meet the user’s expectation of fast response and to
maximize the relevant information returned require optimization in all of these
areas. The time to create a query used to be considered outside the scope of techni-
cal system support. But systems such as Google know what is in their database and
what other users have searched on; so as you type a query, they provide hints on
what to search on. This vocabulary browse capability helps the user in expanding
the search string and helps in getting better precision.

In information retrieval, the term “relevant” is used to represent an item
containing the needed information. In reality, the definition of relevance is not a
binary classification but a continuous function. Items can exactly match the infor-
mation need or partially match the information need. From a user’s perspective,
“relevant” and needed are synonymous. From a system perspective, information
could be relevant to a search statement (i.e., matching the criteria of the search
statement) even though it is not needed/relevant to user (e.g., the user already
knew the information or just read it in the previous item reviewed).

Relevant documents are those that contain some information that helps answer
the user’s information need. Nonrelevant documents do not contain any useful
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information. Using these definitions, the two primary metrics used in evaluating
information retrieval systems can be defined. They are Precision and Recall:

Number_Retrieved_Relevant
Number_Total_Retrieved
Number_Retrieved_Relevant

Number_Possible_Relevant

Precision =
3.1)
Recall =

Number_Possible_Relevant is the number of relevant items in the database,
Number_Total_Retrieved is the total number of items retrieved from the query, and
Number_Retrieved_Relevant is the number of items retrieved that are relevant to the
user’s search need.

Precision is the factor that most users understand. When a user executes a search
and has 80% precision, it means that four out of five items that are retrieved are of
interest to the user. From a user’s perspective, the lower the precision the more likely
the user is wasting his resource (time) looking at nonrelevant items. From a metric
perspective, the precision figure is across all of the “hits” returned from the query.
But in reality most users will only look at the first few pages of hit results before
deciding to change their query strategy. Thus, what is of more value in commercial
systems is not the total precision but the precision across the first 20C50 hits. Typi-
cally, in a weighted system where the words within a document are assigned weights
based upon how well they describe the semantics of the document, precision in the
first 20C50 items is higher than the precision across all the possible hits returned. But
when comparing search systems, the total precision is used.

Recall is a very useful concept in comparing systems. It measures how well a
search system is capable of retrieving all possible hits that exist in the database.
Unfortunately, it is impossible to calculate except in very controlled environments.
It requires in the denominator the total number of relevant items in the database. If
the system could determine that number, then the system could return them. There
have been some attempts to estimate the total relevant items in a database, but there
are no techniques that provide accurate enough results to be used for a specific
search request. In Chapter 3.3 on “Information Retrieval Evaluation,” techniques
that have been used in evaluating the accuracy of different search systems will be
described. But it is not applicable in the general case.

3.3. Classic information retrieval

In this section we briefly present the three classic models in information
retrieval, namely, the Boolean, the vector, and the probabilistic models.

3.3.1 Basic concepts

The classic models in information retrieval consider that each document is
described by a set of representative keywords called index terms. An index term is
simply a (document) word whose semantics helps in remembering the document’s
main themes. Thus, index terms are used to index and summarize the document
contents. In general, index terms are mainly nouns because nouns have meaning by
themselves and, thus, their semantics is easier to identify and to grasp. Adjectives,
adverbs, and connectives are less useful as index terms because they work mainly as
complements. However, it might be interesting to consider all the distinct words in
a document collection as index terms. We postpone a discussion on the problem of
how to generate index terms, where the issue is covered in detail.
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Given a set of index terms for a document, we notice that not all terms are
equally useful for describing the document contents. In fact, there are index terms
which are simply vaguer than others. Deciding on the importance of a term for
summarizing the contents of a document is not a trivial issue. Despite this difficulty,
there are properties of an index term which are easily measured and which are
useful for evaluating the potential of a term as such. For instance, consider a
collection with a hundred thousand documents. A word which appears in each of
the 100,000 documents is completely useless as an index term because it does not
tell us anything about which documents the user might be interested in. On the
other hand, a word which appears in just five documents is quite useful because it
narrows down considerably the space of documents which might be of interest to
the user. Thus, it should be clear that distinct index terms have varying relevance
when used to describe document contents. This effect is captured through the
assignment of numerical weights to each index term of a document.

Let k; be an index term, d; be a document, and w; j > 0 be a weight associated
with the pair (k;, d;). This weight quantifies the importance of the index term for
describing the document semantic contents.

Definition 3.1. Let t be the number of index terms in the system and k; be a
generic index term. K = kj, ..., k; is the set of all index terms. A weight w; ; > 0 is
associated with each index term k; of a document d;. For an index term which does
not appear in the document text, w; ; = 0. With the document d; is associated an

index term vector d; represented by d; = (w,j, wy,j, ..., wy,j). Further, let g; be
a function that returns the weight associated with the index term k; in any

t-dimensional vector (i.e., g (6?]) = w; ).

As we later discuss, the index term weights are usually assumed to be mutually
independent. This means that knowing the weight w; ; associated with the pair (k;, ;)
tells us nothing about the weight w; 1 ; associated with the pair (k; 1, 4;). This is
clearly a simplification because occurrences of index terms in a document are not
uncorrelated. Consider, for instance, that the terms computer and network are used
to index a given document which covers the area of computer networks. Frequently,
in this document, the appearance of one of these two words attracts the appearance of
the other. Thus, these two words are correlated and their weights could reflect this
correlation. While mutual independence seems to be a strong simplification, it does
simplify the task of computing index term weights and allows for fast ranking com-
putation. Furthermore, taking advantage of index term correlations for improving the
final document ranking is not a simple task. In fact, none of the many approaches
proposed in the past has clearly demonstrated that index term correlations are
advantageous (for ranking purposes) with general collections. Therefore, unless
clearly stated otherwise, we assume mutual independence among index terms. In
Chapter 5, we discuss modern retrieval techniques which are based on term correla-
tions and which have been tested successfully with particular collections. These
successes seem to be slowly shifting the current understanding toward a more favor-
able view of the usefulness of term correlations for information retrieval systems.

The above definitions provide support for discussing the three classic informa-
tion retrieval models, namely, the Boolean, the vector, and the probabilistic models,
as we now do.

3.3.2 Boolean model

The Boolean model is a simple retrieval model based on set theory and Boolean
algebra. Since the concept of a set is quite intuitive, the Boolean model provides a
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Figure 3.1.
The three conjunctive components for the query [q =k, A (kyV-kc)].

framework which is easy to grasp by a common user of an IR system. Furthermore,
the queries are specified as Boolean expressions which have precise semantics.
Given its inherent simplicity and neat formalism, the Boolean model received great
attention in the past years and was adopted by many of the early commercial
bibliographic systems (Figure 3.1).

Unfortunately, the Boolean model suffers from major drawbacks. First, its
retrieval strategy is based on a binary decision criterion (i.e., a document is
predicted to be either relevant or nonrelevant) without any notion of a grading
scale, which prevents good retrieval performance. Thus, the Boolean model is in
reality much more a data (instead of information) retrieval model. Second, while
Boolean expressions have precise semantics, frequently it is not simple to trans-
late an information need into a Boolean expression. In fact, most users find it
difficult and awkward to express their query requests in terms of Boolean
expressions. The Boolean expressions actually formulated by users often are quite
simple (see Chapter 10 for a more thorough discussion on this issue). Despite
these drawbacks, the Boolean model is still the dominant model with commercial
document database systems and provides a good starting point for those new to
the field.

The Boolean model considers that index terms are present or absent in a docu-
ment. As a result, the index term weights are assumed to be all binary, that is,

w;,j €{0,1}. A query q is composed of index terms linked by three connectives: not,
and, and or. Thus, a query is essentially a conventional Boolean expression which

can be represented as a disjunction of conjunctive vectors (i.e., in disjunctive normal
form (DNF)). For instance, the query [q = k. A (k;V-k.)] can be written in disjunc-

tive normal form as [d;,;fz (1,1,1)v(1,1,0)v(1,0,0)], where each of the compo-
nents is a binary weighted vector associated with the tuple (k,, kj, k). These
binary weighted vectors are called the conjunctive components of q;,;f. Figure 2.3

illustrates the three conjunctive components for the query q.
Definition 3.2. For the Boolean model, the index term weight variables are all

binary, that is, w; ; € {0, 1}. A query g is a conventional Boolean expression. Let q;lf be
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the disjunctive normal form for the query g. Further, let ¢, be any of the conjunctive
components of qd:;f. The similarity of a document d; to the query ¢ is defined as

{ 1 i 3G ,,1(7 0 € ) A Vi £:(d)) = 8(7,)) (32)
0 otherwise

If sim(d}, q) = 1, then the Boolean model predicts that the document d; is relevant
to the query ¢ (it might not be). Otherwise, the prediction is that the document is
not relevant.

The Boolean model predicts that each document is either relevant or
nonrelevant. There is no notion of a partial match to the query conditions. For

instance, let dj be a document for which d; = (0,1, 0). Document d; includes the
index term k), but is considered nonrelevant to the query [q = k, A (kyV-k,)].

The main advantages of the Boolean model are the clean formalism behind the
model and its simplicity. The main disadvantages are that exact matching may lead
to retrieval of too few or too many documents (see Chapter 10). Today, it is well
known that index term weighting can lead to a substantial improvement in retrieval
performance. Index term weighting brings us to the vector model.

3.3.3 Vector model

The vector model [88, 89] recognizes that the use of binary weights is too
limiting and proposes a framework in which partial matching is possible. This is
accomplished by assigning nonbinary weights to index terms in queries and in
documents. These term weights are ultimately used to compute the degree of simi-
larity between each document stored in the system and the user query. By sorting
the retrieved documents in decreasing order of this degree of similarity, the vector
model takes into consideration documents which match the query terms only par-
tially. The main resultant effect is that the ranked document answer set is a lot more
precise (in the sense that it better matches the user information need) than the
document answer set retrieved by the Boolean model.

Definition 3.3. For the vector model, the weight w; ; associated with a pair
(ki, d;) is positive and nonbinary. Further, the index terms in the query are also
weighted. Let w; , be the weight associated with the pair [k;, g], where w; ;, 2 0.
Then, the query vector ﬁ is defined as ﬁ = (W1,4> W2, g5 -..» Wy, q) Where it is the total
number of index terms in the system. As before, the vector for a document d; is
represented by d; = (w1,j, waj, ..., Wy,).

Therefore, a document d; and a user query g are represented as t-dimensional

vectors as shown in Figure 3.2. The vector model proposes to evaluate the degree of
similarity of the document d; with regard to the query q as the correlation between

the vectors d; and . This correlation can be quantified, for instance, by the cosine of
the angle between these two vectors. That is,

d]"q

sim(dj,q) = =——
ldjl x Iq|

, (3.3)
2iaaWij X Wig

= >
\/ Z::lwzz IRe \/ Ef':lwiq
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Figure 3.2.
The cosine of 0 is adopted as sim(d;, q).

where |dj| and [q] are the norms of the document and query vectors. The factor
|¢| does not affect the ranking (i.e., the ordering of the documents) because it is the

same for all documents. The factor |d;| provides a normalization in the space of the
documents.

Since w;,j = 0 and w; ; = 0, sim(q, d;) varies from 0 to +1. Thus, instead of
attempting to predict whether a document is relevant or not, the vector model ranks
the documents according to their degree of similarity to the query. A document
might be retrieved even if it matches the query only partially. For instance, one can
establish a threshold on sim(d}, q) and retrieve the documents with a degree of
similarity above that threshold. But to compute rankings, we need first to specify
how index term weights are obtained.

Index term weights can be calculated in many different ways. The work by
Salton and McGill [88] reviews various term-weighting techniques. Here, we do not
discuss them in detail. Instead, we concentrate on elucidating the main idea behind
the most effective term-weighting techniques. This idea is related to the basic
principles which support clustering techniques, as follows.

Given a collection C of objects and a vague description of a set A, the goal of a
simple clustering algorithm might be to separate the collection C of objects into two
sets: the first one which is composed of objects related to the set A and the second
one which is composed of objects not related to the set A. Vague description here
means that we do not have complete information for deciding precisely which
objects are and which are not in the set A. For instance, one might be looking for a
set A of cars which have a price comparable to that of a Lexus 400. Since it is not
clear what the term comparable means exactly, there is not a precise (and unique)
description of the set A. More sophisticated clustering algorithms might attempt to
separate the objects of a collection into various clusters (or classes) according to
their properties. For instance, patients of a doctor specializing in cancer could be
classified into five classes: terminal, advanced, metastasis, diagnosed, and healthy.
Again, the possible class descriptions might be imprecise (and not unique), and the
problem is one of deciding to which of these classes a new patient should be
assigned. In what follows, however, we only discuss the simpler version of the
clustering problem (i.e., the one which considers only two classes) because all that
is required is a decision on which documents are predicted to be relevant and which
ones are predicted to be not relevant (with regard to a given user query).

To view the IR problem as one of clustering, we refer to the early work of Salton.
We think of the documents as a collection C of objects and think of the user query
as a (vague) specification of a set A of objects. In this scenario, the IR problem can
be reduced to the problem of determining which documents are in the set A and
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which ones are not (i.e., the IR problem can be viewed as a clustering problem). Ina
clustering problem, two main issues have to be resolved. First, one needs to deter-
mine what the features are which better describe the objects in the set A. Second,
one needs to determine what the features are which better distinguish the objects in
the set A from the remaining objects in the collection C. The first set of features
provides for quantification of intra-cluster similarity, while the second set of features
provides for quantification of inter-cluster dissimilarity. The most successful clus-
tering algorithms try to balance these two effects.

In the vector model, intra-clustering similarity is quantified by measuring the raw
frequency of a term k; inside a document d;. Such term frequency is usually referred to
as the tf factor and provides one measure of how well that term describes the docu-
ment contents (i.e., intra-document characterization). Furthermore, inter-cluster dis-
similarity is quantified by measuring the inverse of the frequency of a term k; among
the documents in the collection. This factor is usually referred to as the inverse
document frequency or the idf factor. The motivation for the usage of an idf factor is
that terms which appear in many documents are not very useful for distinguishing a
relevant document from a nonrelevant one. As with good clustering algorithms, the
most effective term-weighting schemes for IR try to balance these two effects.

Definition 3.4. Let N be the total number of documents in the system and #; be
the number of documents in which the index term k; appears. Let f7e; ; be the row
frequency of term k; in the document d; (i.e., the number of times the term k; is
mentioned in the text of the document ;). Then, the normalized frequency f; ; of

term k; in document d; is given by

f’”eqz‘,j

max; freq, ;”

fii= (3.4)

where the maximum is computed over all terms which are mentioned in the text
of the document dj. If the term k; does not appear in the document d;, thenf, ; = O.

Further, let idf ,, inverse document frequency for k;, be given by
idf; = logg. (3.5)
The best known term-weighting schemes use weights which are given by
wij=f;; % logln—\: (3.6)

or by a variation of this formula. Such term-weighting strategies are called tf-idf
schemes.

Several variations of the above expression for the weight w; ; are described in an
interesting paper by Salton and Buckley which appeared in 1988 [90]. However, in
general, the above expression should provide a good weighting scheme for many
collections.

For the query term weights, Salton and Buckley suggest

O.Sfreqi’q N
Wiq = 0.5 +W€> €< log n_i; (3.7)

where freq; , is the raw frequency of the term k; in the text of the information
request 4.
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The main advantages of the vector model are:
1. Its term-weighting scheme improves retrieval performance.

2.Its partial-matching strategy allows retrieval of documents that approximate
the query conditions.

3.Its cosine ranking formula sorts the documents according to their degree of
similarity to the query.

Theoretically, the vector model has the disadvantage that index terms are
assumed to be mutually independent [Eq. (2.3) does not account for index term
dependencies]. However, in practice, consideration of term dependencies might be
a disadvantage. Due to the locality of many term dependencies, their indiscriminate
application to all the documents in the collection might in fact hurt the overall
performance.

Despite its simplicity, the vector model is a resilient ranking strategy with
general collections. It yields ranked answer sets which are difficult to improve upon
without query expansion or relevance feedback within the framework of the vector
model. A large variety of alternative ranking methods have been compared to the
vector model, but the consensus seems to be that, in general, the vector model is
either superior or almost as good as the known alternatives. Furthermore, it is
simple and fast. For these reasons, the vector model is a popular retrieval model
nowadays.

3.3.4 Probabilistic model

In this section, we describe the classic probabilistic model introduced in 1976 by
Robertson and Sparck Jones [91] which later became known as the binary indepen-
dence retrieval (BIR) model. Our discussion is intentionally brief and focuses mainly
on highlighting the key features of the model. With this purpose in mind, we do not
detain ourselves in subtleties regarding the binary independence assumption for the
model. The section on bibliographic discussion points to references which cover
these details.

The probabilistic model attempts to capture the IR problem within a probabilis-
tic framework. The fundamental idea is as follows. Given a user query, there is a set
of documents which contains exactly the relevant documents and no other. Let us
refer to this set of documents as the ideal answer set. Given the description of this
ideal answer set, we would have no problems in retrieving its documents. Thus, we
can think of the querying process as a process of specifying the properties of an
ideal answer set (which is analogous to interpreting the IR problem as a problem of
clustering). The problem is that we do not know exactly what these properties are.
All we know is that there are index terms whose semantics should be used to
characterize these properties. Since these properties are not known at query time,
an effort has to be made at initially guessing what they could be. This initial guess
allows us to generate a preliminary probabilistic description of the ideal answer set
which is used to retrieve the first set of documents. An interaction with the user is
then initiated with the purpose of improving the probabilistic description of the
ideal answer set. Such interaction could proceed as follows.

The user takes a look at the retrieved documents and decides which ones are
relevant and which ones are not (in truth, only the first top documents need to be
examined). The system then uses this information to refine the description of the
ideal answer set. By repeating this process many times, it is expected that such a
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description will evolve and become closer to the real description of the ideal answer
set. Thus, one should always have in mind the need to guess at the beginning the
description of the ideal answer set. Furthermore, a conscious effort is made to
model this description in probabilistic terms.

The probabilistic model is based on the following fundamental assumption.

Definition 3.5. Assumption (probabilistic principle). Given a user query q and a
document dj in the collection, the probabilistic model tries to estimate the proba-
bility that the user will find the document dj interesting (i.e., relevant). The model
assumes that this probability of relevance depends on the query and the document
representations only. Further, the model assumes that there is a subset of all docu-
ments which the user prefers as the answer set for the query q. Such an ideal answer
set is labeled R and should maximize the overall probability of relevance to the user.
Documents in the set R are predicted to be relevant to the query. Documents not in
this set are predicted to be nonrelevant.

This assumption is quite troublesome because it does not state explicitly how to
compute the probabilities of relevance. In fact, not even the sample space which is
to be used for defining such probabilities is given.

Given a query g, the probabilistic model is assigned to each document 4}, as a
measure of its similarity to the query, the ratio P(d; relevant to q) /P(d; nonrelevant
to ¢) which computes the odds of the document d; being relevant to the query 4.
Taking the odds of relevance as the rank minimizes the probability of an erroneous
judgment [92, 93].

Definition 3.6. For the probabilistic model, the index term weight variables are
all binary, i.e., w; ; €{0,1} and w; , € {0,1}. A query q is a subset of index terms. Let
R be the set of documents known (or initially guessed) to be relevant. Let R be the

complement of R [i.e., the set of nonrelevant documents). Let P(R@) be the prob-

ability that the document d; is relevant to the query g and P(R |6?]) be the probability
that d; is nonrelevant to 4. The similarity sim(d}, ) of the document d; to the query
q is defined as the ratio:

P(R|d;
sim(d;, q) = (_lj) (3.8)
(R|d;)
Using Bayes’ rule,
P(d;[R) x P(R
sim(d, q) = DGR X PR). (3.9)
P(djIR) x P(R

P(cz |R) stands for the probability of randomly selecting the document d; from
the set R of relevant documents. Further, P(R) stands for the probability that a
document randomly selected from the entire collection is relevant. The meanings

attached to P(% |R) and P(R) are analogous and complementary.
Since P(R) and P(R) are the same for all the documents in the collection, we write

—

P(dj|R)

—

P(4[R)

sim(dj, q) ~ (3.10)

Assuming independence of index terms,
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([, 70) < (L 260)
<Hg.(;_1> P(kilR)> g (Hgi@—m PUeilR)) |

i\

(3.11)

sim(d;, q) ~

P(k;|R) stands for the probability that the index term k is present in a document
randomly selected from the set R. P(k;|R) stands for the probability that the index term
k; is not present in a document randomly selected from the set R. The probabilities
associated with the set R have meanings which are analogous to the ones just described.

Taking logarithms, recalling that P(k;|R) + P(k;|R) = 1, and ignoring factors
which are constant for all documents in the context of the same query, we can
finally write

s . P(ki|R) 1— P(ki|R)
sim(dj, q) Elwl,q X Wy ; X <10g PR )+ log Pli|(®)) ), (3.12)

which is a key expression for ranking computation in the probabilistic model.

Since we do not know the set R at the beginning, it is necessary to devise a
method for initially computing the probabilities P(k;|R) and P(k;|R). There are many
alternatives for such computation. We discuss a couple of them below.

In the very beginning (i.e., immediately after the query specification), there are
no retrieved documents. Thus, one has to make simplifying assumptions such as (a)
assume that P(k;|R) is constant for all index terms k; (typically, equal to 0.5) and (b)
assume that the distribution of index terms among the nonrelevant documents can
be approximated by the distribution of index terms among all the documents in the
collection. These two assumptions yield

P(k;|R) = 0.5
P(kR) — ]7%’ (3.13)

where, as already defined, #; is the number of documents which contain the
index term k; and N is the total number of documents in the collection. Given this
initial guess, we can then retrieve documents which contain query terms and pro-
vide an initial probabilistic ranking for them. After that, this initial ranking is
improved as follows.

Let V be a subset of the documents initially retrieved and ranked by the probabi-
listic model. Such a subset can be defined, for instance, as the top » ranked documents
where 7 is a previously defined threshold. Further, let V; be the subset of V composed
of the documents in V which contain the index term ;. For simplicity, we also use V
and V; to refer to the number of elements in these sets (it should always be clear
when the used variable refers to the set or to the number of elements in it). For
improving the probabilistic ranking, we need to improve our guesses for P(k;|R) and
P(k;|R). This can be accomplished with the following assumptions: (a) we can
approximate P(k;|R) by the distribution of the index term k; among the documents
retrieved so far and (b) we can approximate P(k;|R) by considering that all the non-
retrieved documents are not relevant. With these assumptions, we can write

P(ki|R) = 1)
3.14

P(ki[R) =
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This process can then be repeated recursively. By doing so, we are able to
improve on our guesses for the probabilities P(k;|R) and P(k;|R) without any assis-
tance from a human subject (contrary to the original idea). However, we can also
use assistance from the user for definition of the subset V as originally conceived.

The last formulas for P(k;|R) and P(k;|R) pose problems for small values of V and
V; which arise in practice (such as V =1and V; = 0). To circumvent these prob-
lems, an adjustment factor is often added in which yields

v; +0.5
P([R) n;—V;+0.5 (3.15)
N -V41

An adjustment factor which is constant and equal to 0.5 is not always satisfac-
tory. An alternative is to take the fraction 7;/N as the adjustment factor which
yields

P(kiR) = S
1 (3.16)
PllifR) ="~ ViR
' N-V+1°

This completes our discussion of the probabilistic model.

The main advantage of the probabilistic model, in theory, is that documents are
ranked in decreasing order of their probability of being relevant. The disadvantages
include (1) the need to guess the initial separation of documents into relevant and
nonrelevant sets, (2) the fact that the method does not take into account the
frequency with which an index term occurs inside a document (i.e., all weights are
binary), and (3) the adoption of the independence assumption for index terms.
However, as discussed for the vector model, it is not clear that independence of
index terms is a bad assumption in practical situations.

3.3.5 Brief comparison of classic models

In general, the Boolean model is considered to be the weakest classic method.
Its main problem is the inability to recognize partial matches which frequently
leads to poor performance. There is some controversy as to whether the proba-
bilistic model outperforms the vector model. Croft performed some experiments
and suggested that the probabilistic model provides a better retrieval perfor-
mance. However, experiments done afterward by Salton and Buckley refute that
claim. Through several different measures, Salton and Buckley showed that the
vector model is expected to outperform the probabilistic model with general
collections. This also seems to be the dominant thought among researchers,
practitioners, and the Web community, where the popularity of the vector model
runs high.

3.4. Text retrieval
3.4.1 Formats

There is no single format for a text document, and an IR system should be able to
retrieve information from many of them. In the past, IR systems would convert a
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document to an internal format. However, that has many disadvantages, because
the original application related to the document is not useful anymore. On top of
that, we cannot change the contents of a document. Current IR systems have filters
that can handle most popular documents, in particular those of word processors
with some binary syntax such as Word, WordPerfect, or FrameMaker. Even then,
good filters might not be possible if the format is proprietary and its details are not
public. This is not the case for full ASCII syntax, as in TeX documents. Although
documents can be in a binary format (e.g., parts of a Word document), documents
that are represented in human-readable ASCII form imply more portability and are
easier to modify (e.g., they can be edited with different applications).

Other text formats were developed for document interchange. Among these we
should mention the rich text format (RTF), which is used by word processors and
has ASCII syntax. Other important formats were developed for displaying or print-
ing documents. The most popular ones are the portable document format (PDF)
and PostScript (which is a powerful programming language for drawing). Other
interchange formats are used to encode electronic mail, for example, multipurpose
internet mail exchange (MIME). MIME supports multiple character sets, multiple
languages, and multiple media.

On top of these formats, nowadays many files are compressed. Text compression
is treated in detail, but here we comment on the most popular compression software
and associated formats. These include compress (Unix), ARJ (PCs), and ZIP (e.g.,
gzip in Unix and WinZip in Windows). Other tools allow us to convert binary files,
in particular compressed text, to ASCII text such that it can be transmitted through
a communication line using only seven bits. Examples of these tools are uuencode/
uudecode and BinHex.

3.4.2 Modeling natural language

Text is composed of symbols from a finite alphabet. We can divide the symbols
in two disjoint subsets: symbols that separate words and symbols that belong to
words. It is well known that symbols are not uniformly distributed. If we consider
just letters (a to z), we observe that vowels are usually more frequent than most
consonants. For example, in English, letter “Ie” has the highest frequency. A simple
model to generate text is the binomial model. In it, each symbol is generated with a
certain probability. However, natural language has a dependency on previous sym-
bols. For example, in English, letter “f” cannot appear after letter “c,” and vowels or
certain consonants have a higher probability of occurring. Therefore, the probabil-
ity of a symbol depends on previous symbols. We can use a finite context or
Markovian model to reflect this dependency. The model can consider one, two, or
more letters to generate the next symbol. If we use k letters, we say that it is a k-
order model (so, the binomial model is considered an O-order model). We can use
these models taking words as symbols. For example, text generated by a five-order
model using the distribution of words in the Bible might make sense (i.e., it can be
grammatically correct) but will be different from the original. More complex
models include finite-state models (which define regular languages) and grammar
models (which define context-free and other languages). However, finding the
right grammar for natural language is still a difficult open problem.

The next issue is how the different words are distributed inside each document.
An approximate model is Zipf’s law, which attempts to capture the distribution of
the frequencies (i.e., number of occurrences) of the words in the text. The rule
states that the frequency of the ith most frequent word is 1/i times that of the most
frequent word. This implies that in a text of # words with a vocabulary of V words,
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the ith most frequent word appears n/(i’Hy(6)) times, where Hy (6) is the harmonic
number of order 0 of V, defined as

M<

Hy(0) =

1

=U

so that the sum of all frequencies is #. The left side of Figure 3.3 illustrates the
distribution of frequencies considering that the words are arranged in decreasing
order of their frequencies. The value of 8 depends on the text. In the most simple
formulation, § = 1, and therefore Hy (6) = O(logn). However, this simplified ver-
sion is very inexact, and the case § > 1 (more precisely, between 1.5 and 2.0) fits
better the real data. This case is very different, since the distribution is much more
skewed, and Hy () = O(1). Experimental data suggests that a better model is

k/(c + i)’ where ¢ is an additional parameter and k is such that all frequencies add
to n. This is called a Mandelbrot distribution.

Since the distribution of words is very skewed (i.e., there are a few hundred
words which take up 50% of the text), words that are too frequent, such as
stopwords, can be disregarded. A stopword is a word which does not carry meaning
in natural language and therefore can be ignored (i.e., made not searchable), such as
“a,” “the,” “by,” etc. Fortunately, the most frequent words are stopwords, and,
therefore, half of the words appearing in a text do not need to be considered. This
allows us, for instance, to significantly reduce the space overhead of indices for
natural language texts. For example, the most frequent words in the TREC-2 col-
lection are ‘the,” “of,” “and,” “a,” “to,” and “in.”

Another issue is the distribution of words in the documents of a collection. A
simple model is to consider that each word appears the same number of times in
every document. However, this is not true in practice. A better model is to consider
a negative binomial distribution, which says that the fraction of documents
containing a word k times is

F(k) = (a +]]: B 1>pk(1 +p) 7k, (3.18)

where p and a are parameters that depend on the word and the document
collection. For example, for the Brown Corpus [94] and the word “said,” we have
p =9.24 and a = 0.42 [95]. The latter reference gives other models derived from a
Poisson distribution.

The next issue is the number of distinct words in a document. This set of words
is referred to as the document vocabulary. To predict the growth of the vocabulary
size in natural language text, we use the so-called Heaps’ law [96]. This is a very
precise law which states that the vocabulary of a text of size n words is of size
V = Kn” = O(n’), where K and f depend on the particular text. The right side of
Figure 3.3 illustrates how the vocabulary size varies with the text size. K is normally
between 10 and 100, and f is a positive value less than one. Some experiments on
the TREC-2 collection show that the most common values for f are between 0.4 and
0.6. Hence, the vocabulary of a text grows sublinearly with the text size, in a
proportion close to its square root.

Notice that the set of different words of a language is fixed by a constant (e.g.,
the number of different English words is finite). However, the limit is so high that it
is much more accurate to assume that the size of the vocabulary is O(n”) instead of
0(1), although the number should stabilize for huge enough texts. On the other
hand, many authors argue that the number keeps growing anyway because of
typing or spelling errors.
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Words Text size

Figure 3.3.
Distribution of sorted word frequencies (left) and size of the vocabulary (vight).

Heaps’ law also applies to collections of documents because, as the total text size
grows, the predictions of the model become more accurate. Furthermore, this
model is also valid for the World Wide Web.

The last issue is the average length of words. This relates the text size in words
with the text size in bytes (without accounting for punctuation and other extra
symbols). For example, in the different subcollections of the TREC-2 collection, the
average word length is very close to five letters, and the range of variation of this
average in each subcollection is small (from 4.8 to 5.3 letters). If the stopwords were
move, the average length of a word increases to a number between 6 and 7 (letters).
If we take only the words of the vocabulary, the average length is higher (about
8 or 9). This defines the total space needed for the vocabulary.

Heaps’ law implies that the length of the words in the vocabulary increases
logarithmically with the text size and, thus, that longer and longer words should
appear as the text grows. However, in practice, the average length of the words in
the overall text is constant because shorter words are common enough (e.g.,
stopwords). This balance between short and long words, such that the average word
length remains constant, has been noticed many times in different contexts and can
also be explained by a finite-state model in which (a) the space character has a
probability close to 0.2, (b) the space character cannot appear twice subsequently,
and (c) there are 26 letters. This simple model is consistent with Zipf’s and Heaps’
laws.

The models presented in this section are used in Chapters 8 and 13, in particular
Zipf’s and Heaps’ laws.

3.4.3 Similarity models

In this section, we define notions of syntactic similarity between strings and
documents. Similarity is measured by a distance function. For example, if we have
strings of the same length, we can define the distance between them as the number
of positions that have different characters. Then, the distance is 0 if they are equal.
This is called the Hamming distance. A distance function should also be symmetric
(i.e., the order of the arguments does not matter) and should satisfy the triangle
inequality (i.e., distance(a, c) < distance(a, b) + distance(b, c)).

An important distance over strings is the edit or Levenshtein distance mentioned
earlier. The edit distance is defined as the minimum number of characters, inser-
tions, deletions, and substitutions that we need to perform in any of the strings to
make them equal. For instance, the edit distance between “color” and “colour” is
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one, while the edit distance between “survey” and “surgery” is two. The edit
distance is considered to be superior for modeling syntactic errors than other more
complex methods such as the Soundex system, which is based on phonetics [97].
Extensions to the concept of edit distance include different weights for each opera-
tion, adding transpositions, etc.

There are other measures. For example, assume that we are comparing two
given strings and the only operation allowed is deletion of characters. Then, after all
non-common characters have been deleted, the remaining sequence of characters
(not necessarily contiguous in the original string, but in the same order) is the
longest common subsequence (LCS) of both strings. For example, the LCS of
“survey” and “surgery” is “surey.”

Similarity can be extended to documents. For example, we can consider lines as
single symbols and compute the longest common sequence of lines between two files.
This is the measure used by the diff command in Unix-like operating systems. The
main problem with this approach is that it is very time-consuming and does not
consider lines that are similar. The latter drawback can be fixed by taking a weighted
edit distance between lines or by computing the LCS over all the characters. Other
solutions include extracting fingerprints (any piece of text that in some sense charac-
terizes it) for the documents and comparing them or finding large repeated pieces.
There are also visual tools to see document similarity. For example, Dotplot draws a
rectangular map where both coordinates are file lines and the entry for each coordi-
nate is a gray pixel that depends on the edit distance between the associated lines.

3.5. Document preprocessing

Document preprocessing is a procedure which can be divided mainly into five
text operations (or transformations):

1. Lexical analysis of the text with the objective of treating digits, hyphens,
punctuation marks, and the case of letters.

2. Elimination of stopwords with the objective of filtering out words with very
low discrimination values for retrieval purposes.

3. Stemming of the remaining words with the objective of removing affixes (i.e.,
prefixes and suffixes) and allowing the retrieval of documents containing
syntactic variations of query terms (e.g., connect, connecting, connected, etc.).

4.Selection of index terms to determine which words/stems (or groups of words)
will be used as indexing elements. Usually, the decision on whether a particular
word will be used as an index term is related to the syntactic nature of the
word. In fact, noun words frequently carry more semantics than adjectives,
adverbs, and verbs.

5. Construction of term categorization structures such as a thesaurus, or
extraction of structure directly represented in the text, for allowing the
expansion of the original query with related terms (a usually useful
procedure).

In the following, each of these phases is discussed in detail. But, before proceed-

ing, let us take a look at the logical view of the documents which results after each
of the above phases is completed. Figure 3.4 is repeated here for convenience as
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Figure 3.4.
Logical view of a document throughout the various phases of text preprocessing.

Figure 3.4. As already discussed, by aggregating the preprocessing phases, we are
able to move the logical view of the documents (adopted by the system) from that
of a full text to that of a set of high-level indexing terms.

3.5.1 Lexical analysis of the text

Lexical analysis is the process of converting a stream of characters (the text of
the documents) into a stream of words (the candidate words to be adopted as index
terms). Thus, one of the major objectives of the lexical analysis phase is the identi-
fication of the words in the text. At the first glance, all that seems to be involved is
the recognition of spaces as word separators (in which case, multiple spaces are
reduced to one space). However, there is more to it than this. For instance, the
following four particular cases have to be considered with care [98]: digits,
hyphens, punctuation marks, and the case of the letters (lower and upper case).

Numbers are usually not good index terms because, without a surrounding
context, they are inherently vague. For instance, consider that a user is interested in
documents about the number of deaths due to car accidents between the years 1910
and 1989. Such a request could be specified as the set of index terms: deaths, car,
accidents, years, 1910 and 1989. However, the presence of the numbers 1910 and
1989 in the query could lead to the retrieval, for instance, of a variety of documents
which refer to either of these 2 years. The problem is that numbers by themselves
are just too vague. Thus, in general it is wise to disregard numbers as index terms.
However, we have also to consider that digits might appear mixed within a word.
For instance, “510B.C.” is a clearly important index term. In this case, it is not clear
what rule should be applied. Furthermore, a sequence of 16 digits identifying a
credit card number might be highly relevant in a given context and, in this case,
should be considered as an index term. A preliminary approach for treating digits in
the text might be to remove all words containing sequences of digits unless specified
otherwise (through regular expressions). Further, an advanced lexical analysis pro-
cedure might perform some date and number normalization to unify formats.

Hyphens pose another difficult decision to the lexical analyzer. Breaking up
hyphenated words might be useful due to inconsistency of usage. For instance, this
allows treating “state-of-the-art” and “state of the art” identically. However, there
are words which include hyphens as an integral part, for instance, giltedge, B-49,
etc. Again, the most suitable procedure seems to adopt a general rule and specify the
exceptions on a case-by-case basis.

Normally, punctuation marks are removed entirely in the process of lexical
analysis. While some punctuation marks are an integral part of the word (for
instance, “510B.C.”), removing them does not seem to have an impact in retrieval
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performance because the risk of misinterpretation in this case is minimal. In fact, if
the user specifies “510B.C” in his query, removal of the dot both in the query term
and in the documents will not affect retrieval. However, very particular scenarios
might again require the preparation of a list of exceptions. For instance, if a portion
of a program code appears in the text, it might be wise to distinguish between the
variables “x.id” and “xid.” In this case, the dot mark should not be removed.

The case of letters is usually not important for the identification of index terms.
As a result, the lexical analyzer normally converts all the text to either lower or
upper case. However, once more, very particular scenarios might require the
distinction to be made. For instance, when looking for documents which describe
details about the command language of a Unix-like operating system, the user
might explicitly desire the non-conversion of upper cases because this is the con-
vention in the operating system. Further, part of the semantics might be lost due to
case conversion. For instance, the words Bank and bank have different meanings—a
fact common to many other pairs of words.

As pointed out by Fox, all these text operations can be implemented without
difficulty. However, careful thought should be given to each one of them because
they might have a profound impact at document retrieval time. This is particularly
worrisome in those situations in which the user finds it difficult to understand what
the indexing strategy is doing. Unfortunately, there is no clear solution to this
problem. As already mentioned, some Web search engines are opting for avoiding
text operations altogether because this simplifies the interpretation the user has of
the retrieval task. Whether this strategy will be the one of choice in the long term
remains to be seen.

3.5.2 Elimination of stopwords

As discussed in Chapter 2, words which are too frequent among the documents
in the collection are not good discriminators. In fact, a word which occurs in 80% of
the documents in the collection is useless for purposes of retrieval. Such words are
frequently referred to as stopwords and are normally filtered out as potential index
terms. Articles, prepositions, and conjunctions are natural candidates for a list of
stopwords.

Elimination of stopwords has an additional important benefit. It reduces the size
of the indexing structure considerably. In fact, it is typical to obtain a compression
in the size of the indexing structure (for instance, in the size of an inverted list, see
Chapter 8) of 40% or more solely with the elimination of stopwords.

Since stopword elimination also provides for compression of the indexing struc-
ture, the list of stopwords might be extended to include words other than articles,
prepositions, and conjunctions. For instance, some verbs, adverbs, and adjectives
could be treated as stopwords. In [99], a list of 425 stopwords is illustrated.
Programs in C for lexical analysis are also provided.

Despite these benefits, elimination of stopwords might reduce recall. For
instance, consider a user who is looking for documents containing the phrase “to be
or not to be.” Elimination of stopwords might leave only the term bemaking it
almost impossible to properly recognize the documents which contain the phrase
specified. This is one additional reason for the adoption of a full-text index (i.e.,
insert all words in the collection into the inverted file) by some Web search engines.

3.5.3 Stemming

Frequently, the user specifies a word in a query, but only a variant of this word is
present in a relevant document. Plurals, gerund forms, and past tense suffixes are
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examples of syntactical variations which prevent a perfect match between a query
word and a respective document word. This problem can be partially overcome
with the substitution of the words by their respective stems.

A stem is the portion of a word which is left after the removal of its affixes (i.e.,
prefixes and suffixes). A typical example of a stem is the word connect which is the
stem for the variants connected, connecting, connection, and connections. Stems
are thought to be useful for improving retrieval performance because they reduce
variants of the same root word to a common concept. Furthermore, stemming has
the secondary effect of reducing the size of the indexing structure because the
number of distinct index terms is reduced.

While the argument supporting stemming seems sensible, there is controversy
in the literature about the benefits of stemming for retrieval performance. In fact,
different studies lead to rather conflicting conclusions. Frakes [99] compares eight
distinct studies on the potential benefits of stemming. While he favors the usage of
stemming, the results of the eight experimental studies he investigated do not allow
us to reach a satisfactory conclusion. As a result of these doubts, many Web search
engines do not adopt any stemming algorithm whatsoever.

Frakes distinguishes four types of stemming strategies: affix removal, table
lookup, successor variety, and n-grams. Table lookup consists simply of looking
for the stem of a word in a table. It is a simple procedure but one which is
dependent on data on stems for the whole language. Since such data is not readily
available and might require considerable storage space, this type of stemming
algorithm might not be practical. Successor variety stemming is based on the
determination of morpheme boundaries, uses knowledge from structural linguis-
tics, and is more complex than affix removal stemming algorithms. N-grams
stemming is based on the identification of digrams and trigrams and is more a
term clustering procedure than a stemming one. Affix removal stemming is intu-
itive and simple and can be implemented efficiently. Thus, in the remainder of
this section, we concentrate our discussion on algorithms for affix removal stem-
ming only.

In affix removal, the most important part is suffix removal because most vari-
ants of a word are generated by the introduction of suffixes (instead of prefixes).
While there are three or four well-known suffix removal algorithms, the most
popular one is that by Porter because of its simplicity and elegance. Despite being
simpler, the Porter algorithm yields results comparable to those of the more sophis-
ticated algorithms.

The Porter algorithm uses a suffix list for suffix stripping. The idea is to apply a
series of rules to the suffixes of the words in the text. For instance, the rule

s—0 (3.19)

is used to convert plural forms into their respective singular forms by substitut-
ing the letter s by nil. Notice that to identify the suffix we must examine the last
letters in the word. Furthermore, we look for the longest sequence of letters which
matches the left-hand side in a set of rules. Thus, application of the two following
rules

sses — S (320)

s — 0
to the word stresses yields the stem stress instead of the stem stresse. By sepa-

rating such rules into five distinct phases, the Porter algorithm is able to provide
effective stemming while running fast.
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3.5.4 Index terms selection

If a full-text representation of the text is adopted, then all words in the text are
used as index terms. The alternative is to adopt a more abstract view in which not all
words are used as index terms. This implies that the set of terms used as indices
must be selected. In the area of bibliographic sciences, such a selection of index
terms is usually done by a specialist. An alternative approach is to select candidates
for index terms automatically.

Distinct automatic approaches for selecting index terms can be used. A good
approach is the identification of noun groups (as done in the INQUERY sys-
tem [73]) which we now discuss.

A sentence in natural language text is usually composed of nouns, pronouns,
articles, verbs, adjectives, adverbs, and connectives. While the words in each
grammatical class are used with a particular purpose, it can be argued that most of
the semantics is carried by the noun words. Thus, an intuitively promising strategy
for selecting index terms automatically is to use the nouns in the text. This can be
done through the systematic elimination of verbs, adjectives, adverbs, connectives,
articles, and pronouns.

Since it is common to combine two or three nouns in a single component (e.g.,
computer science), it makes sense to cluster nouns which appear nearby in the text
into a single indexing component (or concept). Thus, instead of simply using nouns
as index terms, we adopt noun groups. A noun group is a set of nouns whose
syntactic distance in the text (measured in terms of number of words between two
nouns) does not exceed a predefined threshold (for instance, three).

When noun groups are adopted as indexing terms, we obtain a conceptual
logical view of the documents in terms of sets of nonelementary index terms.

3.5.5 Text compression

Text compression is about finding ways to represent the text in fewer bits or
bytes. The amount of space required to store text on computers can be reduced
significantly using compression techniques. Compression methods create a reduced
representation by identifying and using structures that exist in the text. From the
compressed version, the original text can be reconstructed exactly.

Text compression is becoming an important issue in an information retrieval
environment. The widespread use of digital libraries, office automation systems,
document databases, and the Web has led to an explosion of textual information
available online. In this scenario, text compression appears as an attractive option
for reducing costs associated with space requirements, input/output (I/O) over-
head, and communication delays. The gain obtained from compressing text is that it
requires less storage space, it takes less time to be transmitted over a communica-
tion link, and it takes less time to search directly the compressed text. The price paid
is the time necessary to code and decode the text.

A major obstacle for storing text in compressed form is the need for IR systems
to access text randomly. To access a given word in a compressed text, it is usually
necessary to decode the entire text from the beginning until the desired word is
reached. It could be argued that a large text could be divided into blocks that are
compressed independently, thus allowing fast random access to each block. How-
ever, efficient compression methods need to process some text before making
compression effective (usually more than 10 kilobytes). The smaller the blocks, the
less effective compression is expected to be.

Our discussion here focuses on text compression methods which are suitable for
use in an IR environment. For instance, a successful idea aimed at merging the
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requirements of compression algorithms and the needs of IR systems is to consider
that the symbols to be compressed are words and not characters (character-based
compression is the more conventional approach). Words are the atoms on which
most IR systems are built. Moreover, it is now known that much better compression
is achieved by taking words as symbols (instead of characters). Further, new word-
based compression methods allow random access to words within the compressed
text which is a critical issue for an IR system.

Besides the economy of space obtained by a compression method, there are
other important characteristics to be considered such as compression and decom-
pression speed. In some situations, decompression speed is more important than
compression speed. For instance, this is the case with textual databases in which it is
common to compress the text once and to read it many times from disk.

Another important characteristic of a compression method is the possibility of
performing compressed pattern matching, defined as the task of performing pattern
matching in a compressed text without decompressing it. In this case, sequential
searching can be speeded up by compressing the search key rather than decoding
the compressed text being searched. As a consequence, it is possible to search faster
on compressed text because much less text has to be scanned. Chapter 8 presents
efficient methods to deal with searching the compressed text directly.

When the text collection is large, efficient text retrieval requires specialized
index techniques. A simple and popular indexing structure for text collections are
the inverted files. Inverted files (see Chapter 8 for details) are especially adequate
when the pattern to be searched for is formed by simple words. Since this is a
common type of query (for instance, when searching the Web), inverted files are
widely used for indexing large text collections.

An inverted file is typically composed of (a) a vector containing all the distinct
words in the text collection (which is called the vocabulary) and (b) for each word
in the vocabulary a list of all documents (identified by document numbers) in
which that word occurs. Because each list of document numbers (within the
inverted file) is organized in ascending order, specific compression methods have
been proposed for them, leading to very efficient index compression schemes. This
is important because query processing time is highly related to index access time.
Thus, in this section, we also discuss some of the most important index compression
techniques.

We first introduce basic concepts related to text compression. We then present
some of the most important statistical compression methods, followed by a brief
review of compression methods based on a dictionary. At the end, we discuss the
application of compression to inverted files.

There are two general approaches to text compression: statistical and dictionary
based. Statistical methods rely on generating good probability estimates (of appear-
ance in the text) for each symbol. The more accurate the estimates are, the better
the compression obtained. A symbol here is usually a character, a text word, or a
fixed number of characters. The set of all possible symbols in the text is called the
alphabet. The task of estimating the probability on each next symbol is called
modeling. A model is essentially a collection of probability distributions, one for
each context in which a symbol can be coded. Once these probabilities are available,
the symbols are converted into binary digits, a process called coding. In practice,
both the encoder and decoder use the same model. The decoder interprets the
output of the encoder (with reference to the same model) to find out the original
symbol.

There are two well-known statistical coding strategies: Huffman coding and
arithmetic coding. The idea of Huffman coding is to assign a fixed-length bit
encoding to each different symbol of the text. Compression is achieved by assigning
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a smaller number of bits to symbols with higher probabilities of appearance.
Huffman coding was first proposed in the early 1950s and was the most important
compression method until the late 1970s, when arithmetic coding made higher
compression rates possible.

Arithmetic coding computes the code incrementally, one symbol at a time, as
opposed to the Huffman coding scheme in which each different symbol is pre-
encoded using a fixed-length number of bits. The incremental nature does not allow
decoding a string which starts in the middle of a compressed file. To decode a
symbol in the middle of a file compressed with arithmetic coding, it is necessary
to decode the whole text from the very beginning until the desired word is
reached. This characteristic makes arithmetic coding inadequate for use in an IR
environment.

Dictionary methods substitute a sequence of symbols by a pointer to a previous
occurrence of that sequence. The pointer representations are references to entries in
a dictionary composed of a list of symbols (often called phrases) that are expected
to occur frequently. Pointers to the dictionary entries are chosen so that they need
less space than the phrase they replace, thus obtaining compression. The distinction
between modeling and coding does not exist in dictionary methods, and there are
no explicit probabilities associated to phrases. The most well-known dictionary
methods are represented by a family of methods, known as the Ziv-Lempel family.

Character-based Huffman methods are typically able to compress English texts
to approximately five bits per character (usually, each uncompressed character
takes 7-8 bits to be represented). More recently, a word-based Huffman method has
been proposed as a better alternative for natural language texts. This method is able
to reduce English texts to just over two bits per character. As we will see later on,
word-based Huffman coding achieves compression rates close to the entropy and
allows random access to intermediate points in the compressed text. Ziv-Lempel
methods are able to reduce English texts to fewer than four bits per character.
Methods based on arithmetic coding can also compress English texts to just over
two bits per character. However, the price paid is slower compression and decom-
pression, and the impossibility of randomly accessing intermediate points in the
compressed text.

Before proceeding, let us present an important definition which will be useful
from now on.

Definition 3.7. Compression ratio is the size of the compressed file as a fraction
of the uncompressed file.

3.6. Index construction and compression
3.6.1 Inverted files

An inverted file (or inverted index) is a word-oriented mechanism for indexing
a text collection in order to speed up the searching task. The inverted file structure
is composed of two elements: the vocabulary and the occurrences. The vocabulary is
the set of all different words in the text. For each such word, a list of all the text
positions where the word appears is stored. The set of all those lists is called the
“occurrences” (Figure 3.5 shows an example). These positions can refer to words or
characters. Word positions (i.e., position i refers to the ith word) simplify phrase
and proximity queries, while character positions (i.e., the position i is the ith
character) facilitate direct access to the matching text positions.

Some authors make the distinction between inverted files and inverted lists. In
an inverted file, each element of a list points to a document or file name, while
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['l‘hi- is a text. A text has many words, Words are made from letters.

Text
-
letters 80...
made 50...
many 28..,
text 11, 18... Inverted Index
words 33, 40

Figure 3.5.
A sample text and an inverted index built on it. The words are converted to lower case, and some are not
indexed. The occurrences point to character positions in the text.

inverted lists match our definition. We prefer not to make such a distinction
because, as we will see later, this is a matter of the addressing granularity, which can
range from text positions to logical blocks.

The space required for the vocabulary is rather small. According to Heaps’ law,
the vocabulary grows as O(n”), where f3 is a constant between 0 and 1 dependent on
the text, being between 0.4 and 0.6 in practice. For instance, for 1 Gb of the TREC-2
collection, the vocabulary has a size of only 5 Mb. This may be further reduced by
stemming and other normalization techniques as described.

The occurrences demand much more space. Since each word appearing in the
text is referenced once in that structure, the extra space is O(n). Even omitting
stopwords (which is the default practice when words are indexed), in practice the
space overhead of the occurrences is between 30 and 40% of the text size.

To reduce space requirements, a technique called block addressing is used. The
text is divided in blocks, and the occurrences point to the blocks where the word
appears (instead of the exact positions). The classical indices which point to the
exact occurrences are called “full inverted indices.” Using block addressing not only
can the pointers be smaller because there are fewer blocks than positions, but also
all the occurrences of a word inside a single block are collapsed to one reference (see
Figure 3.6). Indices of only 5% overhead over the text size are obtained with this
technique. The price to pay is that, if the exact occurrence positions are required
(for instance, for a proximity query), then an online search over the qualifying
blocks has to be performed. For instance, block addressing indices with 256 blocks
stop working well with texts of 200 Mb.

Table 3.1 presents the projected space taken by inverted indices for texts of
different sizes, with and without the use of stopwords. The full inversion stands for
inverting all the words and storing their exact positions, using four bytes per

Biock 1 Block 2 Block 3 Block 4

I‘x‘hiu is a text.—l A text has many [words. Words arelmade from letters. I

Text

Inverted index

iriid

Figure 3.6.
The sample text splits into four blocks, and an inverted index uses block addressing built on it. The occurrences
denote block numbers. Notice that both occurrences of “words” collapsed into one.
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Index Small collection Medium collection Large collection
(1Mb) (2 Mb) (2 Gb)
Addressing words 45% 73% 36% 64% 35% 63%
Addressing documents 19% 26% 18% 32% 26% 47%
Addressing 64K block 27% 41% 18% 32% 5% 9%
Addressing 256 blocks 18% 25% 1.7% 2.4% 0.5% 0.7%
Table 3.1.

Sizes of an inverted file as approximate percentages of the size of the whole text collection.

pointer. The document addressing index assumes that we point to documents which
are of size 10 kb (and the necessary number of bytes per pointer, that is, one, two,
and three bytes, depending on text size). The block addressing index assumes that
we use 256 or 64K blocks (one or two bytes per pointer) independently of the text
size. The space taken by the pointers can be significantly reduced by using com-
pression. We assume that 45% of all the words are stopwords and that there is one
non-stopword each 11.5 characters. Our estimation for the vocabulary is based on
Heaps’ law with parameters V = 301°-. All these decisions were taken according to
our experience and experimentally validated.

The blocks can be of fixed size (imposing a logical block structure over the text
database), or they can be defined using the natural division of the text collection
into files, documents, Web pages, or others. The division into blocks of fixed size
improves efficiency at retrieval time, that is, the more variance in the block sizes,
the more amount of text sequentially traversed on average. This is because larger
blocks match queries more frequently and are more expensive to traverse.

Alternatively, the division using natural cuts may eliminate the need for online
traversal. For example, if one block per retrieval unit is used and the exact match
positions are not required, there is no need to traverse the text for single-word
queries, since it is enough to know which retrieval units to report. But if, on the
other hand, many retrieval units are packed into a single block, the block has to be
traversed to determine which units to retrieve.

It is important to notice that in order to use block addressing, the text must be
readily available at search time. This is not the case for remote text (as in Web
search engines) or if the text is in a CD-ROM that has to be mounted, for instance.
Some restricted queries not needing exact positions can still be solved if the blocks
are retrieval units.

Four granulates and three collections are considered. For each collection, the
right column considers that stopwords are not indexed, while the left column
considers that all words are indexed.

3.6.2 Blocked sort-based indexing

The basic steps in constructing a non-positional index. We first make a pass
through the collection assembling all termdocID pairs. We then sort the pairs with
the term as the dominant key and docID as the secondary key. Finally, we organize
the docIDs for each term into a postings list and compute statistics like term and
document frequency. For small collections, all this can be done in memory. In this
chapter, we describe methods for large collections that require the use of secondary
storage.

To make index construction more efficient, we represent terms as termIDs,
where each termID is a unique serial number. We can build the mapping from
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terms to termIDs on the fly while we are processing the collection, or, in a two-pass
approach, we compile the vocabulary in the first pass and construct the inverted
index in the second pass. The index construction algorithms described in this
chapter all do a single pass through the data. Section 4.7 gives references to
multipass algorithms that are preferable in certain applications, for example, when
disk space is scarce.

We work with the Reuters Corpus Volume I (RCV1) collection as our model
collection in this chapter, a collection with roughly 1 GB of text. It consists of about
800,000 documents that were sent over the Reuters newswire during a 1-year
period between August 20, 1996, and August 19, 1997. A typical document is shown
in Figure 3.7, but note that we ignore multimedia information like images in this
book and are only concerned with text. Reuters Corpus Volume I (RCV1) covers a
wide range of international topics, including politics, business, sports, and (as in
this example) science. Some key statistics of the collection are shown in Table 3.2.

Values are rounded for the computations in this book. The unrounded values are
806,791 documents, 222 tokens per document, 391,523 (distinct) terms, 6.04 bytes
per token with spaces and punctuation, 4.5 bytes per token without spaces and
punctuation, 7.5 bytes per term, and 96,969,056 tokens

Reuters Corpus Volume I (RCV1) has 100 million tokens. Collecting all termID-
docID pairs of the collection using 4 bytes each for termID and docID therefore
requires 0.8 GB of storage. Typical collections today are often one or two orders of
magnitude larger than Reuters Corpus Volume I (RCV1). You can easily see how

REUTERSH

You are here: Home > News > Science > Arficle

GoloaSection: U.S. Intemnational Business Markets Politics Entertainment Technology Sports Oddly Enough

Extreme conditions create rare Antarctic clouds
Tua Aug 1, 2006 3:20am ET
Email This Articls | Print This Article | Reprints
[ Text [+]
SYDNEY (Reuters) - Rare, mother-of-pearl colored clouds
caused by extreme weather conditions above Antarctica are a
possible indication of global warming. Australian scientists said on
Tuesday.

Known as nacreous clouds, the spectacular formations showing delicate
wisps of colors were photographed in the sky over an Australian
meteorological base at Mawson Station on July 25.

i ———

Figure 3.7.
Document from the Reuters newswire.

Symbol Statistic Value
N Documents 800,000
L Avg. number of tokens per document 200
M Terms 400,000
Avg. number of bytes per token (incl. spaces/punct.) 6
Avg. number of bytes per token (without spaces/punct.) 4.5
Avg. number of bytes per term 7.5
T Tokens 100,000,000
Table 3.2.

Collection statistics for Reuters Corpus Volume I (RCV1).
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such collections overwhelm even large computers if we try to sort their termID-
docID pairs in memory. If the size of the intermediate files during index construc-
tion is within a small factor of available memory, then the compression techniques
introduced in Chapter 5 can help; however, the postings file of many large collec-
tions cannot fit into memory even after compression (Figure 3.7).

With the insufficient main memory, we need to use an external sorting algo-
rithm, that is, one that uses disk. To achieve acceptable sorting efficiency, the
central requirement of such an algorithm is that it minimizes the number of random
disk seeks during sorting-sequential disk reads are far faster than seeks as we
explained in Section 4.1. One solution is the blocked sort-based indexing algorithm
or BSBI in Figure 3.8. BSBI (i) segments the collection into parts of equal size, (ii)
sorts the termID-docID pairs of each part in memory, (iii) stores intermediate
sorted results on disk, and (iv) merges all intermediate results into the final index.

The algorithm parses documents into termID-docID pairs and accumulates
the pairs in memory until a block of a fixed size is full (PARSENEXTBLOCK in
Figure 3.8). We choose the block size to fit comfortably into memory to permit a
fast in-memory sort. The block is then inverted and written to disk. Inversion
involves two steps. First, we sort the termID-docID pairs. Next, we collect all
termID-docID pairs with the same termID into a postings list, where a posting is
simply a docID. The result, an inverted index for the block we have just read, is then
written to disk. Applying this to Reuters Corpus Volume I (RCV1) and assuming we
can fit 10 million termID-docID pairs into memory, we end up with ten blocks, each
an inverted index of one part of the collection.

In the final step, the algorithm simultaneously merges the 10 blocks into 1 large
merged index. An example with two blocks is shown in Figure 3.9, where we use d;
to denote the iy document of the collection. To do the merging, we open all block
files simultaneously and maintain small read buffers for the ten blocks we are
reading and a write buffer for the final merged index we are writing. In each
iteration, we select the lowest termID that has not been processed yet using aprior-
ity queue or a similar data structure. All postings lists for this termID are read and
merged, and the merged list is written back to disk. Each read buffer is refilled from
its file when necessary.

How expensive is BSBIFI. Its time complexity is @(T log T') because the step with
the highest time complexity is sorting and T is an upper bound for the number of
items we must sort (i.e., the number of termID-docID pairs). But the actual
indexing time is usually dominated by the time it takes to parse the documents
(PARSENEXTBLOCK) and to do the final merge (MERGEBLOCKS). Exercise 4.6
asks you to compute the total index construction time for RCV1 that includes these
steps as well as invert the blocks and write them to disk (Figure 3.9).

BSBINDEXCONSTRUCTION( )
n—20
while (all documents have not been processed)
don—n+1
block «— PARSENEXTBLOCK()
BSBI-INVERT(block)
WRITEBLOCKTODISK (block, fy)
MERGEBLOCKS(f1, .- -, fni fmerged)

NNk WON =

Figure 3.8.
Blocked sort-based indexing. The algorithm stoves inverted blocks in files f | ... f, and the merged index in
f merged®
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postings lists
to be merged

brutus d1,d3,d6,d7

brutus d1,d3 brutus d6,d7 caesar d1,d2,d4,d8,d9

caesar d1,d2,d4 caesar d8,d9 = julius d10 mCrng
noble d5 julius  d10 killed ds posﬁngs lists
with d1,d2,d3,d5 killed d8 noble d5

with d1,d2,d3,d5

N\ /

disk

Figure 3.9.

Merging in blocked sort-based indexing. Two blocks (postings lists to be merged) are loaded from disk into
memory, merged in memory (merged postings lists), and written back to disk. We show terms instead of termIDs
for better readability.

Notice that Reuters Corpus Volume I (RCV1) is not particularly large in an age
when one or more GB of memory is standard on personal computers. With appro-
priate compression, we could have created an inverted index for RCV1 in memory
on a not overly beefy server. The techniques we have described are needed, how-
ever, for collections that have several orders of larger magnitude.

3.6.3 Single-pass in-memory indexing

Blocked sort-based indexing has excellent scaling properties, but it needs a data
structure for mapping terms to termIDs. For very large collections, this data struc-
ture does not fit into memory. A more scalable alternative is single-pass in-memory
indexing or SPIMI. SPIMI uses terms instead of termIDs, writes each block’s dictio-
nary to disk, and then starts a new dictionary for the next block. SPIMI can index
collections of any size as long as there is enough disk space available.

The SPIMI algorithm is shown in Figure 3.10. The part of the algorithm that
parses documents and turns them into a stream of termdocID pairs, which we call
tokens here, has been omitted. SPIMI-INVERT is called repeatedly on the token
stream until the entire collection has been processed. Tokens are processed one by

SPIMI-INVERT(foken_stream )
1 output_file = NEWFILE()
2 dictionary = NEWHASH()
3 while (free memory available)
4 doloken «— next(token_stream)
4] if term(token) & dictionary
[ then postings_list = ADDTODICTIONARY (dictionary, termi( token))
7 else postings_list = GETPOSTINGSLIST(dictionary, term(token))
8 if full({postings_list)
9 then postings_list = DOUBLEPOSTINGSLIST (dictionary, term( foken ) )
10 ADDTOPOSTINGSLIST( postings_list, doc1 D taken ) )
11 sorted_terms + SORTTERMS(dictionary)
12 WRITEBLOCKTODISK (sorted_terms, dictionary, out put_file)
13 return output_file

Figure 3.10.
Inversion of a block in single-pass in-memory indexing.
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one (line 4) during each successive call of SPIMI-INVERT. When a term occurs for
the first time, it is added to the dictionary (best implemented as a hash), and a new
postings list is created (line 6). The call in line 7 returns this postings list for
subsequent occurrences of the term.

A difference between BSBI and SPIMI is that SPIMI adds a posting directly to its
postings list (line 10). Instead of first collecting all termID-docID pairs and then
sorting them (as we did in BSBI), each postings list is dynamic (i.e., its size is
adjusted as it grows), and it is immediately available to collect postings. This has
two advantages: it is faster because there is no sorting required, and it saves mem-
ory because we keep track of the term a postings list belongs to, so the termIDs of
postings need not be stored. As a result, the blocks that individual calls of SPIMI-
INVERT can process are much larger, and the index construction process as a whole
is more efficient.

Because we do not know how large the postings list of a term will be when we
first encounter it, we allocate space for a short postings list initially and double the
space each time it is full (lines 8-9). This means that some memory is wasted, which
counteracts the memory savings from the omission of termIDs in intermediate data
structures. However, the overall memory requirements for the dynamically
constructed index of a block in SPIMI are still lower than in BSBI.

When memory has been exhausted, we write the index of the block (which
consists of the dictionary and the postings lists) to disk (line 12). We have to sort
the terms (line 11) before doing this because we want to write postings lists in
lexicographic order to facilitate the final merging step. If each block’s postings lists
were written in unsorted order, merging blocks could not be accomplished by a
simple linear scan through each block.

Each call of SPIMI-INVERT writes a block to disk, just as in BSBI. The last step
of SPIMI (corresponding to line 7 in Figure 3.8; not shown in Figure 3.10) is then to
merge the blocks into the final inverted index.

In addition to constructing a new dictionary structure for each block and elimi-
nating the expensive sorting step, SPIMI has a third important component: com-
pression. Both the postings and the dictionary terms can be stored compactly on
disk if we employ compression. Compression increases the efficiency of the algo-
rithm further because we can process even larger blocks and because the individual
blocks require less space on disk. We refer readers to the literature for this aspect of
the algorithm.

The time complexity of SPIMI is O(T) because no sorting of tokens is required
and all operations are at most linear in the size of the collection.

3.6.4 Dictionary compression

This section presents a series of dictionary data structures that achieve increas-
ingly higher compression ratios. The dictionary is small compared with the postings
file as suggested by Table 5.1. So, why compress it if it is responsible for only a
small percentage of the overall space requirements of the IR system?

One of the primary factors in determining the response time of an IR system is
the number of disk seeks necessary to process a query. If parts of the dictionary are
on disk, then many more disk seeks are necessary in query evaluation. Thus, the
main goal of compressing the dictionary is to fit it in the main memory, or at least a
large portion of it, to support high query throughput. Although dictionaries of very
large collections fit into the memory of a standard desktop machine, this is not true
of many other application scenarios. For example, an enterprise search server for a
large corporation may have to index a multiterabyte collection with a comparatively
large vocabulary because of the presence of documents in many different languages.
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term document pointer  to
frequency postings list
a 656,265 —
aachen 65 —
zulu 221 - -
space needed: 20 bytes 4bytes 4 bytes

Figure 3.11.
Storing the dictionary as an array of fixed-width entries.

We also want to be able to design search systems for limited hardware such as
mobile phones and onboard computers. Other reasons for wanting to conserve
memory are fast start-up time and having to share resources with other applica-
tions. The search system on your PC must get along with the memory-hogging word
processing suite you are using at the same time (Figure 3.11).

3.7. XML retrieval

Information retrieval systems are often contrasted with relational databases.
Traditionally, IR systems have retrieved information from unstructured text “C by
which we mean raw text without markup. Databases are designed for querying
relational data: sets of records that have values for predefined attributes such as
employee number, title, and salary. There are fundamental differences between
information retrieval and database systems in terms of retrieval model, data struc-
tures, and query languages shown in Table 3.3.

Some highly structured text search problems are most efficiently handled by a
relational database (RDB), for example, if the employee table contains an attribute
for short textual job descriptions and you want to find all employees who are
involved with invoicing. In this case, the SQL query, select lastname from employees
where job_desc like invoic%, may be sufficient to satisfy your information need with
high precision and recall.

However, many structured data sources containing text are best modeled as
structured documents rather than relational data. We call the search over such
structured documents and structured retrieval. Queries in structured retrieval can
be either structured or unstructured, but we will assume in this chapter that the
collection consists only of structured documents. Applications of structured
retrieval include digital libraries, patent databases, blogs, text in which entities like
persons and locations have been tagged (in a process called named entity tagging),
and output from office suites like OpenOffice that save documents as marked up
text. In all of these applications, we want to be able to run queries that combine
textual criteria with structural criteria. Examples of such queries give me a

RDB search Unstructured retrieval Structured retrieval
Objects Records Unstructured documents ~ Trees with text at leaves
Model Relational model Vector space & others ?
Main data structure Table Inverted index ?
Queries SQL Free text queries ?

Table 3.3.
RDB (relational database) search, unstructured information retrieval, and structured information retrieval.
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full-length article on fast Fourier transforms (digital libraries), give me patents
whose claims mention RSA public-key encryption and that cite US 4,405,829 pat-
ents, or give me articles about sightseeing tours of the Vatican and the Coliseum
(entity-tagged text). These three queries are structured queries that cannot be
answered well by an unranked retrieval system. As we argued in Example 1.1

(p- 15), unranked retrieval models like the Boolean model suffer from low recall.
For instance, an unranked system would return a potentially large number of
articles that mention the Vatican, the Coliseum, and the sightseeing tours without
ranking the ones that are most relevant for the query first. Most users are also
notoriously bad at precisely stating structural constraints. For instance, users may
not know for which structured elements the search system supports search. In our
example, the user may be unsure whether to issue the query as sightseeing AND
(COUNTRY:Vatican OR LANDMARK:Coliseum), as sightseeing AND (STATE:
Vatican OR BUILDING:Coliseum), or in some other form. Users may also be
completely unfamiliar with structured search and advanced search interfaces or
unwilling to use them. In this chapter, we look at how ranked retrieval methods can
be adapted to structured documents to address these problems.

There is no consensus yet as to which methods work best for structured retrieval
although many researchers believe that XQuery will become the standard for struc-
tured queries.

We will only look at one standard for encoding structured documents, Extensi-
ble Markup Language or XML, which is currently the most widely used such
standard. We will not cover the specifics that distinguish XML from other types of
markup such as HTML and SGML. But most of what we say in this chapter is
applicable to markup languages in general.

In the context of information retrieval, we are only interested in XML as a
language for encoding text and documents. A perhaps more widespread use of XML
is to encode non-text data. For example, we may want to export data in XML format
from an enterprise resource planning system and then read them into an analytic
program to produce graphs for a presentation. This type of application of XML is
called data-centric because numerical and non-text attribute-value data dominate
and text is usually a small fraction of the overall data. Most data-centric XML is
stored in databases—in contrast to the inverted index-based methods for text-
centric XML that we present in this chapter.

We call XML retrieval a structured retrieval in this chapter. Some researchers
prefer the term semistructured retrieval to distinguish XML retrieval from data-
base querying. We have adopted the terminology that is widespread in the XML
retrieval community. For instance, the standard way of referring to XML queries
is structured queries, not semistructured queries. The term structured retrieval is
rarely used for database querying, and it always refers to XML retrieval in this
book.

There is a second type of information retrieval problem that is intermediate
between unstructured retrieval and querying a relational database, parametric and
zone search, which we discussed in Section 6.1 (p. 110). In the data model of
parametric and zone search, there are parametric fields (relational attributes like
date or file size) and zones "C text attributes that each takes a chunk of unstruc-
tured text as value. The data model is flat, that is, there is no nesting of attributes.
The number of attributes is small. In contrast, XML documents have the more
complex tree structure that we see in Figure 3.13 in which attributes are nested. The
number of attributes and nodes is greater than in parametric and zone search.

After presenting the basic concepts of XML in Section 3.71, this chapter first
discusses the challenges we face in XML retrieval (Section 3.72). Next, we describe a
vector space model for XML retrieval (Section 3.73). Presents INEX, a shared task
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evaluation that has been held for a number of years and currently is the most
important venue for XML retrieval research.

3.7.1 Basic XML concepts

An XML document is an ordered, labeled tree. Each node of the tree is an XML
element and is written with an opening and closing tag. An element can have one or
more XML attributes. In the XML document in Figure 3.12, the scene element is
enclosed by the two tags (scene...) and (/scene). It has an attribute number with value
vii and two child elements, title and verse.

Figure 3.13 shows Figure 3.12 as a tree. The leaf nodes of the tree consist of text,
for example, Shakespeare, Macbeth, and Macbeth’s castle. The tree’s internal nodes
encode either the structure of the document (title, act, and scene) or metadata
functions (author).

The standard for accessing and processing XML documents is the XML Docu-
ment Object Model or DOM. The DOM represents elements, attributes, and text
within elements as nodes in a tree. Figure 3.13 is a simplified DOM representation
of the XML document in Figure 3.12. With a DOM API, we can process an XML
document by starting at the root element and then descending down the tree from
parents to children.

XPath is a standard for enumerating paths in an XML document collection. We
will also refer to paths as XML contexts or simply contexts in this chapter. Only a
small subset of XPath is needed for our purposes. The XPath expression node selects
all nodes of that name. Successive elements of a path are separated by slashes, so act/
scene selects all scene elements whose parent is an act element. Double slashes
indicate that an arbitrary number of elements can intervene on a path: play//scene
selects all scene elements occurring in a play element. In Figure 3.13, this set consists
of a single scene element, which is accessible via the path play, act, and scene from
the top. An initial slash starts the path at the root element. /play/title selects the plays
title in Figure 3.12, /play//title selects a set with two members (the plays title and the
scenes title), and /scene/title selects no elements. For notational convenience, we
allow the final element of a path to be a vocabulary term and separate it from the
element path by the symbol #, even though this does not conform to the XPath
standard. For example, title#“Macbeth” selects all titles containing the term Macbeth.

We also need the concept of schema in this chapter. A schema puts constraints
on the structure of allowable XML documents for a particular application. A schema
for Shakespeare’s plays may stipulate that scenes can only occur as children of acts
and that only acts and scenes have the number attribute. Two standards for schemas
for XML documents are XML DTD (document-type definition) and XML schema.

<play>

<author>Shakespeare</author>
<title>Macbeth</title>

<act number="I">

<scene number="vii">

<title>Macbeth’s castle</title>

<verse>Will I with wine and wassail ...</verse>
</scene>

</act>

</play>

Figure 3.12.
An XML document.
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root element
play
{ ¥
element element element
author act title
text text
Shakespeare Macbeth
]
attribute element
number="1" scene
i ¥
attribute element element
number="vii" verse title
text text
Will I with ... Macbeth's castle

Figure 3.13.
The XML document in Figure 10.1 as a simplified DOM object.

Users can only write structured queries for an XML retrieval system if they have
some minimal knowledge about the schema of the collection

A common format for XML queries is NEXI (Narrowed Extended XPath I). We
give an example in Figure 3.14. We display the query on four lines for typograph-
ical convenience, but it is intended to be read as one unit without line breaks. In
particular, //section is embedded under //article.

The query in Figure 3.14 specifies a search for sections about the summer
holidays that are part of articles from 2001 to 2002. As in XPath double slashes
indicate that an arbitrary number of elements can intervene on a path. The dot in a
clause in square brackets refers to the element the clause modifies. The clause

."I,f \“l.
ffartiele
[-//yr = 2001 or ./fyr = 2002]
/fasection
labout{.,summer holidays])

Figure 3.14.
An XML query in NEXI format and its pavtial vepresentation as a tree.
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[.//yr = 2001 or.//yr = 2002] modifies //article. Thus, the dot refers to //article in
this case. Similarly, the dot in [about(., summer holidays)] refers to the section that
the clause modifies.

The 2-year conditions are relational attribute constraints. Only articles whose
year attribute is 2001 or 2002 (or that contain an element whose year attribute is
2001 or 2002) are to be considered. The about clause is a ranking constraint:
sections that occur in the right type of article are to be ranked according to how
relevant they are to the topic summer holidays.

We usually handle relational attribute constraints by prefiltering or postfiltering:
we simply exclude all elements from the result set that do not meet the relational
attribute constraints. In this chapter, we will not address how to do this efficiently
and instead focus on the core information retrieval problem in XML retrieval,
namely, how to rank documents according to the relevance criteria expressed in the
about conditions of the NEXI query.

If we discard relational attributes, we can represent documents as trees with only
one type of node: element nodes. In other words, we remove all attribute nodes from
the XML document, such as the number attribute in Figure 3.12. Figure 3.15 shows a
subtree of the document in Figure 3.12 as an element-node tree (labeled d).

We can represent queries as trees in the same way. This is a query-by-example
approach to query language design because users pose queries by creating objects
that satisfy the same formal description as documents. In Figure 3.15, ¢, is a search
for books whose titles score highly for the keywords Julius Caesar. g, is a search for
books whose author elements score highly for Julius Caesar and whose title ele-
ments score highly for Gallic war. To represent the semantics of NEXI queries fully
we would also need to designate one node in the tree as a “target node”, for
example, the section in the tree in Figure 3.14. Without the designation of a target
node, the tree in Figure 3.14 is not a search for sections embedded in articles (as
specified by NEXI), but a search for articles that contain sections.

3.7.2 Challenges in XML retrieval

In this section, we discuss a number of challenges that make structured retrieval
more difficult than unstructured retrieval. Recall from page 195 the basic setting we
assume in structured retrieval: the collection consists of structured documents, and
queries are either structured (as in Figure 3.14) or unstructured (e.g., summer
holidays).

The first challenge in structured retrieval is that users want us to return parts of
documents (i.e., XML elements), not the entire documents as IR systems usually do
in unstructured retrieval. If we query Shakespeare’s plays for Macbeth’s castle,
should we return the scene, the act, or the entire play in Figure 3.13? In this case,

Julius Caesar

d] q1 q2

Figure 3.15.
Tree representation of XML documents and queries.
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the user is probably looking for the scene. On the other hand, another wise
unspecified search for Macbeth should return the play of this name, not a subunit.

One criterion for selecting the most appropriate part of a document is the
structured document retrieval principle:

Structured document retrieval principle. A system should always retrieve the
most specific part of a document answering the query.

This principle motivates a retrieval strategy that returns the smallest unit that
contains the information sought, but does not go below this level. However, it can
be hard to implement this principle algorithmically. Consider the query
title#“Macbeth” applied to Figure 3.13. The title of the tragedy, Macbeth, and the
title of act I, scene vii, Macbeth’s castle, are both good hits because they contain the
matching term Macbeth. But in this case, the title of the tragedy, the higher node, is
preferred. Deciding which level of the tree is right for answering a query is difficult.

Parallel to the issue of which parts of a document to return to the user is the issue
of which parts of a document to index. In Section 2.1.2 (p. 20), we discussed the
need for a document unit or indexing unit in indexing and retrieval. In unstructured
retrieval, it is usually clear what the right document unit is: files on your desktop,
email messages, web pages on the web, etc. In structured retrieval, there are a
number of different approaches to defining the indexing unit.

One approach is to group nodes into non-overlapping pseudo-documents as
shown in Figure 3.16. In the example, books, chapters, and sections have been
designated to be indexing units but without overlap. For example, the leftmost
dashed indexing unit contains only those parts of the tree dominated by book that
are not already part of other indexing units. The disadvantage of this approach is
that pseudo-documents may not make sense to the user because they are not
coherent units. For instance, the leftmost indexing unit in Figure 3.16 merges three
disparate elements, the class, author, and title elements.

We can also use one of the largest elements as the indexing unit, for example,
the book element in a collection of books or the play element for Shakespeare’s
works. We can then postprocess search results to find for each book or play the
subelement that is the best hit. For example, the query Macbeth’s castle may return
the play Macbeth, which we can then postprocess to identify act I, scene vii, as the
best-matching subelement. Unfortunately, this two-stage retrieval process fails to
return the best subelement for many queries because the relevance of a whole book
is often not a good predictor of the relevance of small subelements within it.

Instead of retrieving large units and identifying subelements (top-down), we
can also search all leaves, select the most relevant ones, and then extend them to
larger units in postprocessing (bottom-up). For the query Macbeth’s castle in
Figure 3.12, we would retrieve the title Macbeth’s castle in the first pass and then
decide in a postprocessing step whether to return the title, the scene, the actor, or
the play. This approach has a similar problem as the last one: the relevance of a leaf
element is often not a good predictor of the relevance of elements it is contained in.

We describe |
syrtax of XS

Figure 3.16.
Partitioning an XML document into non-overlapping indexing units.
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The least restrictive approach is to index all elements. This is also problematic.
Many XML elements are not meaningful search results, for example, typographical
elements like (b)definitely(/b) or an ISBN number which cannot be interpreted
without context. Also, indexing all elements means that search results will be highly
redundant. For the query Macbeth’s castle and the document in Figure 3.12, we
would return all of the play, act, scene, and title elements on the path between the
root node and Macbeth’s castle. The leaf node would then occur four times in the
result set, once directly, and three times as part of other elements. We call elements
that are contained within each other nested. Returning redundant nested elements
in a list of returned hits is not very user-friendly.

Because of the redundancy caused by nested elements, it is common to restrict
the set of elements that are eligible to be returned. Restriction strategies include:

¢ Discard all small elements.

* Discard all element types that users do not look at (this requires a working
XML retrieval system that logs this information).

* Discard all element types that assessors generally do not judge to be relevant (if
relevance assessments are available).

* Only keep element types that a system designer or librarian has deemed to be
useful search results.

In most of these approaches, result sets will still contain nested elements. Thus,
we may want to remove some elements in a postprocessing step to reduce redun-
dancy. Alternatively, we can collapse several nested elements in the results list and
use highlighting of query terms to draw the user’ attention to the relevant passages.
If query terms are highlighted, then scanning a medium-sized element (e.g., a
section) takes little more time than scanning a small subelement (e.g., a paragraph).
Thus, if the section and the paragraph both occur in the results list, it is sufficient to
show the section. An additional advantage of this approach is that the paragraph is
presented together with its context (i.e., the embedding section). This context may
be helpful in interpreting the paragraph (e.g., the source of the information
reported) even if the paragraph on its own satisfies the query.

If the user knows the schema of the collection and is able to specify the desired
type of element, then the problem of redundancy is alleviated as few nested ele-
ments have the same type. But as we discussed in the introduction, users often don’t
know what the name of an element in the collection is (Is the Vatican a country or a
city?), or they may not know how to compose structured queries at all.

A challenge in XML retrieval related to nesting is that we may need to distinguish
different contexts of a term when we compute term statistics for ranking, in particu-
lar inverse document frequency (idf) statistics as defined in Section 6.2.1 (p. 117). For
example, the term Gates under the node author is unrelated to an occurrence under a
content node like section if used to refer to the plural of gate. It makes little sense to
compute a single document frequency for Gates in this example.

One solution is to compute idf for XML-context/term pairs, for example, to
compute different idf weights for author#“Gates” and section#“Gates.” Unfortu-
nately, this scheme will run into sparse data problems; that is, many XML-context
pairs occur too rarely to reliably estimate df (see Section 13.2, p. 260, for a discus-
sion of sparseness). A compromise is only to consider the parent node x of the term
and not the rest of the path from the root to x to distinguish contexts. There are still
conflations of contexts that are harmful in this scheme. For instance, we do not
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distinguish names of authors and names of corporations if both have the parent
node name. But most important distinctions, like the example contrast
author#“Gates” vs. section#“Gates,” will be respected.

In many cases, several different XML schemas occur in a collection since the
XML documents in an IR application often come from more than one source. This
phenomenon is called schema heterogeneity or schema diversity and presents yet
another challenge. As illustrated in Figure 3.17, comparable elements may have
different names: creator in d, vs. author in ds. In other cases, the structural organi-
zation of the schemas may be different: author names are direct descendants of the
node author in g5, but there are the intervening nodes firstname and lastname in d3.
If we employ strict matching of trees, then g, will retrieve neither d, nor d3
although both documents are relevant. Some form of approximate matching of
element names in combination with semiautomatic matching of different document
structures can help here. Human editing of correspondences of elements in differ-
ent schemas will usually do better than automatic methods.

Schema heterogeneity is one reason for query-document mismatches like g, /d,
and g, /d3. Another reason is that users often are not familiar with the element
names and the structure of the schemas of collections they search as mentioned.
This poses a challenge for interface design in XML retrieval. Ideally, the user
interface should expose the tree structure of the collection and allow users to specify
the elements they are querying. If we take this approach, then designing the query
interface in structured retrieval is more complex than a search box for keyword
queries in unstructured retrieval.

We can also support the user by interpreting all parent-child relationships in
queries as descendant relationships with any number of intervening nodes allowed.
We call such queries extended queries. The tree in Figure 3.14 and ¢, in Figure 3.17
are examples of extended queries. We show edges that are interpreted as descen-
dant relationships as dashed arrows. In q,, a dashed arrow connects book and Gates.
As a pseudo-XPath notation for q,, we adopt book//#“Gates”: a book that some-
where in its structure contains the word Gates where the path from the book node
to Gates can be arbitrarily long. The pseudo-XPath notation for the extended query
that in addition specifies that Gates occurs in a section of the book is book//section//
#“Gates.” It is convenient for users to be able to issue such extended queries
without having to specify the exact structural configuration in which a query term
should occur—either because they do not care about the exact configuration or
because they do not know enough about the schema of the collection to be able to
specify it.

Figure 3.17.
Schema heterogeneity: intervening nodes and mismatched names.
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qs e d;

Figure 3.18.
A structural mismatch between two queries and a document.

In Figure 3.18, the user is looking for a chapter entitled FFT (g5). Suppose that
there is no such chapter in the collection but that there are references to books on
FFT (d4). A reference to a book on FFT is not exactly what the user is looking for,
but it is better than returning nothing. Extended queries do not help here. The
extended query g, also returns nothing. This is a case where we may want to
interpret the structural constraints specified in the query as hints as opposed to as
strict conditions. As we will discuss in Section 10.4, users prefer a relaxed interpre-
tation of structural constraints: elements that do not meet structural constraints
perfectly should be ranked lower, but they should not be omitted from search
results.

3.7.3 A vector space model for XML retrieval

In this section, we present a simple vector space model for XML retrieval. It is
not intended to be a complete description of a state-of-the-art system. Instead, we
want to give the reader a flavor of how documents can be represented and retrieved
in XML retrieval.

To take into account the structure in retrieval in Figure 3.15, we want a book
entitled Julius Caesar to be a match for ¢, and no match (or a lower-weighted
match) for g,. In unstructured retrieval, there would be a single dimension of the
vector space for Caesar. In XML retrieval, we must separate the title word Caesar
from the author name Caesar. One way of doing this is to have each dimension of
the vector space encode a word together with its position within the XML tree.

Figure 3.19 illustrates this representation. We first take each text node (which in
our setup is always a leaf) and break it into multiple nodes, one for each word. So,
the leaf node Bill Gates is split into two leaves Bill and Gates. Next, we define the
dimensions of the vector space to be lexicalized subtrees of documents-subtrees
that contain at least one vocabulary term. A subset of these possible lexicalized
subtrees is shown in the figure, but there are others, for example, the subtree
corresponding to the whole document with the leaf node Gates removed. We can
now represent queries and documents as vectors in this space of lexicalized subtrees
and compute matches between them. This means that we can use the vector space
formalism from Chapter 6 for XML retrieval. The main difference is that the
dimensions of vector space in unstructured retrieval are vocabulary terms, whereas
they are lexicalized subtrees in XML retrieval.

There is a trade-off between the dimensionality of the space and accuracy of
query results. If we trivially restrict dimensions to vocabulary terms, then we have a
standard vector space retrieval system that will retrieve many documents that do
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Figure 3.19.
A mapping of an XML document (left) to a set of lexicalized subtrees (right).

not match the structure of the query (e.g., Gates in the title as opposed to the author
element). If we create a separate dimension for each lexicalized subtree occurring in
the collection, the dimensionality of the space becomes too large. A compromise is
to index all paths that end in a single vocabulary term, in other words, all
XML-context/term pairs. We call such an XML-context/term pair a structural term
and denote it by (c, t): a pair of XML-context ¢ and vocabulary term ¢. The docu-
ment in Figure 3.19 has nine structural terms. Seven are shown (e.g., “Bill” and
Author#“Bill”) and two are not shown: /Book/Author#“Bill” and /Book/
Author#“Gates,” The tree with the leaves Bill and Gates is a lexicalized subtree that
is not a structural term. We use the previously introduced pseudo-XPath notation
for structural terms.

As we discussed in the last section, users are bad at remembering details about
the schema and at constructing queries that comply with the schema. We will
therefore interpret all queries as extended queries; that is, there can be an arbitrary
number of intervening nodes in the document for any parent-child node pair in the
query. For example, we interpret g, in Figure 3.18 as g,,.

But we still prefer documents that match the query structure closely by inserting
fewer additional nodes. We ensure that retrieval results respect this preference by
computing a weight for each match. A simple measure of the similarity of a path ¢,
in a query and a path ¢; in a document is the following context resemblance
function Cg:

el if ¢, matches ¢,
Cr(cgscq) = § 1P 1 , 3.21
r(eq ca) { 0 if ¢, does not match ¢, (3:21)

where |¢;| and |c,| are the number of nodes in the query path and document
path, respectively, and ¢, matches ¢, if we can transform ¢, into ¢, by inserting
additional nodes. Two examples from Figure 3.17 are Cr(cg4, c42) = 3/4 = 0.75 and
Cr(cq4> ca3) = 3/5 = 0.6 where cg4, ¢4 and cg3 are the relevant paths from top to leaf
node in ¢, 4, and d3, respectively. The value of Cr(c;, ¢;) is 1.0 if g and d are
identical.

The final score for a document is computed as a variant of the cosine measure
[Eq. (6.10), p. 121], which we call IMNOMERGE for reasons that will become clear
shortly. SIMNOMERGE is defined as follows:

weight(d, t, ;) 272
) \/Xc €B, t€ Vweight*(d, t, ) - (3.22)

SIMNOMERGE(q,d) = Y Y. Crl(crs 1) Y. weight(q, t, cp
teV

c, €Bc;eB
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where V is the vocabulary of nonstructural terms, B is the set of all XML
contexts, and weight(q, t, ¢) and weight(d, t, c) are the weights of term ¢ in XML
context ¢ in query g and document d, respectively. We compute the weights using
one of the weightings from Chapter 6, such as idf, - wf, ,. The inverse document
frequency idf, depends on which elements we use to compute df, as discussed in
Section 10.2. The similarity measure SIMNOMERGE (g, 4) is not a true cosine
measure since its value can be larger than 1.0 (Exercise 10.11). We divide by

\/ Y. c vWeight?(d, t, ¢) to normalize for document length (Section 6.3.1, page
121). We have omitted query length normalization to simplify the formula. It has no

effect on ranking since, for a given query, the normalizer \/ Y enieyWeight’(d,t, c)

is the same for all documents.
The algorithm for computing SSIMNOMERGE for all documents in the collection
is shown in Figure 3.22. The array normalizer in Figure 3.22 contains

\/ Y en e yweight’(d, t, c) from Eq. (3.22) for each document.

We give an example of how SIMNOMERGE computes query-document similar-
ities in Figure 3.21. (¢y, t) is one of the structural terms in the query. We succes-
sively retrieve all postings lists for structural terms (¢, t) with the same vocabulary
term ¢. Three example postings lists are shown. For the first one, we have
Cg(c1, ¢1) = 1.0 since the two contexts are identical. The next context has no context
resemblance with ¢; : Cg(c1, ¢2) = 0, and the corresponding postings list is ignored.
The context match of ¢; with ¢3 is 0.63 2 0 and it will be processed. In this example,
the highest ranking document is dy with a similarity of 1.0 x 0.2+ 0.63 x 0.6 =
0.578. To simplify the figure, the query weight of (c1, t) is assumed to be 1.0
(Figures 3.20 and 3.21).

The query-document similarity function in Figure 3.22 is called SSIMNOMERGE
because different XML contexts are kept separate for the purpose of weighting. An
alternative similarity function is SIMMERGE which relaxes the matching conditions
of query and document further in the following three ways:

* We collect the statistics used for computing weight(q, t, c¢) and weight(d, t, ¢)
from all contexts that have a non-zero resemblance to ¢ (as opposed to just
from ¢ as in SIMNOMERGE). For instance, for computing the document
frequency of the structural term atl#“recognition,” we also count occurrences
of recognition in XML contexts fm/atl, article//atl, etc.

* We modify Eq. (3.22) by merging all structural terms in the document that
have a non-zero context resemblance to a given query structural term. For

SCOREDOCUMENTSWITHSIMNOMERGE(q, B, V, N, normalizer)
1 forn—1toN

2 doscore[n] — 0

3 for each (cg,t) €q

4 dowy +— WEIGHT(q,t,¢cq)

5 for eachc € B

6 do if CR(['(,, c)>0

7 then postings — GETPOSTINGS({c, t))
8 for each posting € postings

9 do x — CR(cg,c) * wy * weight(posting)
10 score[docID(posting)] += x
11 formn—1toN
12 do score[n] «— score[n]/normalizer|n]
13  return score

Figure 3.20.
The algorithm for scoring documents with SIMNOMERGE.
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Figure 3.21.
Scoring of a query with one structural term in SIMNOMERGE.

example, the contexts /play/act/scene/title and /play/title in the document will
be merged when matching against the query term /play/title# “Macbeth.”

¢ The context resemblance function is further relaxed: contexts have a non-zero
resemblance in many cases where the definition of Cg in Eq. (3.21) returns O.

These three changes alleviate the problem of sparse term statistics discussed in
Section 3.2 and increase the robustness of the matching function against poorly
posed structural queries. The evaluation of SIMNOMERGE and SIMMERGE in the
next section shows that the relaxed matching conditions of SIMMERGE increase the
effectiveness of XML retrieval.

3.7.4 Evaluation of XML retrieval

The premier venue for research on XML retrieval is the INEX (INitiative for the
Evaluation of XML retrieval) program, a collaborative effort that has produced
reference collections, sets of queries, and relevance judgments. A yearly INEX
meeting is held to present and discuss research results. The INEX 2002 collection
consisted of about 12,000 articles from IEEE journals. We give collection statistics
in Table 3.4 and show part of the schema of the collection in Figure 3.22. The IEEE
journal collection was expanded in 2005. Since 2006 INEX uses the much larger
English Wikipedia as a test collection.

Two types of information needs or topics in INEX are content-only or CO topics
and content-and-structure (CAS) topics. CO topics are regular keyword queries as
in unstructured information retrieval. CAS topics have structural constraints in
addition to keywords. We already encountered an example of a CAS topic in

12,107 Number of documents
494 Mb Size
1995-2002 Time of publication of articles
1532 Average number of XML nodes per document
6.9 Average depth of a node
30 Number of CAS topics
30 Number of CO topics
Table 3.4.

INEX 2002 collection statistics.
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SCOREDOCUMENTSWITHSIMNOMERGE(q, B, V, N, normalizer)
1 forn—1toN

2 doscore[n] — 0

3 for each (cg,t) €q

4 dowy +— WEIGHT(q,t,¢cq)

5 for eachc € B

6 do if CR(L‘(,, c)>0

7 then postings — GETPOSTINGS({c, t))
8 for each posting € postings

9 do x — CR(cq,c) * wy * weight(posting)
10 score[docID(posting)] +=x
11 forn—1toN
12 do score[n] «— score[n]/normalizer|n]
13 return score

Figure 3.22.
Simplified schema of the documents in the INEX collection.

Figure 3.14. The keywords in this case are summer and holidays, and the structural
constraints specify that the keywords occur in a section that in turn is part of an
article and that this article has an embedded year attribute with value 2001 or 2002.
Since CAS queries have both structural and content criteria, relevance assessments
are more complicated than in unstructured retrieval. INEX 2002 defined component
coverage and topical relevance as orthogonal dimensions of relevance. The compo-
nent coverage dimension evaluates whether the element retrieved is structurally
correct, that is, neither too low nor too high in the tree. We distinguish four cases:

* Exact coverage (E). The information sought is the main topic of the
component, and the component is a meaningful unit of information.

* Too small (S). The information sought is the main topic of the component, but
the component is not a meaningful (self-contained) unit of information.

* Too large (L). The information sought is present in the component, but is not
the main topic.

* No coverage (N). The information sought is not a topic of the component.

The topical relevance dimension also has four levels: highly relevant (3), fairly
relevant (2), marginally relevant (1), and nonrelevant (0). Components are judged
on both dimensions, and the judgments are then combined into a digit-letter code.
2S is a fairly relevant component that is too small, and 3E is a highly relevant
component that has exact coverage. In theory, there are 16 combinations of cover-
age and relevance, but many cannot occur. For example, a nonrelevant component
cannot have exact coverage, so the combination 3N is not possible.

The relevance-coverage combinations are quantized as follows:

1.00 if (vel, cov) = 3E
0.75 if (rel, cov) € {2E, 3L}
Q(rel, cov) = < 0.50 if (vel, cov) € {1E,2L,2S} . (3.23)
0.25 if (vel, cov) € {1S,1L}
0.00 if (vel, cov)ON

This evaluation scheme takes into account the fact that binary relevance
judgments, which are standard in unstructured information retrieval, are not
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appropriate for XML retrieval. A 2S component provides incomplete information
and may be difficult to interpret without more context, but it does answer the
query partially. The quantization function Q does not impose a binary choice
relevant/nonrelevant and instead allows us to grade the component as partially
relevant.

The number of relevant components in a retrieved set A of components can then
be computed as

#((relevantitemsretrieved) = Y, Q(rel(c), cov(c)). (3.24)
ceA

As an approximation, the standard definitions of precision, recall, and F from
can be applied to this modified definition of relevant items retrieved, with some
subtleties because we sum graded as opposed to binary relevance assessments.

One flaw of measuring relevance this way is that overlap is not accounted for.
We discussed the concept of marginal relevance in the context of unstructured
retrieval. This problem is worse in XML retrieval because of the problem of multiple
nested elements occurring in a search result as we discussed on p. 80. Much of the
recent focus at INEX has been on developing algorithms and evaluation measures
that return non-redundant results lists and evaluate them properly.

Table 3.5 shows two INEX 2002 runs of the vector space system we described in
Section 3.7.3. The better run is the SIMMERGE run, which incorporates few struc-
tural constraints and mostly relies on keyword matching. SIMMERGE median
average precision (where the median is with respect to average precision numbers
over topics) is only 0.147. Effectiveness in XML retrieval is often lower than in
unstructured retrieval since XML retrieval is harder. Instead of just finding a docu-
ment, we have to find the subpart of a document that is most relevant to the query.
Also, XML retrieval effectiveness—when evaluated as described here—can be lower
than unstructured retrieval effectiveness on a standard evaluation because graded
judgments lower measured performance. Consider a system that returns a docu-
ment with graded relevance 0.6 and binary relevance 1 at the top of the retrieved
list. Then, interpolated precision at 0.00 recall is 1.0 on a binary evaluation but can
be as low as 0.6 on a graded evaluation.

Table 3.5 gives us a sense of the typical performance of XML retrieval, but it
does not compare structured with unstructured retrieval. Table 3.6 directly shows
the effect of using structure in retrieval. The results are for a language model-based
system that is evaluated on a subset of CAS topics from INEX 2003 and 2004. The
evaluation metric is precision at k. The discretization function used for the evalua-
tion maps highly relevant elements (roughly corresponding to the 3E elements
defined for Q) to 1 and all other elements to 0. The content only system treats
queries and documents as unstructured bags of words. The full-structure model
ranks elements that satisfy structural constraints higher than elements that do not.
For instance, for the query in Figure 3.14, an element that contains the phrase
summer holidays in a section will be rated higher than one that contains it in an
abstract.

Algorithm Average precision
SIMNOMERGE 0.242
SIMMERGE 0.271

Table 3.5.

INEX 2002 vesults of the vector space model in Section 3.7.3 for content and structure (CAS) queries and the
quantization function Q.
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Content only full structure Improvement
precision at 5 0.2000 0.3265 63.3%
precision at 10  0.1820 0.2531 39.1%
precision at 20  0.1700 0.1796 5.6%
precision at 30  0.1527 0.1531 0.3%
Table 3.6.

The Table 3.6 shows that structure helps increase precision at the top of the
results list. There is a large increase of precision at £ = 5 and at k£ = 10. There is
almost no improvement at £ = 30. These results demonstrate the benefits of
structured retrieval. Structured retrieval imposes additional constraints on what to
return and documents that pass the structural filter are more likely to be relevant.
Recall may suffer because some relevant documents will be filtered out, but for

precision-oriented tasks, structured retrieval is superior.
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Chapter 4

Classical Machine Learning

This chapter focuses on two major problems in machine learning: classification
and clustering. Classification is based on some given sample of known class labels,
training a learning machine (i.e., to obtain a certain objective function), so that it
can classify unknown samples, and it belongs to supervised learning. However,
clustering is the algorithm that does not know any kind of sample in advance, and it
is desirable to classify a set of unknown categories of samples into several categories
by some algorithm. When we use the clustering, we do not care about what kind it
is. The goal that we need to achieve is just to bring together similar things, which in
the machine learning is called unsupervised learning.

4.1. Classification
4.1.1 Performance evaluation for classification

When we use a classifier to predict, we will encounter a very important question:
how to evaluate the predicted effect of this classifier. The evaluation of classifier
performance is the basis for choosing excellent classifiers. Traditional classifier
performance evaluation, such as accuracy, recall, sensitivity, and specificity, cannot
fully consider a classifier. This book, based on the traditional classifier performance
evaluation criteria, also referred to the confusion matrix, area under curve (AUC)
and other methods of performance evaluation.

4.1.1.1 Performance evaluation of general classification

An instance can be divided into positive or negative. This will result in four
classification results:

True positive (TP): positive data that is correctly marked as positive data.

True negative (TIN): negative data that is correctly marked as negative data.

False positive (FP): negative data that is incorrectly marked as positive data.

False negative (FN): positive data that is incorrectly marked as negative data.

The formula for precision is

TP

= — 41
P TP+ FP (41)
The formula for recall is
TP
= 4.2
P TP+ FN (42)

Sensitivity, also known as true positive rate (TPR), represents the proportion of
positive instances identified by the classifier to all positive instances. The formula
for sensitivity is
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TP
T [ — 4.
PR N (4.3)

Specificity, also known as negative rate (FPR), represents the proportion of
negative instances identified into positive classes by the classifier. The formula for
specificity is

Fp

FPR= 57N

(4.4)

4.1.1.2 ROC curve and AUC

ROC curve is also known as the sensitivity curve. The ROC curve is based on a
series of different binary classification (threshold or threshold), with TP as the
ordinate and FN as the abscissa drawing points.

Area under curve (AUC) is defined as the area under the ROC curve, or it can be
considered as the ratio of the area under the ROC curve to the unit area. It is clear
that the area value is not greater than one. Also, since the ROC curve is generally
above the straight line of y = x, the AUC value ranges from 0.5 to 1. The larger the
AUC is, the higher the accuracy of the classification becomes.

4.1.1.3 Confusion matrix

Confusion matrix is used to sum up the supervision of the classification of the
results. The items on the main diagonal indicate the total number of the correct
categories, and the items of the other non-main diagonals indicate the number of
errors in the classification. As shown in Table 4.1, there are two different types of
errors: “false acceptance” and “false rejection” [100]. If the confusion matrix of the
dichotomous problem is normalized, it is a joint distribution probability for discrete
variables of 0 and 1 binary values. For the two classified issues, confusion matrix
can be expressed in Table 4.1.

4.1.1.4 F-Score

F-Score, also known as F-Measure, is precision and recall weighted harmonic
average and commonly used to evaluate if the classification model is good or bad. In
the F-Score function, when the parameter alpha = 1, F-Score combines the results
of precision and recall; when F-Score is high, it can explain that the test method is
more effective [101]. As the classification accuracy sometimes does not well high-
light the characteristics of the sample set and determines the performance of a
classifier, for the two classification problems, you can use the following two
parameters to evaluate the performance of the classifier:

Category wy w5
o1 Accept correctly Wrongly rejected
w1 Accept correctly Wrongly rejected

n, the actual category one; w1, the actual category two; ws, classifier determines the category one; and w,, classifier
determines the category two.

Table 4.1.
The confusion matrix.
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TN
TNR = s = 1 - FPR

FN (4.5)
FNR=——— _=1-TPR
NR=gprn - 17T

It is generally believed that the higher the F-Score is, the better the classification
effect of the classifier for the positive sample shows. It should be noted that TNR
and FNR will affect each other. Therefore, the use of a separate parameter to
evaluate the performance of the classifier cannot fully evaluate a classifier.

4.1.2 Decision tree

Decision tree is an important method in data mining classification algorithm. In
a variety of classification algorithms, the decision tree is the most intuitional one.
Decision tree is a method of decision analysis that evaluates the project risk and
determines the feasibility. And it is a graphic method for probabilistic analysis of
intuitive application. Because the decision branch is painted like a tree branch of a
tree, we called it decision tree. In machine learning, the decision tree is a predictive
model, which represents a mapping between attributes and values [102].

4.1.2.1 Model introduction

The classification decision tree model is a tree structure that describes the clas-
sification of instances. The decision tree consists of nodes and directed edges. There
are two types of nodes: internal node and leaf node. An internal node represents a
feature or attribute, and a leaf node represents a class [103]. A decision tree is used
to classify a particular feature of the instance from the root node, and an instance is
assigned to its child node according to the test result. At this time, each child node
corresponds to a value of the feature. The instance is then recursively tested and
assigned until the leaf node is finally assigned to the instance of the leaf node.
Figure 4.1 shows the decision tree, the circle, and the box, respectively, that repre-
sent the internal nodes and leaf nodes.

4.1.2.2 Feature selection

Feature selection is to select the characteristics of classification ability for
training data, which can improve the efficiency of decision tree learning.

Figure 4.1.
Decision tree model.
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The information gain can be used as one of the criteria for the selection of fea-
tures [104]. First, we need to introduce the concept of entropy. In probability
statistics, entropy is a measure of the uncertainty to random variables. Supposing X
is a discrete random variable with a finite number of values, and its probability
distribution is

P(X = xi) (46)

The entropy of the random variable X is defined as
H(X) = = 2p logp, (4.7)

With random variables (X, Y), the joint probability distribution is
PX =x5y;) =ppi=12m7=12m (4.8)

The conditional entropy H represents the uncertainty of the random variable Y
under the condition of the known random variable X. The conditional entropy
H(Y|X) of the random variable Y under the condition given by the random variable
X is defined as the entropy of the conditional probability distribution of Y under the
given condition of X given the mathematical expectation for X:

H(Y[X) = jzlpiH(Y|X — x)) (4.9)

wherep, = P(X = x;),i =1,2,-, n.

Information gain: The information gain g(D, A) of the feature A for the training
data set D is defined as the difference between the empirical entropy H(D) of the set
D and the empirical condition entropy H(D|A) of D under the given condition of the
characteristic A, [105] which is

2(D, A) = H(D) — H(D|A) (4.10)

According to the information gain criterion, the feature selection method is to
calculate the information gain of each feature and compare the size of the training
data set (or subset) D to select the characteristic of the information gain.

4.1.2.3 Decision tree generation

ID3 algorithm: The core is to apply the selected feature of information gain
criterion to each node of the decision tree and construct the decision tree recur-
sively [106]. The concrete method is to start from the root node, calculate the
information gain of all the possible features to the node, select the feature with the
largest information gain as the characteristic of the node, and establish the subnode
from the different values of the feature. And then the subnodes recursively call the
above method to build the decision tree, until all the information gain is very small
or no features can be selected so far, and finally get a decision tree [107].

4.1.2.4 Decision tree pruning

In the decision tree learning, the process of simplifying the generated tree is
called pruning.
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Pruning algorithm:
Input: Generates the entire tree generated by the algorithm T, the parameter a;
Output: pruned subtree T,.

1. Calculating the empirical entropy of each node£»

2. Recursively retracting from the leaf node of the tree. Supposing a set of leaf
nodes is retracted to their parent nodes before and after the whole tree is Tz
and T4 respectively, the corresponding loss function values are Cgppq(T5) and
Caipha(Ta)s if Cagpna(Ts)legslantCuppna (T ), then cuts the section, that is, the
parent node becomes a new leaf node.

3.Return (2), before it can end. The subtree with the smallest loss function is
obtained [108].

4.1.3 Bayes-based classification

Bayesian classification algorithm using probability and statistics to classify is a
statistical classification method. Naive Bayes (IVB) classification algorithm can be
compared with decision tree and Neural Network Classification algorithm. The
algorithm can be applied to large databases. The method is simple but has high
accuracy and quick classification.

Bayesian theorem is

P(A|B)P(B)

PBIA) = =50

(4.11)

4.1.3.1 Naive Bayesian algorithm model

In machine learning, naive Bayes classifiers are a family of simple probabilistic
classifiers based on applying Bayes’ theorem with strong (naive) independence
assumptions between the features. Naive Bayesian classification is a very simple
classification algorithm. And the thought of naive Bayesian is that we solve the
probability of each category under the conditions. Then we divide the items into the
categories with the highest probability of occurrence. Naive Bayesian classification
model is depicted in Figure 4.2.

Naive Bayes has been studied extensively since the 1950s. It was introduced
under a different name into the text retrieval community in the early 1960s [109]
and remains a popular (baseline) method for text categorization, the problem of
judging documents as belonging to one category or the other (such as spam or
legitimate, sports or politics, etc.) with word frequencies as the features. With
appropriate preprocessing, it is competitive in this domain with more advanced
methods including support vector machines [110]. It also finds application in auto-
matic medical diagnosis [111].

Naive Bayes is a simple technique for constructing classifiers: models that assign
class labels to problem instances, represented as vectors of feature values, where the
class labels are drawn from some finite set. It is not a single algorithm for training
such classifiers, but a family of algorithms based on a common principle: all naive
Bayes classifiers assume that the value of a particular feature is independent of the
value of any other feature, given the class variable [112]. For example, a fruit may
be considered to be an apple if it is red, round, and about 10 cm in diameter. A naive
Bayes classifier considers each of these features to contribute independently to the
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Figure 4.2.
Naive Bayesian algorithm model.

probability that this fruit is an apple, regardless of any possible correlations between
the color, roundness, and diameter features.

Probabilistic model: Abstractly, naive Bayes is a conditional probability
model—given a problem instance to be classified, represented by a vector
X = (X1, ..., X, ) representing some 7 features (independent variables), it assigns to
this instance probability

P(Cplx15 ver xn) (4.12)

for each of k possible outcomes or classes Cy.

The problem with the above formulation is that if the number of features # is large
or if a feature can take on a large number of values, then basing such a model on
probability tables is infeasible. We therefore reformulate the model to make it more
tractable. Using Bayes’ theorem, the conditional probability can be decomposed as

p(Ce)p(X|Ce)

() (4.13)

p(Cilx) =

In plain English, using Bayesian probability terminology, the above equation can
be written as

prior x likelihood
evidence

posterior = (4.14)

In practice, there is interest only in the numerator of that fraction, because the
denominator does not depend on C and the values of the features F; are given, so
that the denominator is effectively constant. The numerator is equivalent to the
joint probability model:

P(Cs X1, +vr X1 (4.15)

which can be rewritten as follows, using the chain rule for repeated applications
of the definition of conditional probability:
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P(Ck: X1s eees xn) :P(xl: cees X5 Ck)
= p(x1]%2..0 %> Cr)p (%25 <0 Xu> Cp)
= p(x1]%2..0 %> Cr)p(x2|%3..0s X0y Cr)p (3.0 X, Cp)

P(x1[%2400 % Cr)p (2)%300s X5 Cho)-ep (-1 %5 Cro)p (% |Cr)p(Cr)
(4.16)

Now the “naive” conditional independence assumptions come into play: assume
that each feature F; is conditionally independent of every other feature F; forj # i,
given the category C. This means that

Ppxixiz1e.s %0 Cr) = p(x:|Cr) (4.17)
Thus, the joint model can be expressed as

P(Crlx1s s %n) xP(Chs %15 2os X

xp(Cr)p (x1|Cr )p (x2| Ci )p (x3]Ci) ... (4.18)

op(C)] [psIC)

This means that under the above independence assumptions, the conditional
distribution over the class variable C is

n

P(Cebess s 0) = PG [p(lC) (419)

i=1

where the evidence Z = p(x) is a scaling factor dependent only on x3, ..., x,, that
is, a constant if the values of the feature variables are known.

4.1.3.2 Parameter estimation of naive Bayesian algorithm

In the naive Bayesian algorithm, learning means that P(Y =¢) and P(x = x = 1);
the maximum likelihood estimation can be used to estimate the prior probability.
The formal of maximum likelihood estimation is

N
2101 =) (4.20)
P(Y:Ck) == N ’k:1727'“’I(

Supposing the set of the jth feature x possible values is a;1, a5, -+, ajs; the

maximum likelihood estimation of the conditional probability P(X") = a;|Y = cp) is

S 6)
' ZI(&CI- = “ji’J’i = Ck)
PXY = ay|Y =) ==

N
;I(J’i —a) (4.21)

j=12mI=12-,S;k=12,+,K
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where x is the jth feature of the ith sample, a is the ith value that the jth feature
may take, and i is the instruction function.

4.1.4 Support vector machine

Support vector machine is a supervised learning model and relates learning
algorithm for analyzing data in classification and regression analysis [113]. Given a
set of training instances, each training instance is marked as belonging to one or the
other of the two categories. The SVM training algorithm creates a model that
assigns the new instance to one of the two categories, making it a nonprobabilistic
two-element linear classifier. The SVM model is to represent an instance as a point
in space, so that the mapping allows instances of different categories to be separated
by as wide a clear interval as possible. Then, the new instances are mapped to the
same space, and the categories are predicted based on which side of the interval
they fall [114].

4.1.4.1 Linear SVM

We consider the following form of point test set:
(ﬁ;yl): ) (9571:)’7,) (422)

where y is 1 or —1, indicating that each one is a p-dimensional real vector. Find a
“maximum interval hyperplane” that separates the point set of y = 1 and the set of
pointsy. = —1, and maximize the distance between the hyperplane and the nearest
point. Any hyperplane can be written to the following set of points X:

w.x —-bh=0 (4.23)

where w (not necessarily normalized) is the normal vector.

Hard interval: If these training data are linearly separable, two parallel hyper-
planes of two types of data can be chosen so that the distance between them is as
large as possible. The regions in these two hyperplanes are called “spaces,” and the
maximum interval hyperplane is the hyperplane located in the middle of
them [115]. These hyperplanes can be represented by equation

w.x —-b=1w.x —-b=-1 (4.24)

or

—bh=-1 (4.25)

2l

N
w .

It is not difficult to get the distance between the two hyperplanes by geometry,
so we want to maximize the distance between the two planes; we need to minimize.
At the same time, in order to make the sample data points in the hyperplane
interval, we need to ensure that we meet one that represents all of the conditions:

w.x —bhz21y,=1 (4.26)

or

—

w.x —bs —1y,=-1 (4.27)

100



Classical Machine Learning
DOI: http://dx.doi.org/10.5772/intechopen.7990 3

These formals indicate that each data point must be on the correct side of the
interval. These two formulas can be written as

y,w.x —b)211<isn (4.28)

You can use the formulas to get optimization problems: “Under the condition of
minimizing, for i = 1,...n.” The solution w and b of this problem determines our
classifier.

Soft interval: In order to extend the SVM to the inseparable linearity of the
data, we introduce the hinge loss function:

max(0,1—y,(w x; — b)) (4.29)

When the formal 4.28 that satisfies this function is zero, the value of the func-
tion is proportional to the distance from the interval for the data on the wrong side
of the interval. Then we want to minimize it:

- Ymax(0,1—y,(w x; —b)| + Al w || (4.30)

i=1

where the parameter is used to balance the relationship between increasing the
size of the interval and ensuring that the correct side is on the interval. Thus, for
sufficiently small values, the soft-interval SVM and the hard-spaced SVM will
behave the same if the input data is linearly classified. But a feasible classification
rule can be learned even if it is not linearly classified [115].

4.1.4.2 Kernels

Back in our discussion of linear regression, we had a problem in which the input
x was the living area of a house, and we considered performing regression using the
features x, x2, and x3 (say) to obtain a cubic function. To distinguish between these
two sets of variables, we’ll call the “original input value” the input attributes of a
problem (in this case, x, the living area). When that is mapped to some new set of
quantities that are then passed to the learning algorithm, we’ll call those new
quantities the input features. (Unfortunately, different authors use different terms
to describe these two things, but we’ll try to use this terminology consistently in
these notes.) We will also let ¢» denote the feature mapping, which maps from the
attributes to the features. For instance, in our example, we had

D(X) = [x, x?, x3]T (4.31)

Rather than applying SV Ms using the original input attributes x, we may instead
want to learn using some features ¢(x). To do so, we simply need to go over our
previous algorithm and replace x everywhere in it with ¢(x).

Since the algorithm can be written entirely in terms of the inner products
< x, % >, this means that we would replace all those inner products with
< ¢(x), p(z) >. Specially, given a feature mapping, we define the corresponding
Kernel to be

K(x,2) = ¢p(x) h(z) (4.32)

Then, everything we previously had < x, z > in our algorithm, which we could
simply replace with K (x, 2), and our algorithm would now be learning using the features.
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Now, given ¢, we could easily compute K(x, z) by finding ¢(x) and ¢(z) and
taking their inner product. But what’s more interesting is that often, K(x, z) may be
very inexpensive to calculate, even though ¢(x) itself may be very expensive to
calculate (perhaps because it is an extremely high-dimensional vector) [116]. In
such settings, by using in our algorithm an efficient way to calculate K(x, 2), we can
get SVMs to learn in the high-dimensional feature space given by ¢ but without ever
having to explicitly find or represent vectors ¢(x) [117].

Let’s see an example. Suppose x, zeR”, and consider

K(x,2) = (xTz)? (4.33)

We can also write this as

= D LXiXZiZ] (4.34)

Thus, we see that K(x, z) = ¢(x)” ¢(z), where the feature mapping ¢ is given
(shown here for the case of # =3) by

T
¢ (x ) = [x 1X1, X1X2, X1X35 X2X1, X2X2, X2X3, X3X1, X3X2, x3x3] (4.35)

Note that whereas calculating the high-dimensional 'O(x) requires O(n,) time,
finding K (x, 2) takes only O() time linear in the dimension of the input attributes.
For a related kernel, also consider

K(x,2) = (xTz +¢)*

i_: (rixy) (=izj) + i(@xi)(@zi)+c2) (4.36)

i=1

(Check this yourself.) This corresponds to the feature mapping (again shown for
n=23):

D(X) = [X25X01, X252, X235 X315 X325 X3X3, V2ex1, V2ex9, vV 20x3, c]T (4.37)

and the parameter ¢ controls the relative weighting between the xi (first order)
and the x;x; (second order) terms.

More broadly the kernel K (x, z) = (xTz + c)? corresponds to a feature
mapping to a feature space, corresponding of all monomials of the form
Xi1, Xi2+++, X, that are up to order d. However, despite working in this O
(nd)-dimensional space, computing K(x, ) still takes only O(z) time, and hence
we never need to explicitly represent feature vectors in this very high-dimensional
feature space [118].

Now, let’s talk about a slightly different view of kernels. Intuitively (and there
are things wrong with this intuition, but never mind), if ¢(x) and ¢(z) are close

together, then we might expect K(x, 2) = $(x)  p(z) to be large. Conversely, if ¢(x)
and ¢(z) are far apart say nearly orthogonal to each other, then K(x, z) = d(x) P (z)
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will be small [119]. So, we can think of K(x, z) as some measurement of how similar
are ¢p(x) and () or of how similar are x and z.

Given this intuition, suppose that for some learning problem that you’re work-
ing on, you’ve come up with some function K(x, z) that you think might be a
reasonable measure of how similar x and z are. For instance, perhaps you chose

llx —=1?
K(x,2) = exp( 552 ) (4.38)
This is a reasonable measure of x and zs similarity and is close to 1 when x and 2
are close and near 0 when x and z are far apart. Can we use this definition of K as the
kernel in an SVM? In this particular example, the answer is yes. (This kernel is called
the Gaussian kernel and corresponds to an infinite dimensional feature mapping ¢.)
But more broadly, given some function K, how can we tell if it’s a valid kernel, i.e.,

can we tell if there is some feature mapping so that K (x, z) = ¢(x)” ¢(z) for all x, z?
Suppose for now that K is indeed a valid kernel corresponding to some feature
mapping ¢. Now, consider some finite set of m points (not necessarily the training
set) {xW, .., x™}, and let a square m-by-m matrix K be defined so that its (3, j)-
entry is given by K;; = K(x, x0)). This matrix is called the Kernel matrix [120].
Note that we’ve overloaded the notation and used K to denote both the kernel
function K(x, ) and the kernel matrix K, due to their obvious close relationship.

4.1.4.3 Regularization and the nonseparable case

The derivation of the SVM as presented so far assumed that the data are linearly
separable. While mapping data to a high-dimensional feature space via ¢ does
generally increase the likelihood that the data is separable, we can’t guarantee that it
always will be so. Also, in some cases it is not clear that finding a separating
hyperplane is exactly what we’d want to do, since that might be susceptible to
outliers. For instance, the left figure below shows an optimal margin classifier, and
when a single outlier is added in the upper-left region (right figure) (Figure 4.3), it
causes the decision boundary to make a dramatic swing, and the resulting classifier
has a much smaller margin [121].

To make the algorithm work for nonlinearly separable data sets as well as be less
sensitive to outliers, we reformulate our optimization (using /; regularization) as
follows:

) 1 5 n
mlny,w,b i”a}” +ngi
i=1

s.t. y(i)(a)Tx(i) +b)zl—¢,i=1,.,m

£2>0,i=1,.,m.

(4.39)
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Figure 4.3.
Linearly separable.
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Thus, examples are now permitted to have (functional) margin less than 1, and
if an example has functional margin 1 — ¢; (with ¢ > 0), we would pay a cost of the
objective function being increased by Ceg;. The parameter C controls the relative
weighting between the twin goals of making the lw||> small (which we saw earlier
makes the margin large) and of ensuring that most examples have functional mar-
gin at least 1.

As before, we can form the Lagrangian:

1 m m ; m
Y(w, b, e,a,7) = in(u + C;lsz- - gaib(’)(me +b)—1+¢]— §7i5i- (4.40)

Here, the a;s and y;s are our Lagrange multipliers (constrained to be ;Y 0). We
won’t go through the derivation of the dual again in detail, but after setting the
derivatives with respect to w and b to zero as before, substituting them back in, and
simplifying, we obtain the following dual form of the problem:

max, W(a)= Ya— 3 3 Dy aai(x?, x0)y
i-1 iy j=1
st. Oso=<C,i=1,..,m (4.41)

Yay® =0,i=1,.,m.

i=1

As before, we also have that w can be expressed in terms of the a;s, so that after
solving the dual problem, we can continue making our predictions. Note that,
somewhat surprisingly, in adding /; regularization, the only change to the dual
problem is that what was originally a constraint that 0 < ¢; has now become
0 <a; < C. Also, the KKT dual-complementarity conditions (which in the next sec-
tion will be useful for testing for the convergence of the SMO algorithm) are

=0 = yD(oTx® +b)=1
a=C = yD(oTx® +b)<1 (4.42)
0<a<C = y0Tx® +h)=1

Now, all that remains is to give an algorithm for actually solving the dual
problem, which we will do in the next section.

4.1.5 Other classification approaches
4.1.5.1 Random forest

As a newly developed, highly flexible machine learning algorithm, random
forest (RF) has a wide range of application prospects, from marketing to health-
care insurance; both can be used to do marketing modeling, statistics of customer
sources, retention, and loss and can also be used to predict the risk of disease and
the susceptibility of the patient [122]. As the name implies, random forest is a
random way to build a forest, the forest which has lots of decision tree composi-
tions. There is no connection between each decision tree of a random forest. After
setting the forest, when there is a new input sample into the forest, each tree in the
forest makes a separate judgment, to see which class (for the classification algo-
rithm) the sample should belong to and then see which class is selected most to
predict this sample for that class [123].
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Advantage:
1.In all current algorithms, there is excellent accuracy.

2. Can run effectively on large data sets, can handle input samples with high-
dimensional characteristics, and do not need dimensionality reduction.

3.Can assess the importance of each feature in classification issues.

4.In the generation process, an unbiased estimate of the internal generation error
can be obtained.

5. For the default value of the problem can also get very good results [124].
4.1.5.2 K-nearest neighbors

K-nearest neighbor (KNN) classification algorithm is a more mature method
and one of the simplest machine learning algorithms. The idea of this method is as
follows: in the KNN algorithm, the selected neighbors are objects that have been
correctly classified [95]. The method determines the class of the sample to be sorted
only on the classification decision based on the nearest one or several samples.
Although the KNN method relies on the limit theorem in principle, it is only related
to a very small number of adjacent samples in the category decision [125]. The KNN
method mainly depends on the surrounding neighboring samples, rather than by
discriminating the domain method to determine the category; therefore, KNN
method is more suitable for other methods than for crossover or overlapping more
sample sets [126].

KNN algorithm can be used not only for classification but also for regression. By
finding the k-nearest neighbors of a sample and assigning the average of the attri-
butes of those neighbors to the sample, the attributes of the sample can be obtained.
A more useful way is to give different weights to the effects of the neighbors on the
samples, such as the weight and the distance being proportional [127].

The main drawback of the algorithm in the classification is that when the sample
is not balanced, if a class of sample size is large, and other class sample capacities are
very small, it may lead to input when a new sample, the sample K neighbors in the
large-capacity class of samples, is accounted for the majority. So it can be improved
by using the method of weighting (and the neighbor weights with small distance
from the sample) [128]. Another disadvantage of this approach is that the compu-
tational complexity is large because the distance to its known sample is calculated
for each text to be classified in order to obtain its nearest neighbor. The current
common solution is to preknow the sample point of the clip, in advance to remove
the classification of the role of small samples [129]. The algorithm is more suitable
for the automatic classification of the class with relatively large sample size, and the
classification of the class with smaller sample size is more likely to produce
errors [130]. Its advantages are high precision, not sensitive to the outliers, and no
data input assumptions. And it applies to numeric and nominal data.

4.1.5.3 Logistic regression and boosting
In addition to the algorithms described above, there are two more sophisticated
classification algorithms. Logistic regression can also be used for classification. First,

we need to find a suitable predictive function to predict the result of the input data
and then construct a loss function to represent the deviation between the predicted
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output and the training data and use the gradient descent method to complete the
logistic regression to find the minimum value of the loss function. Features are simple
to achieve; the calculation is very small and fast and has low storage resources.
Another boosting algorithm and the above algorithm ideas are not the same; the
classifier is weak. It’s better only in some of the situations or characteristics under the
performance. We need to find some in their respective circumstances performance of
good classifiers; they can be combined to become a strong classifier [131].

4.2. Clustering

Evaluating the performance of a clustering algorithm is not as trivial as counting
the number of errors or the precision and recall of a supervised classification
algorithm. In particular any evaluation metric should not take the absolute values of
the cluster labels into account but rather if this clustering defines separations of the
data similar to some ground-truth set of classes or satisfies some assumption such
that members belong to the same class are more similar than members of different
classes according to some similarity metric [132].

4.2.1 Performance evaluation for clustering

4.2.1.1 Adjusted Rand index

a+b
RI = —C,,mmpl“ (4.43)
2

where C is the actual category information, K is the result of the clustering, a is
the logarithm of the same class in both C and K, and b is the number of elements in
C and K, where C,"" represents the logarithm that can be formed in the data set
and the RI is in the range of [0,1]. The larger the value means that the clustering
result is more consistent with the real situation. The higher the RI is, the higher the
accuracy of the clustering effect, and the higher the purity in each class it will
get [133].

In order to achieve the “random results in the case of clustering results, the
indicators should be close to zero.” If the Rand coefficient (adjusted rand index) is
raised, it has a higher degree of distinction:

RI — E[RI|

ARl = ———
max Rl — E[R]]

(4.44)

The ARI is in the range of [—1, 1]. The larger value means that the clustering
results are consistent with the real situation. From a broad perspective, the coinci-
dent degree of the two data distributions is measured by ARI [134].

Advantages:

1. Random (uniform) label assignments have an ARI score close to 0.0.

2.Bounded range in [—1, 1].

3.No assumption is made on the cluster structure.

Drawbacks: ARI requires knowledge of the ground-truth classes.
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4.2.1.2 Mutual information-based scores

The mutual information is a function that measures the agreement of the two
assignments, ignoring permutations. Two different normalized versions of this
measure are available, normalized mutual information (NMI) and adjusted mutual

information (AMI) [135]:

Y) = Yp(x,y)log (]’gy&) (4.45)

XY

Entropy as the denominator to adjust the MI value between 0 and 1 is used by
standardized mutual information, a more common realization is as follows:

(4.46)

H(X) = Zpl)l(x) = Sp(x)log, p(lx) ——Spls)logpls)  (447)

Advantages:

1. Random (uniform) label assignments have a AMI score close to 0.0

2.Bounded range in [0, 1].

3.No assumption is made on the cluster structure.

4.Drawbacks:

MI-based measures require the knowledge of the ground-truth classes.
4.2.1.3 Homogeneity, completeness, and V-measure

Homogeneity: Each cluster contains only members of a single class:

H(CIK)

"=

(4.48)

where H(C|K) is the conditional entropy of a class given a cluster assignment,
which is obtained by the following formula:

1 K] 5, Mok
H(CK) = -¥L ¥ == (> (4.49)

c=1k=1
H(C) is the class entropy, the formula is

H(C) = L og (’L) (4.50)

c=1n n
where # is the total number of samples; #c and nk belong to the number of

samples of class ¢ and class k, respectively; and #c, k is the number of samples
divided from class c to class k.
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Completeness: All members of a given class are assigned to the same cluster:

H(K|C)
~ H(K)

h = (4.51)

where the conditional entropy H(K|C) and the class entropy H(K) are obtained
symmetrically according to the above formula.
V-measure is homogeneity and completeness of the harmonic mean; the formula is

v=72. (4.52)

h+c

Advantages:

1. Bounded scores.

2. Intuitive interpretation.

3.No assumption is made on the cluster structure.
Drawbacks:

1. Not normalized with regard to random labeling.

2. Require the knowledge of the ground-truth classes.

There are many other performance evaluation approaches for clustering:
Fowlkes-Mallows scores, Silhouette Coefficient, and Calinski-Harabasz index [136].

4.2.2 Partition clustering
4.2.2.1 K-means

K-means and KNN are all starting with &, but they are two kinds of algorithms—
KNN is the classification algorithm in supervised learning, while K-means is the
clustering algorithm in unsupervised learning. They both use the neighbor infor-
mation to mark the category.

K-means is the simplest and most efficient in the clustering algorithm. Its core
idea is that the initial centroid is specified by the user to repeat the iteration until
the algorithm converges as a cluster [137].

The K-means algorithm divides a set of N samples X into K disjoint cluster C,
each described by the mean y; of the samples in the cluster. The means are com-
monly called the cluster “centroid”; note that they are not, in general, points from
X, although they live in the same space. The K-means algorithm aims to choose
centroid that minimizes the inertia or within-cluster sum of squared criterion:

n . W '2
2 min(lbell =kl (4.53)

This algorithm is actually very simple, as shown in Figure 4.4.

From the above figure, we can see that A, B, C, D, and E are five points in the
figure. And the gray point is our seed point, that is, we used to find a point group.
There are two seed points, so K = 2.
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K-means algorithm:
1. Randomly take K (where K = 2) seed points in the graph;

2.Then calculate the distance of the K seed points at all points in the graph. If P;
is closest to the seed point S;, then P; belongs to the S; point group. In the
picture above, we can see that A and B belong to the above seed points, C, D, E
belong to the middle of the seed points below);

3. Next, we want to move the seed point to the center of his “point group”.
(See (3) on the Figure 4.4);

4.Then repeat step. 2 and 3 until the seed point does not move (we can see the
fourth step in the figure above the seed points to aggregate A, B, C, the
following seed points are aggregated with D, E) [138].

In general, the algorithm for finding the point group center point can be very
simple to use the average of the X/Y coordinates of each point. However, there are
three other ways to find the center point:

1. Minkowski distance formula—A can be arbitrary, can be negative, and can be
positive or infinity:

dij = | X e — ol (4.54)

=1

:

2.Euclidean distance formula—that is, the case of the first formula when A = 2

n

2
dij = Z |xik - x]'kl (4.55)
k=1
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Figure 4.4.
The procedure of K-means.
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3. CityBlock distance formula—that is, the case of the first formula when 2 =1

dij = Z |x,-k - x]‘kl (456)
k

=1
Advantage:

1. The principle is simple.

2.1t is easy to implement.

3. Clustering effect mainly depends on the choice of K.

Drawbacks:

1. The number of K cannot be determined.

2.1t is sensitive to outliers and easily leads to the center point offset.

3. Algorithm complexity is not easy to control O(NKm); the number of iterations
may be more.

4.The algorithm is calculated as a local optimal solution rather than a global optimal.

5. The results are not stable and cannot be calculated incrementally.

4.2.2.2 K-medoids

It looks like K-means, but K-medoids and K-means are different. The difference
is the center of the selection. In K-means, we will be the center of the current cluster
as the average of all data points. In K-medoids algorithm, we will choose from the
current cluster such a point—to all other (the current cluster) points of the sum of
the minimum-—as the center point [139].

K-medoids algorithm description:

1. First, randomly select a set of clustering samples as the center point set.

2. Each center point corresponds to a cluster.

3. Calculate the distance from each sample point to each center point (e.g.,
Euclidean distance); place the sample point in the cluster with the shortest

center point.

4.Calculate the point at which the absolute error of the distance from each
sample point in the cluster is the smallest, as the new center point.

5.1If the new center point set is the same as the original center point set, the
algorithm terminates; if the new center point set is not exactly the same as the
original center point set, return b [140].

In order to determine whether a non-object representative O(random) is a better

alternative to the current representative object Oj, consider the following four cases
for each nonrepresentative object P (Figure 4.5):
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Figure 4.5.
Examples of the four cases.
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1.p is currently attached to the representative object O;. If O; is replaced by
O(random), and p is closest to o, i # j, then p is reassigned to O;.

2.p is currently attached to the representative object O;. If O; is replaced by
O(random), and p is closest to O(random), then p is reassigned to O(random).

3.p is currently attached to the representative object O;, i # j. If O; is replaced by
O(random), and p is still closest to O;, then the membership of the object does
not change.

4.p is currently attached to the representative object O;, i # j. If O; is replaced by
O(random) and p is nearest, then p is reassigned to O(random).

K-medoids algorithm advantages and drawbacks:

1. The K-medoids algorithm has the advantage of being able to handle large
datasets, the result clusters are quite compact, and the clusters are clearly
distinct from the cluster. This is the same as the K-means algorithm.

2. The algorithm’s shortcomings is the same as K-means, for example, must
determine the number of clusters and the central point, the number of clusters
and the choice of the central point of the results of a great impact; generally get
a local optimal solution after the stop; is not suitable for data other than the
value type; only for clustering results for the convex data set and so on.

3. Compared with K-means, the K-medoids algorithm is less sensitive to noise. Asa
result, the outliers do not cause the division of the results, even if the deviation is
too large and a small number of data will not cause significant impact.

4.K-medoids are considered to be an improvement over K-means for the above
reasons, but the time complexity of the algorithm is increased by O(n)
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compared to K-means due to the calculation in the way of the center point
selection.

4.2.3 Hierarchical clustering

Hierarchical clustering uses a method to decompose or aggregate the data set
layer by layer, until all the underlying data of the last layer is separated to meet the
requirements. Therefore, according to the different principles of decomposition
between convergence, hierarchical clustering can be divided into agglomerative and
divisive. Hierarchical clustering is used to split the data from top to bottom or
bottom-up into a tree. Hierarchical clustering involves nested clustering [141].
Nested clustering means that R; contains another R, in a cluster. That is, R; is nested
into Ry or R1 nested R,. What specifically does nest mean? Clustering
R1 = {{x1, %2}, {x3}, {x4, x5}} is nested in clustering R, = {{x1, x2, x3}, {x4, x5}} but is
not nested in clusters Rz = {{x1, x4}, {x3}, {x2, x5}}, that is, each subclass of R2
contains the corresponding subclasses of R;. The hierarchical clustering algorithm
generates a nested clustering hierarchy. The algorithm contains N steps at most. In
step t, the operation generates new clusters by merging or splitting on the basis of
the clustering of the preceding ¢ — 1.

4.2.3.1 AGNES

Agglomeration hierarchical clustering: This bottom-up strategy first takes each
object as a separate cluster and then merges these clusters as growing clusters until
all the objects are in a cluster or reach a certain termination condition. Agglomera-
tive nesting (AGNES) is a hierarchical clustering algorithm. If the distance between
an object in cluster C; and one of the objects in cluster C; is the smallest among the
inter-object European distances of all clusters, C; and C, may be merge. This is a
single join method, where each cluster can be represented by all the objects in the
cluster. The similarity between the two clusters is determined by the similarity of
the nearest pair of data points in the two clusters.

Algorithm description:

Input: the database containing n objects, the number of terminating cluster k;

Output: & clusters.

1. Treat each object as an initial cluster;
2. Repeat the first step;

3.Find the nearest two clusters based on the most recent data points in the two
clusters;

4.Merge two clusters to generate a new set of clusters;

5. Until reaches the number of defined clusters

Algorithm performance:
1. Simple, but faced with the merger point to choose the difficult situation;
2. Once a group of objects are merged, they will not be revoked;

3. The complexity of the algorithm is O (# square), not suitable for large data set
calculation.
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4.2.3.2 BIRCH

Balanced iterative reducing and clustering using hierarchies (BIRCH) is a bal-
anced iterative protocol and clustering using hierarchical methods. First of all,
BIRCH is a clustering algorithm; its biggest feature is the ability to use limited
memory resources to complete the large data set of high-quality clustering, while
single-scan data set can minimize the I/O cost [142].

The BIRCH algorithm introduces two concepts: clustering features and cluster-
ing feature trees. Clustering feature (CF) is the core of the BIRCH incremental
clustering algorithm. The nodes in the CF tree are composed of CF, and one CF is a
triple, which represents all the information of the cluster. Given N d-dimensional
data points {x1, x3, -+, x,}, CF is defined as follows:

CF ={N, LS, SS} (4.57)

where N is the number of nodes in the subclass, LS is the sum of the N nodes,
and SS is the sum of squares of N nodes:

CF,=CF, = (n1 + ny, LS; + LS;, SS1 + SSQ)
CFy = CF, = (my + 12, LS; + LSy, SS,) (4.58)
CF; =S8S,.

The CF tree is structured like a B-tree with two parameters: the internal node
balance factor B, the leaf node balance factor L, and the cluster radius threshold T. Each
node in the tree contains up to B child nodes, denoted as (CF;, CHILD;),1 <=1 <= B;
CF; is the ;th clustering feature in this node; CHILD,; points to the ;t& child node of the
node, corresponding to the ;t% clustering feature of this node.

BIRCH algorithm features:

1. BIRCH attempts to use the available resources to generate the best clustering
results. An important consideration is to minimize the I/O time with the
limited memory.

2.BIRCH uses a multistage clustering technique: unilateral scanning of data sets
produces a basic clustering, and one or more additional scans can further
improve the quality of clustering.

3.BIRCH is an incremental clustering method because it makes decisions about
the clustering of each data point based on the data points that have been
processed, rather than the global data points.

4.If the cluster is not spherical, BIRCH does not work well because it uses the
concept of radius or diameter to control the boundaries of the cluster [143].

4.2.3.3 CURE

CURE is a novel hierarchical clustering algorithm that selects intermediate
strategies based on centroid and representative object-based methods. It is different
from a single centroid or object to represent a class, rather a fixed number of
representative points in the data space. A representative point of a class is generated
by first selecting the scattered objects in the class and then “shrinking” or moving
them according to a particular score or contraction factor. At each step of the
algorithm, two classes with the closest distance pair (each point comes from
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different class) are merged. Each class has more than one representative point so
that the CURE can accommodate nonspherical geometries. The contraction or
cohesion of a class can help to control the effects of isolated points. Therefore,
CURE is more robust to the treatment of isolated points and can identify
nonspherical and large changes in the size of the class. For large databases, CURE
combines random sampling with division: a random sample is divided at first; then
each partition is partially clustered [144].

At the beginning, each point is a cluster in CURE’s algorithm, then we continue
merging the nearest cluster until the number of clusters becomes K that the we require.
It is a split hierarchical clustering. The algorithm is divided into the following six steps:

1. Extract a random sample S from the source data object.
2.Divide the sample S into a set of partitions.
3. On the division of local clustering.

4.Propose isolated points by random sampling. If a cluster grows too slowly,
remove it.

5. Cluster local clusters.

6.Mark the data with the corresponding cluster label.

4.2.4 Density-based clustering
4.2.4.1 DBSCAN

DBSCAN defines the cluster as the largest set of densely connected points,
dividing the region with sufficient high density into clusters and finding clusters of
arbitrary shapes in the spatial database of noise.

DBSCAN is based on a set of neighborhoods to describe the degree of compact-
ness of the sample set, and the parameters are used to describe the degree of
tightness of the sample distribution in the neighborhood. Where the neighborhood
distance threshold of a sample is described, MinPts describes the threshold of the
number of samples in the neighborhood of the distance of a sample [145].

DBSCAN clustering algorithm:

Input: sample set D = (x1, x2, **, X ), neighborhood parameters (&, MinPts),
sample distance measurement;

Output: cluster division C.

1. Initialize the core object set Q = ¢, initialize the cluster number & = 0,
initialize the unattached sample set I" = D, cluster partition C = ¢.

2.Forj =1,2,---,m, follow the steps below to find all the core objects: find the
e-neighborhood subsample set N, (x;) of the sample x; by the distance

measurement method; add the sample x; to the core object sample set if the
number of sample samples satisfies |N.(x;)|>MinPts : Q = QU {x;}.

3.1f the core object set Q = ¢, then the algorithm ends, otherwise go to step 4.

4.In the core object set €, randomly select a core object o, initialize the current
cluster core object queue Q.ur = o, initialize the class number k = k + 1,
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initialize the current cluster sample set C, = 0 Access to sampleset "' =1 —o
If the current cluster core object queue is Q.ur = ¢, then the current cluster C,,
is completed, update the cluster partition C = {C3, C;---, C;}, update the core
object set Q = QC, Step 3.

5.1n the current cluster core object queue Q.ur out of a core object o’, through
the neighborhood distance threshold }A to find all the |A-neighborhood
sub-sample set N,(0’), so that A = N, (o’)nI’, Update the current cluster sample
set C, = C, UA, update the nonaccess sample setI' =I" — A, and proceed to
step 5.

The output is: cluster partition C = {Cy, Cy, -, Cp.}
Advantages of DBSCAN:

1.1t can be clustered for any form of dense data set; the relative, K-means
clustering algorithm is generally applicable only to convex data set.

2.1t can be found in the cluster at the same time abnormal points; the data set is
not sensitive to the abnormal point.

3. The clustering results are not biased. In contrast, the initial values of clustering
algorithms such as K-Means have a great influence on the clustering results.

Disadvantages of DBSCAN:

1.If the density of the sample set is not uniform, the clustering distance
difference is very large, the clustering quality is poor, and then DBSCAN
clustering is generally not suitable.

2.1f the sample set is large, the clustering time is longer, and the KD tree or
spheroid is established to search for the nearest neighbor.

3. Relative to the traditional K-Means clustering algorithm, tuning parameters is
slightly more complex. The main parameters includes distance threshold, the
number of neighborhood samples and the MinPts joint parameters. Different
combinations of parameters have a greate impact on the final clustering.

4.2.4.2 Ordering points to identify the clustering structure (OPTICS)

OPTICS algorithm can get different density clustering. It is directly said that
through the OPTICS algorithm processing, you can get any density clustering.
Because the OPTICS algorithm outputs an ordered queue of samples, a cluster of
arbitrary densities can be obtained from this queue [146].

OPTICS is a density clustering algorithm developing from DBScan. The core idea
of density clustering is to measure the density of the space in which the point is
located through the number of neighbors in ¢ neighborhood. If the neighborhood of
¢ neighborhood exceeds a certain threshold MinPts, it is considered that the point is
in a cluster called core object; otherwise it is considered to be the boundary of a
cluster called the boundary point (bounder object).

In order to have more elaborate characterization capabilities, OPTICS defines
the concept of core distance and reachable distance: OPTICS defines the core
distance as that suppose the minimum radius of MinPts neighbors is MinPts dis-
tance (p), then the core distance of p is defined as core distance ¢.
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In other words, the core distance is the smallest neighborhood radius at which a
point becomes the core point. In this case, the kernel distance is the smallest
neighborhood radius.

4.2.5 Grid-based clustering
4.2.5.1 STING

STING is a grid-based multi-resolution clustering technique that divides the
spatial region into rectangular cells. For different levels of resolution, there are
usually multiple levels of rectangular cells, which form a hierarchical structure: each
unit of the upper layer is divided into multiple lower layers. Statistics (such as
average, maximum, and minimum) for each grid cell attribute are precomputed
and stored. These statistics are used to answer queries.

Statistical information grid (STING) divides the spatial region into rectangular
units. The calculation of the STING algorithm grid is independent of the query; the
grid structure facilitates parallel processing and incremental updating; the effi-
ciency is high: the time complexity is o (n), which is the number of objects. The
granularity of the lowest level of the mesh structure determines the quality of the
STING algorithm clustering. The algorithm handles faster, but the quality and
accuracy of the cluster may be reduced [147].

Common parameters in the grid count are as follows: the number of objects in
the grid mean, the average of all values in the grid stdev, the standard deviation of
the attribute values in the grid min, the minimum value of the attribute value in the
grid max, the maximum value of the attribute value in the grid distribution, and the
distribution type of the attribute values in the grid, such as normal distribution,
even distribution, exponential distribution, or none (distribution type unknown).

4.2.5.2 CLIQUE

The CLIQUE algorithm divides each dimension of the data space into equal-
length intervals to form the same size and disjoint grid cells. Since the points in the
same cell belong to the same class, points in the same grid can be aggregated and
treated as an object. All clustering operations are performed on grid cells, so the
clustering process is independent of the number of data points in the data set, only
about the number of grids.

The central idea of the CLIQUE clustering algorithm is as follows:

1. Given a large set of multidimensional data points, the data points are usually
not evenly distributed in the data space. The CLIQUE distinguishes between
sparse and “crowded” areas (or cells) in the space to discover the global
distribution pattern of the data set.

2.If the unit contains data points that exceed an input model parameter, the unit
is dense. In the CLIQUE algorithm, the cluster is defined as the largest set of
connected dense cells. According to the central idea of this algorithm, grid-
based and density-based clustering algorithm can be defined as follows: the
data space is divided into grid and then the number of points falling into a cell
as the density of this unit. At this time you can specify a value, when a grid unit
of the number of points greater than the value said that the cell is dense.
Finally, clustering is defined as a collection of all “dense” cells that are
connected.
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4.2.6 Self-organizing maps (SOM)

Self-organizing mapping neural network, that is, self-organizing maps (SOM),
can be unsupervised data clustering. Its idea is very simple; in essence, it is only
input layer—hidden layer of the neural network. A node in the hidden layer repre-
sents a class that needs to be clustered. In the case of “competitive learning,” each
input sample is found in the hidden layer and the node that matches it, called its
active node, also called “winning neuron” [148]. The parameter of the active node is
updated immediately by the random gradient descent method. At the same time,
the points close to the active node also update the parameters appropriately
according to their distance from the active node.

So, SOM is a feature of the hidden layer of the node, and also is a topological
relationship. If you want a two-dimensional topological relationship, then the line is
connected into a plane, as shown below (also known as Kohonen Network): if you want
a one-dimensional model, then the hidden nodes are connected into a line (Figure 4.6).

Since the hidden layer has a topological relation, we can also say that the SOM
can discretize the input of any dimension to discrete space of one or two dimensions
(less common dimension). Computation layer inside the nodes and input layer
nodes are fully connected.

After the topological relationship is determined, the calculation process begins
and is roughly divided into several parts:

1. Initialization: Each node randomly initializes its own parameters. The number
of parameters per node is the same as the input dimension.

2.For each input data, find the node that best matches it. Assuming that the

input D is dimension, as a result, X = {x;, i = 1,...,D}, then the discriminant
function can be Euclidean distance:

dj(x) = Z(x; — wif)? (4.59)

Figure 4.6.
SOM.
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3. After finding the activation node I (x), we also want to update its neighboring
nodes. Let S;; denote the distance between nodes i and j and assign an update
weight to the nodes near I (x):

T 1) = exp (=57, |20°) (4.60)

4.Then update the node parameters. Update by gradient descent method:

Awj; = n(t) * T} 1) () * (26 — wy;) (4.61)

iterates until it converges.
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Chapter 5

Deep Learning

The concept of deep learning originates from the research of artificial neural
networks. Multi-layer perceptions with multiple hidden layers are a deep learning
structure. Depth learning represents the distributed characteristics of data by com-
bining low-level features to form more abstract high-level representations of attri-
bute categories or features [149].

The concept of deep learning was proposed in 2006 by Hinton et al. [150]. Based
on the deep belief network (DBN) [15], the algorithm is proposed to solve the
optimization problem of the deep structure, and then the deep structure of a multi-
layer automatic encoder is proposed. In addition, the convolution neural network
proposed by Lecun et al. [151] is the first real multi-layer structure learning algo-
rithm, which uses the space relative relation to reduce the number of parameters to
improve training performance. Deep learning is a method of representing learning
in machine learning. Observations (such as an image) can be represented in a
variety of ways, such as vectors for each pixel’s strength value, or more abstracted
into a range of edges, specific shapes, etc. It is easier to learn a task from an instance
using some specific presentation methods (for example, face recognition or facial
expression recognition). The advantage of deep learning is to replace the manual
acquisition feature with non-supervised or semi-supervised feature learning and
hierarchical feature extraction.

Deep learning is a new field in the study of machine learning. It is inspired by the
learning process of human brain. It simulates human brain to illustrate the mecha-
nism of data, such as images, sound and text. As with machine learning methods,
deep machine learning methods also have supervised learning and unsupervised
learning. The learning model established under different learning frameworks is
very different. For example, convolutional neural network (CNN) is a supervised
deep learning model, while deep belief network(DBN) is a model of unsupervised
learning.

5.1. The biological mechanism of neurons

The basic unit of the neural network is the neuron, and the mathematical neuron
model corresponds to the nerve cell in biology. Or, artificial neural network the-
ory [152] uses the abstract mathematical model of neurons to describe the biological
cells of the objective world. It is obvious that the nerve cell of biology is the
foundation of the formation of neural network theory. Thus, the mathematical
description of the neuron must be based on the objective behavior of the biological
nerve cells. Therefore, it is important and necessary to understand the behavior
characteristics of the biological nerve cells. The topology of a neural network is also
based on the interconnection of nerve cells in biological anatomy. Disclosure of the
interaction between nerve cells is also important. The neuron is the basic element of
the neural network. Understanding the mechanism of neurons contributes to com-
prehend the nature of neural networks. In this section, biological solutions, infor-
mation processing and transmission methods, working functions and mathematical
models are given.
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5.1.1 The biological anatomy of a neuron

In humans, the structure of neurons is not exactly the same; however, regardless
of the structure, neurons are composed of some basic components. The neuron is
composed of three parts: the cyton, the dendrite and the axon:

1. Cyton

The cell body is a complex composed of many molecules, including the
nucleus, ribosome, and protoplast structure. It is a kind of energy supply of
neuronal activity, where various biochemical processes such as metabolism are
performed.

2. Dendrite

The branches of the extension of the cell body are called dendrites, which are
the portals of information that receive messages from other neurons.

3. Axon

The longest protruding tubular fibers of the cell body are called axons. Axons can
grow to 1 m or more. Axons are the exportation of excited neurons to other neurons.

At present, according to neurophysiological research, it has been found that
neurons have four kinds of behavior. They can inhibit or excite, they can produce
eruptions or have a calming effect, they can produce a recoil after transplantation
and they are adaptive. In addition, there are four kinds of behavior: information
synthesis, gradual change, electric contact and chemical contact, which can produce
delayed excitation. Neurons for information processing and as a transmission
mechanism have the following characteristics: they inhibit and excite, they pass
threshold characteristics, they have information comprehensive features and they
are exceptional at digital-to-analog conversion.

A synapse is a structure in which a neuron connects with another neuron and
transmits information. As shown in Figures 5.1 and 5.2, synapses consist of pre-
synaptic components, a synaptic cleft and postsynaptic components. The presyn-
aptic component is one of the axons of a neuron. The gap between the synapse is the
space between the presynaptic component and the posterior component, and the
gap is usually 200-300 A. The postsynaptic component can be a cell body, dendrite
or axon. The presence of synapses suggests that the cytoplasm of two neurons is not

ontpat

Figure 5.1.
Multi-layer feed-forward neural network.
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Figure 5.2.
Back propagation.

connected directly, and that the two are connected through the structure of synap-
ses. Sometimes, synapses can be connections between neurons.

5.2. Deep feed-forward neural network
5.2.1 Single-layer feed-forward neural network

A neural network is based on the mathematical model of neurons, and its model
has a network topology, node characteristics and learning rules. It has four qualities:
parallel distribution processing; a high degree of robustness and fault tolerance;
distributed storage and learning ability; and it can fully approximate complex non-
linear relationships.

According to the characteristics of neurons and biological function, neurons are
a multi-input, single output, non-linear information processing unit.

The specific mathematical formula [152] is as follows:

{ v=Y" xw;+b

51
¥y =¢(x) G

The typical activation task has sigmoid, tanh, rectified linear unit (ReLU) and
softplus functions, and the corresponding formula is:

sigmoid(x) = 1=
tanh(x) = ¢==

n (x) ete (52)
ReLU(x) = max(0x)

softplus(x) = log(1+ ¢*)

121


http://dx.doi.org/10.5772/intechopen.79903

Data Service Outsourcing and Privacy Protection in Mobile Internet

It is important to note that neural scientists found that neurons have unilateral
inhibition, a wide excited boundary, sparse activation features compared with other
activation functions and a ReLU function with biological interpretability; ReLU
functions work better than others.

According to the topological structure of network connection, a neural network
can be divided into a forward network (directed loop) and a feedback network
(undirected complete graph, also called a cyclic network). For the feedback net-
work, stability of the network model has a close relationship with associative mem-
ory. A network model of stability and associative memory has close relations. The
Hopfield net and Boltzmann machine network belong to this type.

The forward network comes from the multiple coincidence of simple non-linear
functions, and the network structure is simple and easy to implement. A brief
introduction to a single layer hidden layer in feedforward neural networks is as
follows, and the corresponding mathematical formula is:

5.3
= ¢(2)(Z;=1hj(1) * wj(2> +5?) (53)

The input x € R”, the hidden layer output 4 € R" and the outputs y € R*,
w® € R"*" and b € R" are the weights and biases of the input to the hidden layer;
w® e R and b'» e RX are the weights and biases of the hidden layer to the output

layer; and ¢ and ¢? are the activated functions for each layer.
In practice, suppose that the training data is set up as:

x(z)’y(z) }nN:1

" eR" (5.4)

= RK

The model between input and output is:

y=T(x,0) = $(2) )i\‘/qsm ( éxi «w! + b<1>) <w}2) +b? (5.5)
Ji= i1

Using parameter 0 = (wV, b™; 1w, b?) to further optimize [153] the target
function (loss, the regular item):

. 1 N - . 2
minL(0) = §1||y< = T(x"; )7 + 2 X w7 (5.6)

i=1
Solve 6 by gradient descent:

OF = 0F 1 — a x Vlo_g, .

0(9)‘ k=1
0 g~ ¢

(5.7)

VelH:(ik,l =

With the increase in the number of iteratim(s k, the parameters will converge
(the profile can be visualized by the target function L(6y)):

lim 0 = ¢* (5.8)

k—o0
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The reason for convergence is that the above objective function is convex. For
optimizing the target function (Eq. 5.6), but when the amount of data is large,
storage and reading are very time-consuming, so the stochastic gradient descent is
usually used to solve the problem. For the determination of the topology of the
neural network, Hornik et al. show that: if the output layer adopts linear activation
function, the hidden layer uses the sigmoid function, and the single hidden layer
neural network can approximate any rational function with any degree of accuracy.

5.2.2 Multi-layer feed-forward neural network

Using the analysis of the single-hidden layer feed-forward neural network, when
the number of hidden layers is more than two, it is called the multi-hidden layer
feed-forward neural network [154], or the deep feed-forward neural network,
whose network structure is shown in Figure 5.1.

It is necessary to point out that the topology of the deep feed-forward neural
network is multi-layer, fully connected, and there is no ring. Based on Figure 5.1,
the network input and output model is given by the following formulas:

input x € R™, output y € R’, the hidden layer’s output is:

W0 = g0 (! +bY)
1=12,..L

B = x

pL) =y

(5.9)

It is important to note that the input layer 2%, output layer 2", the number of
hidden layers of the L - 1 layer and the super parameter correspond (layer number,
number of hidden units, activation function):

L 4+ 1 — numbers of layer(include input and output)
[n0, 11, M2, .., BL—1, 1] — dimension of every layer (5.10)

2)

oW, 9@, , oY, 1) — activate function

Note that #y = m and n;, = 5. The parameter to be layer is:

0 = (01, 04,...01)
o = (w(l) € RM-11 pd) ER;‘) (5.11)
1=12,..L
So, the relationship between input and output is:
nL

y=h" =gl ( > o« hfffl) * waw + h<L>> — remember as o™ (WY, 6,

ir=1

nr nr—1
_ fﬂ(”(.z (p(Ll)( S D it b“‘”)ﬂ)ﬁf) N b<L>>

1L:1 1‘1_,1:1
— remember as 'V (Y (B2, 0, _41), 60,)
= . = oW (T V(W (x, 01)..., 01 1), OL) — remember as f (x, 0)
(5.12)
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In application, the train data set is:
N
{x@, y(Z)}n: 1

x" €R™ (5.13)
y" €RK
The optimized objective function (loss and regularization) is:
minj(0) = L(0) + AR(0) (5.14)
inside y,, = f (%, 6) and:
1007,) = 0 = Fullr
L(0) = 5 Z210,3,) (5.15)

R(0) = X0z = Xy llw ™7

Loss functions come in many forms: energy loss, cross-entropy, etc. The regular
item R has coefficient regularities (analog biological characteristics) except for use
of the Fubius norm (to prevent overfitting).

5.2.3 Back propagation algorithm

How do you solve the optimization target function formula? First, the convexity
and non-convexity of the objective function are determined. If the parameter
selection range is a convex set, the convex function defined on the set is convex
optimization. The obtained solution does not depend on the initial value selection,
and is the global optimal solution. The optimal objective function of the deep
feedforward neural network is generally non-convex, so the solution of the param-
eters depends on the setting of the initial parameters. If the settings are reasonable,
you can avoid prematurely falling into the local optimal solution. The specific
description of the backpropagation algorithm [155] is as follows:

Ok =0*1 —ax VO|,_pt
Vol — O | RO (5.16)
g =

00 +4 00

where « is the learning rate. Updating the parameters on each layer gives:

k __ pk—1
61 = 61 — o * Vellel:‘gie—l

_ 1 _ L), ,0R(0)
VOl =0 =S + %0

(5.17)

In this case, 65 is the update of the k iteration of the Ith layer. For the solution of
the core gradient descent, the error propagation term is introduced. According to
the chain rule, it is expanded as:

oL(0) _ ol *gohIH* . oh* L AL(O)
00 @0 @b o oht

(5.18)

The error propagation is recorded as:
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_0L(O)

51
oh'

(5.19)

Furthermore, using 6, = (w' + b"), the implicit layer output is the derivative of
the corresponding reciprocal:

oh' o (W HT «w! + b

_ _ 7l IN/
A ow' =h""-(¢)
(5.20)
a_}/_a¢l((hl*1)T*wl+bl) _l( l)/
ot b =i\

The - is the Hadamard product from Eq. (5.18) and is the derivative of the loss
with respect to the parameter. The derivative of the regular item about the param-
eter is:

oRO) o (L. o\ _ 0|6l
- 36 = 21

Normally, the constraints in the regular item are only for the weight matrix, and
the binary values are not regular constraints. So, there are:

oR(9) _ olw'7 _

= = !
) )
o ow (5.22)
oR(0) _ d||b" ||
—7 = =0
ob ob

The core meaning of the back propagation algorithm is to use the optimization
objective function J(0) to find the gradient of parameters 6 in the /th hidden layer.
The gradient is determined by the loss term L(6), the regular term R(0), parameter
6; of the /th hidden layer, where the back propagation of the error is achieved by
introducing an error propagation term.

So, a feed-forward neural network consists of two steps: one is based on the
current parameter values, forward propagation on each layer in the process of the
output value. Another step is to backpropagate the error propagation term on each
layer by the difference between the actual output and the expected output, and
combine the output with the partial derivative of the parameter of each layer to
achieve an update of each layer parameter. Repeat these two steps until the process
converges.

However, when the number of network layers is deep, the gradient increment of
the parameters of each layer will attenuate with the propagation process from
output to input, making it difficult for the whole network to obtain better results
through training and fall into the local optimal solution. This is called diffusion
problem.

5.3. Deep convolution neural network

A convolution feed-forward neural network [156, 157] has a special kind of
depth to avoid a hierarchy between the connection parameters caused by redun-
dancy, leading to the training of the network model, which depends on the amount
of data that is equal to the number of parameters.
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This local connection design choice, in line with the coefficient of response
characteristics of biological neurons, can greatly reduce the scale of the network
model parameters, and dependence on the amount of training data.

5.3.1 The mathematical representation of convolution

The base modules of convolution neural networks are convolution flows,
including convolution (for dimension expansion), non-linearity (sparseness, satu-
ration, side suppression), pooling (aggregation of control or feature types), and
batch normalization (optimization operation, the purpose of which is to speed up
the training process of convergence speed, while avoiding the local optimum).

A. Convolution

In mathematics, convolution is an important linear operation. There are three
main types of convolution in digital signal processing: full convolution, same con-
volution and vaild convolution. Suppose the input signal is a one-dimensional
signal, x € R"; the filter is also one dimensional, w € R™.

1. Full convolution

y = conv(x, w, full) = Y(1),.er, Y(£)s e, y(m +m — 1)) eRMTMH (5.23)
y(O) = Zilx(t+i—Dw(i) .
wheret =1, 2,....,n + m —1.
2. Same convolution
y = conv(x, w, "same’) = center(conv(x, w, full’), n) €R" (5.24)
3. Vaild convolution
y = conv(x, w,'vaild') = (y(1),..., y(®),..., y(n + m — 1)) eR* ™ ** (525)
y(t) = Tlox(t+i—Dw(i) '

wheret =1,2,///,n —m+ 1n > m.

In convolution flow, valid convolution is commonly used. Valid convolution is
illustrated in Figure 5.3.

The core of the convolution operation is that some weight connections can be
removed. The introduction of sparse or local connections reduces parameters

Input Input Pilter Dutput

Figure 5.3.
Valid convolution operation.
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Figure 5.4.
Max pooling.

through the weight sharing strategy, thus. Since the convolution operation has
translation invariance, the learned feature has the characteristics of topological
correspondence and robustness.

B. Pooling

In essence, the pooling operation performs control of the feature type, and
reduces spatial dimension. The main significance is to reduce the amount of com-
putation to describe the translation invariance, to reduce the input dimension of the
next layer and to control the risk of over-fitting. The operation of the pool varies
between the average pool, the maximum pool, the number of pools and the proba-
bility of pooling, etc.; max pooling is commonly used (Figure 5.4).

In addition to the pooling methods listed above, there is spatial pyramid pooling,
which is a multi-scale pooling method that can obtain input multi-scale informa-
tion; another spatial pyramid pool can be any scale image of the convolution char-
acteristics into the same latitude, which not only allows the convolution of the
neural network to deal with any scale of the picture, but also avoids the cropping
and wrapping operation caused by the loss of information, which has a very impor-
tant significance.

The spatial pyramid pooling [158] method is used as much as possible in the final
convolution stream to avoid the loss of information from the previous stretching or
vectorization. Examples of spatial pyramid pooling can be found in Figure 5.5.

C. Activation function

The core of the activation function is that the complex non-linearity of the whole
network is improved by simple non-linear mapping. If there is no non-linear oper-
ation in the network, there are more hierarchical combinations to consider: linear
approximation, characterization or mining of high-level semantics whose features
are limited (Figures 5.6 and 5.7).

In applications, the commonly used activation functions are: ReLU, which can
accelerate convergence, sparse content, SoftMax (for the last layer, does not calcu-
late probability response), softplus (ReLU smooth approximation) and the sigmoid
function. The core of the traditional neural network includes the logistic-sigmoid
function and the tanh-sigmoid function.

D. Batch normalization

With regard to the normalization operation, the aim is to avoid the tendency of
information transmission to be attenuated step by step with the deepening of the
hierarchy because the input of the data range in the pattern classification may be
too large and the input range of the data range may be small. In short, the data range
is too large or too small, and may lead to deep neural network convergence, slow
and lengthy training time, a commonly used normalized operation with L2 normal-
ization and sigmoid function normalization. It should be noted that the convolution
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Figure 5.5.
Spatial pyramid pooling.
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Figure 5.6.

Sigmoid—the core of the traditional neural network.

of the neural network sometimes uses a variety of normalized layers, but recent
studies have shown that this level seems to help very little of the final result, so
many networks have abandoned this operation.
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Figure 5.7.
Softplus function and ReLU function.
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Figure 5.8.
LeNet [151].

5.3.2 Classical CNN structure

First, we need some of the classic CNN structures.

5.3.2.1 LeNet-5

LeNet-5 is a classic structure to a CNN, which is mainly used for handwriting
recognition.

The input to the network is 32 * 32 handwritten font images, which contain 0 to
9 digits, which is equivalent to 10 categories. The output of the network is a number
between 0 and 9. Therefore, we can see that this is a multi-classification problem,
that is, the number of neurons in the output layer is 10, and the final output layer of
the neural network must be a SoftMax problem. The structure of LeNet-5 is shown
in Figures 5.8.

Input layer: a 32 * 32 picture, which is equivalent to 1024 neurons.

C1 layer: paper author, select the six characteristic convolution kernels, and then
the volume of the convolution kernel. The size of the convolution kernel is 5 * 5, so
we can get six feature maps, and then the size of each feature graph is 32 -5 + 1= 28.
Also the number of neurons is reduced from 1024 to 28 * 28 = 784.
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S2 layer: this is the downsampling layer, which is applied by using the max
pooling. The pooled size is (2, 2), and the picture with size of 28 * 28 in the C1 layer
is divided into blocks of size 2 * 2. This way we can get 14 * 14 blocks and then use
the largest value in each 2 * 2 block as the new pixel. Then we can get the result of
the S1 layer: a picture with a size of 14 * 14, a total of six.

C3 layer: convolution layer, with this layer we choose the size of the convolution
kernel to be 5 * 5, so we can get a new picture size of 14 — 5 + 1 = 10, and then we
hope to get a 16 feature map. But the problem here is this is the most difficult to
understand; we know S2 contains six 14 * 14 sizes of the picture, and we hope that
this layer is the result: 16 pictures of 10 * 10.

S4 layer: the lower sampling layer is relatively simple, but is also connected to
the C3 16 10 10 picture for the maximum pool. The pool block size is 2 2, and is the
last S4 layer for the 16 size of 5 5 pictures. At this point our number of neurons has
been reduced to 16 * 5 * 5 = 400.

C5 layer: We continue to convolute with a 55 convolution kernel, and then we
want to get 120 feature graphs. The size of the C5 layer image is 5-5 + 1 = 1, which
is equivalent to one neuron, a 120 feature map, so there are only 120 neurons left.
This time, the number of neurons is sufficient, and later we can directly use the
fully connected neural network for 120-neuron follow-up processing.

5.3.2.2 AlexNet

AlexNet [21] is a historic network structure. Prior to AlexNet, research on
network depth has been stalled for a long time. However, in 2012, AlexNet won the
ImageNet Image Classification Competition that year, the top 5 error rate dropped
by 10 percentage points comparing with the previous year's champion, and far
exceeded the second place of the year.

AlexNet has shown that the depth of the network can greatly improve the
performance of network.

AlexNet has four innovations which make the deeper network achieve better
results: 1. Using non-linear activation function: ReLU. 2. Using following methods
to prevent overfitting: dropout, data augmentation. 3. Applying a large amount of
data in training: million ImageNet image data. 4.Other: Multiple GPUs for distrib-
uted computing, and local response normalization (LRN) layer to normalize the
input. The structure of AlexNet is shown in Figure 5.9.

Here’s a brief introduction to some of AlexNet’s specifics.

A. Data augmentation

There is a view that the neural network is fed by the data. If there is an increase
in training data, you can improve the accuracy of the algorithm, because it can
avoid overfitting, and therefore increase your network structure. When the training
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Figure 5.9.
AlexNet.
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data is limited, some transformations can be used to generate new data from the
existing training data set to expand the size of the training data.
Among them, the simplest way to achieve image data deformation is:

1. From the original image (256, 256), randomize some of the images (224, 224).
(Translate)

2. Horizontal flip image. (Reflex)

3. Add some random light to the image. (Light, color transformation, color
jittering)

B. ReLU activation function

Sigmoid is a commonly used non-linear activation function that compresses the
input to a continuous real value between 0 and 1. In particular, if it is a very large
negative number, then the output is 0; if it is a very large positive number, then the
output is 1. But this has some fatal flaws.

Sigmoids saturate and kill gradients. Worse than this, when the input is very
large or very small, there will be saturation; the gradient of these neurons is
close to 0. If your initial value is large, the gradient is in the reverse propaga-
tion time because you need to multiply a sigmoid derivative. This will make the
gradient smaller and smaller, which will lead to the network becoming difficult
to learn.

The mean of the output of sigmoid is not 0, which is not desirable because it
causes the neurons in the next layer to get the non-zero mean signal from the
previous layer as input. One result is that if the data is positive when it is input to
the neuron, then the calculated gradient will always be positive. But if you are
training by batch, then each batch may get a different signal, so this problem can be
alleviated. In general, the non-zero mean problem has some bad effects, but it is
much better than the kill gradients mentioned above.

The mathematical expression of ReLU is:

f(x) = max(0x)

C. Dropout

Combining many different pretrained models for prediction is a very successful
way to reduce test errors. But it takes time for each model to be trained, so it is too
expensive for large-scale neural networks.

However, AlexNet [21] proposes a very effective combination of model ver-
sions, which only needs twice as much time as a single model in training. This
technique is called Dropout [159], and is done with a probability of 0.5; the output
of each hidden layer of neurons is set to zero. In this way, the “unfold” neurons are
neither involved in the forward transmission nor participate in the reverse trans-
mission.

So, each time you enter a sample, it is equivalent to the neural network trying a
new structure, but all these structures share weight. Because neurons cannot rely on
other specific neurons to exist, this technique reduces the complex relationship
between neurons.

For this reason, the network needs to be forced to learn more robust features
that are useful when combined with different random subsets of other neurons. At
the time of the test, we multiply the output of all neurons by only 0.5, which is a
reasonable approximation for obtaining the geometric mean of the predicted distri-
bution of the exponential dropout network.
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D. Local response normalization

In general, this layer is also intended to prevent the activation function from
saturating.

Its principle is to make the activation function avoid saturation by regulariza-
tion, and obtain a larger derivative value, and its function is similar to ReLU. From
the experimental results, the LRN operation can improve the generalization ability
of the network and reduce the error rate by about 1%.

5.4. Autoencoders and sparsity network

So far, we have described the application of neural networks to supervised
learning, in which we have labeled training examples. Now suppose we have only a
set of unlabeled training examples {x', x% x3,...} where x' € R". An autoencoder
neural network [160] is an unsupervised learning algorithm that applies back prop-
agation, setting the target values to be equal to the inputs, i.e., it uses y' = x'.

Figure 5.10. is an autoencoder.

The autoencoder tries to learn a function sy, ; (x) =x. In other words, it tries to
learn the approximate equality function of the output x that is similar to x. An
identification function seems to be a particularly important function to try to learn,
but by limiting the network, for example by limiting the number of hidden units,
we can find interesting structures about data. As a concrete example, suppose the
inputs x are the pixel intensity values from a 10 x 10 image (100 pixels) so# = 100,
and there are s, = 50 hidden units in layer L,. Note that we also have y € :3'%°. Since
there are only 50 hidden units, the network is forced to learn the compressed
representation of the input. That is, we only give vectors that activate hidden units
a'? € ®>; it must try to reconstruct the 100-pixel input x. If the input were
completely random—say, each x; comes from an IID Gaussian independent of the
other features—then this compression task would be very difficult. However, if
there is structure in the data, for example if some of the input features are related,
then the algorithm will be able to find some of these dependencies. In fact, the
low-dimensional representation of this simple automatic encoder that is often
learned by principal component analysis (PCA) is very similar.

P nl®)

Figure 5.10.
Autoencoder.
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Our argument relies on s, small hidden units. However, even though the
number of hidden units is large (even larger than the number of input pixels), we
can still find interesting structures by imposing other restrictions on the web. In
particular, if we impose hidden units of sparse constraints, then self-coding will
still find the interesting structure of the data, even if the number of hidden units
is large.

To put it in a nutshell, we think neurons are “active” (or “triggered”) if the
output is close to 1 or the output is close to 0. We want to limit neuronal inactivity
most of the time. This discussion assumes a sigmoid activation function. If you are
using a hyperbolic tangent function, then we think that the neuron is invalid, and
the output value is close to 1.

Recall that a]@ denotes the activation of hidden unitj in the autoencoder. How-

ever, this notation doesn’t make explicit what the input x was that led to that

activation. Thus, we will write aj(z) (x) to denote the activation of this hidden unit

when the network is given a specific input x. Furthermore, let:

by = 3 [a )] (5.26)

mi—1

be the average activation of hidden unitj (averaged over the training set). We
would like to (approximately) enforce the constraint:

Pj =P

where p is a sparsity parameter, typically a small value close to zero (say
p = 0.05). In other words, we would like the average activation of each hidden
neuron j to be close to 0.05 (say). To satisfy this constraint, the hidden unit’s
activations must mostly be near 0.

To achieve this, we will add an extra penalty term to our optimization objective
that penalizes p; deviating significantly from p. Many choices of the penalty term

will give reasonable results. We will choose the following:

2 P 1-p
plog —+ (1—p)lo —.
P2 gpj (1-p) gl_pj

Here, s, is the number of neurons in the hidden layer, and the indexj is summing
over the hidden units in our network. If you are familiar with the concept of Kullback-
Leibler (KL) divergence, this penalty term is based on it, and can also be written:

52
2 KL(llp;),
j=

where KL(p|[p;) = plog2 + (1 — p) log{= is the KL divergence between a
Bernoulli random variable with mean p and a Bernoulli random variable with mean
pj. KL divergence is a standard function for measuring how different two distribu-

tions are. (If you have not seen KL divergence before, don’t worry about it; every-
thing you need to know about it is contained in this text.)
This penalty function has the property that KL(p||p;) = 0 if p; = p, and other-

wise it increases monotonically as p; diverges from p. For example, in Figure 5.11,
we have set p = 0.2, and plotted KL(p||p;) for a range of values of ;.
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Figure 5.11.
KL penalty example.

We see that the KL divergence reaches its minimum of 0 at pj = p, and blows up
(it actually approaches o) as p; approaches 0 or 1. Thus, minimizing this penalty
term has the effect of causing p; to be close to p.

Our overall cost function now is:

Jepure(Ws b) = J(W, b) + ﬂ,’zleupnﬁj),
2

where J(W, b) is as defined previously, and § controls the weight of the sparsity
penalty term. The term p; (implicitly) depends on W, b also, because it is the
average activation of hidden unit j, and the activation of a hidden unit depends on
the parameters W, b.

To incorporate the KL divergence term into your derivative calculation, there is
a simple-to-implement trick involving only a small change to your code. Specifi-
cally, where previously for the second layer (I = 2), during back propagation you
would have computed:

you now instead compute:

2 _ 2) p 1-p (2
e gl

One subtlety is that you’ll need to know p; to compute this term. Thus, you’ll
need to compute a forward pass on all the training examples first to compute the
average activations on the training set before computing back propagation on any
example. If your training set is small enough to fit comfortably in computer mem-
ory (this will be the case for the programming assignment), you can compute
forward passes on all your examples and keep the resulting activations in memory
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and compute the p;s. Then you can use your precomputed activations to perform
back propagation on all your examples. If your data is too large to fit in memory,
you may have to scan through your examples computing a forward pass on each to
accumulate (sum up) the activations and compute p; (discarding the result of each
forward pass after you have taken its activations “52) into account for computing p;).
Then after having computed p;, you'd have to redo the forward pass for each
example so that you can do back propagation on that example. In this latter case,
you would end up computing a forward pass twice on each example in your training
set, making it computationally less efficient.

The full derivation showing that the algorithm above results in gradient descent
is beyond the scope of these notes. But if you implement the autoencoder using back
propagation modified this way, you will be performing gradient descent exactly on
the objective Jqp,ree (W, b). Using the derivative checking method, you will be able to

verify this for yourself as well.

5.5. Sparse deep neural network
5.5.1 Data sparsity

Data sparsity [161] has the following three properties: First, the data contains
some topology characteristics, or the target’s non-zero elements are relatively small
relative to the data. Second, the corresponding representation of the data under
some (linear or non-linear) adaptive or non-adaptive transform is sparse and has
fewer non-zero elements. Third, as the size of the data set increases, data with some
statistical or physical characteristics accounts for a small number of the entire data
set. For example, samples with particularly good resolution or samples with partic-
ularly poor resolution have a small proportion in the entire data set.

5.5.2 Sparse regularity

The supervision and machine-learning problem will “minimize your error while
regularizing your parameters,” namely the regularization parameter will minimize
the error at the same time.

The minimization error allows our model to fit our training data, and the regu-
larization parameter prevents our model from overfitting our training data. Because
there are too many parameters, this can lead to an increase in model complexity,
which is easy to fit, but means that our training error will be very small. However,
the training error is not our ultimate goal; our goal is to ensure that the models test
error is small, which will predict the new sample accurately. So, we need to make
sure that the “simple” model is based on minimizing the training error, therefore
parameters will have a good generalization performance (i.e., the test error is
small), and the model of “simple” is done by rule function.

In addition, the use of regular terms can also constrain the characteristics of our
model. In this way, the prior knowledge of the model can be exploited during
learning, and then the model can be artificially made with the characteristics we
want, such as sparseness, low rank, and smoothness. There are several ways of
looking at regularization. Regularization is consistent with Occam’s razor. The idea
is that in all possible models, we should choose to be able to interpret the known
data very well with very simple models. From Bayesian estimation, rule-based entry
corresponds to the prior probability of the model. Regularization is the realization
of structural risk minimization strategy, which is to add a regularizer or penalty
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term to the empirical risk. In general, supervised learning can be seen as minimizing
the following objective function:

w* = argmin}L(y,, f (xo; w)) + Aw(w) (5.27)

where the first term, L(y,, f (x,; w)), measures the error between our model
(classification or regression) for the predicted value of the ith sample f(xi; W) and
real label y, of the previous error. Because the model is to maximally fit the
training samples, this term should be minimized. But not only to ensure the
training error of the model is the smallest, but also to ensure that the test error of
model is small. So, we need to add the second item, which is the regularization
function w(w) of the parameter w, to constrain the model to make it as simple
as possible.

Most of the models of machine learning are similar to this and are just the
transformation of these two terms. For example, you can replace the first loss
function with square loss, then it becomes a least squares problem.

The regulation function is w(w) and there are plenty of options, In general, the
more complex the model, the larger the regularization value. For example, the
regularization term can be the norm of the model parameter vector. Different
choices have different constraints on the parameter w, and the effects obtained are
different. Common norms are: LO norm, L1 norm, L2 norm, trace norm, Frobenius
norm and norm.

Usually, we use LO and L1 regularization to make the data sparse.

The LO norm is the number of elements in the non-zero vector. If we use the LO
norm to rule a parametric matrix W, we hope that most of the elements of W are 0.
Let the parameter W be sparse:

R(0) = [Wllo (5.28)

The L1 norm is the sum of the absolute values of each element in a vector, which
is called the “sparse rule operator” (Lasso regularization):

R(0) = W]}y (5.29)

The L2 norm refers to the square root to the sum of the squares of the elements
in the vector

To further illuminate this problem: for any regularization operator, if it is not
divisible at W; = 0, and can be decomposed into a form of “summation”, then this
regularization operator can achieve the effect of sparseness.

Although the L1 norm and the LO norm can achieve sparsity, the application of
L1 is more extensive.

There are two reasons for this. First, because the LO norm is difficult to solve for
optimization, and second, the L1 norm is the optimal convex approximation of the
L0 norm, and it is easier to optimize than the LO norm. Sparseness is widely used
because it has two following advantages.

1. Feature selection

Sparse regularization enables automatic selection of features. In general, most of the
elements (features) in the input x; have nothing to do with the final output y;.
Considering these additional features in x; while minimizing the objective function,
although smaller training errors can be obtained, these features can cause
interference when predicting new samples. The introduction of the sparse
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regularization operator is to complete the feature selection. It removes the useless
features, which is to reset the weights corresponding to these features to zero.

2. Interpretability

Another reason for sparseness is that the model is easier to explain. So, for example,
the probability of getting a certain disease is y, and then the data that we're
collecting is 1000 dimensions, which is what we need to look for in terms of how
the 1000 factors affect the probability of getting the disease. So, let’s say that this is
a regression model: y = wy * x1 + w, * X7 + ... + w1000 % x,000 + b (of course, to
limit y to [0, 1], we have to add a logistic function).

5.5.3 Sparse connection

The convolution neural network includes local connection, weight sharing,
translation invariance and all sparseness. First, for local connection, compared with
the full connection strategy, Convolutional neural networks have local connections,
weight sharing, and translation invariance. First of all, for local connections, com-
pared with full connections, it has the characteristics of sparse response. Second is
the weight sharing, the hidden layer has the same activation characteristics, which
can reduce the number of parameters, and Translation invariance can be obtained
by pooling. Moreover, the classic dropout operation, as shown in (Figure 5.12), can
implement sparse connection. The way to implement it is to make some hidden
layer node weights temporarily not working when training the model. The inactive
nodes do not calculate, but retain their weights.

5.5.4 Sparse classifier

Common sparse classifiers are based on learning, such as sparse representation
of the classifier. The core steps are as follows:
1. Construction of the dictionary:

D = [Dy, D, ....Dy)] (5.30)

where k is the number of categories, Dy, is the construction of the kth class
sample or data set and the sample x is represented as follows:

1 K
minz - v =D all3 + - [laly = ¥ — X Dp - axlly + 2+ [lally (5.31)
k=1

Figure 5.12.
Dropout connection.
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The indicated coefficients are as follows:
a=[m, a, ...,ak]T (5.32)
The final class is determined by the following formula:

label(x) = arg 1r<r]1€i<nK {|lx — Dy, - akH%} (5.33)

5.6. Generative adversarial nets
5.6.1 Generative model

Machine learning models can be broadly divided into two categories: generative
model and discriminative model [162]. The discriminative model requires the input
variable x to predict p(y|x) by a certain model. The generative model is given some
kind of implicit information to randomly generate the observed data. For example.
Discriminant model: Determine whether the animal in a picture is a cat or a dog.
Generative model: Give a picture of a series of cats and generate a new cat.

Using the well-known imagenet-1000 image classification, automatic driving of
the image semantic segmentation, the prediction of human skeleton points belong
to the discriminative model, that is, it gives the input to predict a feature. In fact,
most of the work of the past 12 to 14 years belongs to the discriminative model.
Why? Because one of the reasons is to determine the loss function of the model
(loss) to facilitate the definition.

So what is machine learning? In a word, giving feedback during the training
process, to make the results match our expectations. For the classification problem,
we want the loss to not change after approaching bound, so we choose cross entropy
as feedback. In the regression, we want the loss to remain the same only when the
two are the same, so we choose the Euclidean distance between the points as the
feedback. The choice of loss function (feedback) will obviously affect the quality of
the training results, which is the top priority of the design model. In the past few
years, there have been hundreds of variants of neural networks, but there very few
loss functions are presented.

For discriminant models, the loss function is easy to define because the goal of
the output is simple. But for generative models, the definition of loss functions is
not that easy. For the task of generating a cat picture, if you simply define the loss
function as “European distance from the original picture”, the result will be terrible.
When we want the neural network to generate a picture of a cat, we hope that this
picture has an animal’s outline, textured hair, rather than a simple Euclidean dis-
tance optimal solution. How do we put our expectations for cats into the model?
This is the problem solved by the generative adversarial network (GAN).

5.6.2 Adversarial

For image classification, a bunch of RGB pixel points and N categories of prob-
ability distribution models are difficult to define from a traditional mathematical
perspective. Then why not give the feedback of the generative model to the dis-
criminant model? This is Goodfellow’s idea - he closely combines the two broad
categories of machine learning, generative and discriminant.

A GAN has two parts in it: the generator “G” that generates images and the
discriminator “D” that classifies real and fake images.
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1. Input noise (hidden variable) z

2. Through generator G, we get fake data and refer to it as xr. = G(2)
3.Take a part of data from real data set, and denoted by X,

4.By mixing real data and fake data, we get x = Xfake + Xreal

5. Enter data into discriminator D and tag the data as xf. = 0, Xyes = 1
(a simple binary classifier)

6. According to the classification results, return loss

In the process above, the discriminator D should try to make D(G(z)) = 0,
and D(x,,) = 1, which is to correctly discriminate the fake images from real ones.
However, generator G would try to make D(G(g)) = 1, which is to make the gener-
ated image as fake as possible. Therefore, the whole training process is like two
players fighting each other, which is the source of the name Adversarial.

From a perspective of artificial intelligence, this model is the first to use two
mutually constrained neural networks to guide neural networks. But the simple
requirements make the training process in GAN easily lose direction.

These phenomena are actually three difficulties in the GAN problem caused by
intertwining. One of the difficulties is that the depth of the neural network itself is
difficult to train and is unstable. Although the original GAN theory does not require
G and D to be neural networks, they only need to be able to fit the corresponding
generation and identification function. But this is precisely the depth of the nerve
network.So we all use the neural network as G and D. But the choice of neural
network, design and training is also full of surprises and uncertainties, which has
also brought difficulties for GAN training.

A. Mathematical expression of GAN

The following explains the mathematical principles of GAN. The symbol is
described as random noise z € R", generated data x € R" and natural data x €R". The
discriminator has two categories, so y € [0, 1].

The following details comprise four aspects.

B. Data

{(",2), ), (5.34)

For the tth data (x, 2*), the output is y* € [0,1]'. The probability that the natural
data is true is 1. The probability that the generated data is false is 0.
C. Model

G:% =g(z6%€eR"

X = DF(x, 6")
Feature Learning :

X = DF(x, 6") (5.35)

P(L(x) = real|X, 6°)
Classifier Design : y = ER?
P(L(%) = real|X, 6°)
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where G is generator. The parameter to be optimized is 6%; there is a need to
further quantify the non-linear mapping function g(-). D is the discriminator,
divided into two parts: one is feature learning (the parameter to be optimized is ¢");
the other is classifier design (the parameter to be optimized is ). There is no need

to further quantify the functions D*(-) and P(-).
D. Optimization function
Usually, the discriminant model section (Eq. (5.41)) is written as:

(e

where D(x) € [0, 1] determines the probability that x is a true sample. The loss
function of the corresponding discriminant model when the model is fixed is:

min{~ [ 3 log(D(x,6”)) + ¥ log(D(%, 6)))

x P(x) x P(x)

6P = (6, 6°)

(5.37)

The requirement to generate the model is when the discriminant model is fixed.
The distribution of the generated data is as consistent as possible with the natural
data. P(x) is the same as P(x), maximizing the objective function:

max 3 log(D(x)) = % log(D(x)) (5.38)

07 x~P(x) x~P(x)
Put x = G(z) into the formula:

max Y log(D(G(z), 6°)) — d(P(%), P(x)) (5.39)

07 z~P(z)
under the z ~ P(z) conditions. The greater the sum of log(D(G(z)) for  means:
(D(G(2)) ~ P(x)) — d(G(2), x) — (D(G(Z)) ~ P(x)) (5.40)

The smaller the gap d(G(Z), x) between the generated data and the natural data
results in the generated data finally being judged to be 1.
The optimization function of the discriminant model is:

1 | 2480/ (1)) = real) - log(D(x"))
n;gn J(OP) = — 7 (5.41)
>160/(2)) = fake) - log(1 — D(x"))

Usually, because the natural data and the generated data correspond to the
authenticity class, respectively, the formula contains:

{ 5y (1) =vreal) =1

5()'(2) =real) =1 (5.42)

5(-)

which is a Dirichlet function.
So the final optimization objective function is:
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T log(D(x, 6°
min minJ (6P, 6°) = -1 Zi-ilog(Dlx ) (5.43)
e > log(1 - D(G(e, 69), 6"))
E. Solution

Use the gradient descent method to optimize the parameter (6°, 6°) alternately.

5.7. Deep recurrent neural networks

Although the traditional deep feedforward neural network has achieved excel-
lent performance in tasks such as classification and target recognition. However, the
application of computational models established by its “bionics” is still limited. For
example, the deep feed-forward neural network is powerless for the analysis of the
overall logical characteristic of the input sequences, which have time correlation
between each other (e.g., consider learning a language model to predict the next
word based on the previous ones). This section will introduce the deep recurrent
neural network (RNN) [163], which is different from the deep neural network
previously explored; it can better represent the overall logical characteristic of high
dimensions through the introduction of loops within hidden layers.

5.7.1 Simple recurrent neural network

Figure 5.13 is a simple recurrent neural network (i.e., vanilla loop neural network).

As shown in Figure 5.13(a), a chunk of neural network A looks at a series of
inputs x; and outputs a value /,. The loop structure allows information to be passed
from one step of the network to the next. Moreover, the chain-like structure (as
shown in Figure 5.13(b)) will obviously be obtained while the loop is unfolded.
This chain-like structure reveals that the deep recurrent neural network is inti-
mately related to sequences and lists. They are the natural architecture of a neural
network used for such data. The overall network model and the solution process are
described in the following.

A. Training data

{x,eR",y, eR” }thl (5.44)

where x; is the input of the moment ¢, and the length of whole time sequence
is T. The output y, is related to inputs before the moment ¢ (including the
moment t), i.e.:

relationship

{21, %02, -+, X }———, (5.45)

B. Overall model

Sy = G(U'xt+ W'St71+b)
hy =V -s;+ceR” (5.46)
y, = Softmax(h;) e R™

Note that Softmax here is not a classifier, but is used as an activation function to

compress an m-dimensional vector into another m-dimensional real number vector,
where the value of each element of the vector is between 0 and 1. That is:
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(a) (b)

Figure 5.13.
A simple recurrent neural network.

1
of tmax (h,) = 5 [, .., ehz(m)]T
(5.47)

where Z represents the\normalization factor. In addition, parameters to be
optimized in Eq. (5.52), including weighted connection U, W, V and bias b, c. o(-),
are the activation functions for the hidden layers.

C. Optimization objective function

Based on the relation within training data (Eq. (5.51)) and the overall model
(Eq. (5.52)), the loss function is constructed by negative logarithmic-likelihood
(i.e., cross-entropy), and the optimization objective function is as follows:

min)(0) = TossGo) - % ( Lﬁyt@ log(3,)) + (1~ 3,(7) -log(1 m»} )
(5.48)

where y,(j) is the jth element of y,, and the parameter € is:
0=[U,V, W;b,c| (5.49)

D. Solution

RNNss are called recurrent because they perform the same task for every element
of a sequence, with the output being depended on the previous computations. The
corresponding loss term is simplified to:

]t(e) = 1055(%%) (5.50)

As for the solution of optimization objective function (i.e., Eq. (5.54)), it can be
realized through the time back propagation algorithm. The core is the solution to
the following five partial derivatives:

[cﬁ(@) @) d©) J(©) a](9)} <
@V’&’aw’au’%

(5.51)

The solution of the first two partial derivatives is based on the following error
propagation terms:
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Op, = a](;i}(? (5.52)

Notice that &, is the partial derivative of the output %, of objective function at
moment ¢. The solution of the remaining three partial derivatives is based on the
error propagation:

5 =20 (5.53)

S
! 0s;

where &, represents the partial derivatives of the output s; of the hidden layer
activation function at moment ¢. The following are the partial derivatives of objec-
tive function with respect to W; the remaining partial derivatives are similar:

JgO) L &L o 05 d(0) L&
ow _El,glaw Os;, 05, _Elglaw Os}, % (5:54)

Notice that the output s; of the hidden layer at moment ¢ is related to the
previous outputs s, (k = 1,2,---, ), as shown in Eq. (5.52) while the parameter W
happens to be the intrinsic meaning of this relationship. The equation below can be
easily obtained according to the chain rule:

t

= ﬁ % - [T W" - diag(c'(s;-1))) (5.55)

Ok 2 j=k+1

where ¢'() is the partial derivative of the activation function o(-). In addition,
function diag(-) is the vector extension matrix, i.e., the resulting matrix takes the
vectors as diagonal elements.

In practice, the activation function o(-) of the hidden layer (Eq. (5.52)) often
takes the Tanh (-) function, so that the variation of the corresponding gradients of
Egs. (5.59) and (5.61) is very small in the later stage of training. Furthermore, the
multiplication operation makes the gradient of Eq. (5.60) even smaller, which easily
leads to the gradient vanishing phenomenon. The same is true if o(-) takes the
Sigmoid(-) function. The common tricks used to avoid gradient vanishing include
parameter initialization strategies, using the ReLU(-) function as the activation
function, and so on.

5.7.2 The problem of long-term dependencies

Reconsider the language model trying to predict the next word based on the
previous ones. If the recurrent neural network is trying to predict the last word in
“the clouds are in the sky,” it doesn’t need any further context; it’s pretty obvious
the next word is going to be sky. In such cases, where the gap between the relevant
information and the place that it is needed is small, RNNs can learn to use the
previous information, and the process is shown in Figure 5.14.

But there are also cases where the recurrent neural network needs more context.
Consider trying to predict the last word in the text “I grew up in France I speak
fluent French.” Recent information suggests that the next word is probably the
name of a language, but if the recurrent neural network wants to narrow down
which language, it needs the context of France from further back. It’s entirely
possible for the gap between the relevant information and the point where it is
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Figure 5.14.
The gap is small so that RNN can successfully use the past information.

needed to become very large. Unfortunately, as that gap grows, RNNs become
unable to use the previous information as shown in Figure 5.15.

Despite RNNs being theoretically capable of establishing the dependencies
between long time interval states, as a result of gradient vanishing or gradient
explosion (i.e., the gradient tends to infinity after the multiplication operation,
which makes the system unstable), they can only learn the short-term dependencies
in a practical application, which limits the memory capacity of a recurrent neural
network. This is the so-called long-term dependencies problem.

5.7.3 Long short-term memory networks

Long short-term memory networks [164], usually just called LSTMs, are a spe-
cial kind of RNN, capable of learning long-term dependencies. They were intro-
duced by Hochreiter and Schmidhuber [164], and were refined and popularized by
many people [1]. They work tremendously well on a large variety of problems, and
are now widely used. The core problem of the known simple recurrent neural
network is that the gradient explosion or gradient vanishing phenomenon occurs
easily as the time interval increases. To solve this problem effectively, LSTMs
control the accumulation speed of information by introducing the gate mechanism,
and they can choose to forget the accumulation of previous information.

A. Analysis of improvement motivation

In the simple recurrent neural network, we can see from the Egs. (5.60) and
(5.61) that if we define:

¢ =WT - diag(d'(si-1)) (5.56)

N A N A A

(A — ~ —A—{A—{4

| ]

@3 o g1

Figure 5.15.
A large gap makes RNN unable to use the past information.
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there are:

t

[[ W™ - diag(c'(s;-1))) — ¢+ (5.57)

j=k+1

As for ¢, if it’s a spectral radius ||{|| > 1, Eq. (5.64) will diverge and cause the
system to appear as the so-called gradient explosion problem. On the contrary, the
gradient vanishing problem will occur as the time difference increases infinitely if
¢l < 1.

To avoid the gradient explosion or gradient vanishing problem, the key is the
spectral radius of { set as ||| = 1. Generally, if W is set as a unit matrix and the
spectral norm of ¢'(s;_1) is set to 1 at the same time, the relationship of hidden layers
within the model degenerates to:

degenerate

St :G(U'xt+W'St71+b)—>St = U'xt + 81 +b (558)

But in this form the properties of non-linear activation are lost. Therefore, the
improved approach is the introduction of cell state, recorded as ¢, to carry out the
non-linear transmission of information, namely:

{Ct:Ctl+U'xt (5.59)

sy = Tanh(c;)

Note that the non-linear activation function here is Tanh (-).

B. The core idea behind LSTMs

Based on Figure 5.16, the key to LSTMs is the cell state to control the informa-
tion changes. The cell state is like a conveyor belt. It runs straight down the entire
chain, with only some minor linear interactions. It’s very easy for information to
flow along it unchanged. The LSTM does have the ability to remove or add infor-
mation to the cell state, carefully regulated by structures called gates. Note that in
Figure 5.16, the input at the moment ¢ consists of three gates, i.e., x;, ¢;_1 and s;_1;
the output consists of two gates, i.e., ¢; and s;.

Note that the core design of the network consists of three doors, i.e., forget gate,
input gate and output gate. The overall network structure is shown in Figure 5.17.

C. Forget gate

The first step in LSTM is to decide what information its going to be thrown away
from the cell state. This decision is made by a sigmoid layer called the forget gate
layer. It looks at x; and s;_1, and outputs a number between 0 and 1 for each element

Ct

Cp— Cp— Ci41
t—2 C t—1 (o +

>

Sp—2 q Sp—1 S5 q Sp4+1

}_

¢

Figure 5.16.
The improved structure.
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Figure 5.17.
An overview of LSTMs.

in the cell state c;_1. A 1 represents completely keep this, while a O represents
completely get rid of this. A detailed equation of the forget gate is as follows:

fo=0(Wp - [si_1, 5] + by) (5.60)

where ¢ is the Sigmoid function, [-] represents the aggregation operation, the
weights of 5, 1 and x; are merged in Wy and by is the bias of the forget gate. The
specific structure of the forget gate is shown in Figure 5.18.

D. Input gate

The next step is to decide what new information LSTM is going to store in the
cell state. This has two parts. First, a sigmoid layer called the input gate layer
decides which values LSTM will update; then, a tanh layer creates a vector of new
candidate values, ¢,, that could be added to the state. The equation for this part is as
follows:

{it = G(Wi . [Stfl’ xt} + b’) (561)

¢e = Tanh(W, - [s;—1, x¢] + bc)

where the element values within i; are between 0 and 1, indicating the propor-
tion of each element being updated in the state. The value of ¢, depends on s; 4

G‘%D

£ i

Ci—1 C

-1

Figure 5.18.
The forget gate of LSTM.
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Figure 5.19.
The input gate of LSTM.
and x;. The rest of the parameters are similar to those of the forget gate. A schematic
of this part is shown in Figure 5.19.

Next, LSTM will combine these two to create an update to the state. The detailed
equation is as follows:

Ct :ft *Cp1 + it * Et (562)

The previous term is the old state multiplied by f,, indicating that LSTM forgets
elements that it has already decided. Then it adds 7 * ¢,; this is the new candidate
value, scaled by how much LSTM decided to update each state value. A schematic
representation of the generation of the new state is shown in Figure 5.20.

E. Output gate

Finally, LSTM needs to decide what it’s going to output. This output will be
based on the cell state, but will be a filtered version. First, there is a sigmoid layer
called the output gate layer, which decides what parts of the cell state it’s going to
output. Then, LSTM will put the cell state through the Tanh layer (to push the

P B
%1 ® ® o
it
fi E
Cy
Si—1 St
— -
o 4

Figure 5.20.

LSTM combines the two parts to create the update to the state.
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Figure 5.21.
The output gate of LSTM.

values between ?1 and 1) and multiply it by the output of the output gate, so that
LSTM only outputs the parts it has decided to. The equation for this step is as
follows:

{ot = O(Wo . [Stfl: xt] + ho) (563)

st =0 x Tanh(c;)

where o, represents the output of the output gate, and s, is the final output state
after filtration. The specific diagram is shown in Figure 5.21.

5.8. Deep reinforce learning
5.8.1 Basic idea of deep reinforce learning

Deep reinforcement learning [165] combines the perception of deep learning
with the decision-making ability of reinforcement learning, and can directly control
the input image. It is an artificial intelligence method that is closer to human
thinking. The criteria for measuring artificial intelligence are perception, aware-
ness, and decision making. It can be considered that deep learning (deep neural
network) [16] is to further enhance and break through the core technology of
perceptual ability. At the same time, the learning mechanism of intensive learning
shows that it is constantly interacting with the environment and constantly trying
to get the best strategy. It is the key technology to make the decision-making ability
to constantly obtain the benefit. The principle of deep reinforce learning is shown in
Figure 5.22.

In addition, it is known that the information processing capacity of the brain is
limited and it is impossible to perform a variety of operations in an instant. To
process a large amount of information smoothly, people can only select specific
information to process at each time according to a certain strategy, and organize a
large number of operations of the whole process of cognition (including feeling,
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Figure 5.22.
The deep reinforce learning framework.

perception, memory, thinking, imagination, speech, etc.). Therefore, perception,
cognition and decision-making are important for the effective conduct and devel-
opment of cognitive activities.

5.8.2 Deep Q network

Q learning was presented by Watkins [166], which is the earliest and one of the
most important algorithms for online reinforcement learning. The deep Q network
was the first deep reinforcement learning algorithm proposed by Google’s
DeepMind in 2015 [167] and was further refined in 2015; the results are published in
the journal Nature. DeepMind applies the Deep Q network to a video game called
Atari, which have not been used in the past. This method only uses video informa-
tion as input, such as a video of a person playing the game, and the symbol “Q”
indicates the score or quality obtained when the operation is performed in a
certain stage.

5.8.2.1 Basic network model and framework

In the deep Q network, the evaluation module is represented only by the value
network, and no action module is used because the evaluation module can select
and perform the optimal action. The core idea is that based on the value network, a
model can traverse the value of a variety of actions under a certain state, and then
select the action that has the largest value as output, as shown in Figure 5.23.

Note that the deep Q network, as the first algorithm for deep reinforce learning,
only uses the value network, which is characterized by low training efficiency and

Deep Q Networks
Stale § Actiun a
S :: Feedback T
Hislorical . Value Network %
action (7
Figure 5.23.

Basic framework of the deep Q network.
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can only deal with low-dimension discrete control problems; in other words, its
generality is limited. But since it’s the first successful combination of deep learning
and enhanced learning to solve the high-dimensional data input problem, and in the
Atari game has made a major breakthrough, it is groundbreaking. As the deep
convolution neural network has a natural advantage in the field of image
processing, it is one of the current mainstreams to deal with image data in combi-
nation with Q learning in reinforce learning. In the DQN training process, the
adjacent four-frame game screen is used as the input of the network, and the Q
values of the optional actions in the current state are output through multiple
convolution layers and allconnected layers, thereby realizing end-to-end learning
control.

A. Mathematical analysis of the deep Q network

1. Analysis of Q learning

For example, a chess game can be divided into a series of steps (the last step is
the result), each step is the action generated by the player based on their current
observations. At the same time, it is expected that the cumulative reward (the sum
of the behavioral reward and the previous behavior) brought by this action is better
than the other. How do you quantify this process using mathematical analysis? First,
the necessary assumption is that the observations or actions performed in each step
of the game are limited. In addition to this, it is impossible to perform new actions
only by observing the current steps, and it is necessary to combine the previous
observations and actions.

For convenience, several symbols are given:

* The symbol x, € R™*" represents the corresponding observation in the
t(t =1,2,---, T) step of the game.

* The symbol 4; €A is the action performed under observation x;, where A is the
set of reasonable actions under the rules of the game.

* The symbol 7, is the reward (or penalty) acquired after the action a, is taken
under observation x;, and:

T
Ro=Xy" (5.64)
t'=t
where y € (0,1) is the discount factor, and R; is the sum of cumulative reward
obtained from step ¢ to the end time T.

* The symbol Q (s, a) is the state-action value function, where the state s at time ¢ is:

s¢ = (X1, @1, +++ Xp—1, Ap—1, Xt) (5.65)

Next, the main idea of Q learning is given, that is, according to the following
iterative equation, to implement the optimization learning of the state-action value
function:

Qi1 (56 ar) = Q51 ar) + ar - 5,

5.66
e = rin+ 7 max Qulovin, @) — Quls ) (5.6
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where a;, is the learning rate, the other s; and a; are the state and action
corresponding to the tth step, respectively, &y is the time difference, y is the dis-
count factor and a4’ are executable actions of the state-action value function under
the kth iteration with respect to the state s;; within A. It has been shown that when
Eq. (5.72) satisfies the following two conditions, one is:

Ya} < oo, Yap =+ (5.67)
k k

and the other is that all states and actions can be traversed indefinitely, and there
are:

lim Q, = Q" (5.68)

k— o0

That is, the state-action value function under the optimal control strategy is
obtained when the number of iterations tends to infinity. Similar to the watermelon
task, a set of optimal execution strategies from seeding to result are summarized.

Finally, based on the above description of the Bellman equation, it can be seen
that the strategy of selecting the optimal executable action under a certain state is to
maximize the following expectations:

Q' (s,a) =Ege(r+vy- max Q*(s,a)ls, a) (5.69)

where ¢ is the environment (all states are included), s’ is the state after the action
a is executed for state s and 4’ are all possible actions for state s’ under the game
rules.

Note that Eq. (5.75) uses the expectation to analyze the state-action value func-
tion. In practice, the function approximation strategy is often used to estimate the
state-action value function, i.e.:

Q(s,a, 0) = Q" (s, a) (5.70)

In reinforce learning, the common approximation methods are linear and non-
linear (e.g., the neural networks); note that the weight parameters to be optimized
are 6. Assume that for each iteration k, the Q network implements the parameter
update by minimizing the following objective functions:

Lu(0h) = Buanpiy | 00 — Qs.a:04))’] (5.71)

where p(-) is the behavior distribution, i.e., p(s, ) is the probability distribution
of state s and behavior a, and y, is the objective (output) corresponding to the kth
iteration, and there are:

V= ES/N‘: |:V +vy- n}ﬁ_x Q(S/, bll,' 9k71|s, ﬂ):| (572)

According to Egs. (5.77) and (5.78), there are:

0 min, L, (6;) o, min, L,(6,) ming L, (6;) O — - .73)

That is, according to Eq. (5.78), the objective output y, can be obtained under
the condition that parameter 6, is known, and the parameters are updated by
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optimizing the objective function in Eq. (5.77) to get ;. The rest can be done in the
same manner, and the convergence of the parameters is finally realized, namely:

Among them, the gradient descent algorithm is used to update the parameters of
Eq. (5.77), where the partial derivative is:

VoLie(0k) = By amp(ysne | (r +7 - max Qs a's 6p1) — Qs a5 6)) - Vo, Qs a5 6p)
(5.75)
Note that the parameter 6;,_; is fixed here.

1. Analysis of deep Q learning

At present, the deep learning techniques that rely on a large number of training
data sets to succeed have achieved many breakthroughs such as computer vision
and voice processing. The most intuitive conclusion is: feature engineering (includ-
ing feature extraction and feature selection) that relies on a priori knowledge or
physical characteristics of data will be replaced by feature learning based on depth
learning techniques.

In general, the success of Q learning depends on the selection of artificial fea-
tures. Furthermore, the quality of the agent’s learning is critically dependent on the
quality of the feature selection. Can the artificial feature selection techniques in Q
learning be replaced with feature learning under deep learning, such as feature
learning based on convolution neural networks? The answer is yes; this is the
motivation for deep Q learning. For the first time we introduce a concept, Experi-
ence Replay, which stores the experience of an agent in any step, such as:

e = (St’ Aty Tt 5t+1) (5.76)

The symbols appear the same as in Q learning, where ¢, is the experience of the
tth step. Assuming that the step at the end of this agent is N, then the experience
replay can correspond to the set:

D= [81: €2, ** eN] (577)

Second, the state-action value function in Q learning is revised as:

Q(s, 3, )X Q (¢(s), a, 6) (5.78)

Here, ¢(-) is the feature learning based on deep learning. Pay attention to two
points: the parameters 6 here not only contain the parameters of Q learning, but also
the parameters of deep learning and for the tth step in Q learning, there are:

Se41 = (S g Xp41) (5.79)

where s; = [x1] and ¢t = 1,2,---, T. For Eq. (5.84), the left corresponds to Q learn-
ing, where the state input is s; the right corresponds to deep Q learning, where the
“state” input is ¢(s), that is, the corresponding correction of the current experience
replay is:
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correction = — = >
{ DD = [es, &, -+, ] (5.80)

€ = (¢(SI), At Vs ¢(5t+1))
Moreover, in the corresponding Eq. (5.77) of the optimization objective function

and the corresponding Eq. (5.78) of the expectation output y,, the input state s of

the state-action value function should be corrected to ¢(s). Finally, the solution still
uses the gradient decent algorithm
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Chapter 6

Attribute-Based Encryption for
Flexible and Fine-Grained Access
Control

6.1. Introduction
6.1.1 The motivation of ABE

With the development of the Internet and the distributed computing technol-
ogy, there is a growing demand for data sharing and processing in an open distrib-
uted computing environment. The data provider needs to provide expressive access
control and data confidentiality when communicating with customers. What is
more is that it is urgent for large-scale distributed applications to support one-to-
many communication mode to reduce the enormous costs of data encryption
(Figure 6.1).

The traditional encryption mechanism based on public key infrastructure (PKI)
[75] can achieve data confidentiality; however, it has disadvantages. On the one
hand, in order to encrypt data, the data provider needs firstly to obtain the public
keys of authorized users and then sends the encrypted data separately to the
corresponding user, which increases the processing overhead and the bandwidth
demand [168]. On the other hand, although broadcast encryption [169] can solve
the efficiency problem mentioned above, the data provider must obtain the user’s
list before encryption. In addition, if the data provider wants the recipient to be the
one with certain identity not the one who is specified, the public key encryption
will not work anymore. Therefore, more applicable encryption mechanisms are
required. That’s why the ABE scheme was created.

In ABE scheme, attribute plays a very important role. Attributes have been
exploited to generate a public key for encryption data and have been used as an
access policy to control users’ access.

Authority Center
Avcoess oolral siructure ‘-\\
o ——————— ey

; = ; - Users " atiribute
: . : el vahs
H & i
: AMD) ; alirl vahse
Loz are |
L SR — \\_int'm
__ o
Encrypt Data
data access
Data Owners Her
Clod Data Server
Figure 6.1.

System model.
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Figure 6.2.
Evolution of ABE.

6.1.2 History of ABE

After the introduction of fuzzy identity-based encryption, the notion of ABE
was initially invented by Nali et al. [170] who proposed a threshold ABE scheme.
Although this scheme can prevent the collusion attacks, it introduces new disad-
vantage that the threshold semantics are limited in designing more general systems
which need expressive access control (Figure 6.2).

In ABE scheme, attribute plays a very important role. Attributes have been
exploited to generate a public key for encryption data and have been used as an
access policy to control users’ access. Based on the access policy, subsequent
researches can be roughly categorized as either key policy or ciphertext policy. The
first KP-ABE scheme that allows any monotone access structures was proposed by
Goyal et al. [171], and the first CP-ABE scheme was presented by Bethencourt et al.
[172]. After that, several KP-ABE [173-175] and CP-ABE schemes [176-184] were
proposed. Goyal et al. [176] presented a bounded CP-ABE scheme in the standard
model, but the first fully expressive CP-ABE scheme in the standard model was
proposed by Waters [177]. Subsequently, there are some other versions of ABE that
have been proposed such as the outsourced ABE, the ciphertext-policy attribute-
based proxy re-encryption (CP-ABPRE), and so on.

Organization. The remainder of this chapter is organized as follows. Section 2
presents the formal definitions and security models of attribute-based encryption
(ABE). Design philosophy is given in Section 3, together with concrete construction
and security proof of several representative attribute-based encryption schemes.
Comparison and observations are discussed in Section 4.

6.2. Framework and security model of ABE
In this chapter, we present the formal definitions and security models of attri-

bute-based encryption (ABE) via considering two distinct varieties of attribute-
based encryption: ciphertext policy (CP-ABE) and key policy (KP-ABE).

6.2.1 The formal definition of ABE
Definition 1. (Access structure). Let {P3, P>, -+, P, } be a set of parties. A collection

A c2Pu P Pad jg monotone if VB, C: if B€ A and BC C, then C € A. An access struc-
ture (respectively, monotone access structure) is a collection (respectively, monotone
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collection) A of non-empty subsets of {Py, P, -+, P}, i.e.,AC 2P P s P\ (5} The
setsin A are called the authorized sets, and the sets not in A are called the unauthorized
sets.

In our context, the role of the parties is taken by the attributes. Thus, the access
structure A will contain the authorized sets of attributes. We restrict our attention
to monotone access structures. However, it is also possible to (inefficiently) realize
general access structures using our techniques by having the negative attribute as
the separate attribute altogether. Thus, the number of attributes in the system will
be doubled. From now on, unless stated otherwise, by an access structure, we mean
a monotone access structure.

In CP-ABE, an access structure (policy) is embedded into the ciphertext
during encryption, and each private key is based on an attribute set S. On the
contrary, KP-ABE inverts this relationship, embedding S into the ciphertext
and a policy into the key. But in both two varieties of ABE, each interior node
of the tree is a threshold gate, and the leaves are associated with attributes.
(We note that this setting is very expressive. For example, we can represent a
tree with “and” and “or” gates by using, respectively, two of two and one of
two threshold gates.) In CP-ABE, a user will be able to decrypt a ciphertext
with a given key if and only if there is an assignment of attributes from the
private key (it is the ciphertext in KP-ABE) to nodes of the tree such that the
tree is satisfied.

Definition 2. (Access tree). Let T be a tree representing an access structure.
Each non-leaf node of the tree represents a threshold gate, described by its children
and a threshold value. If num, is the number of children of a node x and k, is its
threshold value, then 0 < k, < num,. When k, = 1, the threshold gate is an “or”
gate, and when k, = numi,, it is an AND gate. Each leaf node x of the tree is
described by an attribute and a threshold value &, = 1.

To facilitate working with the access trees, we define a few functions. We
denote the parent of the node x in the tree by parent(x). The function att(x) is
defined only if x is a leaf node and denotes the attribute associated with the leaf
node x in the tree. The access tree 7 also defines an ordering between the children
of every node; that is, the children of a node are numbered from 1 to num. The
function index(x) returns such a number associated with the node x, where the
index values are uniquely assigned to nodes in the access structure for a given key in
an arbitrary manner.

Satisfying an access tree. Let 7 be an access tree with root 7. Denote by 7 the
subtree of 7 rooted at the node x. Hence, 7 is the same as 7,. If a set of attributes y
satisfies the access tree 7, we denote it as 7 ,(y) = 1. We compute 7 () recur-
sively as follows. If x is a non-leaf node, evaluate 7,/ (y) for all children x’ of node x.
T (y) returns 1 if and only if at least k, children return 1. If x is a leaf node, then
7 (y) returns 1 if and only if att(x) €.

1. Ciphertext-policy attribute-based encryption (CP-ABE)
A ciphertext-policy attribute-based encryption scheme consists of four

fundamental algorithms: Setup, Encrypt, KeyGen, and Decrypt.

¢ Setup: The setup algorithm takes no input other than the implicit security
parameter. It outputs the public parameters PK and a master key MK.

* Encrypt(PK, M, A): The encryption algorithm takes as input the public

parameters PK, a message M, and an access structure A over the universe
of attributes. The algorithm will encrypt M and produce a ciphertext CT
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such that only a user that possesses a set of attributes that satisfies the
access structure will be able to decrypt the message. We will assume that
the ciphertext implicitly contains A.

* KeyGen(MK, S): The key generation algorithm takes as input the master
key MK and a set of attributes S that describe the key. It outputs a private
key SK.

* Decrypt(PK, CT, SK): The decryption algorithm takes as input the public
parameters PK; a ciphertext CT, which contains an access policy A; and a
private key SK, which is a private key for a set S of attributes. If the set S
of attributes satisfies the access structure A, then the algorithm will
decrypt the ciphertext and return a message M.

2. Key-policy attribute-based encryption (KP-ABE)

Similar to CP-ABE, a key-policy attribute-based encryption scheme consists of
four fundamental algorithms: Setup, Encrypt, KeyGen, and Decrypt.

* Setup: The setup algorithm takes no input other than the implicit
security parameter. It outputs the public parameters PK and a master
key MK.

* Encrypt(PK, M, S): The encryption algorithm takes as input the public
parameters PK, a message M, and a set of attributes S. It encrypts M and
outputs the ciphertext CT.

* KeyGen(MK, A, PK): The key generation algorithm takes as input the
master key MK, an access structure A, and the public parameters PK. It
outputs a private key SK.

* Decrypt(CT, SK, PK): The decryption takes as input the ciphertext CT
that was encrypted under the set S of attributes, the private key SK for
access control structure A, and the public parameters PK. It decrypts the
ciphertext and outputs the message M if the set S of attributes satisfies the
access structure A.

6.2.2 Security model of ABE

1. Ciphertext-policy attribute-based encryption (CP-ABE)

* Setup: The challenger runs the setup algorithm and gives the public
parameters PK to the adversary.

* Phase 1: The adversary makes repeated private keys corresponding to sets
of attributes Sy, -+, Sy1.

* Challenge: The adversary submits two equal-length messages Mo and M;.
In addition the adversary gives a challenge access structure A" such that
none of the sets Sy, -+, S;1 from Phase 1 satisfy the access structure. The
challenger flips a random coin b and encrypts Mj, under A*. The
ciphertext CT" is given to the adversary.
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* Phase 2: Phase 1 is repeated with the restriction that none of sets of
attributes Sy 11, -+, S, satisfy the access structure corresponding to the
challenge.

* Guess: The adversary outputs a guess b’ of b.

The advantage of an adversary A in this game is defined as Pr[b’ = b] — 1.

We note that the model can easily be extended to handle chosen-ciphertext
attacks by allowing for decryption queries in Phase 1 and Phase 2.

Definition 3. A ciphertext-policy attribute-based encryption scheme is secure if all
polynomial-time adversaries have at most a negligible advantage in the above game.

2. Key-policy attribute-based encryption (KP-ABE)

* Init: The adversary declares the set of attributes S, that he wishes to be
challenged upon.

¢ Setup: The challenger runs the setup algorithm and gives the public
parameters PK to the adversary.

* Phase 1: The adversary is allowed to issue queries for private keys for
many access structures A;, where S ¢ A; for allj.

* Challenge: The adversary submits two equal-length messages M, and M;.
The challenger flips a random coin b and encrypts M, with S. The
ciphertext is passed to the adversary.

* Phase 2: Phase 1 is repeated.

* Guess: The adversary outputs a guess b’ of b.

The advantage of an adversary A in this game is defined as Pr[b’ = b] — 1.

We note that the model can easily be extended to handle chosen-ciphertext
attacks by allowing for decryption queries in Phase 1 and Phase 2.

Definition 4. An attribute-based encryption scheme is secure in the selective-set
model of security if all polynomial-time adversaries have at most a negligible advantage
in the selective-set game.

6.3. State of the art
6.3.1 The first ABE

In 2006, Goyal et al. [171] proposed a new cryptosystem for fine-grained sharing
of encrypted data called key-policy attribute-based encryption (KP-ABE). In the
scheme, ciphertexts are labeled with sets of attributes, and private keys are associ-
ated with access structures that control which ciphertexts a user is able to decrypt.
In addition, their construction supported delegation of private keys that subsume
hierarchical identity-based encryption (HIBE).

6.3.1.1 Concrete construction

Let G be a bilinear group of prime order p, and let g be a generator of G;. In
addition, lete : G1 x G; — G, denote the bilinear map. A security parameter, k, will
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determine the size of the groups. We also define the Lagrange coefficient 4; s for
i€Z, and aset, S, of elements in Zy, : A; sx) = [ j4i7~

*J, We will associate each

]

attribute with a unique element in Z,,. Our construction follows:
* Setup: Define the universe of attributes U/ = {1,2,---,#n}. Now, for each
attribute i €U, choose a number #; uniformly at random from Z,. Finally,

choose y uniformly at random in Z,. The published public parameters
PK are

Ty =g", -, Ty =g Y =e(gg). (6.1)
The master key MK is

I, tlul:y (62)

KeyGen(7, MK): The algorithm outputs a key that enables the user to
decrypt a message encrypted under a set of attributes y if and only if

7 (y) = 1. The algorithm proceeds as follows. First, choose a polynomial g,
for each node x (including the leaves) in the tree 7. These polynomials are
chosen in the following way in a top-down manner, starting from the root
node 7.

* Encrypt(M, y, PK): To encrypt a message M € G, under a set of attributes y,
choose a random value s € Z, and publish the ciphertext as
E=(nE =MY',{E =T},_). (6.3)

For each node x in the tree, set the degree d, of the polynomial g, to be 1 less than
the threshold value k&, of that node, that is, d, = k, — 1. Now, for the root node r, set
4,(0) =y and d, other points of the polynomial ¢, randomly to define it completely.
For any other node x, set ,(0) = q,,,,0(x) (index(x)) and choose d, other points
randomly to completely define g, .

Once the polynomials have been decided, for each leaf node x, we give the
following secret value to the user:

D, :gqxffi-m where i = att(x). (6.4)

The set of above secret values is the decryption key D.

* Decrypt(E, D): We specify our decryption procedure as a recursive algorithm.
For ease of exposition, we present the simplest form of the decryption
algorithm and discuss potential performance improvements in the next
subsection.

We first define a recursive algorithm DecryptNode(E, D, x) that takes as input
the ciphertext E = (y, E', {E;},, ), the private key D (we assume that the access tree
7 is embedded in the private key), and a node x in the tree. It outputs a group
element of G, or L.

Let i = att(x). If the node x is a leaf node, then
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4x(0)

e(Dx, Ei) = e(g ", g"™)
DecryptNode(E, D, x) = ¢ — e(g,g)f‘qx(o) ifiey - (6.5)

1 otherwise.

We now consider the recursive case when x is a non-leaf node. The algorithm
DecryptNode(E, D, x) then proceeds as follows: For all nodes z that are children of
x, it calls DecryptNode(E, D, x) and stores the output as F,. Let S be an arbitrary k.-
sized set of child nodes z such that F, # L. If no such set exists, then the node was
not satisfied and the function returns L.

Otherwise, we compute

i, S . .
F, = H F2*"* where i= index(z)
Z€E€S, S'y={index(z):z €Sy}

_ H (e(g’g)f"]z(o))Ai,s’x(o)

Z €Sy

_ H (e(g’g)s.qparem(z)(indeX(z)))A,‘,s/x(o) (by constr.) (6.6)

Z €Sy

= H e(g’g)s'qx(i) -4 5.0

Z €Sy
= e(g,g)"*”) (using polynomial interpolation)

and return the result.

Now that we have defined our function DecryptNode, the decryption
algorithm simply calls the function on the root of the tree. We observe that
DecryptNode(E, D, x) = e(g,g)" = Y’ if and only if the ciphertext satisfies the tree.
Since E' = MY?, the decryption algorithm simply divides out Y* and recovers the
message M.

We discuss how to optimize the decryption procedure in the full version of this
paper [171].

6.3.1.2 Security proof

We prove that the security of our scheme in the attribute-based selective-set
model reduces to the hardness of the decisional BDH assumption. The intuition of
security proof in the scheme is illustrated in Figure 6.3.

Theorem 1. If an adversary can break our scheme in the attribute-based selective-set
model, then a simulator can be constructed to play the decisional BDH game with a non-
negligible advantage.

Proof: Suppose that there exists a polynomial-time adversary A that can attack
our scheme in the selective-set model with advantage ¢. We build a simulator 3 that
can play the decisional BDH game with advantage ¢/2. The simulation proceeds as
follows:

We first let the challenger set the groups G; and G, with an efficient bilinear
map e and generator g. The challenger flips a fair binary coin y, outside of B's view.

If u = 0, the challenger sets (4, B, C, Z) = (g, g%, g%, e(g, g)“h”); otherwise, it sets
(A,B,C,Z) = (g% gb, g5 e(g.g)?) for random a, b, ¢, z. We assume that the universe,
U, is defined. The whole game is described in Figure 6.4.
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Figure 6.4.
Game in the first KP-ABE scheme.

¢ Init: The simulator 5 runs A. A chooses the set of attributes y it wishes to be
challenged upon.

« Setup: The simulator sets the parameter Y = e(A, B) = e(g,g)*’. For alli € U, it
sets T; as follows: if i €, it chooses a random »; € Z, and sets T; = g" (thus,

t; = r;); otherwise, it chooses a random f; € Z, and sets T; = gb/’i = B% (thus,
t; = bp;). It then gives the public parameters to A.
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* Phase 1: A adaptively makes requests for the keys corresponding to any access
structures 7 such that the challenge set y does not satisfy 7. Suppose that A
makes a request for the secret key for an access structure 7 where 7 (y) = 0. To
generate the secret key, B needs to assign a polynomial Q, of degree d, for
every node in the access tree 7.

We first define the following two procedures: PolySat and PolyUnsat.

* PolySat(7, 7, A): This procedure sets up the polynomials for the nodes of an
access subtree with satisfied root node, that is, 7(y) = 1. The procedure

takes an access tree 7, (with root node x) as input along with a set of
attributes y and an integer A, € Z,.

It first sets up a polynomial g, of degree d, for the root node x. It sets g, (0) = 4,
and then sets rest of the points randomly to completely fix g, . Now, it sets
polynomials for each child node x’ of x by calling the procedure PolySat(7 .,
¥» 4, (index(x"))). Notice that in this way, q,,(0) = q, (index(x")) for each child node
x' of x.

* PolyUnsat(7 ,, 7, g*): This procedure sets up the polynomials for the nodes of
an access tree with unsatisfied root node, that is, 7,(y) = 0. The procedure
takes an access tree 7, (with root node x) as input along with a set of
attributes y and an element g € G; (where 4, € Zy).

It first defines a polynomial g, of degree d, for the root node x such that
q,(0) = A,. Because 7 .(y) = 0, no more than d, children of x are satisfied. Let
hy < d, be the number of satisfied children of x. For each satisfied child x’ of x, the
procedure chooses a random point A € Z, and sets g, (index(x’)) = Ac. It then fixes
the remaining d, — h, points of g, randomly to completely define g,.. Now, the
algorithm recursively defines polynomials for the rest of the nodes in the tree as
follows. For each child node x’ of x, the algorithm calls:

* PolySat(7, 7, q,(index(x"))), if x’ is a satisfied node. Notice that ¢, (index(x’))

is known in this case.
* PolyUnsat((7 , y, g%™9ex*)) i %’ is not a satisfied node. Notice that only

g9x(ndex()) can be obtained by interpolation as only g%:(?) is known in this case.

Notice that in this case also, q,,(0) = g, (index(x")) for each child node x’ of x.

To give keys for access structure 7, the simulator first runs PolyUnsat(7, y, A)
to define a polynomial g, for each node x of 7. Notice that for each leaf node x of 7,
we know ¢, completely if x is satisfied; if x is not satisfied, then at least g%+(% is
known (in some cases g, might be known completely). Furthermore, g,(0) = a.

The simulator now defines the final polynomial Q,.(-) = bgq, () for each node x
of 7. Notice that this sets y = Q,.(0) = ab. The key corresponding to each leaf node
is given using its polynomial as follows. Let i = att(x):

i

Q.i(O) o hqi(m o £(0) lf 1 e
D, = {g &' =& 4 (6.7)

Q(9) b4y (0) £(0)

g7 =gmn =g otherwise

Therefore, the simulator is able to construct a private key for the access
structure 7. Furthermore, the distribution of the private key for 7 is identical to
that in the original scheme.
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* Challenge: The adversary .A will submit two challenge messages 7 and m4 to
the simulator. The simulator flips a fair binary coin v and returns an encryption
of m,. The ciphertext outputs as

E=(E =mZ{E=Cly,). (6.8)

If 4 = 0, then Z = e(g,g)™". If we let s = ¢, then we have ¥* = (e(g,2)™)" = e(g.9)™"
and E; = (¢")° = C". Therefore, the ciphertext is a valid random encryption of
message 71,.

Otherwise, if y = 1, then Z = e(g,g)*. We then have E' = m,e(g,g)°. Since z is
random, E’ will be a random element of G, from the adversary view, and the
message contains no information about m,.

* Phase 2: The simulator acts exactly as it did in Phase 1.

* Guess: A will submit a guess ¢/ of v. If v/ = v, the simulator will output ¢ = 0
to indicate that it was given a valid BDH-tuple; otherwise, it will output y/ =1
to indicate it was given a random four-tuple.

As shown in the construction, the simulator’s generation of public parameters
and private keys is identical to that of the actual scheme.

In the case where y = 1, the adversary gains no information about v. Therefore,
we have Pr[v # V/|u = 1] = 1. Since the simulator guesses 4/ = 1 when v # /, we
have Prjy/ = plu=1] =1

If 4 = 0, then the adversary sees an encryption of m,. The adversary’s advantage
in this situation is ¢ by definition. Therefore, we have Prjv = /|y = 0] =1+ &. Since
the simulator guesses ' = 0 when v =/, we have Prjy/ = pyju = 0] =1+e.

The overall advantage of the simulator in the decisional BDH game is 1 Pry’ =
fle = 0 +1Prly =l = =1 =1 +e) +11 —1 = fe.

Chosen-ciphertext security. Our security definitions and proofs have been in
the chosen-plaintext model. Similar to [26], we notice that our construction can be
extended to the chosen-ciphertext model by applying the technique of using simu-
lation-sound NIZK proofs to achieve chosen-ciphertext security [185]. However, in
Section 9 we describe how our delegation mechanism can be used with the tech-
niques of Canetti, et al. [186] to achieve a much more efficient CCA-2 system.

6.3.2 The CP-ABE

Bethencourt et al. [172] presented a scheme for realizing complex access control
on encrypted data called ciphertext-policy attribute-based encryption (CP-ABE).
In the scheme, attributes are used to describe user’s credentials, and a party
encrypting data determines a policy for who can decrypt. By using the scenario,
encrypted data can be kept confidential even if the storage server is untrusted;
moreover, their scenario is secure against collusion attacks.

6.3.2.1 Concrete construction

Let Go be a bilinear group of prime order p, and let g be a generator of Gg. In
addition, lete : Gy x Gg — G4 denote the bilinear map. A security parameter, k, will
determine the size of the groups. We also define the Lagrange coefficient 4; s for

i €7, and a set, S, of elements in Z,: A; g(x) = Hje Y #’f%}. We will additionally
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employ a hash function H: {0,1}" — G that we will model as a random oracle. The
function will map any attribute described as a binary string to a random group
element. Our construction follows.

* Setup: The setup algorithm will choose a bilinear group G of prime order p
with generator g. Next, it will choose two random exponents a, f € Z,. The
public key is published as

PK = Go, g, h :gﬂ,f zgl/ﬁ, e(g.g)” (6.9)
and the master key (MK) is (f, g%). (Note that f is used only for delegation.)

* Encrypt(PK, M, T): The encryption algorithm encrypts a message M under the
tree access structure 7. The algorithm first chooses a polynomial g, for each
node x (including the leaves) in the tree 7. These polynomials are chosen in
the following way in a top-down manner, starting from the root node R. For
each node x in the tree, set the degree d. of the polynomial g, to be one less
than the threshold value k, of that node, that is, d, = k, — 1.

Starting with the root node R, the algorithm chooses a random s € Z, and sets
g(0) =s. Then, it chooses dr other points of the polynomial ¢, randomly to define
it completely. For any other node x, it sets ¢,,(0) = ¢ en(v) (index(x)) and chooses
dy other points randomly to completely define ¢, .

Let Y be the set of leaf nodes in 7. The ciphertext is then constructed by giving
the tree access structure 7 and computing

CT = (7,C = Me(g.g)",C=h,WeY:C,=g»"%, C, = H(ant(y))»?). (6.10)

* KeyGen(MK, S): The key generation algorithm will take as input a set of
attributes S and output a key that identifies with that set. The algorithm first
chooses a random 7 € Z, and then random ; € Z, for each attribute j € S. Then,
it computes the key as

SK = (D =g'""")/p,¥jeS:D; =g -H(j)",D; =g"). (6.11)

* Delegate(SK, S): The delegation algorithm takes in a secret key SK, which is
for a set S of attributes and another set S such that S CS. The secret key is of the
form SK = (D, ¥j €S : Dj, D'j). The algorithm chooses random # and 7#,Vk € S.
Then, it creates a new secret key as

SK = (D = Df#, Yk €S : D, = DygirH(k)s, D’} = D';g"*). (6.12)

The resulting secret key SK is a secret key for the set S. Since the algorithm re-
randomizes the key, a delegated key is equivalent to one received directly from the
authority.

* Decrypt(CT, SK): We specify our decryption procedure as a recursive
algorithm. For the ease of exposition, we present the simplest form of the
decryption algorithm and discuss potential performance improvements in the
next subsection.
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We first define a recursive algorithm DecryptNode(CT, SK, x) that takes as
input a ciphertext CT = (7, C, C, ¥y €Y : C,, C',); a private key SK, which is asso-
ciated with a set S of attributes; and a node x from 7.

If the node x is a leaf node, then we let i = att(x) and define as follows: If i €S,
then

_elg” - H@)" g%) (6.13)
e(g”, H(i)qxw))

= e(g’g)rqx(())_

If i ¢S, then we define DecryptNode(CT,SK,x) = L.

We now consider the recursive case when x is a non-leaf node. The algorithm
DecryptNode(CT, SK, x) then proceeds as follows: For all nodes z that are children
of x, it calls DecryptNode(CT, SK, z) and stores the output as F. Let S, be an
arbitrary k,-sized set of child nodes z such that F; # L. If no such set exists, then the
node was not satisfied and the function returns L. Otherwise, we compute

o iy §'x(0) i=index(z)
Fye = H F’? ’ Wheres/x:{index(z)'zesx}

2 €Sy

= H (e(g.g )r‘ql’““‘(z)(index(z)) )40 (by construction) (6.14)
ZESy

=[] elee) ™ 4;5.0
Z €Sy

—e(g.9)"'” (using polynomial interpolation)

and return the result.

Now that we have defined our function DecryptNode, we can define the
decryption algorithm. The algorithm begins by simply calling the function
on the root node R of the tree 7. If the tree is satisfied by S, we set
A = DecryptNode(CT, SK, r) = e(g,g)*”) = ¢(g,g)". The algorithm now decrypts
by computing

C/(e(G,D)/A) = C/(e(l',g"") Je(g.g)") = M. (6.15)
6.3.2.2 Security proof
In this section, we use the generic bilinear group model of [187, 188] and the
random oracle model [189] to argue that no efficient adversary that acts generically
on the groups underlying our scheme can break the security of our scheme with any

reasonable probability. At an intuitive level, this means that if there are any vul-
nerabilities in our scheme, then these vulnerabilities must exploit specific
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mathematical properties of elliptic curve groups or cryptographic hash functions
used when instantiating our construction.

While from a security standpoint, it would be preferable to have a proof of
security that reduces the problem of breaking our scheme to a well-studied com-
plexity-theoretic problem; there is a reason to believe that such reductions will only
exist for more complex (and less efficient) schemes than the one we give here. We
also stress that ours is the first construction which offers the security properties we
are proposing here; we strongly encourage further research that can place this kind
of security on a firmer theoretical foundation.

The generic bilinear group model. We follow [187] here: We consider two
random encodings v, y; of the additive group I, that is, injective maps
wo, w1:F, — {0,1}", where m > 3log(p). Fori = 0,1 we write G; = {y;(x) : x €F,}.
We are given oracles to compute the induced group action on Gy, G; and an oracle to
compute a nondegenerate bilinear map e: Gg x Go — G;. We are also given a random
oracle to represent the hash function H. We refer to Gy as a generic bilinear group.

The following theorem gives a lower bound on the advantage of a generic
adversary in breaking our CP-ABE scheme.

Theorem 1. Let y, wy, Go, G1 be defined as above. For any adversary A, let q be a
bound on the total number of group elements it veceives from queries it makes to the
oracles for the hash function, groups Go and G1, and the bilinear map e and from its
interaction with the CP-ABE security game. Then, we have presented that the advantage
of the adversary in the CP-ABE security game is O(q*/p).

Proof. We first make the following standard observation, which follows from a
straightforward hybrid argument: In the CP-ABE security game, the challenge
ciphertext has a component C which is randomly either Moe(g,g)* or Mae(g, ).

We can instead consider a modified game in which C is either e(g,g)* or e(g,2)’,
where 0 is selected uniformly at random from F,, and the adversary must decide
which is the case. It is clear that any adversary that has advantage ¢ in the CP-ABE
game can be transformed into an adversary that has advantage at least ¢/2 in the
modified CP-ABE game. (To see this consider two hybrids: one in which the adver-
sary must distinguish between Moe(g,g)™ and e(g,g)’ and another in which it must
distinguish between e(g,g)’ and textitM,e(g,g)®. Clearly, both of these are equiva-
lent to the modified game above.) From now on, we will bind the adversary’s
advantage in the modified game. The intuition of security proof in the scheme is
illustrated in Figure 6.5.

We now introduce some notation for the simulation of the modified CP-ABE
game. Letg =y (1) (we will write g* to denote y(x) and e(g.g) to denote 4 (y) in
the future). The whole game is described in Figure 6.6.

At setup time, the simulation chooses @, § at random from IF, (which we associ-
ate with the integers from 0 to p — 1). Note that if § = 0, an event that happens
with probability 1/p, then setup is aborted, just as it would be in the actual scheme.
The public parameters h = g, f = g/, and e(g,g)” are sent to the adversary.

When the adversary (or simulation) calls for the evaluation of H on any string i,
a new random value #; is chosen from [, (unless it has already been chosen), and the
simulation provides g as the response to H(i).

When the adversary makes its jth key generation query for the set S; of attri-
butes, a new random value #¥) is chosen from [F,, and for every i € S;, new random

values Vlg ) are chosen from IFy. The simulator then computes D = g("‘“@)/ # and for

. ) g p) )
eachi€S§;, we have D; = )+t and D'; =g¢" . These values are passed onto the
adversary.
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Intuition of security proof in the CP-ABE scheme.
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Figure 6.6.
Game in the CP-ABE scheme.

When the adversary asks for a challenge, giving two messages Mo, M1 € G4, and
the access tree A, the simulator does the following. First, it chooses a random s from
[F,. Then, it uses the linear secret-sharing scheme associated with A (as described in
Section 4) to construct shares /; of s for all relevant attributes i. We stress again that
4; is all chosen uniformly and independently at random from [, subject to the linear
conditions imposed on them by the secret-sharing scheme. In particular, the choice
of the 4;s can be perfectly simulated by choosing / random values y., ---y; uniformly
and independently from IF,,, for some value of /, and then letting 4; be fixed public
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linear combinations of the u,s and s. We will often think of 4; as written as such
linear combinations of these independent random variables later.
Finally, the simulation chooses a random 6 € F, and constructs the encryption as

follows: C = e(g, g)g and C = /’. For each relevant attribute i, we have C; = g’li and
C'; = g'"*. These values are sent to the adversary.

(Note, of course, that if the adversary asks for a decryption key for a set of
attributes that pass the challenge access structure, then the simulation does not issue
the key; similarly, if the adversary asks for a challenge access structure such that one
of the keys already issued pass the access structure, then the simulation aborts and
outputs a random guess on behalf of the adversary, just as it would in the real game.)

We will show that with probability 1 — O(¢?/p), taken over the randomness of
the choice of variable values in the simulation, the adversary’s view in this simula-
tion is identically distributed to what its view would have been if it had been given
C = e(g.g)”. We will therefore conclude that the advantage of the adversary is at
most O(q%/p), as claimed.

When the adversary makes a query to the group oracles, we may condition on
the event that (1) the adversary only provides as input values it received from the
simulation, or intermediate values it already obtained from the oracles, and (2)
there are p distinct values in the ranges of both y, and y,. (This event happens with
overwhelming probability 1 — O(1/p).) As such, we may keep track of the algebraic
expressions being called for from the oracles, as long as no “unexpected collisions”
happen. More precisely, we think of an oracle query as being a rational function
v = 5/ in the variables 6, a, 3, ti/s, rlis, VE])S, s, and yk/s. An unexpected collision
would be when two queries correspond to two distinct formal rational functions
n/& #n' /€, but due to the random choices of these variables’ values, we have
presented that the values of /& and 1 / £ coincide.

We now condition on the event that no such unexpected collisions occur in
either group G or G;. For any pair of queries (within a group) corresponding to
distinct rational functions 5/& and /& , a collision occurs only if the nonzero
polynomial né — & evaluates to zero. Note that the total degree of né — &' is in our
case at most 5. By the Schwartz-Zippel lemma [190, 191], the probability of this
event is O(1/p). By a union bound, the probability that any such collision happens is
at most O(q*/p). Thus, we can condition on no such collision happening and still
maintain 1 — O(q?/p) of the probability mass.

Now, we consider what the adversary’s view would have been if we had set
0 = as. We will show that subject to the conditioning above, the adversary’s view
would have been identically distributed. Since we are in the generic group model
where each group element’s representation is uniformly and independently chosen,
the only way that the adversary’s view can differ in the case of 6 = as is if there are
two queries v and v/ into G4 such that v # v/ but v|,_,, = V/|,_,,. We will show that
this never happens. Suppose not.

Recall that since 6 only occurs as e(g,g)’, which lives in Gy, the only dependence
that v or / can have on @ is by having some additive terms of the form ¥y 0, where y'
is a constant. Therefore, we must have that v — v/ = yas — 76, for some constant
y # 0. We can then artificially add the query v — v/ + y0 = yas to the adversary’s
queries. But we will now show that the adversary can never construct a query for
e(g.g)"™ (subject to the conditioning we have already made), which will reach a
contradiction and establish the theorem.

What is left now is to do a case analysis based on the information given to the
adversary by the simulation. For the sake of completeness and ease of reference for
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Table 6.1.
Possible query types from the adversary.

the reader, in Table 6.1, we enumerate overall rational function queries possible
into G; by means of the bilinear map and the group elements given the adversary
in the simulation, except those in which every monomial involves the variable g,
since § will not be relevant to constructing a query involving as. Here, the variables
i and 7’ are possible attribute strings, and the variablesj and j’ are the indices of
secret key queries made by the adversary. These are given in terms of 4;s, not ,s.
The reader may check the values given in Table 6.1 against the values given in

the simulation above.

In the group G4, in addition to the polynomials in the table above, the adversary
also has access to 1 and a. The adversary can query for arbitrary linear combinations
of these, and we must show that none of these polynomials can be equal to a
polynomial of the form yas. Recall that y # 0 is a constant.

As seen above, the only way that the adversary can create a term containing as is
by pairing sp with (a + 1))/ to get the term as + sr). In this way, the adversary
could create a query polynomial containing yas + ZjeTyj’(’), for some set T and
constants y, y; # 0.

In order for the adversary to obtain a query polynomial of the form yas, the
adversary must add other linear combinations in order to cancel the terms of the
form %, T}f}’(’).

We observe (by referencing the table above) that the only other term that the

adversary has access to that could involve monomials of the form sr) is obtained by

pairing 7) + tirlg )

the p.s.

with some A;, since the A; terms are linear combinations of s and

In this way, for sets T]’ and constants y(i,7,7') # 0, the adversary can construct a
query polynomial of the form

ras+ Y (;/jsr(i) + Y y(51) (ﬂizr(i) + /Ii/tirl@)) + other terms. (6.16)
jer Gi)eT,

Now, to conclude this proof, we do the following case analysis:

* Case 1: There exists some j € T such that the set of secret shares L; = {4; :
3i : (,i') € T';} do not allow for the reconstruction of the secret s.

If this is true, then the term s»/) will not be canceled, and so the adversary’s query
polynomial cannot be of the form yas.
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* Case 2: Forallj € T, the set of secret shares L; = {4, : 3i : (i,i') € T';} does allow
for the reconstruction of the secret s.

Fix anyj € T. Consider Sj, the set of attributes belonging to the jth adversary key
request. By the assumption that no requested key should pass the challenge access
structure, and the properties of the secret-sharing scheme, we know that the set
L’j = J; : i €S;j cannot allow for the reconstruction of s.

Thus, there must exist at least one share 4; in L; such that J; is linearly indepen-
dent of L’; when written in terms of s and the y;,s. By the case analysis, this means
that in the adversary’s query there is a term of the form /L-rtirzg ) for some i S;.
However, (examining the table above), there is no term that the adversary has
access to that can cancel this term. Therefore, any adversary query polynomial of
this form cannot be of the form Aas.

6.3.3 The ABE with outsourced decryption
6.3.3.1 Concrete construction
1. Ciphertext-policy attribute-based encryption (CP-ABE)

* Setup(4, U): The setup algorithm takes as input a security parameter and a
universe description U. To cover the most general case, we let U= {0,1}".
It then chooses a group G of prime order p, a generator g, and a hash
function F that maps 0,1* to G”.

In addition, it chooses random exponents a, 2 € Z,. The authority sets
MSK = (g% P) as the master secret key. It publishes the public parameters as

PK =g, e(g9)".g" F (6.17)

Encrypt(PK, M, (M, p)): The encryption algorithm takes as input the public
parameters PK and a message M to encrypt. In addition, it takes as input an LSSS
access structure (M, p). The function p associates rows of M to attributes. Let M be an

I x n matrix. The algorithm first chooses a random vector v= (s, 7,,....,,) € Z,. These
values will be used to share the encryption exponents. For i = 1 to /, it calculates

A =v -M;, where M; is the vector corresponding to the ith row of M. In addition, the
algorithm chooses random 71, ...,7; € Z,. The ciphertext is published as CT =

C=M-egg)*,C =g, (6.18)
(C1 = G - F(p(1)) "), Dy = @), -, (C =g - F(1))) ", Dy =g
along with a description of (M, p).

* KeyGen,,;(MSK, S): The key generation algorithm runs KeyGen (MSK, S)

to obtain SK' = (PK, K’ = g%*, L' = g’, {K'x} = F(x)". 5. It chooses a
random value z € Z,. It sets the transformation key TK as

PK,K = K"* = g(a/z)g"(f' /z) =g(a/z)g", L = L' =g"'/* = ¢, (K}, s = (K} (6.19)

and the private key SK as (3, TK).
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* Transform,,(TK, CT): The transformation algorithm takes as input a
transformation key TK = (PK, K, L, {K}x €S) for a set S and a ciphertext
CT = (C,C, Cy, ., C)) for access structure (M, p). If S does not satisfy the
access structure, it outputs L. Suppose that S satisfies the access structure,
andletIC1,2,...] be defined asI =i : p(i) €S. Then, let w; €Z; < be a set
of constants such that if {4;} is a valid share of any secret s according to M,
then Y, wi/; =s. The transformation algorithm computes

/ ; ;i K i
e(C,K)/(e(J]C L) - [ [ eD@i" ™))
iel iel

=e(gg)elgg) /([[ elgg)™ ) = elg.g)*.

iel

(6.20)

It outputs the partially decrypted ciphertext CT’ as (C, e(g,g)**), which can be

viewed as the ElGamal ciphertext (M - G*, G*) where G = ¢(g,2)"* € Gr and
d=sa€Z,.

* Decrypt,.;(SK, CT): The decryption algorithm takes as input a private
key SK = (2, TK) and a ciphertext CT. If the ciphertext is not partially
decrypted, then the algorithm first executes transformout (TK, CT). If
the output is L, then this algorithm outputs L as well. Otherwise, it takes
the ciphertext (T, T1) and computes Ty /TS = M.

Notice that if the ciphertext is already partially decrypted for the user, then she
needs to only compute one exponentiation and no pairings to recover the message.

2. Key-policy attribute-based encryption (KP-ABE)

* Setup(4, U): The setup algorithm takes as input a security parameter and a
universe description U. To cover the most general case, we let U= {0,1}".
It then chooses a group G of prime order p, a generator g, and a hash
function F that maps {0,1}" to G”. In addition, it chooses random
exponents @ € Z, and i € G. The authority sets MSK = (a, PK) as the
master secret key. It publishes the public parameters as

PK =g,8°,h, F. (6.21)
* Encrypt(PK, M, S): The encryption algorithm takes as input the public

parameters PK, a message M to encrypt, and a set of attributes S. It
chooses a random s € Z,. The ciphertext is published as CT = (S, C) where

C=M-e(gh)® C =g, {Cx = F(x)'}res. (6.22)

KeyGen,,;(MSK, (M, p)): Parse MSK = (a, aPK). The key generation
algorithm runs KeyGen ((a, PK), (M, p)) to obtain SK’ = (PK, (D'; =
B4 F(p(1))"™, Ry =g"), -, (D';, R})). Next, it chooses a random value
z € Z,, computes the transformation key TK as below, and outputs the
private key as (z, TK). Denoting r,/z as r;, TK is computed as

PK, (D1 = Dy* = "% F(p(1))", Ry = R =g"), -+, (D, = D}, Ry =R ). (6.23)

174



Attribute-Based Encryption for Flexible and Fine-Grained Access Control
DOI: http://dx.doi.org/10.5772/intechopen.7990 3

* Transform,,(TK, CT): The transformation algorithm takes as input a
transformation key TK = (PK, (D1, Ry, -+, (Dy, R;)) for access structure
(M, p) and a ciphertext CT = (C, C, Cyyes) for set S. If S does not satisfy
the access structure, it outputs L. Suppose that S satisfies the access
structure, and let I € 1,2,---,] be defined asI =i : p(i) €S. Then, let
w; € Zyie1 be a set of constants such that if /; is a valid share of any
secret s according to M, then Y, . ;w;4; = s. The transformation algorithm

computes
e(C, [0/ ([T etRs Cly) = elg’s TH= - Bl /([ e Fip(i)™)
i€l iel iel i€l
_ e(g’h)m/z . He@;, F(p(i»nwi)/(He(gn’ F(p(i))sw,')) _ e(g’h)m/z
iel iel

(6.24)

It outputs the partially decrypted ciphertext CT" as (C, e(g, h)* /%), which can be

viewed as the ElGamal ciphertext (M - G*%, G%) where G = e(g,h)l/ “egrand
d =sa€Zy.

* Decrypt,.:(SK, CT): The decryption algorithm takes as input a private key
SK = (2, TK) and a ciphertext CT. If the ciphertext is not partially
decrypted, then the algorithm first executes Transform o, (TK, CT). If the
output is L, then this algorithm outputs L as well. Otherwise, it takes the
ciphertext (T, T1) and computes T /T; = M.

6.3.3.2 Security proof

Proof. Suppose that there exists a polynomial-time adversary A that can
attack our scheme in the selective RCCA-security model for outsourcing with
advantage . We build a simulator 5 that can attack the Waters scheme of [177]
in the selective CPA-security model with advantage ¢ minus a negligible amount.
In [177] the Waters scheme is proven secure under the decisional g-parallel
BDHE assumption. The intuition of security proof in the scheme is illustrated in
Figure 6.7.

* Init: The simulator B runs A. A chooses the challenge access structure (M, p*),
in which B passes on to the Waters challenger as the structure on which it
wishes to be challenged.

* Set up: The simulator B obtains the Waters public parameters PK =g,
e(g.2)", g* and a description of the hash function F. It sends these to A as the

public parameters.

* Phase 1: The simulator B initializes empty tables T, Ty, T,, an empty set D, and
an integer j = 0. It answers the adversary's queries as follows:

* Random oracle hash H;(R, M): If there is an entry (R, M, s) in T4, returns.
Otherwise, choose a random s € Z,, record (R, M, s) in T1, and return s.

* Random oracle hash H,(R): If there is an entry (R, r) in T, return 7.
Otherwise, choose a random r € {0, 1}k, record (R, 7) in T,, and return 7.
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Figure 6.7.
Intuition of security proof in the ABE with outsourced decryption.

* Create ((S)): B setsj :=j + 1. It now proceeds one of the two ways.

* If S satisfies (M", p*), then it chooses a “fake” transformation key as
follows: Choose a random d € Z, and run KeyGen ((d, PK), S) to
obtain SK'. Set TK = SK’ and set SK = (d, TK). Note that the pair
(d, TK) is not well formed, but that TK is properly distributed if 4
was replaced by the unknown value z = a/d.

* Otherwise, it calls the Waters key generation oracle on S to obtain
the key SK’ = (PK, K, L', {K',} cs)- (Recall that in the non-
outsourcing CP-ABE game, the create and corrupt functionalities
are combined in one oracle.) The algorithm chooses a random value

% €7y and sets the transformation key TK as (PK, K = K 1/ o
L=L" (K}, = {K’}C/Z}xes) and the private key as (z, TK).

Finally, store (j, S, SK, TK) in table T and return TK to A.

* Corrupt (i): A cannot ask to corrupt any key corresponding to the challenge
structure (M", p*). If there exists an ith entry in table T, then B obtains the
entry (4, S, SK, TK) and sets D := D U {S}. It then returns SK to A or L if no
such entry exists.

* Decrypt (i, CT): Without loss of generality, we assume that all ciphertexts
input to this oracle are already partially decrypted. Recall that both 1 and A
have access to the TK values for all keys created, so either can execute the
transformation operation. Let CT = (Cy, Cy, C;) be associated with structure
(M*, p*). Obtain the record (i, S, SK, TK) from table T. If it is not there or
S¢ (M, p), return L to A (Figure 6.8).
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Figure 6.8.
Game in the ABE with outsourced decryption scheme.
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If key i does not satisfy the challenge structure (M*, p*), proceed as follows:

Parse SK = (g, TK). Compute R = Cy/C5.
Obtain the records (R, M,, s;) from table T. If none exist, return L to A.

If in this set, there exists indices y # x such that (R, M,,s,) and (R, M,, sx)
are in table T1, M, # M, and 5, = sy, then B aborts the simulation.

Otherwise, obtain the record (R, ) from table T’. If it does not exist, B
outputs L.

For each i, test if Co = R - e(g,g)™, C; = M; ®r and C, = e(g,g)™"~.
If there is an 7 that passes the above test, output the message M;; otherwise,

output L. (Note: at most one value of 5;, and thereby one index 7, can satisfy
the third check of the above test.)

If key i does satisfy the challenge structure (M, p*), proceed as follows:

Parse SK = (d, TK). Compute § = C;/ ‘

For each record (R;, M;, s;) in table Ty, test if f = e(g.g)".

If zero matches are found, B outputs L to A.

If more than one matches are found, B aborts the simulation.

Otherwise, let (R, M, s) be the sole match. Obtain the record (R, 7) from
table T,. If it does not exist, 55 outputs L.

Test if Co = R - ¢(g.)", C1 = M @7 and C; = e(g.g)".

If all tests pass, output M; else, output L.
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« Challenge: Eventually, .4 submits a message pair (M, M;) € {0,1}>**. B acts
as follows:

* B chooses random “messages” (Ro, R1) € G7 and passes them on to the
Waters challenger to obtain a ciphertext CT = (C, C', {Ci}iep1,)-

e 13 chooses a random value C € {0, 1)k,
* B sends to A the challenge ciphertext CT* = (C, C', C', {C;};< 1)

* Phase 2: The simulator B continues to answer queries as in Phase 1, except that
if the response to a Decrypt query would be either M}, or Mj, then B responds
with the message test instead.

* Guess: Eventually, A must either output a bit or abort, either way B ignores it.
Next, B searches through tables T; and T, to see if the values R and Ry appear
as the first element of any entry (i.e., that A issued a query of the form H1(R;-)
or H,(R;).) If neither or both values appear, BB outputs a random bit as its guess.
If only value R;, appears, then 3 outputs b as its guess.

6.3.4 The ABE with outsourced encryption

In 2012, Li et al. [28] formulized the paradigm of outsourcing encryption of ABE
in cloud computing. They utilized MapReduce to propose a security-enhanced con-
struction which is secure under the assumption that the master node as well as at
least one of the slave nodes in cloud is honest. Another advantage of the proposed
construction is that it is able to delegate encryption for any access policy, instead of
a special hybrid access policy.

6.3.4.1 Concrete construction

* Setup(A): The setup algorithm is executed by authority. Select a bilinear group
G of prime order g with generator g and two random integers a, § € Z,, and
define a hash function H: {0,1}" — G modeled as a random oracle. Finally,
output the public key PK = (G, H(:), g, h = g%, e(g.g)”) and the master key
MK = (5, g%).

* KeyGen(w, MK): For each user’s private key request, the authority runs the
key generation algorithm. Choose » € rZ; and 7; € rZ, for each attribute
j€wUattr(0)}. Finally, compute and output the private key as

SK = (d Zg%y,djo =g -H(j)".dj =g} e wotanro)})- (6.25)

* Encrypty(7y, M): To encrypt a message M with access policy 7 u, firstly pick
an integer s € rZ, and randomly select a 1-degree polynomial g,(-) such that
qg(0) = s. Furthermore, let s; = g,(1) and s, = g,(2). Then, make n-splits on 51
by randomly selecting s11, ..., $1, € Zq With s11 + ... + 51, = 51, and set OEK; = sy;
fori =1,..,, n. Finally, it outputs the partially encrypted ciphertext at local
CTy = (TuATe E = Me(g.g)*, E = I, (Ego = g2, Eg1 = H(attr(9))?)) and the
set of outsourcing keys {OEK;}! ;.
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* Encryptumr(7 u, {OEK;}!_,): The delegated encryption algorithm is executed
by the MapReduce cloud. User uploads (7 y, {OEK;}) which is scanned as
the key-value pair to the ith slave node. Then, the MapReduce is
triggered.

* Map: The slave node i finishes the partial encryption task by choosing a
(ky — 1)-degree polynomial ¢//)(-) for each node x (including the leaves)
in the tree 7y in a top-down manner. The selected polynomial ¢{')(-)
must satisfy the restriction that qff) (0) = sy; if x is the root node in 7 y;

(index(x)). Let Yy denote the set of leaf

nodes in 7 y; then, the partially encrypted ciphertext at slave node i is

computed as CT\, = ({E;’g :g‘b(i)(o),EJ(,il) = H(attr(y)) qy 1, cy,- The map
function for outsourced encryption is described as

Map(T y, OEK;) — (Ty, CTL).

otherwise, ¢/ (0) = ql(ogrent(x)

Reduce: Let g, (x) = Z?:Oqf) (x) for y € Yy. The master node is selected as
the reducer. Then, after gathering all the intermediate key-value pairs
{(Tw, CTI\’ZR)}:’ , sent from the other slave nodes, reducer computes
CTur = ({Byo = [ [, Eyo =% By = [ [ BN = Hattr()% ), ey,
The reduce functlon for outsourced encryptlon can be described as
Reduce({(T v, CTI(\?R)}L) — CTwmr.

Finally, such ciphertext CTumgr is sent back to user.

* Decrypt(CT, SK): The recursive decryption algorithm is executed by user.
Suppose that CT = (CTy, CTwmr) is encrypted under the policy corresponding
to SK; then, the decryption is followed in a down-top manner.

* For each leaf node y in the hybrid access tree 7y A Ty, let i = attr(y) and the

decryption is presented as follows:

_e(Eyo,dio)  e(g®'?, g’ H(i)")
7 eldin, Ep) g, H(attr(y))®'©

= e(g.g) . (6.26)

* For each interior node y, let S, be an arbitrary k,-sized set of child nodes z

such that F, # L. If no such set exists, then the node is not satisfied and the
function returns L. Then, the decryption is presented as follows:

Fy = (H FZ)Ai’Sy(())

Z €S,

Y 74.(0)4;5,(0)
= (e(g.gf =¥

ZS quarent(z) (index (Z) )Ai, Sy (0) (6.27)
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Finally, we are able to decrypt the root node by computing Fr = e(g, g)VqR(O) =
¢(g.g)"”. Then, the ciphertext can be decrypted by computing

T as
M= B _Mego)” (6.28)
e(E, d) s
Fr e(h,g/’ )
ele.e)

6.3.4.2 Security proof

Adversary model. The authors follow the replayable chosen-ciphertext attack
(RCCA) security and define RCCA security for their setting. The intuition of secu-
rity proof in the scheme is illustrated in Figure 6.9. The whole game is described in
Figure 6.10.

* Setup: The challenger runs setup algorithm and gives the public key PK to the
adversary.

* Phase 1: The challenger initializes an empty set Dy,,. Proceedingly, adversary is
allowed to make the following queries for several times.

* Private key query: Upon receiving I, challenger runs key generation
algorithm on I, to obtain SK and returns SK after setting

Dkey = Dkey U {Ikey}-

* Encryption query: Upon receiving M, j and I, challenger runs encryption
algorithm totally to obtain CT and {OEK;}!_;. But only return CT and
{OEK;};_, ;4 to adversary.

* Decryption query: Upon receiving CT encrypted under I, challenger
generates SK for I;,, and performs decryption on CT to obtain M. Finally,
return M.

l fg-y’-f'g_s".l ‘
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i
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(/
T— Keyleneration
A Eneryption

Deeryption
e
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N
Ele 9. g*?
Figure 6.9.

Intuition of security proof in the ABE with outsourced encryption scheme.
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Figure 6.10.
Game in the ABE with outsourced encryption scheme.

* Challenge: Adversary submits two messages My and M. In addition the
adversary gives I, satisfying that y (I, I},.) = O for all I, € D.,. Challenger
flips a random coin b and encrypts M, under I, . totally. Finally, return the
resulting ciphertext CT".

* Phase 2: Phase 1 is repeated with the restrictions.

* Adversary cannot issue private key query on iKey where y (I, I,,.) = 1.

* Decryption query will be answered normally except that the response would

be either My or Mj; then, challenger responds with a special message
instead.

* Guess: Adversary outputs a guess b’ of b.

Definition. A CP-ABE or KP-ABE scheme with outsourced encryption is secure
against veplayable chosen-ciphertext attack if all polynomial-time adversaries have at
most a negligible advantage in the game defined above.

Theorem. The proposed construction is CPA-security model under the assumption
that the master node as well as at least one of the slave nodes in MapReduce cloud is
“honest but curious” in the generic group model.

Proof. We observe that in the security game shown, the challenge ciphertext has
a component E which is randomly either Moe(g,g)* or Mie(g,g)*. We can instead
consider a modified game in which E is either e(g,g)* or e(g,g)", where v is selected
uniformly at random from Z,, and the adversary must decide which is the case. It is
clear that any adversary has advantage ¢ in the original game that can be
transformed into an adversary that has advantage at least ¢ in the modified game.
Then, we would like to bound the adversary’s advantage in the modified game.

Then, we are to denote ¢, : Z, — {0,1}'*¢7 as a random encoding for the group

operation g* € G and ¢, : Z, — {0,1}'%87 as a random encoding for e(g.g)* € Gr. Let
g2 =o(1).

At setup time, simulator chooses a, § € FF,. Note that if # = 0 which happens
with probability }, then setup is aborted. Finally, publish public parameters & = g’
and e(g.2)” to adversary.

181


http://dx.doi.org/10.5772/intechopen.79903

Data Service Outsourcing and Privacy Protection in Mobile Internet

When the adversary calls for the evaluation of H on any string i, simulator
maintains a list £ to store the response to hash query. Upon receiving a string i, if
the entry (4, g") exists in £, straightforwardly return g. Otherwise, pick ¢; € g, and
return g after adding the entry (3, g%) into 7.

When the adversary makes its jth private key request on wj of attributes, chal-

atrl)

. ; )20
lenger picks r¥) € gF, and computes d = g“7, and we have d;o = g

and

di =g fori€w;Ulattr(0)} and ! € xZ,.

When the adversary makes encryption request on M, j as well as 7y, the simu-
lator chooses s € gF,;. Then, it splits s into s1 and s2 with linear secret sharing. (i) For
51, the simulator continues to split it into sq1, -, 51, and uses the linear secret-sharing

scheme associated with 7y to construct shares llg ' of s3j(j = 1,-+-, n) for all relevant

ko
attributes 7. Then, the simulator makes a reduction by computing E;o = ng:li"o) and

ke .
Eq = gtizj:l'l’g ) for each relevant attribute i. (ii) For 52, the simulation performs
computation to obtain Egg = gﬁ and Ey = g". Finally, these values along with
E = Me(g.g)*,E =g° and {s1:}/_1, are sent to adversary.

When adversary asks for a challenge on My, My, and 7, simulator’s action is
identical to the response to encryption query, except that it picks u € gZ, and
constructs the encryption as follows: E = e(g,g)* and E = /. For each relevant
attribute ¢, E;o = g’lf and E;; = g% .

Therefore, using the generic bilinear group model, it is able to be shown that
with probability 1 — O(2) taken over the randomness of the choice of variable
values in the simulation, adversary’s view in this simulation is identically distributed
to what its view would have been if it had been given E = Me(g,g)®, where p is the
bound on the total number of group elements received from queries to hash func-
tions, group G, Gr, and the bilinear map e and from its interaction with security
game. Therefore, the proposed construction is secure in the proposed model.

In the construction, the reduced operation is run by the master node which is
honest. Moreover, a further split on s; is performed to “map” the “partial encryp-
tion” task onto 7 slave nodes to allow for concurrent execution. Since at least one of
the slave nodes is honest, they are not able to recover s; to fake access policy even if
n — 1 slave nodes collude.

Finally, we specify that though the proposed construction is secure against
chosen-plaintext attack, it is allowed to be extended to the stronger RCCA-security
guarantee by using simulation-sound NIZK proofs [173]. Alternatively, if we are
willing to use random oracle, then we can use standard techniques such as the
Fujisaki-Okamoto transformation.

6.3.5 The ABE with updated policy

The algorithms include Attribute AuthoritySetUp (AASetUp), UserKeyGen,
Root Decryption Key Generation (RDKGen), Encryption (ENC), and Decryption
(DEC). Basically, bilinear map is a major construct in our system setup and user key
generation protocol. In our scheme, the proposed cryptographic algorithms are
developed based on the extension of the original CP-ABE by introducing more
system parameters based on the role-based access control management and dual
encryption (symmetric encryption and ABE). In practice, AttributeAuthoritySetUp
(AASetUp), UserKeyGen, and RDKGen are run by the AA, while ENC and DEC are
executed by data owners or users.
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6.3.5.1 Concrete construction

* AASetup: Each AA, (k € set of all authority S4). Let S be a set of attributes
issued and managed by the authority AA;. The AA setup (AA}) chooses two
random numbers a, # € Z,. Then, the public key (PK}) = G1, g, h = gp,

f =g"", e(g.g)™, and the secret key SK}, is (8, g% ).

» UserKeyGen(S,;4 k> SKi, Certyig) — EDK i 1, RDK,iy. The UserKeyGen
algorithm consists of the UDKGen and EDKGen algorithms to produce the
UDK 4, and EDK,;, 1, respectively.

* UDKGen takes as input a set of attributes S, 1, attribute authority’s secret

key SKj}, and user’s certificate Cert,;;, and then it returns a set of user
decryption keys UDK 4, 4ia- The algorithm first chooses a random r € Z, and
then random »; € Z, for each attribute i € Sy, . Then, the key is computed

ap+r

as UDK iy, = (D =g % ,A;€S:D; =g -H(i)",D'; = g").

* EDKGen then encrypts the UDK,,;; ; with the public key of the user Cert,;;

and outputs an encrypted decryption key EDK,,;; . The encryption function
is expressed as UDK ;5,1 — ENCrsa(Certyig, UDK iy, 4ia) = EDK yia .-

The derived EDK,;, 1, is then stored in the cloud, and it can be requested anytime
by the legitimate user who has the matched GSK,,;;.

* RDKGen(SK}, oid, Owner'sDS) — RDK,;;. RDKGen takes as inputs an
attribute authority’s secret key SK}, an identity attribute of data owner oid, and
a data owner’s digital signature (Owner'sDS); then, it produces a root
decryption key RDK,;, for further use in re-encryption key generation process.

* ENC(PKy, SS, M, ACP, Cert,;y) — SCT. Before the file is encrypted, it is
compressed into a gzip format. Then, the encryption algorithm is applied over
the compressed file with two consecutive steps as follows:

* Encrypt message M:

M — ENCC,CP,ARBE(PKvaid, ACP, M) = CT. (629)

The algorithm takes as inputs authority public key PK},, access control policy ACP,
and data M. Then, it returns a ciphertext CT.

* Encrypt ciphertext CT and SS:

CT — ENCAEs(SS, CT) =SCT

6.30
SS — ENCpsa (Certyig, SS) = ESS. (6.30)

Then, the algorithm takes group role parameter GRP as a key together with AES
algorithm to generate the session key referred to as a secret seal SS to encrypt the
ciphertext CT. Then, the algorithm returns sealed ciphertext SCT.

Finally, the SS is encrypted with user’s public key Cert,;;, the algorithm will return
encrypted SS(ESS), and it is stored in a cloud server.
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* DEC(PKy, SCT, GSK ;4 EDK ;4 ) — M. The decryption algorithm performs
two consecutive steps as follows:

* Decrypt SS and SCT:

SS = DECgsa (GSI(m'd, ENCpgsa (Certm-d, SS))

(6.31)
CT = DECys(SS, SCT).

The algorithm takes user’s global secret key GSK,;;, and it returns the session key
SS. Then, the algorithm takes SS to decrypt SCT and gets the CT.

* Decrypt CT

The user (uid) requests a cloud EDK,;, ;. for decryption. The decryption step is
conducted as follows:

UDK iu x = DEC(GSKyis» EDK yia )
M = DECc_cp-arsp(UDK ig g CT) = DEC(UDK iy, 1 ENC(PKy,, ACP, M)).
(6.32)

The algorithm takes user’s global secret key GSK,;; to decrypt the encrypted
user decryption key EDK,,;; . Then, the algorithm returns UDK,,;; ;. Finally,
the UDK\q4,, is used to decrypt the ciphertext CT. Together with the PKj, if
the set of attribute S satisfies the ACP structure, the algorithm returns the com-
pressed message M. Finally, the algorithm decompresses M and returns the
original M.

6.3.5.2 Security model

Our proposed PRE process embedded in the C-CP-ARBE is secure under the
random oracle model as shown in the following security game. The whole game is
described in Figure 6.11.

PK

UserKeyGen(S. .. SKe. Cert yia)

ReKeyGeniparam; 55, R..(RDK .4))
Decrypt(S. U DK, CTa,acm)
My, M,y

A CT"(M", ACP") C

do query again

Figure 6.11.
Game in the ABE with updated policy scheme.
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* Init: Adversary A outputs a challenge access policy ACP€ to challenger C.

* Setup: C runs the CreateAttributeAuthority algorithm and gives a public keys

PK to the adversary A. For corrupted authorities S}, the challenger sends both
the public keys and secret keys to adversary.

* Query Phase 1:

* Private key extraction : C runs UserKeyGen on the attribute set S(S,4, ) of
the corrupted AA and returns UDK to A.

* Re-encryption key extraction oracle O, (S, ACP®): With attribute set S, and
an access control policy ACPC, C returns reKeyGen(param; SS, Ry, (RDK,iz),
(ACPC))H Vksz,vnﬂ(M,, acp) to A, where rky, ,, is a generated re-encryption
key and (S, SK ;) — UDK.

* RE-encryption ovacle O, (S, ACPC, CTm,acp)): With the input an attribute
set S, an access control policy ACP®, and an original ciphertext CT'(, acp), C

returns vk, v 4cp

SS, Ron(RDK ia), (ACPR")) — vk

> CT m, acp) — CTI:M,, AcP)’ where reKeyGen(param,

ot ace'y (S SKi) — UDK, and S ACP.
* Original ciphertext decryption oracle Og1(S, CT p,acp)) : With the input an
attribute set S and an original ciphertext CT ;, acp), C returns Decrypt
(S, UDK, CT , acp)) — M to A, where (S, SK;) — UDK and SEACP.
* Re-encrypted ciphertext decryption oracle Oy(S, CTfM};, a CP,>): With the input
(M, ACP'
Decrypt (S, UDK', CTR ) — M, where (S, SK},) — UDK and

(M, ACP)
S EACP.

an attribute set S and a re-encrypted ciphertext CT » C returns

Note that if the ciphertexts queried to oracles O, Oy, and Oy are invalid, C
simply outputsa L.

* Challenge. A outputs two equal-length messages My and M; to C. C returns
CT* (M*, ACP*) = ENCC—CP—ARBE(PI<k’ ACP*, Mb) to A, where b e {O, 1}
Query Phase 2. A performs as it did in Phase 1.

* Guess. A submits a guess bit b e {0,1}.If b = b, Awins. The advantage of A

in this game is defined as Pr[b’ = b|u = 0] = 1

In the security point of view of VL-PRE, we generate random as a key used with
AES algorithm to encrypt re-encryption key component, while our core access
control enforcement is based on CP-ABE. The detailed security proof is as presented
in the original CP-ABE [172].

6.3.6 The attribute-based proxy re-encryption
The description of our new CP-ABPRE scheme with adaptive CCA security is as

follows. Unless stated otherwise, we let I/ be an attribute universe and S be an
attribute set, SCU.
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6.3.6.1 Concrete construction

o Setup(lk,Z/{): The setup algorithm runs (N, G, Gr, e) g(1k), where N =«
P1P,p5 is the order of group G and p,, p,, p; are distinct primes. Let G,; denote
the subgroup of order p, in group G. It chooses a, a, k, §, € ErZN, g, &, € RGp1,
two TCR hash functions TCR; : Gy — %y, TCR, : Gp —40, 17?3 CCA-
secure one-time symmetric encryption system SYM, and a strongly existential
unforgeable one-time signature system OTS. For each attribute i €U/, it chooses
h; € RZn. The public parameters param are (N, g, 4., 2% g5, g%, g%, e(g.2)",

Vi e UH; :g—h", TCR4, TCR,, SYM, OTS), and the master secret key msk is
(g% g3), where g, is a generator of Gyg3.

* KeyGen(param, msk, S): The key generation algorithm chooses t, u € RZN, and

1e—

R, R'SR , {Ri}ics €rGp3. The secret key sk is (S, K =g%¢“'g"R,K’ =
F'RK =g, R, VieSK; =HR;).

* Encrypt (param, (4, p), M): Given an LSSS access structure (4, p) and a
message M € Gt in which A is an Ixn matrix and p is a map from each row A
to an attribute p(j), the encryption algorithm works as follows.

* Choose a random vector v = (5, Vo, **+, v, ) €RZY;.

* For each row A, choose 7; € Zy;, run (ssk, svk )« OTS.KeyGen(lk ), and set
By =M -efg.g)”, Bi =¢*, B, = (¢°)', Bs = (¢,"¢’)", Bs = (¢°)", Y €[L I]
(G = (¢)**H, ], D; =¢"), E =&gn<ssk, (Bo, Bl, Ba, v; € [L1(G, D))

* Output the original ciphertext C = (svk, Bo, B1, By, B3, B4, Vj €
[1]](C;, D)), E). Note that {p(j)|1<j <1} are the attributes used in (A, p).

* ReKeyGen(param,sks, (Afph )): Given a secret key

e

sks = (S, K, K', K, Vi €S K;)<«nd an LSSS access structure (A’;p’), the
re-encryption key rks — (A';p’)4s generated as follows.

e Choose 01, 05, 03 €rZy, 5 €rGT, and setrk; = (I(gkelg"gz) 1?93 rhy =«

(K'g")EERO) oy — (K g) TR ke, — o3, Wi € Srkes ; = (K H?)EERIO),

 Choose a random vector ™) = (s(’k), vgk), , vﬁ, >)€RZN For each row Ay

of A’, choose V( k) ERrZy, run (ssk (k) sl %) )<— OTS. KeyGen(lk) and set rkg

" p (k) S k) asok PP
as svk™ B «é«%{g )" =™ BIY) = (gr) ,Bg”): o

(rk)— (

k). — (rk) =T rh)— RIS . —
&) ,vjeu I(c —@)M Hpré)gDﬁ >=f ), BT =Sign(ssk™;
By BV BYY V]E[l (C™; D).

* Output the re-encryption key rk W) = (rkq, vk, rk3, vk4, Vi € Srks, rke).

* ReEnc(param, 7k, L) » C): Parse the original ciphertext C under (A, p) as

(svk, Bo, B1, By, Bs, Bs, Vj € [1,1](Cj, D)), E)<«and the re-encryption key Vk
as (vkq, vky, vk, vk4, Vi € Srks ;, k).

Je—

S—(ASp )—
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* Check the validity of the orlglnal ciphertext C as ¢(B1, g ) &EBZ, )s
e(B1, g%g") = e(Bs,g), e(B1g°) = e(Ba,g), e(] | Cw]’g = efB1, g") x—

rij)es

I1 D% HY,)), SE (4, p)

pl)ES
Verify(svk, (E, (Bo, By, B3, Vj € [L1](G;, Dy)))) =4

where wj are the constants chosen by the proxy such that the following holds
Zp(] eswiAj = (1,0,---,0). If Eq. (1) does not hold, output L. Otherwise, proceed.

* Compute F =B rkeBurke) ik " and further run o; =<SYM.
s G Tho (D, ks )

Enc(TCR;y(key), G), where G = (C||rk¢||F)<«@nd key €gGr.

 Choose a random vector v = (s(”) vge), TR vﬁ,” )€ RZY,. For each row of A’}

choose r( ) ¢ rZn, and run (ssk e spl"®) )« OTS. KeyGen(lk) and set o, as
7e) ke
svk! =46€y -f‘égg (B =g, By = ()", By = (@),
re — 7 ; -
vie (1, 1]( = (g7)&s il D]W) =gl ), EU) =Sign(ssk";
(Bg'e) B(Ve) B(re V] c [1 l 76)7)

re)

* Output the re-encrypted ciphertext Cr = (61, 6,)nder (A% ).

* Dec(param,sks, C): Parse the original ciphertext C under (A,p) as (svk, B,

By, By, B3, By, Vj € [11](C;, D)), E)<«and the secret key sks as (S, K, K, K",
VieS K;). The decryption algorithm chooses a set of constants w; € RZy
such that ¥ o swjA; = (1,0,-+,0), and next recovers the message as
follows.

* If Eq. (1) does not hold, output L. Otherwise, proceed.

* Compute e(By, K)e(By, K')~ H Ues e(C.K )e(Dj. K =elg,g)”, and
output the message M =By /e(g,g)

* Decg(param,sks,Cg): Parse the re-encrypted ciphertext Cg under (A/:p')eas

fee M

(61, 02)<«and the secret key sks as (S, K, K, K ,VieS K;).
+ Check the validity of o, as e(B); g*) = &GBZM, g) e(B ”)?‘f’k "
? re)— re= 1 re (re
&) = etB10), 5 = (85, o J] (G g) L et g

A

Verify(sok™); (5 (BY, BY"), BY;vj € [1L1)(C/, DY) <4,

where w](m

Zp, ) eswj(”)A] (1,0,---,0). If Eq. (2) does not hold, output L. Otherwise, proceed.

are the constants chosen by the decryptor such that
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. Compute e(BWL) I()e(B(m)fK/)*l/(H (j)eS( (C< )K”j (D( )

www

K, )) =efg.2)” , " and output key =BJ"Je(g.g
* Run G =SYM.Dec(TCR;(key), 61).

* Parse G as (C, rkg, F). If either Eq. (1) or the following verification for rkg

does not hold, output L. Otherwise, proceed.

(B g7) £ eBY5 ), e(BIY; 5% o) £ BV ),

vak)

k)< ™ 7 rk)— Th)\ —
e T (™" o) =Bz - ] <e<<D; VLHE)
o'G)EeS o G)es

Verify(sok ™ (E™;(BSY, BYY, By¥; vje [1L1)(C™, DIMY)) <48 = (4, ),

where wj(rk) are the constants chosen by the decryptor such that ./, esw}rk)
A =(1,0,,0).
. Compute e(BUV;K)e(BIV K H e Vk)7<”) ( ),

K, )) ) &%g)m(ﬂe and then Bo 76@)g a5 Compute
FTCR1 =«<{g,2)”, and finally output M =By /e(g,2)*

6.3.6.2 Security model

A single-hop unidirectional CP-ABPRE scheme is IND-CCA secure at original
ciphertext if no probabilistic polynomial-time (PPT) adversary A can win the
game below with non-negligible advantage. In the game, C is the challenger, and k
and U are the security parameter and attribute universe. The intuition of security
proof in the scheme is illustrated in Figure 6.12. The whole game is described in
Figure 6.13.

* Setup. C runs Setup(1*, U) and sends param to .A.

* Phase 1.
o Secret key extraction oracle Og(S): On input an attribute set S, C runs
sks  KeyGen(param, msk, S)<«and returns skg to A.

* Re-encryption key extraction ovacle O, (S, (A, p)): On input S, and an access

structure (A/:pl), C returns rk ReKeyGen(param, sks, (A’:p/))ete A,

S (A p)—
wheresks  KeyGen(param, msk, S).

* Re-encryption oracle oracle O, (S, (A", p), C): On input S,,( A, p)and an
original ciphertext C under (A, p), Creturns Cx ~ ReEnc(param, rk
to A, where rks_> W) ReKeyGen(param, sks, (Aljﬂ/)), sks
KeyGen(param, msk, S)and S (A, p).

S—(Ap' ),_C)
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Figure 6.12.
Intuition of security proof in the attribute-based proxy re-encryption.

Setup(1*.U4). Params

KeyGen(param, mask, '.‘-;} )
ReKeyGen{poram, sks, (& .o 1)

Decrypt{param, sks, C')

My, My

‘A " = Encrypt{param, (A", p" ). M) C

do query again

Figure 6.13.
Game in the attribute-based proxy re-encryption scheme.

* Original ciphertext decryption oracle Oy, (S, C): On input S and an original
ciphertext C under (A, p), C returns M Dec(param, sks, C)«e A, where
sks  KeyGen(param, msk, S)«end SE (A, p).

* Re-encrypted ciphertext decryption ovacle Oy, (S, Cg): On input S and a re-
encrypted ciphertext Cg under (A, p), C returns M Decg(param, sks, Cg),
where sks  KeyGen(param, msk, S)and SE (A, p).
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If the ciphertexts issued to Oy, Oy, and Oy, are invalid, C simply outputs L.
* Challenge. A outputs two equal-length messages M, and M; and a challenge
access structure (A" p*)<«e C. If the following queries
O (S)€or any SE (A*5p*), On(S, (A p'))or any S (A*p*), and
O (S ) dor any SE (A, p')—
are never made, C returns C* =&Encrypt(param, (A*;p*), M),) 4o A, where
be R{O, 1}
* Phase 2. A continues making queries as in Phase 1 except the following:
o Og(S)for any SE (A" p*).
o Ou(S, (A, p")) for any SE (A*5p*)and Og (S ) for any SE (A, p).
© O,(S, (A ), C) for any St (A*sp*)and Og,(S ) for any SE (A p).
* Opec(S, C")for anyS E (A5 p*).

* Olecy (S, Cr)for any Cg under (A, p), SE (A, p)avhere Cg is a derivative of C*
As of [3], the derivative of C*'is defined as follows.

¢ C*is a derivative of itself.

o If Ahas i.ssued a re-encryption key query on (S’;f(A ,p )40 get vk, W)
and obtained Cr ~ ReEnc(param, Vksu ( A’?}')LC )«such that
Decg(param, skys Cr)€{Mo, M1}, then Cp is a derivative of C*, where
S“E (A% p*)and SE (A, p).

o If A has issued a re-encryption query on (S, (A", p"), C*)<and obtained the
re-encrypted ciphertext Cg, then Cg is a derivative of C*, where SE (A", p*).

* Guess. A outputs a guess bit be {o,1}. If b =&, Awins.

The advantage of A is defined as AdvIYP G540 (1%, U) = |Prlb’ =] — ¥

6.4. Comparison and observations

The first KP-ABE scheme that allows any monotone access structures was pro-
posed by Goyal et al. [171]. In their cryptosystem, ciphertexts are labeled with sets
of attributes, and private keys are associated with access structures that control
which ciphertexts a user is able to decrypt. They demonstrated the applicability of
our construction to sharing of audit-log information and broadcast encryption.
Their construction supports delegation of private keys which subsumes hierarchical
identity-based encryption (HIBE).

The CP-ABE scheme was presented by Waters et al. [177]. In that paper they
presented a system for realizing complex access control on encrypted data. By using
their techniques, encrypted data can be kept confidential even if the storage server
is untrusted; moreover, their methods are secure against collusion attacks. Previous
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attribute-based encryption systems used attributes to describe the encrypted data
and built policies into user’s keys, while in their system, attributes are used to
describe a user’s credentials, and a party encrypting data determines a policy for
who can decrypt. Thus, their methods are conceptually closer to traditional access
control methods such as role-based access control (RBAC).

Subsequently, there are some other versions of ABE that have been proposed
such as the outsourced ABE. In outsourcing the decryption of ABE ciphertexts, they
proposed a new paradigm for ABE that largely eliminates the size of the ciphertext,
and the time required to decrypt it grows with the complexity of the access formula
for users. Suppose that ABE ciphertexts are stored in the cloud. They showed how a
user can provide the cloud with a single transformation key that allows the cloud to
translate any ABE ciphertext satisfied by that user’s attributes into a (constant-size)
ElGamal-style ciphertext, without the cloud being able to read any part of the user’s
messages. In outsourcing encryption of attribute-based encryption with
MapReduce, they formulized a novel paradigm of outsourcing encryption of ABE to
cloud service provider to relieve local computation burden. They proposed an
optimized construction with MapReduce cloud which is secure under the assump-
tion that the master node as well as at least one of the slave nodes is honest. After
outsourcing, the computational cost at the user’s side during encryption is reduced
to approximate four exponentiations, which is constant. Another advantage of the
proposed construction is that the user is able to delegate encryption for any policy.

In 2014, Liang et al. [49] proposed a new the ciphertext-policy attribute-based
proxy re-encryption (CP-ABPRE) to tackle the problem by integrating the dual-
system encryption technology with selective proof technique. Although the new
scheme supporting any monotonic access structures is built in the composite-order
bilinear group, CCA security in the standard model without jeopardizing the
expressiveness of access policy is proven adaptively. They further make an
improvement for the scheme to achieve more efficiency in the re-encryption key
generation and re-encryption phases.

In 2017, Fugkeaw et al. [192] extended the capability of their access control
scheme: collaborative-ciphertext policy-attribute role-based encryption (C-CP-
ARBE) to be capable of supporting secure and flexible policy updates in the big data
outsourcing environment. They developed a secure policy updating algorithm and
proposed a very lightweight proxy re-encryption (VL-PRE) technique to enable the
policy updating to be done in the cloud in an efficient and computationally cost-
effective manner.

Observations on the ABE with delegated capacity in terms of efficiency and
verifiability are described as follows. Let SK denote secret key, and let CT denote
ciphertexts. In addition, let ENC denote encryption and DEC denote decryption.

From Tables 6.2 and 6.3, we compare the six schemes with respect to the user
key, the ciphertext length, the encryption, and the decryption.

ABE CP-ABE CP-ABPRE
SK |Au| + LG, (2|A,| +1)LG, 3G,
CT |A¢|LG1 + LG, (2/Alcr +1)LG1 + LG, (2L +3)G1 + G
ENC |Ax|G1 + G2 (2|Acr| +1)G1 + 2G, (2L +3)G1+ G,
DEC dC, +dG, 2|A4|C, + (2m| +2)G, (2L +2)G,

Table 6.2.
Comparison 1.
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OD CP-ABE OD KP-ABE OE ABE
SK Zy +5G1 + Gy Zy +(3+2)Gy 4Gy
C 2L +1)G1 + G, 2G1+ Gy 3G, + Gy
ENC (2L +1)G1 + G, 2G; + G, 3G1+ G,
DEC G, Gy (€}

Table 6.3.
Comparison 2.

The previous sections discuss the research process of ABE which has received
substantial achievements. However, there still exist many problems worth further
study. According to application requirements and the shortcoming of the existing
algorithms, some possible future works remain open.
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Chapter 7

Proxy Re-Encryption for Secure
Access Delegation

7.1. Introduction

The concept of proxy re-encryption (PRE) dates back to the work of Blaze et al.
[36]. The goal of such systems is to securely enable the re-encryption of ciphertext
from one key to another, without relying on trusted parties. PRE provides a secure
and flexible method for a sender to store and share data. A user may encrypt his file
with his own public key and then store the ciphertext in an honest-but-curious
server. When the receiver is decided, the sender can delegate a re-encryption key
associated with the receiver to the server as a proxy. Then the proxy re-encrypts the
initial ciphertext to the intended receiver. Finally, the receiver can decrypt the
resulting ciphertext with her private key. The security of PRE usually assures that
(1) neither the server/proxy nor non-intended receivers can learn any useful infor-
mation about the (re-)encrypted file, and (2) before receiving the re-encryption
key, the proxy cannot re-encrypt the initial ciphertext in a meaningful way.

7.1.1 The motivation of PRE

The PRE has a significant application in the cloud computing environment. In
the cloud computing environment, users can rent the storage space of cloud service
providers to store data in order to save the cost of equipment purchase and mainte-
nance. For security reasons, users usually encrypt the data before storing it in the
cloud storage space. In many applications, users need to share certain data with the
specified user, and they want to avoid other people, including the cloud server
provider to get the data. One of the most simple ways is that data downloaded to the
local users put those lines of cipher decryption, then use to specify the user’s public
key to encrypt, and then send to the specified user; the latter can decrypt the data.
This method, then, requires a lot of communication overhead and computing costs
and requires users to increase the local storage space, which is not in line with the
original intention of the user to save the cost of equipment through cloud comput-
ing. Using the PRE, one can solve the problem more effectively: the user need only
the agent for the key to the cloud computing service providers, which can convert
encrypted data to specify users against ciphertext; then the specified user that uses
its own private key can access the shared data. This can be done: even if the cloud
service provider owns the agent key, he cannot know the content of the shared data.
Users do not need to download the data to local, so they do not need to purchase
additional local storage devices. Figure 7.1 is a scenario that describes data sharing
using the PRE in a cloud computing environment to achieve security.

7.1.2 History of PRE

Proxy re-encryption (PRE) was first formulated by Blaze et al. [36]. They pro-
posed the first PRE scheme based on ElGamal cryptosystem, in which the proxy
does not know the underlying messages in the re-encrypted ciphertext. Ateniese
et al. [37] remarked that Blaze et al.’s scheme is inherent bidirectional, that is, the
re-encryption key allows translating ciphertexts not only from Alice to Bob but also
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Figure 7.1.
Using PRE to achieve secure data sharing in a cloud computing environment.

from Bob to Alice, which would damage the security of Bob’s data. Jakobsson [193]
proposed a quorum-based protocol which divides the proxy into many isolated
components. The delegators’ keys will be safe if the number of honest proxies
arrives the set quorum. The notion of distributed proxies was also considered

in [194].

Many works have been done to achieve unidirectional schemes, where the col-
lusion between delegators and the proxy cannot compromise the delegatee. Ivan
and Dodis [195] constructed a unidirectional proxy encryption by splitting a
decryption key into two parts, one of which is for the proxy and the other is for Bob.
This scheme protects delegatee’s security, although the delegatee Bob is required to
store additional secrets. The unidirectional PRE scheme presented by Ateniese et al.
[37] eliminates the storage need of extra secrets before re-encryption. They also
enumerated several properties that are often used to evaluate a PRE system. These
desirable properties include unidirectionality, permitting Alice to delegate to Bob
without making Alice able to decrypt Bob’s ciphertext, noninteractivity, allowing
Alice generating re-encryption key offline and multiuse capability and permitting a
proxy to perform multiple re-encryptions on a ciphertext; key optimization, not
expanding Bob’s secret storage, regardless of how many delegations he can accept;
and original accessibility, allowing Alice to decrypt the re-encrypted ciphertext that
were originally encrypted by her.

It is an open problem left by the work of [37] to construct a PRE scheme secure
against chosen-ciphertext attack (CCA). Canetti and Hohenberger [38] proposed a
CCA-secure PRE scheme in bilinear groups, although this scheme is bidirectional.
Libert and Vergnaud [39] presented the first replayable CCA-secure unidirectional
PRE scheme in the standard model. Deng et al. [43] presented a PRE scheme
without resorting to bilinear pairings and proved its CCA security in the random
oracle model. By using signature of knowledge and Fujisaki Okamoto conversion,
Shao and Cao [42] constructed a unidirectional PRE scheme that is proved CCA-
secure in the random oracle. Subsequently, Matsuda et al. [41] proposed a CCA-
secure PRE scheme in the standard model by applying the reapplicable lossy trap-
door function, while Weng et al. [44] specified some security drawbacks of
Matsuda et al.’s scheme.
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There are many extensions of PRE from different aspects. Green and
Ateniese [45] proposed the notion of identity-based proxy re-encryption (IBPRE)
by mixing PRE with identity-based cryptography. They constructed an IBPRE
scheme that is proved to be CCA-secure in the random oracle. Han et al. [48]
proposed an IBPRE storage scheme where both queries from the intra-domain and
inter-domain are considered and collusion attacks can be resisted. Moreover, the
owner can determine the access permission independently. Chu and Tzeng [46]
proposed an IBPRE scheme and proved its CCA security in the standard model.
Matsuo [196] proposed a hybrid proxy re-encryption system that can re-encrypt a
ciphertext in traditional public-key systems to a ciphertext of identity-based
encryption. Due to the limitation of the public-key and identity-based encryption,
this scheme does not support the broadcasting mechanism. To reduce security risks
on the proxy, Libert and Vergnaud [39] provided a method to trace the malicious
proxies in proxy re-encryption systems. Shao et al. [197] proposed an anonymous
IBPRE (AIBPRE) to achieve the anonymity of recipients, and Kawai and
Takashima [198] proposed a fully anonymous functional PRE scheme. Recently,
Deng et al. [199] proposed an asymmetric cross-cryptosystem re-encryption which
is similar with our IBPRE2, while their scheme does not achieve the CCA security.
Some attribute-based proxy re-encryption schemes [200, 201] have been proposed
to enforce more flexible access control on outsourced data. Liang et al. [202]
presented a ciphertext-policy attribute-based re-encryption scheme which employs
the PRE technology in the attribute-based encryption cryptographic setting and
proves its adaptively CCA security in the standard model. Usually, attribute-based
cryptosystem requires complicated computations for encryption and decryption,
which makes them unaffordable to resource-limited users.

The existing PRE schemes do not provide a re-encryption from a complicated
cryptosystem to a simple cryptosystem with higher security (i.e., CCA security),
which limits their applications in cloud computing environments. Due to high demand
on data mining and analytics activities, some new and developing systems are highly
demanded like the Internet of things (IoT) [203] combined with the secret and
reliable local storage system as well as the scalable IoT storage systems. The proposed
IBPRE2 can transform ciphertext of an IBBE system into ciphertext of an IBE system,
without requiring any interaction between delegator and delegatee, nor extra secret
storage of the delegatee. Hence, users can directly forward their data decryptable by a
set of users to a specific user, without performing decryption nor requiring the specific
one to take any extra efforts. Zhou et al. [204] proposed a framework of identity-
based proxy re-encryption (IBPRE2) system for cloud computing. Xu et al. [205] built
the encrypted cloud email system based on our CIBPRE scheme.

7.1.3 Roadmap

The remainder of this chapter is organized as follows. Section 2 presents the
formal definitions and security models of proxy re-encryption (PRE). Design phi-
losophy is given in Section 3, together with concrete construction and security proof
of several representative proxy re-encryption schemes. Comparison and observa-
tions are discussed in Section 4.
7.2. Framework and security model of PRE

7.2.1 The formal definition of PRE

There are eight algorithms in a PRE model:
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Setup(/). In this algorithm, we can give a security parameter 1 and get a
parameter (par).

Keygen(par). User i sets his public key and the private key (pk;, sk;).

ReKeygen(pk;, sk;). The algorithm returns a re-encryption key rk; ; from pk;
and sk;.

Encl(m, pk;, par). The algorithm encrypts a message m under the public key
pk; at the first level and returns the ciphertext CTj;.

Enc2(m, pk;, par). The algorithm encrypts a message m under the public key
pk; at the second level and returns the ciphertext CT;.

ReEnc(rk;_;, CT;). The algorithm re-encrypts the second level ciphertext CT;
under the re-encryption key and returns the first-level ciphertext CT;.

Dec1(CTj, sk). The algorithm decrypts the first-level ciphertext CT; under the
private-key sk and returns the massage m or L(when CT; is an illegal
ciphertext).

Dec2(CT;, sk). The algorithm decrypts the second-level ciphertext CT; under
the private-key sk and returns the massage m or L(when CT; is an illegal
ciphertext).

7.2.2 The security properties of PRE

In this part, we will discuss the most useful properties of proxy re-encryption
protocols:

Unidirectional: Delegation from Alice to Bob does not allow re-encryption
from Bob to Alice.

Noninteractive: Re-encryption keys can be generated by Alice using Bob’s public

key.

196

No trusted third party or interaction is required.

Proxy invisibility: The proxy is transparent in the sense that neither the
sender of an encrypted message nor any of the delegates have to be aware of
the existence of the proxy.

Original access: Alice can decrypt re-encrypted ciphertext that were originally
sent to her. In some applications, it may be desirable to maintain access to her
re-encrypted ciphertext.

Temporary: Bob is only able to decrypt messages intended for Alice that were
authored during some specific time period i.

Non-transitive: The proxy, alone, cannot re-delegate decryption rights. For
example, from rk,_,, and rk;_., he cannot produce rk,_.,.

Nontransferable: The proxy and a set of colluding delegates cannot re-
delegate decryption rights. For example, from rk,_., sky, and pk,, they cannot
produce rk,_..
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7.2.3 Security model of PRE

Setup. Challenger C runs Setup (1) and gives the parameters to attacker A.
Phase 1. Then attacker A can search for the information below:

* Public key: Attacker A gives an index i to challenger C and gets the public key
pk; from C.

* Private key: Attacker A gives an index j to challenger C and gets the private
key sk; from C.

* Re-encryption key: Attacker A gives two public keys to challenger C. Then,
challenger C runs ReKeygen(pk;, sk;) and gives the re-encryption key to
attacker.

* Re-encrypt: Attacker A gives a ciphertext to challenger C. Challenger C runs
ReEnc(rk;_j, CT;) and returns the answer to A.

* Decrypt: Challenger C gets the ciphertext from attacker A and returns the
message to A.

Challenge. When phase 1 is finished, attacker gives a public key pk and two
messages g, 1 to challenger. Challenger chooses a message 7; randomly and runs
Encl(ms, pk, par). At last, give the ciphertext to attacker A.

Phase 2. Attacker A can do the same things like phase 1 without encrypt.

Guess. Finally, attacker A guesses which message challenger has chosen.

In this game, A’s advantage is
adv = |Pr[5 = 8] —1/2|.
If adv can be ignored in polynomial time, we can call it an ACC2-secure scheme.

7.3. State of the art
7.3.1 The bidirectional PRE

A basic goal of public-key encryption is to allow only the key or keys selected at
the time of encryption to decrypt the ciphertext. To change the ciphertext to a
different key requires re-encryption of the message with the new key, which
implies access to the original cleartext and to a reliable copy of the new encryption
key. Intuitively, this seems a fundamental, and quite desirable, property of good
cryptography; it should not be possible for an untrusted party to change the key
with which a message can be decrypted.

Blaze et al. [36] consider atomic proxy schemes for encryption, identification,
and signatures. An encryption proxy key allows B to decrypt messages encrypted
for A, and an identification or signature proxy key z4_p allows A to identify herself
as B or to sign for B (i.e., transforms A’s signature into B’s signature). Generating
encryption proxy key z4_.p obviously requires knowledge of at least the secret
component of A (otherwise the underlying system is not secure), and similarly
generating identification or signature proxy key z4_.p requires B’s secret, but the
proxy key itself, once generated, can be published safely.
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7.3.1.1 Concrete construction
7.3.1.1.1 Proxy encryption

7.3.1.1.1.1 Cryptosystem X (encryption)

Let p be a prime of the form 2q + 1 for a prime q and let g be a generator in Z,; p and
g are global parameters shared by all users.A’s secret key a, 0 < a < p — 1, is selected
at random and must be in Z,p*, i.e., relatively prime to p-1 (A also calculates the
inverse a~! mod 2q). A publishes the public key g mod p. Message encryption
requires a unique randomly selected secret parameter k € Z,p*. To encrypt m with
A’s key, the sender computes and sends two ciphertext values (c;, ¢,):

c1 = mg* mod p

cy = (g”’)]e mod p.

Decryption reverses the process; since

&) = g+ (mod p),

it is easy for A (who knows a1) to calculate gk and recover m:

m = ¢;((c;* ) 1)mod p.

The efficiency of this scheme is comparable to standard ELGamal encryption.
The whole game is described in Figure 7.2.

7.3.1.1.1.2 Symmetric proxy function for X

Observe that the c¢; ciphertext component produced by cryptosystem y is indepen-
dent of the recipient’s public key. Recipient A’s key is embedded only in the c,
exponent; it is sufficient for a proxy function to convert ciphertext for A into cipher-
text for B to remove A’s key a from c, and replace it with B’s key b. Part of what a
proxy function must do, then, is similar to the first step of the decryption function,
raising c; to a~! to remove a. The proxy function must also contribute a factor of b to
the exponent. Clearly, simply raising ¢, to 2! and then to b would accomplish this,
but obviously such a scheme would not qualify as a secure proxy function; anyone
who examines the proxy key learns the secret keys for both A and B.

This problem is avoided, of course, by combining the two steps into one. Hence,
the proxy key 745 is a~'b and the proxy function is simply c5*~%. Note that this is a
symmetric proxy function; A and B must trust one another bilaterally. B can learn
A’s secret (by multiplying the proxy key by b'!), and A can similarly discover B’s

Params

KeyGen(c pb . »< pk sk >)Rebogencrt | >

Roene < T, > Dec <>

my.m,, pk”

A C" = Encrypr(pk”,m,) C

Extroco{ID = II¥)

Drenyp D03, O

b

Figure 7.2.
Game in PRE scheme.
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key. Observe that applying the proxy function is more efficient than decryption and
re-encryption, in that only one exponentiation is required.

7.3.1.1.2 Proxy identification

In this section we describe a discrete-log-based identification scheme. With p, g,
and a as before, Alice wishes to convince Charlotte that she controls a; Charlotte will
verify using public key g*. As before, the proxy key z4_.5 will be a/b—it will be safe
to publish a/b, and Alice and Charlotte can easily use a/b to transform the protocol,
so Charlotte is convinced that Alice controls b.

Note that in the case of a secure identification proxy key that transforms identifi-
cation by A into identification by B, it is B whose secret is required to construct the
proxy key because identification as B should not be possible without B’s cooperation.

7.3.1.1.2.1 Cryptosystem Y (identification)

Let p and g be a prime and a generator in Z,, respectively. Alice picks random a €

Zyp* to be her secret key and publishes g* as her public key. Each round of the
identification protocol is as follows:

* Alice picks a random k € Zp* and sends Charlotte s; = g.
* Charlotte picks a random bit and sends it to Alice.

* Depending on the bit received, Alice sends Charlotte either s, = k or s'; = k/a.

* Depending on the bit, Charlotte checks that (g“)f/z = 51 or that g” = gk
Via the above steps, Charlotte can identify the message sent by Alice.

7.3.1.1.2.2 Symmetric proxy function for Y

A symmetric proxy key is a/b. Suppose Charlotte wants to run the protocol with g’
instead of g”, either Alice or Charlotte or any intermediary can use the proxy key to
convert Alice’s responses k/a to k/b.

7.3.1.1.3 Proxy signature

Now we will see how to use the proxy identification scheme to construct a proxy
signature scheme. We suppose there exists a hash function h whose exact security
requirements will be discussed below. The parameters p, g, a, and b are as before.

7.3.1.1.3.1 Cryptosystem Z (signature)

To sign a message m, Alice picks ki, ky, ..., ky at random and computes g’“, s gk”. Next

Alice computes h(gkl, s gkf) and extracts £ pseudorandom bits f;, ... For each i,

depending on the ith pseudorandom bit, Alice (who knows a) computes s, ; = (k; —

mps)/a, thatis, s;; = (k; — m)/aors,; = k;/a. The signature consists of two components:
S1 = (gkl’ ELLE) gkf)

sy = ((ky — mph)/a, ..., (ke — mpr)/a).

To verify the signature, first, §;s are recovered using the hash function. The
signature is then verified one “round” at a time, where the ith round is (g", (k; —
mp;)/a). To verify (gk, (k — mp)/a) using public key g, the recipient Charlotte
raises (g”) to the power (k — mp)/a and checks that it matches gk/ g
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7.3.1.1.3.2. Symmetric proxy function for Z

A symmetric proxy key z4_,p for this signature scheme is a/b. The proxy function [ |
leaves s; alone and maps each component s ; to s, ;74_.5.

7.3.1.2 Security proof

7.3.1.2.1 Secure of X

First, we will prove the cryptosystem X' is secure by confirming that cleartext
and secret keys cannot be recovered from ciphertext and public keys. Beyond that,
we also show that publishing the proxy key compromises neither messages nor
secret keys. Since recovering a secret key enables an adversary to recover a message
and since cryptanalysis is easier with more information (i.e., a proxy key), it is
sufficient to show that no cleartext is recoverable from ciphertext, public keys, and
proxy keys. Specifically, we will show that the problem of recovering m from

(g%, g, &, ..., mgt, g*, a~b,a lc, ...),

is at least as hard as Diffie-Hellman.
The intuition of security proof in the scheme is illustrated in Figure 7.3.

7.3.1.2.2 Secure of Y

Protocol ), with or without proxy keys published, is a zero knowledge protocol
that convinces the verifier that the prover knows the secret key.
Proof. The proof is found in [36].

7.3.1.2.3 Secure of Z

This scheme relies on the existence of a hash function h. Specifically (hash
assumption), we assume there exists a function h such that:

‘ v g" mod p |

ll Lnpaat
/Ilg*.g’._r' ......\llgr.g".n"'b.n':r....*

Ingut
. Create = Liser = Public = Ky
ACCess .
A e et = Procy = Ky
\\ Decrypt
Onrpa

Ourput

Figure 7.3.
Intuition of security proof in PRE scheme.
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* On random input (g%, m), it is difficult to generate r; and f; such that

h(glntmhs .. g@retmb By B
* More generally, it is difficult to generate such r; and ; on input g%, m, and
samples of signatures on random messages signed with a.

It is not our intention to conjecture about the existence of such functions h. In
particular, we do not know the relationship between the hash assumption and
assumptions about collision freedom or hardness to invert. We note that this
generic transformation of a protocol to a signature scheme has appeared in the
literature written by [206].

We now analyze the hash assumption. Note that in order to produce a legitimate
signature on m that verifies with g*, a signer needs to produce <gk;> and <(k; —«—
mp;)/a>. Thus, putting <f;> = h(<gk;>) and then <r;> = <(k; - mp;)/a>, it is
straightforward to see that the signer could actually produce r;’s and g;’s of the
stated type in the course of producing the signature.

While we do not address the security of h, we can state that issuing proxy keys
does not weaken the system.

7.3.2 The unidirectional PRE

As we discussed before, a bidirectional PRE scheme can only be used in a limited
situation. As a result, a new concrete unidirectional scheme is proposed by [39] to
resolve the problem. A unidirectional re-encryption scheme means the re-encryption
key is used to transform the ciphertext from for Alice’s key into for Bob’s, while it
cannot transform it from for Bob to for Alice. The authors introduce a concrete unidi-
rectional mechanism involving some significant security properties such as collusion
resistance (one of the most essential goals in the design of unidirectional schemes)
without abandoning the property of chosen-ciphertext attack (CCA) security in the
standard model. Although like other unidirectional schemes, the new introduced
scheme is single hop while it is still efficient, and a noninteractive complexity assump-
tion in bilinear groups is required when proving the security of the scheme.

7.3.2.1 Concrete construction

Like the construction proposed by [38], the presented scheme uses a strongly
unforgeable one-time signature to tie several ciphertext components altogether and
offers a safeguard against chosen-ciphertext attacks in the fashion of [186]. For
simplicity, the description below assumes that verification keys of the one-time
signature are encoded as elements from Z, " In practice, such verification keys are
typically much longer than |p|, and a collision-resistant hash function should be
applied to map them onto Z,:

* Setup(4). The algorithm is given a security parameter A and chooses several

bilinear map groups (G, Gr)+ef prime order p2*. Then it generates g, u, v *G
and chooses a strongly unforgeable one-time signature scheme Sig = (G, S, V)
(Sig means one-time signatures and you can learn more details in [39]’s work).
The global parameters are

par :=4G, Gr, g, u, v, Sig}.

* Keygen(1). User i sets his public key as X; =¥ for a random x; K Z;.H
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* ReKeygen(x;, X;). The algorithm is given user 7’s private key x; and user j’s
public key X; and generates the unidirectional re-encryption key

R; :Q(jl/xi — g%/,

* Encl(m, X;, par). The encryptor encrypts a message m € Gr under the public
key X at the first level and proceeds as follows.

1. Select a one-time signature key pair (ssk, svk)ig(i)eand set C; =«vk.
2.Pickn,t . Z,,-and compute

Y= C'y =gl C) =X Cy=elgg) -m Cy= (™ oy

3. Generate a one-time signature ¢ =<S(ssk, (Cs3, C4))<en (Cs, Cy4).

The ciphertext is C; = (Cy, C,, C'5, C,, C3, Cy, 0).

* Enc2(m, X;, par). The encryptor encrypts a message m € Gr under the public
key X; at level 2 and conducts the following steps:

1. Select a one-time signature key pair (ssk, svk)ﬁg(/l)eand set C; =«vk.

2. Choose r Z,, and compute
C, =X, C3 =¢lg.g) -mm Cqy= ™ ).

3. Generate a one-time signature ¢ =<S(ssk, (Cs, C4))<en the pair (Cs, C4).
The ciphertext isC; = (Cl, C,, C3,Cy, U).
* ReEnc(Ry;, C;). The algorithm is given the re-encryption key R; =%/ and a
ciphertext C; = (Cy, Cy, C3, C4, 0), and check the validity of the latter by

testing the following conditions:

e(Cz, MC1 @9 = &eXi’ C4)(_ (71)
V(Cl, o, (C3, C4))<E<—1— (72)

If all the steps are well formed, C; is re-encrypted by choosing ¢ : Z,, and computing
Cy = Cr =R =gl C =€) =T .

The re-encrypted ciphertext is

G = (C1, Cy, C'2, Gy, C3, Cs, 0).

If they are ill formed, C; is declared “invalid.”

* Dec1(Cj, sk;). The validity of a level 1 ciphertext C; is checked by testing if
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e(Cy, C') = e(X;,g) (7.3)
e(Ch,u® -v) = e(C,, C4) (7.4)
V(Cl, O, (C3, C4)) = 1 (75)

"

If relations (7.3)—(7.5) hold, the plaintext m = C3/e(C 5, C, )1/xf will be output.
Otherwise, the algorithm exports “invalid.”

* Dec2(C;, sk;). If the level 2 ciphertext C; = (Cy, Cy, C3, Cy, o) satisfies relations
(7.1)-(7.2), receiver i can obtain m = Cg/e(Cz,g)l/x"

“invalid” otherwise.

. The algorithm outputs

Outputs of the re-encryption algorithm are perfectly indistinguishable from
level 1 ciphertext produced by the sender. Indeed, if ¢ = tx; /x;, we can write

C’2 =X§ :X; C”2 :g(xj/xi)t—l :gt—l C’3” _ X:t :)(]r't

As in the original scheme described in [37], second-level ciphertext, which is
stored in remote untrusted severs, can be changed into first-level ciphertext
encrypted for the same receiver if the identity element of G is used as a re-
encryption key.

In the first-level decryption algorithm, relations (7.3)-(7.5) guarantee that re-
encrypted ciphertext have the correct shape. Indeed, since the relation
C4 = (u“ - v)" holds for some unknown exponent r € Z,, equality (7.4) implies that

7

C, = C}. From (7.3), it comes that¢(C',, C;) = e(X;.g)".
We finally note that first-level ciphertext can be publicly re-randomized by

1
s

converting (C'5, C'5, C'3) into (Cj, Czl/ *, C5’) for arandom s € Z,,. However, the

pairing value ¢(C'5, C, ) remains constant and re-randomizations of a given first-
level ciphertext are publicly detectable.

7.3.2.2 Security proof

For convenience, we will prove security under an equivalent formulation of the
3-wDBDHI assumption.

Lemma 7.1. The 3-wDBDHI problem is equivalent to decide whether T equals
e(g, g)b/ “ or a random value given (g,g", g%, g, g") as input.

Proof 7.1. With the given elements (g, gl/ g% g<“2>, gb, T), we can construct a
3-wDBDHI instance by setting (y = g/%, y4 = g, y&*) = g4, (&) — g(@) B _ gb),
which implicitly defines A = a and B = ab. Then, we compute ¢(y, y)B/ A4 —e(gg)" “,
The converse implication is easily established and demonstrates the equivalence
between both problems.

The intuition of security proof in the scheme is illustrated in Figure 7.4.

Theorem 7.1. Assuming the strong unforgeability of the one-time signature, the
scheme is RCCA-secure at level 2 under the 3-wDBDHI assumption.

Proof 7.2. Let (g, A_1 = g"/* A; = g% A, :g(“z), B =g", T) be a modified
3-wDBDHI instance. We build an algorithm 5 deciding if T = e(g, g)b/ “

Before presenting 3, we assume an event called Fors and observe the probability
it may occurs. Let C* = (svk”, C, C;, C},, 6*) denote the challenge ciphertext given
to A in the game. Let Fors be the event that, at some point, A issues a decryption
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Figure 7.4.
Intuition of security proof in IUCCS-PRE scheme.

query for a first-level ciphertext C = (svk”, C;, c’s, Clzﬁ, Cs, C4, 0) or a re-encryption
query C = (svk”, Cy, Cs, C4, 6) where (Cs, Cy4, 6) % (C5, C}, 6*) but
V(o, svk, (C3, C4)) = 1. In the “find” stage, A cannot learn any information about
svk™Hence, the probability of a pre-challenge occurrence of Fors does not exceed
qo - 0 if q, is the overall number of oracle queries and & denotes the maximal
probability (which does not exceed 1/p according to the assumption) that any one-
time verification key svk is output by G. In the “guess” stage, Fors clearly gives rise
to an algorithm breaking the strong unforgeability of the one-time signature.
Therefore, the probability Pr[Fors] <q,,/p + Adv®TS, where the second term
accounts for the probability of definition 5, must be negligible by assumption.

We now proceed with the description of B that simply halts and outputs a
random bit if Fors occurs. In a preparation phase, 3 generates a one-time signature
key pair (ssk”, svk™)«— G(1) and provides A with public parameters including

ok’ R e ,
u=A"andv = A;*""* . A® for random a3, @, Z,Observe that u and v define a

“hash function” F(svk) = u?* -» = AZ™=¥) . A% 1p the following, we call HU as
the set of honest parties, including user i*that is assigned the target public key pk™;”
and CU as the set of corrupt parties. Throughout the game, A’s environment is
simulated as follows:
* Key generation. Public keys of honest users i € HU\{i*} are defined as
X; = A7 = g™ for a randomly chosen x; : Z,. The target user’ public key is set

Xie ) ey s R . . .
as X = A" = g ith x;- Z,,- The key pair of a corrupt user i € CU is set

204



Proxy Re-Encryption for Secure Access Delegation
DOI: http://dx.doi.org/10.5772/intechopen.7990 3

as (X; =¢%, x;), for a random x; R Z;, so that pairs (Xj, x;)<«an be given to A. To

generate re-encryption keys R;; from player i to player j, B has to distinguish
several situations:

If i e HU\{i* }-and j =4*; BB returns Ry =A% =g%@'/(@x)yhich is a
valid re-encryption key.

e Ifi =4*"and j e HU\{i"}, B responds with R;; :%ﬁ{x"’ = glaxi/(xi:@*)) ghat
has also the correct distribution.

If i,j e HU\{i*}, B returns R; =%/ =gl®)/(@x),

If i e HU\{i* }and j € CU, B outputs Ry —4"," —g%/(@)yhich is also
computable.

* Re-encryption queries. When receiving a re-encryption query from user i to
user j for a second-level ciphertext C; = (Cy, C,, C3, C4, 0), B returns “invalid”
if relations (7.1)—(7.2) are not satisfied.

 If i #4~or if i =4"and j € HU\{i" }, BB simply re-encrypts the
corresponding ciphertext with the re-encryption key R;; which is available
in either case.

e Ifi =4*andj e CU.

o If C; =swk™; B can observe the occurrence of Fors and abort from the
game. Indeed, re-encryptions of the challenge ciphertext toward corrupt
users are disallowed in the “guess” stage. Therefore, (Cs, C4, 0)<~—
(C5,Cy5 0" )since we would have C, #«G5and i #4~f (C3, C4, 0) = «—
(CiCia).

* We now discuss the left case C; s~svk™; i =4*;and j € CU. With the given
ciphertext Cy/*" = and C; =£(svk)" = (AZ* %) .4%)" B can compute

C4 a (Sukl—suk*)
;= gy =l 7.6)
C2

Knowing g and user j’s private key x;, B3 picks ¢ . Z,,'to compute

C;:<At1 :gﬂt CZ/M:%JE{t _ (gl/a)xj/z C,lz/’ _ (A;)t _ (gar)t

and returns Cj = (Cy, C;, Czn,»C;,, Cs, C4, 6)awhich has the proper distribution.
Indeed, if we set ¢ =t /xj, we have
* First-level decryption queries. At any time, A may ask for the decryption of a

7

first-level ciphertext Cj = (Cy, Cy, Cyis Cy, C3, Cy, 6)ander a public key X;. For
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such a request, B returns “invalid” if relations (7.3)-(7.5) do not hold. We
assume that j € HU since B can decrypt using the known private key otherwise.
Let us first assume that C; =<« =«wk". If (C3, C4, 0) = (C5, C,, 0%), Bis
presented with an occurrence of Fors and halts. If (C3, C4, 6) = (C5,Cy50%), B
outputs 1 which deems C; as a derivative of the challenge pair (C*, X;+).

Indeed, it must be the case that e(C,»C, ) = ¢{g, X;)" for the same underlying
exponent 7 as in the challenge phase. We now assume C; #«svk™.

¢ Ifj e HU\{i"}, Xj =¢*9 for a known x; € Z, The validity of the ciphertext
ensures that e(C,» C)) = eX.g) =elg 2)“ and Cy = (svk)" =—
g”l‘”(”k’”k*)fgﬁ’zmz for some r € Z,. Therefore,

(C4, ) &€C4, l/a) g_%’g)aﬂ(ska:vk*)g‘e_ég’g)umz’ (77)
and

1
(C4 A )(_ ay (svk—svk™)—
e(g’g)r = /1 (12/36' > (78)
(4 CZ'/VCZj J

reveals the plaintext m since svk #«svk™

o Ifj =4*; we have X —gl%")For a known exponent x;-€ Z,. Since we
know that

"’(Cz”iC;) &(;X _g %‘(gg a rire
€(C4,g) = &@’g)alﬂr ka—ka*):éég’g)u raz,

~vto gy —o(Cag) (
}'*(e{g’g) = Cz/pcgjaz/x*&) .

Together with relation (7.7), y in turn uncovers

1
r €(C4, A*l) (svk—svk™)
e(g.g) :{Wjﬂt

and gets the plaintext m =3 /e(g.g)".

B can first obtain

In the “guess” stage, B must check that m differs from messages 70,m1 involved in the
challenge query. If m € {m, m1}, B returns L according to the RCCA security rules.

* Challenge. When she decides that the first phase is over, .A chooses messages

(mg, m1). At this stage, B flips a coin a* {0,1} and generates the challenge
ciphertext C*as

=svk’ C; =B C; =any L C, =B,
and ¢ =S(ssk”; (C3, C)).
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Figure 7.5.
RCCA game in IUCCS-PRE scheme.

The whole game is described in Figure 7.5.

Since X;-=A}" =¢¥* and B =g?, C*s a valid encryption of mwith the
random exponent » =&/a® if T =+«{g, g)l?ﬁz. In contrast, if T is a random element in
Gr, C*perfectly hides m,5 and A cannot guess d*“‘with better probability than 1/2.
When A eventually outputs her resultd € {0,1}, B decides that T =«{g,g)"’ “ if
d =« or T is random otherwise.

Theorem 7.2. Assuming the strong unforgeability of the one-time signatuve, the

scheme is RCCA-secuve at level 1 under the 3-wDBDHI assumption.

Proof 7.3. The proof is very similar to the one of theorem 1. We construct an
algorithm; B is given a 3-wDBDHI instance (g, A_; =g!/%, A; =¢% Ay =¢@);
B =g, T)«and uses the adversary A to decide if T =g, g)lfﬁz.

Before describing B3, we consider the same event Fors as the one in the proof of
theorem 1 except that it can only arise during a decryption query (since there is no
re-encryption oracle). Assuming the strong unforgeability of the one-time signa-
ture, such an event occurs with negligible probability as detailed in the proof of
Theorem 1. We can now describe our simulator 5 that simply aborts and outputs a

1"

random bit if Fors ever occurs. Let also C* = (Cj;C;5C,' s Cy ", CyChyo™) «denote
the challenge ciphertext at the first level.
Algorithm B generates a one-time key pair (ssk”, svk*)«— G(1)<«and the same

public parameters as in theorem 1. Namely, it sets u =A% and v =47 A%
. R e . —sok" .
with a1, a; * Z;s0 that F(svk) = s2*" =A% A in the proof of the-

orem 1, i"identifies the target receiver. The attack environment is simulated as
follows:

* Key generation. For corrupt users i € CU and honest ones, i € HU\{i"}, B sets

X; =¥ for a random x; . Z,. The target user’s public key is defined as
X+ =A1. For corrupt users i € CU, X; and x; are both revealed. All
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re-encryption keys are computable and given to A. Namely, R; =%/ if
i,j #i"; Ryj =A”, and R, /] forj i

* First-level decryption queries. When a ciphertext C; = (Cy, Cz, C’;: C/ZU: Cs,
C4, 0)4s queried for decryption with a public key X;, B returns “invalid” if
relations (7.3)-(7.5) do not hold. We assume that j =4*since 55 can decrypt

using the known private key x; otherwise. We have C, =4, C, =g/

11— 1— Il

C, =<A{ for unknown exponents r, t € Z," Since e(C,, Cy) = efg,g)" and

(C4, ) e_ﬁgg)mr (svk—svk™) e_(g’g)araz’

svk —svk*)—
~Zien ook j (-

which reveals the plaintext m =«C;/e(g.¢)" as long as svk #«vk™ In the event that
=«svk"holds in a post-challenge query:

B can obtain

* Ife(Cy5 C)) = e£C,’sC, "), B returns L which means that C; is merely a re-
randomlzatlon (and thus a derivative) of the challenge ciphertext.

* Otherwise, we necessarily have (C3,C}, 6%)«# (Cs, Cy4, 0), which is an
occurrence of Fors and implies B’s termination.

In the “guess” stage, B must ensure that m differs from messages 7, m, of the
challenge phase before answering the query.

* Challenge. When the first phase is over, .4 outputs messages (m0,m1)«end B

flips a bit ¥ {0,1}. Then, it chooses u K Z;‘_and sets

/ 1 1 111
Cr=Al C =AY" C)* =B
Ci=svk™ Cy=my T Cy=B2,

and ¢ =<S(ssk”; (C5, C})).

Since X, =«4; and B =¢?, C*s a valid encryption of m,-with the random
exponents r =&/a? and t =« whenever T =«{g,g)" /# ‘When T is a random mes-

sage, C"‘perfectly hides m,--and A cannot guess d"“with better probability than 1/2.

Eventually, B bets that T =«{g,g)** b/ *"if A correctly guesses d"and that T is random
otherwise.

7.3.3 Identity-based PRE

In an identity-based proxy re-encryption (IBPRE) scheme, Alice can give proxy
a re-encryption key. Proxy can convert an encryption computed under Alice’s
public key into an encryption intended for Bob. Proxy isn’t trusted, so it cannot
get Alice’s and Bob’s private key and it also cannot get any information from
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ciphertexts. Green and Ateniese [45] firstly use PRE to deal with this problem.
Now, we will talk about a kind of IBPRE scheme with CCA security.

7.3.3.1 Concrete construction

* Setup(k). Let n be a polynomial in the security parameter k. Let
e:G1 xG1 —<Gr be a bilinear map, where G, G have order q and G; = <g>.

. $ we
Selecting a parameter s Zp and output par = (Hy, Hy, H3, Hy, Hs, He, g, ¢°),
msk = s. Hi_¢ is defined as

Hj : {0, 1}xe—4Gy, Hy :: {0, 1}#—4Gy, Hz :: {0, 1} 545
H,:Gr x {0,1}" —, Hs : G — {0,1}"

* Keygen(par, msk, id). To add identity information into the key, return
skig =H1(id)’, id €{0,1}""

* Enc(par, id, {0,1}"). To encrypt m under id € {0, 1}", the steps are in the
following words:

e Select 5 * Gr, and set r = Hy (5, m).
* Compute ¢ = (g, 5%e(g’, H1(id)"), m & Hs(5)).
* Compute S =<H;(id||c')".
* Output the ciphertext c =< S, ¢ >.
* ReKeygen(par, skiy,, id1, id,). To compute the re-encryption key from di; to
id>:
e Select N * {1,0}", and compute K =«{sk;;, H1(id,)).
* Output 7k;z, iz, =< N, Hy(K||id1||id2||N ) *skiqs, >

* ReEnc(par, rkij, 4, ., " ). To re-encrypt a first-level ciphertext, first parse ¢,
as (S, A, B, C), and parse 7k;4, 4, as <N, R>. Next:

Let h =H;3(id4|| < A, B, C >).

Check if e(g, S) = e(h, A). If not, return L.
« Otherwise, select ¢ * Z,"and compute B =B/(e(A, Reh') Je(g", S)).

* Output the re-encrypted ciphertext ¢;;, = (4, B, C,idy, N ).
* Decl(par, skiy, ciq). To decrypt a first-level ciphertext, first parse ¢;; as (S, A,
B, C). Next:
* Leth =H3(id, <A, B, C >).
e Selectt * Z%4, and compute 8 =BJe(A, skigoh')Je(g", S).

209


http://dx.doi.org/10.5772/intechopen.79903

Data Service Outsourcing and Privacy Protection in Mobile Internet

* Compute m = CEBH5(5/), and 7 = H4(5/, m).

* Verify thatS=/%" and A = g/. If either check fails, return L; otherwise
output m.

* Dec2(par, skiy, ciz). To decrypt a second-level ciphertext, first parse ¢;; as (A,
B, C, id,., N). Next:
» Compute K = e(H1(ids, skig))-

* Compute 8 = Bee(A, Hy(K||idy||id||N)).
» Compute m = C@®Hs (5/, m).
* Verify that A = g“r. If this check fails, return L; otherwise output .

Now, we talk about the correctness of this scheme. Firstly, we show correctness
for first-level ciphertext. Let ¢;s, =< S, A, B, C >=<h', g", 5%(g’, H1(id)"), m
@ Hs(5)) > be the first-level encryption of m under idq, with & = H3(id,||
< A, B, C >). Letsk; = H1(id1)’ be the decryption key. For a random ¢ EZ;, the

decryption process proceeds as follows:
(S%e(g’, Ha(idh))")/ (e(g"s Ha(id)"h') fe(g', 1)) = 5,

Ha(6,m) L

g

r

g

hH4(§, m) :7 W

The correctness under re-encryption is shown as follows. Given a first-level
ciphertext and a correctly formed re-encryption key 7k;y, iz, = < N, R >, then we
check the ciphertext as

e@h’) =e(hg).
Recall that R = sk;;, *W where W = H,(e(H1(id1)’, H1(id>))||id1]id2||N). To gen-
erate the second-level ciphertext ¢y, = (4, B,C, idy, N ), for somet e RZq*, we obtain
B = (5ve(g’, Hy(id1))")/(e(g’, Re') [e(g', ")) = 8/e(g, W).

Given sk;y, = H1(id;)’ we decrypt cig, = (4, B, C,id;, N )= (¢g", 8/e(g", W),
m @ Hs(5), N) as follows:

H2(€(H1(id1), H1(Zd2)5)||ld1”ld2”N) =W
(6/ele’, W) we(g’, W) = 5
H;5(8)® (m ®Hs(5)) =m

Ha(8,m) L

g g
7.3.3.2 Security proof

We will prove the security of this scheme. The intuition of security proof in the
scheme is illustrated in Figure 7.6.
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Figure 7.6.
Intuition of security proof in IUCCS-PRE scheme.

Let A be a p.p.t. algorithm that has a non-negligible advantage ¢ in attacking the
scheme. We use A in order to construct a second algorithm B which has a non-
negligible advantage at solving the DBDH problem in Gy, Gr. Algorithm B accepts
as input a properly distributed tuple < G; =< g >, g% g%, g°, T > €G; x Gr and

abc

outputs 1if T = e(g,g)<. We now describe algorithm B, which interacts with
algorithm A via the IND-Pr-ID-CPA interface.
Oracle Queries. B simulates the random oracles H;, H, H3, H4, Hs as follows:

* Hy: {0,1}" — Gy. On receipt of a new query for id, select y, z * Z;End

randomly set a € 0/1 such that Prja = 0] = y. If a = 0 compute 2 —(g°)%; if
a=1computes  g°. Record the tuple (id, h, y, z, @) and return h. Notice that
h is correctly distributed.

* Hy: {0,1}" — G;. On a new query X € {0,1}", return x * G and record (X, x).

* Hj: {0,1}" — G1. On receipt of a new query s € {0, 1} of the form (id||<A, B,
C>), select z * Z;‘ﬁnd randomly set a € {0, 1} such that Pr[a = 0] = y. Compute
H1(id) to obtain the tuple (id, k1, y;, 21, 1). Ifa = a5 then seth = g% if a = 0

and o = 1, then set h(¢°)"; if a = 1and a; = 0, then set i :gz/ﬂgc)yflzl. Record
the tuple (s, 4, 2, a) and return h. Notice that h is correctly distributed.
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e Hy: Gr x40,1}" H<Z;T0n a receipt of a new query (8, m), return » * Z; and

record (8, m, r,g").
* Hs : Gr —+0,1}". On receipt of a new query 3, return p ’ {0,1}" and record (8, p).

The game between attacker A and challenger B is running as follows:

« Select. Choose i * {0,1}.

* Setup. B generates the scheme’s master parameters par = (G1, H1, Hy, H3, Hy,
Hs, g, g%)<«and gives par to A.

* Find. In this stage, A can issue any things without restriction.

* Challenge. After finishing the find stage, A submits (id", mq, m1). B forms the
challenge ciphertext as follows:

« Choose 5 * Gr,p i {0,1}", and insert (5, p)4ato the Hs table. Insert
(6, mp, o gb)eiﬂto the H, table. Evaluate H;(id")<«nd obtain the recorded
value z.

* Compute (A%, B*, C*) =< gb, 5T, p®dm; >.
¢ Select z1 ¢ Z;andinsert(idn < (A%, B, C*">, 21, g™, a; =4)4nto the H;
table, and compute S* = (g%)™.

B outputs the challenge ciphertext ¢* = (S*, A*, B, C*) = (gby,gb, 5T, p ®m;)«o A
and begins the guess stage.

Guess. In the guess stage, A is restricted from issuing the following queries:

-

* (extract, id").id""is the challenge identity.
* (decrypt,id”, c*).c*is the challenge ciphertext.

* Any pair of queries < (rkextract, id”, id;), (extract, id;) <.
* Any pair of queries < (reencrypt, id", id;, c*), (extract, id;) <.

* Any pair of queries < (rkextract, id”, id;), (decrypt, id;, ¢;) <> .c; =—
ReEnc(rk;z ;g5 c*).
Now, we let id"‘be the target identity, and parse the challenge ciphertext ¢*“as
(S, A%, B*, C*). In both phases, B responds to A’s queries as follows:

* On (decrypt, id, c), where stage id #4d"; b evaluates H;(id)«e obtain (z, ). B
outputs sk; = (g%)° to A.

e On (rkextract, idy, id,), B selects N i {0,1}" and returns the value:
it 14y =< (&%) Hle(g™, Haida)) i id|N), N >.

* On (decrypt, id, ¢), if (id, c)«~ (id"; c*), check whether c is a level-1 or level-2
ciphertext.

For a level-1 ciphertext, B parses c as (S, A, B, C) and:
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* Looks up the value A in the H, table, to obtain the tuple (5, m, ). If A is
not in the table, or A = A*;then B returns 1 to A.

* Checks that S = H3(id|| < A,B,C >)". If not, B returns L to A.
* Checks that § = B/e(g?, H1(id)"). If not, B returns L to A.
¢ Checks that C = Hs(6) @m. If not, B returns 1 to A.

¢ Otherwise, B returns m to A.

For a level-2 ciphertext, B parses c as (A, B, C, idy., N) and:

» Computes H;(idyy. ), H1(id) to obtain (h1, 21, a1), (h2, 22, @2). If both
a1 = a; = 0, then stop the game. If id = id"; let
K = e(H,(id), (g*)2)«Otherwise, let K = e(H1(idy.), (¢°)2).

s Let 8 = B/e(A, Hy(K||idy||id||N)). Let m = C@ Hs(8 ), and let
¥ =Hy(5,m). Ifg’/ = A, return m to A.

* If not, look up A in the H, table to obtain (7, §, m). Check that
C = Hs(5) ®m and B = e(g?, H1(idy.) )om/e(A, rkia,,—ia). If the
answer is yes, return m. Otherwise, return L.

* On (reencrypt, ids, id,), B parses c as (S, A, B, C) and:

» Computes H = H3(id1|| < A, B, C >), and performs the ciphertext validity
check e(g, S) = e(H, A).If this check does not succeed, B returns L to A.

o If (idy, A) = (id", A*) and ¢ # c*; then B runs a forgery event that will be
describec% in the next section.
* Bselects N ° {0,1}", and:

If id, = id"; B computes H;(id;) to obtain (1, y,, 21, @1) and evaluates
Hs(id; || < A, B, C >) to obtain (H, 22, a2). If a; = 0, stop the game.
Otherwise, B selects ¢ * {0, 1};3nd computes 8 = B/(e(A, ') /e(g1>%)).
Finally, B outputs

cia, = (A, 8'%e(A, Hy(e(H1(id1), (g°)7)||id1||id2||N)), C, idy, N).
If idy # id", B outputs c¢;, = ReEnc(par, rkig, iz, ¢).

At the end, A outputs its guess bit .

Forgery events. In this section, B operates as follows. On values
idy, id",c = (S, A, B, C), and ¢* = (S*, A", B*, C"). Let H = H;(idy|| < A, B, C >) and
extract the H; table value y.

By the definition of H3, it holds that Pr[H = g] = y. In this case we substitute into
the validity check to obtain e(g, S) = e(g®%, g”) which finds S = g”*. B computes
S =5"= £%, and solves DBDH as iforge —(e(S,g%) ~ T). If all conditions are satis-
fied, B returns i, as the result. Lemma. If there exists a p.p.t. algorithm A" with

non-negligible advantage ¢ at distinguishing the simulation above from a “correct”
simulation (in which all values are correctly formed), then we can construct an

algorithm B that solves the DBDH problem in (G1, Gr) with non-negligible advantage.
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parans

Encrypt( params id, m € {0,1}")
RkGren( params, SK . id,.id,)

ReEncrypt{params, ik, . .Cy)
Decrvpi{ params. sk, C,)

id" m,,m,

' =(5.4.8.C)

do query again

Figure 7.7.
CCA game in IBPRE scheme.

Proof. Let Py = Pr[i = i ] when A’ is given correctly distributed values as in the
real attack, and P, = Prfi = i] when A’ is given one or more invalid re-encryption
key(s) of the form described above. Let A' bean algorithm such that |P17P,| > v(k) :
ie., A’ has this advantage at distinguishing the simulations. We use distinguishing
A’ to construct B’ that solves DBDH with probability > v(k).

We do not specify the full details of B’s simulation but instead reuse much of the
simulation above. Given a tuple (g, g% g°, ¢° T), let (g, g%) be the public key given to
A'. We contrive the H; oracle to (probabilistically) output gbzf (for some known z;)
on input Hq(id;) and g** (for known 1) on input H(id"). When A’ extracts a single
re-encryption key, 7k, ., B' computes the key as g%*teW where

W = H,(T*%||id"||id1||N). that (21, 2;) are randomly distributed and outside of
the view of A". Note also that when T = e(g, g)“bc, then T%*¥ is correctly distributed;
otherwise T is a random element.

When T is random, then A" has a negligible probability of issuing an oracle call
on H,(T*% ||id"||id4]|N). Conversely, when T = e(g,g)*, it must be the case that A’
issues a call on H,(T%||id"||id1||N) with probability > v(k).B" examines the trace to
find such a call, and if it is present, outputs 1, and otherwise outputs 0. Using

standard arguments, we may extend this claim to address a case where A" extracts
multiple incorrectly formed re-encryption keys.
The whole game is described in Figure 7.7.

7.3.4 The identity-based PRE with mobile access

Zhou et al. [204] introduce an impressive proxy re-encryption scheme,
referred to as identity-based proxy re-encryption version 2 (IBPRE2). The
IBPRE2 successfully creates a hybrid identity-based re-encryption scheme
adopting two separating mechanisms, IBBE and IBE, which require different
parameters and algorithms. In the scheme, a user could authorize a proxy to
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transform an encrypted data computed by an IBBE algorithm into an encrypted
data which can be recognized by IBE scheme; meanwhile the proxy cannot
learn any information about the plaintext nor receive any assistance from the
cloud service provider. The authors introduce the framework of the IBPRE2 and
define its security. An IBPRE2 mechanism exploits the re-encryption method
connecting an IBBE system and an IBE system. At the system setup stage, the
system initializes the parameters required by the two subsystems (IBBE and
IBE) and performs the two systems in the standard way. And an IBBE user can
allow a specified IBE user to decrypt a ciphertext by directly generating a re-
encryption key and sending it to the proxy, which could convert an IBBE-
encrypted data into an IBE-encrypted data.

Considering the IBBE and IBE’s CCA security, the authors also define the
same selective-identity and adaptively chosen ciphertext security of the IBPRE2
(selective CCA security) as the two schemes. Considering the re-encryption
mechanism is proposed, additionally queries involving re-encryption algorithm
and re-encryption key generation algorithm, as well as the decryption algo-
rithm for re-encrypted ciphertext, are provided to the attackers in the chal-
lenge game, while the attackers still cannot distinguish the re-encrypted
messages.

7.3.4.1 Concrete construction

We now describe the IBPRE2 scheme which converts a ciphertext of the
IBBE scheme introduced by [207] into a ciphertext of the tamed IBE scheme. The
construction is built from prime-order bilinear groups. The PKG runs (p, G, Gr, ¢)«+
G(1*)4e generate two cyclic groups G and Gr of prime order p and a bilinear map
e : G x& —<Gr with an input security parameter A. IBPRE2 scheme proposed
by [204] is described as follows:

e Setup(1*). Let < |p| —2 Choose two coding functions F1 : {0, 1) S&r and

F2:{0,1} —4r. Choose a generator g € G and two random elements a € Z,
and 1 €G. Set (m —&)<as the maximal size of the broadcasting receiver set, and

compute g, =<, h° h,...h"" . For the IBBE system, define the public key

PI(IBBE :“les e(g: h)’ h; haa “.’h(lm’ H()) Fl('): FZ()}

and the master secret key MSKggr = (g, a), where the hash function H: {0,1}" HeZ;T

Then, define the public key and master secret key for the IBE system as
PKise =gy (g h), b h* (), Fi ()35
MSI([BE = (g, (,l).

Note that PKpg is a part of PKppr and MSK g =<MSKgpr. We set MSK =«
MSKppr =MSKpg.

b KeyGenIBBE (PI<IBBE; MSI(, ID) = KeyGenlBE (PI(]BE, MSI(, ID) Given an
identity ID and MSK = (g, a), the algorithm outputs the secret key

1
SKip =<K g, 1p =SKiBpE, 1D =€+,
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* Encryptgee (PKisse, S, Msg). To encrypt a message Msg with the set of
identities, S =4ID;}; ;, where n < m, the algorithm computes M = (Msg||0).
Choose a random s € Z,"and compute

CO =M "e{g’h)j’ Cl :gfs)

and a hash value V =4H(Cy, C;). Form
Cy =# [ 1. (a+HUD)) (@ +V)—

Output CTs = (Co, Cy Cz)
The IBE encryption Encryptigg (PKg, ID, Msg)4s defined the same as the proposed
IBE scheme except that the message to be encrypted is M =<1(Msg||0).

* RKGen(PKjgpg, SK Dy S, ID). This step would convert CTs into a ciphertext

for ID. Given the public key PKgpg, a set of identities S =4ID;}"_; withn < m,
and a secret key SKp, for ID; €S, the re-encryption key generation algorithm

chooses a random k € {0, 1}1, computes F,(k), and obtains

R Encryptygs(PKigsg, ID, k), where Encryptygy, is identical to Encryptigg
except that the message to be encrypted is M =&1(k||1). Finally, output the
re-encryption key as

RKs-.ip = (SKip, -#2(k), R).

ReEnc(PKjgg, RKs .ip, CT's). Parse RKs .;p = (d, R)+hat is given by the user ID; €S,
to re-encrypt CTs = (Co, C1, C;). And then compute V =H(Cy, C;)«and check if

elg, Cy) = &(Cfl, thzl(a+H(1Di))(<x+V)j
holds. If not, output a false symbol L. Otherwise, select a random ¢ € Z,"and compute

d1 :éd_'gzl’ dy :(‘h‘H:;l(a+H(IDi))<a+V)<—
d3 = (dz)t :#H?:1(a+H(IDi))<a+V)<.—

Also compute

K= 4: ( H::U:j(a-o—H(ID,-))(a-&-V)—H?:l_i:j H(ID,-)V) .
Then, output CTp = (CTs, R, d1, d», ds, K).

* Decrypt(PK, CT, SK;p). Given the public key PK =<K ;pprDPKpg, a ciphertext
CT, and a secret key SK|p for identity ID, the algorithm runs as follows.

e If CT is a ciphertext of the IBE system, the algorithm performs the same
executions of the decryption of the IBE scheme to output M =< (Msg||0).
Then recover Msg by removing the last bit from F;*(M).

* If CT is a ciphertext of the IBBE system, the algorithm performs the same
executions of the decryption of the CCA-secure IBBE scheme described
by [207] to output M =< (Msg||0). Then recover Msg by removing the
last bit from F;*(M).
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* If CT is a re-encrypted ciphertext, let CT = CTp = (Co, C1, Co, R, d1,
dy, ds, K) for identity ID. Suppose that CT|p is re-encrypted by the re-
encryption key that is generated by the user ID; € S. Check if the following
equations holds:

. e(g, C) = e(C{l, thzl(a+H(1D,-))(a+v)> and

" e(diFy k), da) = elgy, ds) - eley, K) - elg. ) L7 where v = H(Co, C)
and & Decrypt/ (PKigg, SKip, R).

We define Decrypt the same as Decrypt except that it outputs k if the
decrypted message ends with bit “1” and outputs L if it ends with bit “0.” If any one
of the equations does not hold, output L; otherwise, compute

1
H(D))

MIH=<‘€€(C1, K) - e(d1F2—1(k), C,) -e(Cy, d3)§ni71.i,&j v’

and M = Cy/M . Compute F;*(M) = Msg||B. If B = 0, output message Msg;
otherwise, output L.

Remark 7.1. In the encryption algorithm, we append an additional bit (0 or 1)
onto the end of the message in order to distinguish the encryption of a message and
the encryption of a random value used in the re-encryption key generation, so that
in the security proof, the adversary is unable to take the challenge ciphertext as R in
the re-encrypted ciphertext to query the decryption oracle and obtain some useful
information.

Remark 7.2. In the re-encryption algorithm, the proxy computes the component
K in order to reduce the burden of decryption for re-encrypted ciphertext on the
delegatee’s side. Since in the original IBBE scheme this component can be publicly
computed, it will not damage the security of the message encrypted in the ciphertext.

Correctness 1. If CT is a ciphertext of IBBE or IBE, the correctness follows the
correctness of the IBBE proposed by [208] and the tamed IBE, respectively.

If CT is a properly re-encrypted ciphertext, the correctness follows from the
following validations:

n

(a + H(ID;))(a + V)

1

e(duF; (), da) = | g7 TE, (k) - g} - Fy(k), hi-1

n

[[(@+HUD:))(a+ V)

= e(gﬁ, hi=1 ) -e(g, B4 @)Y —
tﬁ((l + H(ID;))(a + V) %(Aj(a)*HH H(ID]-)V>
=¢ (gv hi=1 ) e|lghh i=1i#j
ﬁ H(ID;)V
eer )
ﬁ H(ID;)V

el ) clgy ) elg )
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where 4;(a) = H:‘Zl’i#(a + H(ID;))(a + V). If the checks pass, observe that
M = ¢(Cy, K) - e(d1F; 1 (k), Cy) - €(Cy, d3)

i(Aj(a)— H H (ID,-)V)

—e|lg ™ h i=1, i
) (@ +rUIDi)(a+ V)
= . ng_ij).gg’hizl s

4

= (Ai(a)* H H(IDi)V)

_ e( h i=1, i ) e(g, hmj(a))

« [[ HUD:)V
— E(g,h) i=1,1i#4
and M = (M) a e = e(g,h)’. It then follows that M = Co /M .
The game between A and challenger is introduced in Figure 7.8.

7.3.4.2 Security model

We now show the selective CCA security of the IBPRE2 scheme. The CCA
security of the IBBE scheme introduced by [207] can be easily achieved by follow-
ing the [209] approach. Similar with the tamed CCA-secure IBE, an additional
“identity” that is only used for ciphertext validity test is also introduced into the

S

) PK

__Rereaf(fﬂ € §7), REReveal (CS — ID) N

Re - Encryption(5,1D,CT ). Decryprion(CT)

Msg,, Msg,

do query  again

'y
|

b

Figure 7.8.
Security game in IBPRE2 scheme.
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secret keys and ciphertexts of the IBBE scheme. We can use the same technique in
the proof of Theorem 1 to prove the CCA security of the IBBE scheme.

The following theorem shows that the proposed IBPRE2 scheme is selectively
secure against chosen-ciphertext attack if the proposed IBE scheme and the IBBE
scheme introduced by [207] are selectively CCA-secure.

Theorem 7.3. If there exists an adversary A which has an advantage Adv
breaking the CCA security of the IBPRE2 system, then we can construct an algovithm B
that breaks the CCA security of the IBBE scheme proposed by [208] and the proposed IBE
scheme with advantage €1 and €2, vespectively, satisfying

IBPRE2 ;
A m

el + €22 AdvEPRE2 Je(1 + ),

where e is the base of natural logarithm and q, is the maximum number of A’s secret
key queries.

Proof 7.4. Given an adversary A breaking the IBPRE2 scheme, we build an
algorithm B which interacts with A to break the selective CCA security of the
IBBE scheme introduced by [207] or the proposed IBE scheme. The adversary is
allowed to query the re-encryption for identity sets of its choice. To respond to
A'RKReveal(S — ID) queries, algorithm B has to call the key generation oracle of
the IBBE scheme and then applies the output keys to run the RKGen algorithm to
obtain the requested re-encryption keys. In an unwanted case, B is queried by the
adversary to generate re-encryption key for the challenge identity set S*. Unfortu-
nately, algorithm B cannot respond by giving the queried key. This is because that
the security definition of IBBE forbids key queries for the challenge identity set and
B cannot obtain the correct IBBE secret key. We let B generate real keys with a
determined probability and output random keys with the complementary probabil-
ity. To this end, we create a table Z = (# €{0,1}, S, ID, RK) to record queried keys,
and let BB output a real key when = 1 and output a random key when g = 0. The
real re-encryption keys and random ones need to be proved indistinguishable in
A’s view.

The algorithm B first runs the setup algorithm of the IBBE scheme introduced
by [207] with input m to get public key PK . It also picks two encoding functions F;
and F; to form public key PK = (PK ' F,F »). We no longer discriminate PK;ggr and
PKpg since the former includes the latter. The algorithm B also maintains a table
Z = (p, S, ID, RK) initialized to be empty. Algorithm B3 interacts with adversary A as
follows:

¢ Init. The adversary A outputs an identity S* to be attacked.
* Setup. Algorithm B gives the public key PK to A.
* Phase 1. The adversary .A makes the following queries:

* Reveal(ID ¢ S*). Algorithm B flips a random g € {0, 1}, so that Pr[§ = 1]
with a probability § which will be determined later. If § = 0, or
(0, *, ID, x) exists on the table, 13 aborts the simulation. Otherwise, it runs
the key generation algorithm of the IBBE scheme to create a secret key for
ID. B returns this key to A and records (f, *,ID, L) on table Z.

* RKReveal(S — ID). Algorithm B flips a random f€{0,1}. If = 1and

S =S8%or (1S, , L) exists on the table, algorithm B first calls the key
generation algorithm of the IBBE scheme to output a secret key for an
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identity in S and then uses this key to generate a re-encryption key RK
with S to ID. B sends RK to A. Otherwise, B returns a random
re-encryption key RK = (D, Encrypt g (PK, ID, 2)), where D is a random
element of G and z is a random string. Finally, B writes (4, S, ID, RK)4a
table Z.

* Re-Encryption(S, ID, CTys). If (x, S, ID, *)«does not exist on the table,
which means that A has not queried the re-encryption key from S to ID,
algorithm B runs the RKGen algorithm to obtain a re-encryption key
RKs_,;p and writes (x, S, ID, RKs_.p)«n the table. Then, 53 runs the ReEnc
algorithm using RKs_.ip to re-encrypt CTs and returns the re-encrypted
ciphertext to A.

* Decryption(CT). If CT is a regular ciphertext for S, algorithm B forwards
it to the decryption oracle of the IBBE scheme and returns the plaintext if
it ends with bit “0.” If CT is a re-encrypted ciphertext for an identity ID,
let CTip = (CTs, R, dy, d, d3, K). If there is a record (x, S, ID, RKl)een the
table, B examines whether CTp is the real ciphertext re-encrypted by
RK;;ID. To do so, parsing RK}DHS = (d/, R,), B checks if the following
equations holds

e(dy, dy) = &(d,, h (Hjl(wH(ID,-))}{aJrV)j -elg,, d3),

and R’ =R. If so, algorithm B calls the decryption oracle of the IBBE scheme to
decrypt CTs and returns the plaintext if it ends with a bit “0.” Otherwise, algorithm
B calls the decryption oracle of the IBE scheme to decrypt R and obtains & if k||1 is
the output of the decryption oracle. Then, it computes M as in the decryption
algorithm of the proposed scheme. Set Msg||B =<1 (M). If B =<0, output Msg to .A;
otherwise, output L.

* Challenge. The adversary A outputs two messages Msg, and Msg,. If there is a
record (1,S%, D, RK/jefer any ID' and RK’ on the table, B aborts. Otherwise, B
gives the challenge (S*, Msg||0,Msg,||0)<e the encryption oracle of the IBBE
scheme and returns the challenge ciphertext to A.

* Phase 2. Phase 1 is repeated except the not allowed queries described in
Definition 1.

* Guess. The adversary A outputs its guess b'e {0,1} and B outputs the same bit.

During the whole game above, B perfectly simulates the real scheme if it does
not abort and always outputs real keys. Let g, denote the number of A secret key
queries. Then B does not abort in phase 1 or 2 with probability #7 and does not
abort in the challenge phase with probability 1 —#: Therefore, B does not abort in
the whole game with the probability 67« (1 —#). This value is maximized at
1—-4/(qx +4), from which we can obtain the probability that B does not abort is at
least 1/e(1 +4).

It remains to show that no adversary can distinguish the real keys from random

keys. The random re-encryption key is (D, Encryptipg (PK, ID, z)), where D RGr
and z € {0, 1}1; the real re-encryption key is (SKip,F>(k), EncryptIBE/ (PK,ID, k)),
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where SK|p, is randomized by F, (k). The distinguishability of these two keys is
equivalent to distinguishing the IBE ciphertext, which breaks the security of the IBE
scheme. Therefore, A successfully distinguishes the real keys from random keys
with a negligible probability.

To sum up, algorithm B can use the advantage Adv'’{"™*52 of A attacking IBPRE2
system to break the security of the IBBE and the IBE systems with advantage ¢1 and
€2, respectively, satisfying e1 + 2 > AdvBRE2 [e(1 + ).

The intuition of security proof is described in Figure 7.9.

7.3.5 Conditional identity-based PRE with mobile access

Xu et al. [205] introduce a promising and more flexible mechanism of condi-
tional identity-based broadcast PRE (CIBPRE), involving the advantages of IPRE,
CPRE, and BPRE. In the system, the environment of the CIBPRE will be prepared
by an honest key generation center (KGC), and the system parameters required by
CIBPRE and private keys for users will be generated either. A user can broadcast an
encrypted message securely and merely those receivers who possess a certain iden-
tity and file-sharing conditions could extract the plaintext. Moreover, if the sender
would like to authorize other users to access the message with the same condition,
the sender could grant a re-encryption key associated with the condition, which
would be used to transform the ciphertext, to the proxy. And the proxy will choose
some parameters independent of prior receivers when generating the key. And the
original encrypted data matching the condition could be converted to a new

Inpur
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g=g ".C =g
/| PK = (g1t I el ). H(2)
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Access KevGeneration
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Figure 7.9.
Intuition of security proof in IBPRE2 scheme.
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ciphertext for the new set of users by the proxy. Except for the original authorized
receivers, the new authorized user could transform the new computed ciphertext
into plaintext with their private keys with CIBPRE. It is worthy to note that the
initial ciphertext are securely stored in the cloud service provider and the sender
can only grant a small-size key to the proxy to authorize new set of user without
downloading the ciphertext from the proxy again. So we can observe from the
above example that the CIBPRE with those features could impressively

guarantee the security of files especially there are multiple users who could access
those files.

7.3.5.1 Concrete construction

Referring to the concept of CIBPRE, both the initial CIBPRE ciphertext and the
re-encrypted CIBPRE ciphertext are the IBBE ciphertext. But it is different with an
IBBE scheme that CIBPRE would provide several algorithms to transform an IBBE
ciphertext (corresponding to an initial CIBPRE ciphertext) into another IBBE
ciphertext (corresponding to an re-encrypted CIBPRE ciphertext). Moreover, the
transformation is correct if it satisfies the consistencies defined by CIBPRE. There-
fore, in order to construct a CIBPRE scheme, we refer to the D07 scheme which was
reviewed in Section 2. Compared with the D07 scheme introduced by [208], the
proposed CIBPRE scheme associates a DO7 IBBE ciphertext with a new part to
generate an initial CIBPRE ciphertext. This new part will be used to realize the
capability “conditional” of CIBPRE. In addition, it provides some new algorithms,
which are, respectively, to generate a re-encryption key, re-encrypt an initial
CIBPRE ciphertext, and decrypt a re-encrypted CIBPRE ciphertext. The decryption
of an initial CIBPRE ciphertext is the same with the D07 scheme. The proposed
CIBPRE scheme is as follows:

* Setup,,; (4, N). Given a security parameter 1 € NV and value N (the maximum
number of receivers in each encryption), this algorithm probabilistically
constructs a bilinear map ¢ : G x G — Gr, where G and Gr are two
multiplicative groups with prime order p(|p| = 1), randomly chooses
@hut)e G*andye Z;, chooses two cryptographic hash functions

H:{0,1}' — Z, and H : Gr — G, finally outputs a master public key

PKpre = (p, G, Gr, e, w, v, b, I ...,hyN, u, u’, ...,u”N, Lt ...,tVNH, H/) and a
master secret key MKprr = (g, 7), where w = g” and v =e(g, h).

* Extractppg(MKpgg, ID). Given MKpgg and an identity ID, this algorithm

1
outputs the private key SK2 . = g7,

* Encpre(PKpre, S, m, a). Given PKpgg, a set S of some identities (where [S| < N),
a plaintext m € Gr, and a condition a € Z,, this algorithm randomly picks

ke Z; and outputs an initial CIBPRE ciphertext C = (c1, ¢, ¢3, ¢4), where
e = w*, ¢y = Il s HHED)

>
€3 = vk M, Cq = (u . ta)k‘HIDieS(%)'

o RKExtractpgg(PKpgg, ID, SK2 ., S', a). Given PKpgg, an identity ID and its
private key SK'2 ., a set S’ of some identities (where |S'| < N), and a condition
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a € Z,, this algorithm randomly picks (k,s)e Z;Z and outputs a re-encryption

key d = (dl, dz, d3, d4), where

ID—‘S/|a
¥ I (r+H({IDy))
dy = w—k’, dy=h ID;eS' s

ds = H ") - I',dy = SKID. - (u - t7)mDy

* ReEncprg(PKpre, dIDHS’|a’ C, S). Given PKpgg, a re-encryption key dIDHS’|a =

(d1, d, d3, d4), an initial CIBPRE ciphertext C = (cy, ¢2, ¢3, ¢4), and a set S of
some identities (where |S| € N), this algorithm outputs a re-encrypted CIBPRE

ciphertext C = (Cy, €y, C3, Cy, C5), Where ¢; = dy, ¢, = dy, ¢3 = d3,¢, = c4 and
1

&5 = 3+ (e(c, hUP9)) - e(dy, c)Hmesnmen™™)

with

a8~y ( I GeHD)- I HOD))

ID; e SAID;=ID ID; e SAID;=ID

Dec — 1ppe(PKprg, ID, SKX2 ., C, S). Given PKpgg, an identity ID and its private key

SK}%E, an initial CIBPRE ciphertext C = (c1, ¢2, ¢3, ¢4), and a set S of some identities
(where |S| < N), this algorithm computes

1
H(ID;)
>

K — (6(6‘1, hA,(ID,S)) . e(SKvg]DQE’ CZ))HIDZ-ESAIDZ-:ID
with

a8 = ( I GeHD) - T HD)).

ID; € S AID;=ID ID; €S AID;=ID

Dec—2pre(PKpgg, ID, SK{,%E, C, S/). Given PKpgg, an identity ID and its private key
SK2 -, an initial CIBPRE ciphertext C = (€1, ¢, €3, €4, C5), and a set S of some
identities (where |S'| < N), this algorithm computes

K = (e(cy, hAy(ID/’S/>) . e(SI('ng, 52))H1D,. es AID,-:ID’H(IDi),
with
s = ( T GrHD)- T HOD)),
ID; €S AID;=ID’ ID; €S’ AID;=ID’
computes K = oo and finally outputs plaintext m = s - e(K , 4).

The consistency of the proposed CIBPRE scheme is guaranteed by the Theorems
4 and 5.
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Theorem 7.4. For any initial CIBPRE ciphertext C Encpre(PKpgg, S, m, a)—
and any private key SKoyp  Extractprg(MKprg, ID), if ID €S, then algorithm
Dec—1prg(PKpgg, ID, SK52y, C, S) always outputs the plaintext m.

Proof 7.5. For any initial CIBPRE ciphertext C  Encprg(PKpgg, S, m, a)«—

and any private key SK%’QE Extractprg(MKpgg, ID), we have a C = (c1, ¢, €3, ¢4)
1
and SK . = gr™-without loss of generality, where ¢; = w™*, ¢, =

k- (y+H(ID; 2 G
h HIDiEb(Y ( 1));*(:3 — Uk -m and ca=1u HIDZ-eb H(ID;) ) . We next prove

Dec—1prg(PKpge, ID, SKhpp, C, S) = m if ID €S. When ID €S, we have

1

(elen h1P9)) - o(SK™D. c,))LIpi esnmin

H(ID;)—

1

= (e(g™*7, hArUD)S)T. e(gHH—l(ID);hk'HID,- eslr + H(IDi))()_)HIDiES/\ID,va;éIDH(ID")(_

1
= (e(g7*7, A DSy, e(g’h)k'HIDleS/\ID,-#ID(y +H(ID;) ﬂID eSAID; #DH(IDZ')

e I (HUD:))<

= (e(g, h) D1 €SADAID HID €SAID; ;éIDH(IDi) _ Lk

>

with

Ay<ID,s>=r1-( M G+HID) —— T] H<1Di>}
ID; ES/\ID,-%ID ID; €S AID #ID

Since m = c3/v*, we proved that Dec — 1pgg(PKpgg, ID, SK}%E, CS)=mif
ID eS.

Theorem 7.5. For any re-encrypted CIBPRE ciphertext C ~ ReEncprg
(PKprg: dyyy g\s» G S) and any private key Ky Extractprs(MK pre, ID"), where

J—

dyp g\ RKExtractprs(PKpre, ID, SK:.S,a),C  Encprp(PKpgrg, S, m, a),
and SK'P¢  Extractpgz(MKpgg, ID), if IDESAa = a AID €S, then algorithm

Dec—2prg (PK pgg, D, SK{,%;, C, S) always outputs the plaintext m.
Theorem 5 is proved by [205]. The whole game is described in Figure 7.10.

7.3.5.2 Security proof

In addition to the DBDH assumption, the security of our proposed CIBPRE
scheme also relies on the IND-sID-CPA security of the D07 scheme. In other words,
the IND-sID-CPA security of the proposed CIBPRE scheme will be reduced to the
DBDH assumption and the IND-sID-CPA security of the DO7 scheme. Let 1 denote
to abort an algorithm. The proof is as follows.

Theorem 7.6. Suppose that the DBDH assumption holds. Since the DO7 scheme is
IND-sID-CPA-secure in the RO model, the proposed CIBPRE scheme is IND-sID-CPA-
secure in the RO model.

Proof 7.6. Suppose that there is an adversary A having advantage
Adv PP P4 to break the IND-sID-CPA security of the proposed CIBPRE
scheme. To prove this theorem, we will construct an adversary B, who
leverages adversary A to break the IND-sID-CPA security of the D07
scheme with advantage Adv[(D 5'P~“PA. Moreover, we will prove that
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Figure 7.10.
IND-sID-CPA game in CIBPRE scheme.

IND—sID—CPA __ IND—sID—CPA IND IND—sID—CPA
Advpo; 5 = Advigprpa - (1= T - Advpgpy 4 — T - Advpg; ; ) holds,

where value T will be defined latterly.

Let C be the challenger defined in D07’s IND-sID-CPA security. Next, we will
describe a game among adversary A, adversary 3, and challenger C. In this game,
challenger C tests adversary B’ ability in breaking D07’s IND-sID-CPA security;
adversary B also serves as a challenger to test adversary A’s ability in breaking the
IND-sID-CPA security of the proposed CIBPRE scheme. So in this game, adversary
B aims to utilize adversary A’s ability to break the IND-sID-CPA security of DO7.
The details of this game are as follows:

* InitializationPhase: Adversary A chooses a set S* of challenge identities
(where |S*| < N) and a challenge condition a* that he wants to attack and sends
S* and o* to adversary B; then adversary B forwards set S* to challenger C. In
addition, adversary B prepares the following two tables:

* Lsk to store the identities which private keys have been queried by
adversary A

* Lrk with columns (Identity, ReceiverSet, Re-EncryptionKey, Condition) to
store the related information of the re-encryption keys queried by
adversary A

* SetupPhase: This phase consists of two parts: Firstly challenger C generates
DO07’s master public and secret keys for adversary B; secondly adversary B
generates the proposed CIBPRE scheme’s master public key for adversary A. In
these two parts, three hash functions are modeled as random oracles,
respectively, by challenger C and adversary B. So above master public keys do
not contain any hash function in this proof. The details are as follows:

* Challenger C runs D07’ algorithm Setup,g;. (4, N) to generate a master
public key PKjppr and a master secret key MK;gpg, where PKjppr =

0, G, Gry e, w =g, v =el(g, h), h, h', .7, H) and MKygpz = (g, 7). Since
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the hash function H is modeled as a random oracle in this proof,
challenger C sends the reduced master public key PKggr = (p, G, Gr, ¢,
w=gv=e(gh),hh, ...,hVN) to adversary 5. And challenger C provides
hash query service Q%,.(ID) for adversary B and models the hash

function H as a random oracle. He prepares a table Ly for Q15 (ID) with
columns (Identity, HashValue) to store the queried identities and their
responses.

* Adversary B randomly picks (x, y) € Z;z and generates the proposed
CIBPRE scheme’s master public key PKprg = (PKjggg, #, u?, ...,uVN, t,
.., H,H), where u’ = W'*and " =h'? forie [0,N]. Since the hash
functions H and H also are modeled as two random oracles in this proof,
adversary B sends the reduced master public key PKprr = (PKizgs, u,

u’, ...,uVN, L, t, ...,tyN) to adversary .A. And adversary B provides the hash

query services Q& (ID) and Qg};E(Y) (where Y € Gr) for adversary A and
models the hash functions H and H as two random oracles. Indeed,
QYop(ID) is a copy of QL. (ID). Any query of adversary A to Q. (ID)
will be forwarded by adversary B to challenger C, and any response from
challenger C also will be forwarded by adversary B to adversary A. In
addition, adversary B prepares a table £, for Qg};E with columns

(GroupElement, HashValue) to store the queried group elements and their
responses.

* Query Phase 1: Adversary B can issue hash query Q!%;.(ID) and private-key
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SK

query Qj5:(ID) to challenger C. Adversary A can issue hash queries Q5 (ID)

SK

and QIIfI;E(Y), private-key query Qppz(ID), and re-encryption key query

RK.(ID, S, a) to adversary B. These queries work as follows:

s Hash query QX%;.(ID): To answer the query “ID,” if there is a tuple
(ID, X €Z,) € Ly, challenger C responds X; otherwise challenger C

randomly chooses a value X € Z, adds tuple (ID, X) into table Ly, and
responds X.

s Private-key query Q55 .(ID): To answer the query “ID,” if ID € S*,
challenger C responds L; otherwise, challenger C responds
1

A
SI(%?BE = gV+QIBBE(ID) .

* Hash query Qb (ID): To answer the query “ID,” adversary 5 forwards
the query to QH,.(ID) and returns the response of Q%%..(ID).

* Hash query QII,{};E(Y € Gr): To answer the query “Y,” if there is a tuple
(Y,ZeG)e L, adversary B responds Z; otherwise adversary 3
randomly chooses a value Z € G, adds tuple (Y, Z) into table £,,, and
responds Z.

* Private-key query Qng(ID): To answer the query “ID,” if ID € S*,
adversary B responds L; if there is a tuple (ID/, S, *, a*) in table Lk
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and it has ID"e€ S“and ID €S, adversary B responds L; otherwise,
adversary B forwards the query to Qjh:-(ID) and obtains SK'2..,
returns SK5 . = SK'2.., and adds ID into table Lgx.

* Re-encryption key query QEK.(ID, S’, a): Adversary A querles the re-
encryption key from the identity ID to the identity set S with the
condition a. To answer this query, if there is a tuple (ID, S iy g @ a) in

table Lrk, adversary B responds d to adversary A; otherwise, we

ID—S |a
have the following cases:
o ID ¢S*: Adversary B queries Q’ns(ID) to get the private key SK'2,.,
randomly chooses (kks) € Z*2, computes the re-encryption key

A Sl —( -, h HID o+ QenslID) QPRE( )'hx: SK;J?BE'H

(u - a)@mﬂ”’), responds dIDHS/|a

(ID, s, g @ ) into table Lgk.

to adversary 4, and adds tuple

e IDeS*;a = a*and S/HESK s @: Adversary B responds L.

* In the following three cases—(a) ID € S*Ja # a*, and SnLsx % @
(b) IDES*;a #~a*, and SnLsk = @; and (c) IDE€S™ a = a*, and
S NLsg = @g—adversary B randomly chooses d4 € G and

(k,s)e Z*z, responds the re-encryption key d,, S = (w??~ k

k [, e+ Qs (D) QPRE( ) - I, dy4) to adversary A, and adds tuple

(ID s, dp @ ) into table Lgk.

* Challenge phase: When adversary A decides that query Phase 1 is over, he

sends two challenge messages (m0,m1) to adversary B. Adversary B forwards
(m0,m1) to challenger C. Challenger C generates the challenge ciphertext
Cizse Encippe(PKigge, S, my) (where b is randomly chosen in {0, 1}) and
sends Cjgpy to adversary B. According to the structure of the ciphertext
Cispes let Cigpp = (c1, €2, ¢3). And without loss of generality, let c; = w™*, ¢, =

H o (p.
B o e Qusss ID)) 5 g c3 = v* - my,. Recall that in setup phase, adversary B

randomly choses (x.y) € Z;z and setsu = k" andt = /. Adversary B can extend
the ciphertext Cjgpy to a valid initial CIBPRE ciphertext by computing

ch=(c5-&" )&D"GS*QH . And let Cipr = (Cizgp ¢4). The ciphertext Cpry is
a valid challenge ciphertext which was defined in the IND-sID-CPA security

1
[y, s QD)

of CIBPRE, since we have Q1L,. = Qb and ey = (¢ - &%)

kHip, est HQ%BEUD”
(u l’a> 1 €57 Qi ID)

to adversary A.

. Finally adversary B sends the challenge ciphertext Cyrz

* Query Phase 2: This phase is the same with query phase 1.

* Guess phase: When adversary .4 outputs a guess b €{0,1}, adversary B
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We can find that adversary B successfully and efficiently simulates A’s view in

attacking the IND-sID-CPA security of the proposed CIBPRE scheme, except the re-

encryption key query QK. (ID, S, a) in the following three cases:

1.Case1:ID€S*, a # a* and S NLsx # B;
2.Case2 : ID€S", a # a* and SNLsk = @
3.Case3:IDeS", a=a*and SNLsx = @

In other words, if we suppose the exception in above three cases is not found by
adversary A. Then adversary B successfully breaks the IND-sID-CPA security of
D07 scheme, if adversary A successfully breaks the IND-sID-CPA security of the
proposed CIBPRE scheme. Next, we compute the probability of adversary A to find
the exception.

In the exception, adversary BB forges a re-encryption key:

/ 1D, .
dip_gp = W77 —k hk I, es (¥ + Qpre(ID)) QPRE( )-h,d4),

by randomly choosing d4 € G and (k,s)e Z;z. Suppose adversary A totally

queries QX T times. We next prove that the probability of adversary .A to find the

exception is no more than T - (Adv}2, 4 + Adv](D A‘ID CP4) by following the
following two lemmas. Let Ap; (A, B) denote the event that adversary .4 can
distinguish event A and event 5.

Lemma 7.2. In Case 1, the probability of adversary Ato find the exception of d

. IND
is no move than AdvDBDH,A-

Proof 7.7. Suppose adversary A can find the exception of 4

IDeS |a

Des|q 1D this case.

In Case 1, since S'n£51< # @, adversary A can decrypt out /'; we have that Ap;s(ds,
_s

SKID - - (u - %) %)) holds Since adversary A can compute R+ Qe ID)

Apis(da, SK%BE (u- t")QPRE“D‘) holds and = Ap;(e(da, h<y+Q‘I’{RE<ID))), e(SKiDp

(u - t“)QgRE(’D J 7+ Qe (ID)) )) holds. Since e(g, &) is a public value, we have Ap;(e(da4,

R+ QusD)) o(SKID. . (3 - ta)Q?RE<fD> R+ QD)) holds and = Apy (e(da,

J, 1+ Qi (ID)) ) -e(g ) e (u - )%t QD) y 7+ Qs (D) ))) holds. Since d4 was randomly

chosen in G, there is a value r € Z,, having e(ds, h (r+ Qs (ID)) )-elgh) =e(hh)".

And since u = h* and t = I, we have Apy(e(ds, 7" L)Y - e(g )™, ¢((u-

, we have

ta)m,hw‘lgm(m)))) o Aps(e(bh), e(h,h)(x”a)‘ Qs (I ))Q?RE“D)) holds. In
addition, it is clear that adversary .4 knows K B and h (r+ Qs D)) QgRE ) Now we
compute the probability of the event that Ap;(e(k, h)r e(h,h) (ety) S+ Qe D)) W)
holds. When Ap;(e(h, k), (h h)(xﬂa) {r+ QD) Qg ")) holds, it means that taking
B b and h Qe D) QH " as input, adversary A can solve an instance of the
DBDH problem by distinguishing e(h, )" and e(h, h) )8 1+ Qs 10 Q?RE D)

According to the definition of the DBDH problem, we have that Ap;(e(h.h),
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(x+ya)-S-(y+QE ,(ID)) ——
e(hh) V@) holds with the probability no more than AdvBP .

Therefore, adversary A has the probability no more than Adv[}[?, , to find the

exception of dip_g, In Case 1.

Lemma 7.3. In Cases 2 and 3, the probability of adversary A to find the exception of
D-sID—CPA

. IN
dIDHS’|a is no morve than Adva,A

Proof 7.8. Since d, is randomly chosen in G, it is clear that there is a value

s

s € Z, having d4 = SKD . - (u -t%) %, If adversary A can find the exception

in Cases 2 and 3, it means that adversary A can find that s =s. Recall that in
dip_g), the part (w??’k,, hk/'HIDz‘ES’ W+Q§RE(ID")), ng;E(vk,) - k') indeed is an encryp-
tion of /’. If adversary A can find that s =5, we have that Ap; (4, B) holds, where
A= ¥ L, es 0rBation o iy gy B (rr ¥ Llin, e r+@etoN ot 4y )
and k" is randomly chosen in Z,,. Next, we prove that Ap;;(A, B) holds only when
adversary A can break the IND-sID-CPA security of the D07 scheme.

Since QgI;E is a random oracle, there is a value R € Gt having QIP,I};E (vk')-
B = QlﬁlRE(ka R) - I’. So when Ap;(A, B) holds, we have that Ap; (A’, B/)
! /- / H ; ! ’ " y
holds, where A" = (w??77*, " HID»ES (r+ QPRE(ID’)), v*)and B = (w??7%, h*"
Lo cs (7 + Qire(ID2)), ¥ . R). It is clear that A" and B are two ciphertext gener-

ated by the D07 scheme. Furthermore, since we have S'nLsk = @ both in Cases 2

and 3, it means that when adversary A takes S as the set of challenge identities and
takes 1€ Gr and R as two challenge messages, he can break the IND-sID-CPA

security of the D07 scheme without knowing the private key SK'2,. of any ID €SS .
According to the definition of D07’s IND-sID-CPA security, the probability of adver-

sary A to find the exception is no more than Adv7P~C" in Cases 2 and 3.

According to above two lemmas, we clearly have the following result.
Lemma 7.4. When adversary A totally queries QRS T times, adversary B
successfully simulates adversary A’s view in attacking the IND-sID-CPA security of our

proposed CIBPRE scheme, except the probability no move than T - (Adv%DDH, At

IND—sID—CPA
Adv D07 A ).
Since we suppose that adversary A has the advantage Adv2D.2IP7 CP4 o break

our scheme, we have that adversary B has the advantage Adv!D#P~CPA —

AdvICI\I’gP}fE;CPA (1—77T - Adv]Ry 4 — 2T - Advg\(’)?;fm’cm) to break the IND-sID-
CPA security of the D07 scheme.
Since the D07 scheme is IND-sID-CPA secure in the RO model, both

Advg\(’)?gm ~CPA and AdvIDAé?;{ID ~CPA are negligible. In addition, since the DBDH

assumption holds, Adv][,, , also is negligible. So it demonstrates that

AdvFriP, P must be negligible. In other words, the proposed CIBPRE scheme is
IND-sID-CPA secure in the RO model.

The intuition of security proof is described in Figure 7.11.

7.4. Comparison and observations

Blaze et al. [36] proposed the notion of “atomic proxy cryptography,” in
which a user could flexibly authorize a set of users to access files stored in
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Figure 7.11.
Intuition of security proof in CIBPRE scheme.

remote server and the original authorized users change nothing. However, the
scheme involves a non-ignorable limitation noted by the authors. The scheme is
bidirectional so that the apply scenarios will be limited to the situation that the
message sender and receiver should trust each other. This problem could be
resolved by generating a pair of delegation key, but that would increase some
computation overload of the proxy. Moreover, the scheme remains several
sensitive problems. There exists a problem that a medium proxy could create a
non-existent delegation between two users without knowing each other.
Another drawback of this scheme is not resistant to the collusion attack
between the proxy and the sender.

Ateniese et al. [37] propose a notion of improved proxy re-encryption from both
theoretical and practical perspectives. Theoretically, the authors introduce the con-
struction of the scheme and give the security proof to describe the CPA security and
demonstrate the usefulness of proxy re-encryption as a method of adding access
control to a secure file system. Practically, they also implement a concrete crypto-
graphic file system and measure the performance measurements of the experimen-
tal file system guarantee the efficiency of the scheme.

The first unidirectional PRE realizations with chosen-ciphertext security in the
standard model is explored by [39]. By permitting attacker’s query to any delega-
tees’ public key, they can provide the security guarantee. To the best of our knowl-
edge, these are the first security results in the so-called chosen key model for the
proxy re-encryption primitive. While the scheme still remains a mount of open
questions. For example, the system cannot guarantee the security if some users and
proxy collude with each other. That would be an interesting remaining problem to
resolve by proposing a new scheme resisting the collusion.
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Green and Ateniese [45] introduce the notion of identity-based encryption
(IBE) to proxy re-encryption, in which senders use the an identity information as
the public key to compute the encrypted data. For instance, Charles could encrypt a
message for Alice by just using her email address. And the constructions are com-
patible with existing IBE schemes and can be implemented by running on the
existing cryptographic system. And the authors give a concrete security proof
shown that the identity-based proxy re-encryption scheme is IND-PrID-CCA-
secure. One challenging open problem is to explore an efficient constructions for
multiuse CCA-secure IBE-PRE schemes.

Zhou et al. [204] creatively explore a promising proxy re-encryption mecha-
nism, identity-based proxy re-encryption version 2 (IBPRE2), which allows the
proxy to convert from a ciphertext in one cryptosystem (IBBE) into another cryp-
tosystem (IBE). With IBPRE2, a sender can utilize the IBBE to securely broadcast a
message to a group of receivers. Furthermore, if another user requests to access the
encrypted data, it is simple to authorize the privilege to those users by delegating a
re-encryption key to proxy to convert the ciphertext, without decrypting the IBBE
ciphertext nor leaking any sensitive information. Based on formalizing the security
requirements in IBPRE2, the introduced mechanism is probably chosen-ciphertext
attack secure.

By taking the advantage of conditional PRE (CPRE), identity-based PRE (IPRE),
and broadcast PRE (BPRE), Xu et al. [205] describe a versatile primitive called
conditional identity-based broadcast PRE (CIBPRE) and formalize its semantic

Schemes Unidirectional CPA security CCA2 security Collusion-safe
BBS-PRE NO YES NO NO
ASDS-IPRE YES YES NO YES
IUCCS-PRE YES YES YES YES
IBPRE YES YES YES YES
IBPRE2 YES YES YES NO
CIBB-PRE YES YES NO NO
Table 7.1.

Property comparison.

Steps BBS- ASDS-IPRE IUCCS-PRE IBPRE IBPRE2 CIBB-PRE
PRE
Encl 2Expl 3Expl 5Exp1+1P+1Exp2 4Expl1+1P 2Expl+1P  5Expl
+Exp2
Enc2 X 2Expl 3Exp1+1P+1Exp2 X X X
Re- 1Expl 1P 4Expl 2Expl+2P  5Expl+1P  1Exp1+2P+1Exp2
Encryption
Decl 1Expl 2Expl+1P 1Exp1+1P+1Exp2 2Expl+2P  1Exp1+9P  1Exp1+2P+1Exp2
+1Exp2 +2Exp2
Dec2 X 2Exp1+1P 1Exp1+1P+1Exp2 X X 1Exp1+2P+1Exp2
+1Exp2

“Exp1 denotes a modular exponentiation on Group Gy; Exp2 denotes a modular exponentiation on Group G,.
bP denotes a paring computation.

Table 7.2.
Efficiency comparison.
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security. It allows a sender to broadcast his outsourced ciphertext to some other
receivers in a fine-grained manner. Compared with the previous techniques such as
PGP and IBE, the CIBPRE-based system is much more efficient in the aspect of
communication and more practical in user experience.

In Table 7.1, we make a comparison of properties of the schemes. And we give
the efficiency analysis in Table 7.2.
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