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Preface

The public sector plays an important role for both regulation and in the delivery of services
directly or indirectly. As in families, managing means dealing with life and dealing with
income and expenses. Public administration means dealing with the life of the community
(local, national, and supranational), protecting the rights of citizens and ensuring the serv-
ices that the company deems appropriate to give to all, possibly under different conditions,
of the general interest, of the common good, of what contributes to the well-being of all. In
this context, it is important to consider transformation, change, and innovation, which are
the elements on which the main determinants that influence public management and the
administration of economic, social, and political systems are based.

This book makes it possible to realize the nature of the problem, its multidimensionality,
and the need for original approaches, through the contribution of scholars belonging to dif-
ferent disciplines.

This book contains nine chapters in a single section (Public Management and Administra-
tion), which, through the different approaches to the subject by the authors, help to explain
the issues of the public sector.

Chapter 1 “Democracy in the Middle East: The Educational Battle” shows how the educa-
tion in all countries is at the heart of the challenges to leadership. In most Middle Eastern
countries, graduates from middle school upward have been guaranteed employment in the
government. Failure to meet this promise has left thousands of educated youth unem-
ployed. Further fueled by the overwhelming number of refugees, leaders in Jordan, Leba-
non, and Israel are threatened by the unemployed and refugees’ access to technology and
their democratic demands. Authoritarian countries such as Iran and Turkey are emphasiz-
ing religious education in order to increase the control of their people. Research, on-site vis-
its, and media reports provide the basis for this study, which identifies three forces of the
educational conflict: religious education, informal education, and access to technology. The
possible solutions for future educational directions provide a roadmap for the future.

Chapter 2 “Facebook Tools and Digital Learning Achievements” Perception of Learning
Processes in the Cognitive and Affective Dimensions” explores the effect of tablet use for
various subjects in Israeli schools on students’ perception of learning processes in the cogni-
tive and affective dimensions.

Chapter 3 “Information Security Awareness in Public Administrations” shows how the gov-
ernments’ digital agendas worldwide go hand-in-hand with the digital transformation in
businesses and public administrations as well as the digital changes taking place in society.
The chapter summarizes the most important scientific findings and transfers them to the prac-
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tice of public administrations in Germany. Moreover, it shows examples of learning methods
and provides practical assistance for information security sensitization and training.

Chapter 4 “The Digital Culture within Enterprises and Public Administration: Legal Aspects
and Repercussions on the Country’s Socio-Economic Fabric” shows how Italy is going
through a process of transformation and innovation affecting the services provided to citi-
zens and enterprises; this process aims at administrative simplification through the use of
digital technologies.

Digitization is affecting the Public Administration significantly. The unprecedented and
large-scale impact of new technologies is resulting in a more effective system and, above all,
in a closer link between Public Administration and users (both citizens and enterprises).

Chapter 5 “Innovation Challenges in Latin American Administration” explains how the au-
thors conducted a documentary survey on public administration responses in Latin Ameri-
ca, which allowed them to distinguish the possibilities to progress an ideal of collaborative
governance, new public policy values, and public-private partnership, thus reinforcing the
arguments about a new logic for thinking about public administration.

Chapter 6 “Overview of Marine Stock Enhancement, Restocking, and Sea Ranching in Gha-
na” shows how the fish stocks in Ghanaian waters are decreasing. There is therefore the
need to rebuild the stocks through marine stock enhancement and restocking. Stock en-
hancement and restocking are the guaranteed routes to revive the stock. Other benefits will
include sustainable employment, increase fisherman’s incomes, reduce poverty, ensure food
security, and promote national development. According to the author, there are certain fac-
tors that must be taken into consideration if stock enhancement and restock programmes are
to be successful, namely existing Fisheries Management schemes, socio-economic factors, in-
stitutional capacity, and aquaculture development.

Chapter 7 “The Protection of Competition between National Law and EU Law: Main Fea-
tures in Public Contracts” provides a general analysis of competition law and focuses on
competition-related issues within public contracts. This chapter highlights the economic
grounds that led to the introduction of laws to protect competition, as a functional tool for
production efficiency. After a critical analysis of national and EU regulations on competi-
tion, the chapter analyzes the relation between competition and public contracts, by making
a distinction between a ‘micro” and a “macro’ view of competition. The chapter aims to high-
light the main features of the Code of Public Contracts, focusing on the relation between two
different principles: the protection of EU competition, on one side, and the power of Mem-
ber States to determine their internal organization, on the other. The chapter also aims to
understand to what extent can the European Union protect free competition without affect-
ing the organizational freedom of its member states.

Chapter 8 “Crowdfunding and Civic Crowdfunding: Theoretical Features and Future Pros-
pects” analyzes the crowdfunding, an innovative financial tool based on fundraising activi-
ties intended for “crowds” of people, also meant as an antidote to the global financial crisis.
After an introduction to crowdfunding, its origins, and evolution, the chapter pinpoints the
specificities of the various models. Special attention is given to civic crowdfunding, which
engages the citizens in financing or cofinancing public works meant to improve and pre-
serve the territory or to support social and cultural activities. The chapter focused on critical
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and successful factors of crowdfunding campaigns to then propose a research schedule
meant to implement the future of this emerging tool.

Chapter 9 “The Involvement of the Taxpayer in the Public Administration Decision” shows
how the relationship between taxpayers and Tax Authority and the involvement of the tax-
payer in the public administration decision is a very important area of investigation in Italian
tax law. This relationship is based on equity and cooperation in good faith, which stems from
constitutional principles, such as the principle of sound administration (Art. 97 Italian Consti-
tution), fairness, and solidarity (Art. 3 Italian Constitution). Therefore, the Tax Authority must
exercise its control and assessment powers in compliance with such principles. The funda-
mental expression of the involvement of the taxpayer in the public administration decision is
the “right to be heard,” intended as anticipation of the future activities of the administration.
Precisely, it is a phase of research, acquisition, and assessment of the evidence and of any
other information, which may facilitate a better reconstruction of the application of the tax
(“presupposto”). In these terms, the “right to be heard” is an implementing tool for taxpayer’s
right of defense and for best practice in the public administration. Therefore, it should be
mandatory, always and in any case, in accordance with Art. 3 and Art. 97 of the Italian Consti-
tution and with European law. However, this assumption is not found to be peaceful in na-
tional and European laws and in the interpretation of domestic and supranational
jurisprudence. Therefore, it is necessary to reflect on the appropriate instruments to make it a
fundamental principle at the base of the relationship between taxpayer and tax administra-
tion.

Ubaldo Comite
Department of Business and Law
University “Giustino Fortunato”
Benevento, Italy
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Chapter 1

Democracy in the Middle East: The Educational Battle

Judith Cochran
Additional information is available at the end of the chapter

http://dx.doi.org/10.5772/intechopen.77581

Abstract

The unrest in the Middle East has created vacuums where authoritarian and demo-
cratic powers are in conflict. Education in all countries is at the heart of the challenges
to leadership. In most Middle Eastern countries, graduates from middle school upward
have been guaranteed employment in the government. Failure to meet this promise
has left thousands of youth who are educated but unemployed. Further fueled by the
overwhelming number of refugees, leaders in Jordan, Lebanon, and Israel are threatened
by the unemployed and refugees’ access to technology and their democratic demands.
Authoritarian countries such as Iran and Turkey are emphasizing religious education in
order to increase the control of their people. Research, on-site visits and media reports
provide the basis for this study which identifies three forces of the educational conflict:
religious education, informal education, and access to technology. The possible solutions
for future educational directions provide a roadmap for the future.

Keywords: democracy, Middle East, education

1. Introduction

1.1. Historical causes of educational conflict

The people of the Middle East recognize the power shift taking place in the region. Democracy,
after the events following the Arab Spring, seems to be in free fall. Structures which must be
in place for democratic governance such as representative leadership, just elections, voter
access without coercion, and leaders listening and taking action on the desires of the people,
are not functioning in most Middle Eastern countries. The people are aware of their absence.
Authoritarian leaders are battling democratic expectations with military force and arrests.

© 2018 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of the Creative
InteChOpen Commons Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited. [{cc) ExgINEN
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Informal education and technology through which citizens learn about democratic opportu-
nities are a force in the shift of power in the region.

As a result of retaining the Ottoman educational goals, students in the Middle Eastern coun-
tries formerly ruled by the Empire expect employment in the government after graduation.
Originally, the schools were constructed to educate native boys as religiously faithful bureau-
crats who administered Ottoman rules and laws. Today, government schools continue to teach
obedience to their religious, political rulers, memorization of government written textbooks,
and tenants of Islam. Students are to accept the rewritten national narratives which are found
in textbooks. In return, students only need to graduate to a secure government position. In
contrast, democratic education prepares citizens to take on the responsibilities of citizenship,
integrate with efficiency into the marketplace and prepare for upward mobility [1]. These
principles are in place in private and informal educational systems. Today, the large number
of refugees in throughout the Middle East wants citizenship and its rights, the opportunity
to earn a living and a future for themselves and their families. These needs are forcing a shift
in current political structures toward democracy as refugee’s informal education is reshaping
formal government-controlled education. Host countries with refugees cannot afford to sup-
port thousands of unemployed youth and adults. They must prepare them to work through
informal, technological, and formal education.

Informal education does not necessarily take place in a classroom and can be delivered
through means other than a textbook or teacher. As such, it is more accessible to students who
want to acquire training or information. They can get instruction through social media, the
Internet, on-line universities, and external agencies. Government schools are either accepting
informal education for refugees and native youth or limiting access and forcing enrollment
in religious schools as in Turkey, Iran, and Saudi Arabia. There, religious education is being
used to control the thoughts of the people.

In the past, political leaders would meet with parliaments or other leaders in closed rooms to
discuss individual needs with the leaders of factions or organizations. Power was built upon
personal relationships and certainly not transparent. Now with the access to the internet,
the power is shifting from government control of classroom education, television, and news-
papers to informal educational forces speaking democratically through the representative
voices of the people.

2. Maintaining authoritarian, religious education

2.1. Iran, Saudi Arabia, and Turkey

An example of authoritarian rulers’ increase of power is the development of ruler’s narratives
while ignoring the needs of the people. In Iran and Saudi Arabia, the leaders are the political
and Shi’ite (Iran) and Sunni (Saudi Arabia) religious leaders of their countries. In Turkey, the
President is establishing himself as a religious leader. All have no mandate to serve their people
and are responsible for representing Allah, continuing economic stability and exporting their
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natural resources. As titular heads of their Islamic sects, they can command the obedience and
loyalty of their citizens regardless of their actions. The current Iranian Ayatollah, Sayyid Ali
Hosseini Khamenei, has also maintained his power through the Revolutionary Guard whose
Commanders he appoints and dismisses as the military leader who directed the Iraq Iran war.
Furthermore, according to a 6-month study by Reuters, he has amassed a 95 billion dollar
fortune which gives him financial means to operate independently from the parliament and
national budget without the construction of a heroic personal narrative. As the religious head
of the Shi’ites, he expects the loyalty and obedience of the people. He operates his fortune
through the company of the Headquarters for Executive Order of Imam, called “Setad” [2].

In Saudi Arabia, there are three branches of segregated education: general education for
boys, education for girls, and traditional Islamic education to prepare male students to
become religious ulema. Secular Western education was added to religious education after
WWIL Religious subjects remain central in the curriculum: memorizing the Koran, under-
standing the Koran, and application of its principles to daily lives [3]. However, the quality of
the education has been viewed as below average when high quality and low quality schools’
student scores on the TIMSS are compared. Both groups of schools” average scores in math
and science are below the international average for all 61 countries tested [4]. The poor quality
of the Saudi educational system is unexpected given that 25% of total Saudi GNP is spent on
education with a total of 14 billion in U.S. dollars spent on primary education and research [5].

In Saudi Arabia, the people are learning that the King has heard their complaints. The arrests
of over 200 members of the royal family and business leaders on charges of corruption dem-
onstrate concern about maintaining his power. According to King Salman, all arrested will be
tried on charges of abusive behavior toward Saudi citizens which demonstrates a democratic
principle. The King’s son, Crown Prince Mohammed bin Salman, has also presented plans for
constructing a new business center build upon the most advanced concepts of technology.

The Saudi educational system has educated religious students who are loyal to the King.
At the elementary-school level, an average of nine periods a week is devoted to religious
subjects and eight per week at the intermediate-school level. This concentration on religious
subjects is substantial when compared with the time devoted to other subjects: 9 periods for
Arabic language and 12 for geography, history, mathematics, science, art, and physical educa-
tion combined at the elementary level; 6 for Arabic language and 19 for all other subjects at
the intermediate level. At the secondary level, the required periods of religious study were
reduced, although an option remained for a concentration in religious studies. For women,
the goal of education as stated in official policy was ideologically tied to religion: “the purpose
of educating a girl is to bring her up in a proper Islamic way so as to perform her duty in life,
be an ideal and successful housewife and a good mother, ready to do things which suit her
nature such as teaching, nursing and medical treatment” [2].

All Saudis receive a free education through the doctorate. Doctoral students are provided
with a monthly stipend. Private schools also receive government funds for administrators,
educational supplies, and teachers. The internet is available and like books, TV, and films, it
is censored by the Kingdom.
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In Jordan, which has long stood out as a model of relative Internet freedom in the region,
journalists recently voiced concerns when the government passed amendments in which it
can censor content and hold journalists liable for what they write. New amendments not
only require the country’s 220 news websites to obtain licenses by the government but also
state that the website chief editors must be members of the Jordan Press Association, which is
threatening the freedom of speech particularly in the online media [5].

All authoritarian Middle Eastern countries rely upon obedience and loyalty to the King,
President or Ayatollah as political and religious leaders. When citizens have access to knowl-
edge and information which is not censored or controlled, they develop skills necessary for
democracy; critical thinking, how others have access to economic empowerment and achieve-
ment of personal goals. While the media and Internet are censored in these regimes, such
censorship has been circumvented [6].

For example, in Iran, individuals with access to technology are creating their Personal Video
Networks (PVNSs). They have forced the country to develop its own PVN. This is supposed to
satisfy those with individual PVN’s. It is a short-term fix in order to establish control over a
single aspect of social media where Iran lost authoritarian power.

Access to major Personal Video Networks, international news sites and social-networking sites such as
Facebook and Tuwitter are blocked by the country’s (Iran) government, which has been waging a battle
against what it calls “inappropriate” content on the Internet. After blocking access to Google’s search
engine and YouTube in September, Iran’s government launched its own video-sharing site [6].

Turkey’s President Erdogan is another example of increasing emphasis on religious educa-
tion. First, he arrested over 1300 teachers working in secular schools in his 2016 coup [10].
Secondly, he has doubled the enrollment of students by 60,000 in religious schools or hatips
from 2016 to 2017. This has happened even though many parents have not wanted to enroll
their children [7]. It is not surprising that this 1973 graduate of Istanbul Imam Hatip School, a
religious vocational school, is trying to become Turkey’s Islamic and political leader. He was
imprisoned for 10 months for inciting religious hatred after publicly reading the following
Islamic poem:

The mosques are our barracks,
The domes our helmets,

The minarets our bayonets,
and the faithful our soldiers...

As President for the past two years, Erdogan has changed classroom instruction to empha-
size his success in the 2016 coup. During that massive arrest of government, educational and
political leaders, Erdogan has built his narrative. The role of Ataturk, the historic father of the
country, has been supplanted in the textbooks by President Erdogan, the Islamic, political and
military hero [7].

In such Middle Eastern countries as Saudi Arabia, Iran, Turkey, and Egypt, the rulers struggle
to retain power through military strength and writing their own charismatic personal narra-
tives. They also retain power by continuing the Ottoman Empire’s guaranteed government
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positions after graduation from all levels of education, free education through the doctorate
and subsistence subsidies for food, housing, and transportation. In poorer countries such as
Egypt, Jordan, and Lebanon, financial support from external sources is required to pay gov-
ernment salaries and stipends. The United States, World Bank, the EU and United Nations
have been doing so in the past. Such financing is not guaranteed for the future.

2.2. Religious educational failures

In the legislature, social media, and in the streets, graduates of all levels of schooling are
protesting for government employment which they are not getting. The social, economic, and
educational quagmire that currently exists in the Middle East is the result of good intentions:
free education for all citizens, guaranteed government jobs for all graduates, and economic
subsidies for most who cannot survive on government salaries. These good intentions con-
tinued when most Middle Eastern countries, established after WWI, began governing them-
selves. This promise remains in effect in Egypt, Jordan, Syria, and Iraq.

This is not to say that the education received in national schools in these countries is inadequate
for employment in the government. Its religious and procedural emphasis is not congruent
with the needs of the marketplace. Egypt is an example of this poor fit. Although Egypt stopped
guaranteeing government employment for its university graduates, the skills and competency
of the yearly 750,000 university graduates has not greatly changed from when they were prom-
ised guaranteed government positions. As their skills are not those needed in the marketplace,
the private sector is not eager to hire public school graduates. In the last 10 years, the unemploy-
ment rate for Egyptian youth has increased to 33%. Unemployment rates for youth throughout
the region in the year 1991 are compared with that of youth in May 1, 2016 in Table 1.

Despite promises of government employment, unemployment rates have gotten worse rather
than better in most countries. As Table 1 demonstrates, with the exception of Qatar, unem-
ployment of youth averages around 25% for all graduates. Qatar, however, only has 16% of its
population in the labor force and has been blockaded by other Arab countries in the past year.
Its unemployment rate has certainly changed. Other positions there are held by foreigners
who are not citizens. According to economists, 6% unemployment is considered the highest
rate for a healthy economy.

Israel’s numbers, while close to acceptable, are questionable as they do not include the
Hasidic and Ultra-Orthodox Jewish youth who do not seek employment. The exclusion of
this population and the Arab Israeli from military service is another factor that skews their
data. Also, there are 90,000 unfilled jobs in Israel [9]. Graduates of the Arab Israeli school
systems are taught in Arabic limiting their ability to fill Hebrew language related positions.
Graduates from the Hasidic religious schools are only taught religious subjects which do not
include knowledge of social studies, science, math or computer science. They also do not have
an appropriate educational background to be successful in the marketplace.

Education in Iraq, Egypt, Palestine (Gaza and the West Bank), and Jordan are examples of
instruction established by British ruled countries after World War I. Their educational systems
continue to be similar. The elementary and secondary education follows the textbook written
by the Ministry of Education in each country. The teachers receive two years of pedagogical
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1991 2016
Egypt 24% 33.4%
Iran 21.9 26.2
Iraq 33.0 36.1
Israel 7.5 11.9
Jordan 30.7 34.0
Lebanon 215 213
Qatar 34 0.6
Saudi Arabia 27.1 312
Syria 13.2 315
Turkey 15.3 18.9
West Bank and Gaza 38.6 41.1
Yemen 21.7 33.8

Table 1. Word Bank Data on unemployment of youth 18-24 in Middle East countries [8].

training if they teach elementary school. Secondary school teachers are thought to be masters
of their content area such as math or social studies. They take a limited number of courses in
instructional delivery. As a result of this preparation, it can be predicted that most teachers
instruct as they were taught.

Year-end exams measure knowledge learned from textbooks under the direction of the
teacher. If the answers to the questions are not stated in the exact wording from the text, they
are marked incorrect. Furthermore, heating and cooling systems, water and electric systems
are frequently not present or not operating in countries that are located mostly in desert cli-
mates. The teachers also are working in facilities that are in need of repair for their safety and
that of the students. These conditions are found in public and UNWRA refugee schools and
in many poorer Middle Eastern countries [10].

International tests, when administered, indicate a second area of decline in national and gov-
ernment schools. In Jordan, when 86% of the Jordanian students are tested on international
achievement tests, they measure at the bottom of the 110 countries tested. On the Program for
International Student Assessment (PISA) given to over 28 million 15 year olds in 2015, Jordan
was 60 of the 69 countries tested. The tested subjects were science, math, reading, collabora-
tive problem solving, and financial literacy. Jordan’s average scores are compared to the mean
of all countries in Table 2.

On the PISA and Trends of International Mathematics and Science Study (TIMSS), students
in Egypt, Iraq, and Palestine (West Bank and Gaza) were not tested. When students in Jordan
were tested, 3.1% of Jordanian students in 4th and 8th grade were reading above the average
score of 500 in science and math. However, according to the test’s technical manual, the cur-
riculum of Jordanian schools was not examined as it was in most other countries that were
assessed to determine if the content was taught in classes the same year as it was tested [12].
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Jordan All other OECD countries
Science 409 493
Math 380 490
Reading 408 493

Table 2. PISA scores [11].

2.3. Democratic changes to government education

Democratic education promises to meet the needs of the people, prepare for the employment
in the marketplace, and develop the skills necessary for upward mobility. These objectives are
in place in Jordan, Lebanon, and Israel in order to meet the needs of the people. Their delivery
is through informal education taught by external agencies and technology. With no capacity
in facilities, resources or teachers to educate the refugees who have been in their countries for
years, unique and formalized democratic changes have been implemented. King Abdullah
II, President Netanyahu, and President Anou are demonstrating their concern for meeting
refugee and citizen needs.

2.4. Jordan

King Abdullah II witnesses frequent protests in the street, media, and universities over ter-
rorist attacks, state gas agreements, and discrimination against Palestinians. Unemployment
data, when averaged for youth in Jordan, are 34%. The unemployment data, when separated
by gender, result in 50% for females and 30% for males. Furthermore, 60% of the most edu-
cated women are unemployed [13]. These numbers for women speak to the security and
benefits of employment in the government. Many graduates are willing to wait as long as
63 months after graduation to be hired into a secure position. The problem is how can the
King satisfy and sustain the unemployed?

His power to address this and other social problems are based upon democratic tribal represen-
tation of 110 pro government members in the parliament. The Senate’s 65 seats are appointed
by the King. In 2008, an election was held for the 130 seat House of Representative members
including positions for Christians, Chechen, and Circassians with 15 for women. During the
election, the streets were filled with posters of candidates, tents of campaign workers, and
loud speakers mounted on trucks and cars shouting support for over 800 candidates. Schools
were closed for voting. The people participated in election process and voting. The King then
closed parliament on November 23, 2009. A new parliament was elected for four subsequent
years and closed again by the King on September 2016. It remains closed as of 2017.

While his appointed and elected parliament is closed, King Abdullah Il is preparing Jordanians
to enter the marketplace. He has implemented two 5 year programs with funding from the
United States and Canada. Called Educational Reform for the Knowledge Economy (ERfKE I
and II), these programs were implemented from 2004 to 2009 and 2010 to 2015. The first plan
provided US 380 million dollars to develop educational programs in early childhood, youth,
technology, and careers in the Shorouq Area (tribal area) of Southern Jordan. The knowledge

7
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economy program places a particular emphasis on tribal Jordanians. This program also meets
the second goal of democratic education to integrate with efficiency into the marketplace.
Results seem positive according to the final report from one of the largest educational reform
programs in the Middle East [13]. Results available from ERfKE II, which focused upon devel-
oping a national school based program teaching young adults the abilities, skills, attitudes,
and values associated indicate bureaucracy has kept funding at 6.3% of funds allocated [14].
Youth were to learn employment skills but projects have not been completed.

According to USAID and the World Bank, ERfKE II school based programs are in half the
schools in Northern Jordan. The guidelines but not the programs aligned with vocational and
technical education are 70% completed. Lastly, eight community-based Parent Child Centers
have opened to support parent education and health of early childhood needs [15]. These
nationally adopted projects will move the schools and centers toward democratic goals of pre-
paring youth for the responsibilities of citizenship through teaching the skills not currently
taught in the government schools.

It is not that Jordan made the conscious change to implement informal education on a massive
scale. The economic and social needs of the country, altered by the large influx of refugees and
their need to develop human capital for the marketplace, caused the shift toward democratic
education. The influx of refugees may bring external funding for reform. In Jordan, Iraq, and
new Syrian refugees numbered 660,315 as of June 1, 2015 [15]. Jordan closed its borders in 2014
and is now vetting another 60,000 Syrian refugees living in the desert no man’s land along its
border with Syria. Fifteen years ago, 5% of Jordan’s GDP was allocated to education [15]. In
2015, according to the World Bank Databank, Jordan allocates 3.6% of its GNP to education [16].

2.5. Lebanon

As a Confessional Republic, Lebanon has assigned each major religious group democratic
representation in political leadership. The President since October 31, 2016, Mr. Michel Aoun,
must be Maronite Christian. The Vice President must be Sunni Muslim and the Speaker of
the House, Mr. Nabih Berri, must be a Shi’ite. The most recent Vice President, Saad Hariri,
resigned November, 2017 while visiting his Sunni supporters in Saudi Arabia. Michael Young
states, “He is the Saudis’ guy... his margin of maneuver against the Saudis is very limited
indeed. He's a de facto hostage all the time.” [16]. Lebanon’s parliament is elected from the
various Islamic and Christian portions of the population. In this way, the religious groups are
democratically represented in Lebanon’s legislation. The members of Christian, Sunni, Shi’ite,
Druze, and other religious groups vote and participate in an elected legislature.

Religious representation is also the basis of the Lebanese educational system which began, like
the Ottoman educational system, funded and attended according to religious sects. Without
government intervention providing portions of salaries to their employees, the Minister of
Education estimates 60% of Lebanese youth would be unemployed [19]. Today, two-thirds of
Lebanese children attend private mostly religious schools. However, when some of the popu-
lation could not afford tuition, the government expanded public schools which are considered
inferior to the private schools. Part of the basis for this belief is that private schools require two
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years of pre-kindergarten which better prepares children for school. Language differentiation
is another result of religious influence. The French Jesuits arrived 1500 and restarted their
French language educational system in 1830. Most private protestant and Maronite Christian
schools are taught in English, the Armenian schools taught in Armenian, and the government
schools taught in Arabic.

Refugees are also overwhelming the Lebanese public and private schools. In Lebanon, 1.4 mil-
lion Syrian refugees are living among the 4.5 million Lebanese. This number does not include
the 450,000 registered Palestinian refugees living in 12 camps throughout the country. Most of
the refugees are Arabic speaking. For ease of transition, most refugee children are attending
camp Arabic language government or United Nations Relief and Works Association schools
(UNRWA). The UNRWA schools only go through 8th grade. And as most Lebanese high
schools charge tuition and expect fluency in French or English, transferring from UNRWA
elementary schools to high school is unlikely for refugee students.

Lebanese government schools are attended by refugees and Lebanese with limited incomes.
Employment in Lebanon is linked to citizenship. Since most refugees are not citizens, they are
unable to work in twenty professions listed by the Lebanese government. If all Lebanese chil-
dren went to public schools, there would be more refugee children than Lebanese. Currently,
the majority of the Lebanese children go to private and/or religious schools which do not
guarantee employment. As noted in the unemployment numbers, the increase in unemploy-
ment is stable at 21% for youth throughout the country.

Lebanon’s government education is delivered in Arabic which prevents its students from
attending the two highest ranked universities in the country: American University in Beirut
and St. Joseph’s University. One teaches in English and the other teaches in French. Not only
is the language of instruction an obstacle to personal advancement to government students,
the curriculum itself in government schools needs modification. According to the country’s
constitution, the curriculum is updated every 4 years. Lebanon’s curriculum has not been
updated in all subjects since 2000. Its history books only cover as far as 1943. These conditions
explain why Lebanese students are listed as 58 out of 61 countries tested on the International
Test of Mathematics and Science (TIMSS). Furthermore, the students’ consistently (2007, 2011
and 2015) score below average (449 of 500 average) on the Program for International Science
and Mathematics (PISA).

2.6. Israel

The Declaration of Establishment of Israel declares it is a Jewish State which precludes it
from being called a democracy. Its Knesset is an elected body where the people vote for a
political party. The party then selects the representatives who serve. The most powerful forces
are the labor unions and Orthodox Jews who are able to command voting by their member
Israeli citizens [17]. Israel is home to 33,204 refugees, most of whom are Palestinians who
did not move or change citizenship after Israel terminated England’s rule and presented the
Declaration of Establishment. Many live in 1 of the 12 refugee camps in Israel that are con-
ducted by the Israeli ministries.
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Israel’s education has four separate branches which are not open to all citizens. However,
Jewish citizens may select the branch they prefer. One system is taught in Arabic and
serves Arab Israeli living in Israel. These students attend approximately 180 schools that
teach the Jordanian curriculum in all but 10 schools [18]. The second branch is the Ultra-
Orthodox schools that prepare male students for religious study and educate Haredi girls
through the 8th grade. The third branch is the secular, Israeli schools where students fol-
low the Israeli curriculum and receive religious education as selected by the family. The
final branch is the vocational educational system which is entered after middle school
and provides students with certificates in practical careers or technical studies. Secondary
education in all schools is free but not mandatory. The Israeli Ministry of Education super-
vises all schools.

2.7. Possible solutions

Refugees are overwhelming educational systems in all host countries in the Middle East. If the
countries have the economic ability to support refugees as in Turkey and Iran, they are still
seeking outside funding. In 2016, Iran requested 19 billion dollars for refugee support from
12 countries in addition to the UN, EU and UNHCR [19]. Saudi Arabia has not accepted any
refugees. Turkey has requested money from the EU, candidacy for membership and liberaliza-
tion of Turkish passports for hosting refugees. As demonstrated by Table 3, UNRWA schools
in refugee camps sometimes educate more students than the local government schools as in
Jordan where enrollment numbers are available. These numbers indicate the importance of
examining refugee education in considering how those inside and outside of these in schools
are being educated [20].

Some 78% of children in Za'atari camp and 50-95% across host Jordanian communities are
out of school. The key reasons include: lack of information about education services available;
Syrians’ belief that they will return home soon; violence and harassment en route to and from
school; domestic or work commitments for children; long distances to school, especially for
girls; and transportation costs.

For Syrian children who are in school, learning environments are compromised by: students’
poor nutrition; crowded classrooms; inadequate school supplies; corporal punishment
by teachers and principals; violence and harassment by students; discrimination in host

School authority Elementary 1 Preparatory Secondary
UNRWA School 86,931 54,283 0

Gov't. School 38,180 25,938 2943
Private School 2616 1347 18,488
Total 127,727 81,568 21,431

Table 3. UNRWA, government and private school enrollment in Jordan.
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community schools; and inexperienced teachers in camp schools. With conditions such as
these, it is not surprising that parents do not want to send their children to schools.

The first recommendation is to increase funding to UNWRA for education in refugee camps
so that they may effectively educate refugee children and those who are not enrolled in
schools. This possibility would centralize funding that now it is delivered to multiple coun-
tries through multiples sources. As an international agency for refugee education since 1949,
UNWRA has been instructing increasing numbers of refugees with declining resources.

The second solution is to provide informal education through computers, ipads, and mobile
phones. Currently, there are massive movements to offer internet courses and university
degrees in the Middle East. There are courses provided at cost and free from prestigious uni-
versities like MIT, Oxford, and Open University. This author has offered university courses
simultaneously and multiple times from the U.S. to South Korea and Russia. Distance educa-
tion is enrolling students globally.

Elementary and secondary education is not as familiar to refugees and Middle Eastern instruc-
tors. Two useful examples of technology delivered informal education will be profiled. These pro-
grams can be offered as a supplement to classroom education, after school programs, or delivered
in mosques, office buildings or in homes. Both are more effective if part-time tutors are available
when students have questions about the content. However, full time teachers are not required.

A recommended prototype, Virtual Academy, currently instructs school dropouts, home-
schooled, seriously ill and never attending youth throughout the Midwest United States. For
the State of Missouri, this program is built upon the state core curriculum that is required for
all middle and high school students. Students can access the program with mobile cell phones,
ipad tablets or stand-alone computers. Virtual Academy delivers videos, study questions, and
exams over math, science, literature, history, civics, and other required courses. The students
can take the exams as many times as they want before they pass on to the next level of instruc-
tion. This is called mastery learning. Administrators are available at each centralized high
school location with tutors. The tutors are college students hired and trained by the Regional
Institute of Tutorial Education. The program is offered to students enrolled in different school
districts across the region. It provides students who do not fit into school at this time with a
pathway to graduation and to a future. Students do not without necessarily have to attend
classes but they must be enrolled in a school district. In this way, student attendance and
continuation are credited. Virtual Academy also enrolls students who have indicated by their
grades that they are potential drop-outs even though they are enrolled in classes in school.
The students can graduate by coming to school, working from home, or a combination. In all
cases, the parents are informed regarding student attendance and academic success.

A second program, Stride Academy, is used in elementary schools to teach English language
skills to French, Spanish, and Chinese speaking students. This program automatically adjusts
to the language needs of the students. Students who learn English grammar or writing are
rewarded with tokens that enable them to play different games at the end of the academic
unit. With the aid of tutors, ESL students learning English have gained fluency in a year
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of computerized instruction with tutor support accessible. In every Middle Eastern country,
there are individuals with English fluency who would be able to assist citizens and refugees
who need to learn English to facilitate marketplace employment. This is a second currently
existing prototype.

Virtual Academy increases student access, individual achievement, and secondary gradua-
tion potential. It does not assign career paths. It does assist students in learning at their own
speed. In the educational conditions existing in most of the refugee camps and remote loca-
tions, access to the internet, ipads, and electricity would be needed to operationalize such
programs. However, the prototype, improvement of academic knowledge, and opportunity
to increase student enrollment has educators encouraged with these multi-state and poten-
tially multi-country opportunity for youth.

3. Conclusion

The academic achievement and learning conditions in most countries in the Middle East
partially explain why unrest exists across the region. Failure to provide promised employ-
ment with a livable wage has frustrated thousands of government school graduates. They
can see through media and technology how their lives might be. In order to supplement the
low government salaries, most countries have solicited external funding from international
organizations and other wealthy countries. Pacifying a large and growing population by pay-
ing salaries and subsidies from foreign funding is a precarious position at best. In order to
control the unrest of the people, rulers have closed and censored internet access, maintained
or expanded religious education, and solicited external funding.

Few countries have considered reorganizing their educational and economic systems in
order to develop responsible citizens, prepare graduates to work in the marketplace, and
prepare students with skills for upward mobility. This would mean a shift toward the demo-
cratic goals.

Instead, many are expanding government education in order to admit refugees with the
knowledge that the results will be low academic achievement scores. The pressure in all
Middle Eastern countries with the exception of Saudi Arabia is how to employ thousands
of refugees, children, youth and adults, without the facilities, teachers, and resources to
do so. No country can afford to feed, house, provide health care, and educate hundreds of
thousands of refugees. Refugees must be able to earn their own living. However, the high
unemployment rate of citizen graduate government schools has shown the disinterest of local
and international businesses in hiring native graduates. Furthermore, they are even more
reluctant to hire refugees, if the refugees are allowed to work. Fortunately, the democratic
goal of preparing youth to prepare for upward mobility appears to be innate in the graduate
and refugee populations. The unemployed graduates and refugees will try to not starve. Their
numbers will increase and will require external financial support for their survival. Informal
education through the Internet, non-government agencies, international organizations, and
apprenticeships can meet their needs to expediently enter the marketplace. Religious and
government education is failing to help them get employed.
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Education will move by the necessity from location specific classrooms with a teacher as
deliverer of instruction to mobile transmission of knowledge with multiple individuals as
teachers. This will be the new pathway to education. The knowledge in the past was found
in books and textbooks. In the future, it will be transmitted in modules, videos, threads, and
interactive connections from content hubs located at universities, public school administra-
tive offices or television stations. Access to instruction will not be thwarted by facility space,
number of qualified teachers, absence of transportation, and cost or dangerous routes to the
school. Bullying, refugee discrimination will not be issues when on-line interaction can be
monitored and edited. Learning will take place as rapidly or slowly as needed without class-
wide embarrassment or boredom. Student interaction can take place across disciplines or
within discipline nationally or internationally. For those who need step, by step instruction,
the mastery learning format can be an option.

This pathway is not accessible today in government schools and refugee camps. It could be.
Tutoring is the third largest expenditure behind rent and food of most families in the Middle
East. The children are tutored at home in groups or individually by professional tutors or by
their classroom teachers who work as tutors in side jobs to supplement their wages. Tutoring
is necessary for children to pass the national tests. These tests, as stated earlier, must be
passed in order to advance to the next level in the current educational system. Those enrolled
in religious schools are also required to pass these tests. If the household money spent on
tutoring were allocated to individual or group licenses for informal educational programs,
funding could be reallocated. Financing aside, all parents want their children to be happy and
prosperous. Today, the expected reward for their children’s long walk down the education
pathway is not worth the trip.
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Abstract

During recent years, there has been a significant increase in the usage of technologi-
cal tools in general and in academic teaching in particular. Many programs have been
developed, including online teaching and online courses, at educational institutions. In
this chapter, we discuss the Facebook social network and its use at the University. The
research shows that Facebook groups are used to facilitate communication between stu-
dents, to foster a positive social climate, to create dialog, and to share learning material
among group members. This chapter examines students” achievements and their satisfac-
tion with the impact of the Facebook group on the academic course, in order to examine
whether the use of Facebook groups in academic courses can improve course quality and
students’ achievements.

Keywords: Facebook, information resources, online courses, higher education,
structural analysis, digital learning

1. Introduction

It is evident that there is a new generation of students known as members of the “digital and
network generation,” who are surrounded by information and communication technologies
that include Internet, smartphones, and mass media. Course Facebook groups are used to facil-
itate communications among students to foster a positive social climate in the classroom, to cre-
ate dialog, to engage students, and to serve as a learning tool. This chapter examines the level
of achievements of students and their satisfaction as part of an educational Facebook group.

The changes created by the technological age have had a great impact on universities. Many
students now come to class equipped with laptops that offer great access to the Internet at
any time, including during lectures. These mobile devices support students” active learning

© 2018 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of the Creative
InteChOpen Commons Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited. [(cc) ExgIEN
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and serve as substitutes for traditional classmates, creating a personal learning environment
in the classroom and outside. The use of laptops allows students to be connected to learning
resources even when they are not at the university, creating a learning continuum indepen-
dent of time or place. In other words, even at home, students can continue learning continu-
ously. The contribution of online instruction is reflected not only in the effective learning of
students but also provides faculty with a rich and knowledgeable approach to the transfer of
lesson content [1, 2]. It has been shown that lecturers who refer students to real and relevant
information during class produce interesting and diverse learning experiences for their stu-
dents [3].

2. Problem statement

The use of technological tools during class has positive effects, both on the quality of learning
and on students” motivation for learning. However, despite many advantages that techno-
logical tools produce, there are also negative effects on students, such as distraction caused
by surfing websites that are not related to the lesson, checking and sending e-mail, social
networking, and playing attractive games [4, 5].

3. Facebook

Facebook was created in February 2004 by Mark Zuckerberg at Harvard University. The net-
work was initially limited to students and later became a global phenomenon, accessible by
anyone with an e-mail address. Facebook has become one of the seven most popular sites in
the United States, with users around the world [6].

Facebook is also one of the most popular social networks in in Israel. According to a ComScore
survey, penetration of Facebook among Internet users aged 15 and over is 89.8%. This is the
second highest penetration rate in the world, after the Philippines. Israel is leading in dura-
tion of use, reaching about 10.5 h a month per user (Comscore.com).

4. Facebook and its applications at Ariel University

With the emergence of Facebook groups that do not require members to be “friends” or
expose their lives to one another, the option of creating a “study group” with students and
lecturers is on the rise, and the effects of using Facebook groups as an alternative learning
management system (LMS) has become increasingly relevant.

Any Facebook user can set up a Facebook group. After the group is established, the group
founder can invite other Facebook users to register for the group. Groups can choose to
restrict membership to specific individuals or open the group for access by anyone. Unlike
other Facebook activity, a closed learning group does not appear in any user’s activity records
and is published only among the members of the group [3].
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The main uses of Facebook learning groups include posing questions about homework, test
material, exams, and assignments, and sharing summaries uploaded by students [7].

As a tool of learning, Facebook has also reached universities. The ability of higher education
to utilize social media to advance professional development, to expand institutional develop-
ment, and to increase students’ success is no less than revolutionary. A few decades ago, most
students came from society’s elite classes, but today, the student population has changed and
students come from all levels of the population, increasing cultural diversity among students,
with all the implications. In addition, today’s students are digital natives: they have grown
up into a reality with sophisticated technology, availability, and intensive use of mobile and
social media. Despite the development of technology and the fact that every student now has
a mobile device and a laptop, teaching methods in most academic courses have retained a
traditional form. The students’ learning environment must be updated to include classroom
teaching and home tasks that utilize the capabilities of mobile media and social media [8].

Motivation refers to the process in which goal-oriented activities are energetic, directed, and
sustained. A student’s motivation was found to be a major factor in learning achievements.
Other studies have explored basic questions such as how and why some students succeed
in the learning process, while other students struggle to develop knowledge and cognitive
resources necessary for academic success. Therefore, in designing a new learning environ-
ment that makes use of new technologies, the role of motivation must be taken into account.
Researchers and educators have focused on new design projects, curriculum reforms, and
innovative technological tools to raise motivation [9].

5. The learning process model

The penetration of social networks into everyday life has attracted the interest of many orga-
nizations and researchers to explore the influence of social networks on teaching and learning
and has triggered efforts to use social networks for teaching and learning purposes. According
to a learning process model developed by Biggs and Moore [10], the learning process contains
four key components that influence learning outputs:

1. A well-structured knowledge base: The quality of the knowledge base is assessed by three
characteristics: the quantity of knowledge, the quality of the organization of knowledge,
and the accessibility of the knowledge. Anything that helps the student know more, or-
ganize the material in their minds or increases its accessibility, will improve the quality of
students” knowledge base.

2. Motivational context: Certain conditions encourage students’ intrinsic motivation. Two
key conditions are clear goals and instructions, and a warm, positive climate that the
teacher creates.

3. Interactions: Learning comprises three main interactions: teacher-student, student-stu-
dent, and content-student, with an emphasis on the essential role of the teacher-student
interaction in the teaching process.



18 Public Management and Administration

4. Active learning.

Another model of interaction analysis was suggested by Hodges [11], who distinguished
between four types of interactions: social, cognitive, procedural, and explanatory.

* Social interaction refers to a dialog of a friend-like nature: the teacher encourages students
to express feelings. Oren [12] found that in these forums, almost no interaction is created.

* Cognitive interaction entails investigation into the depth of a topic, linking it to other sub-
jects, raising questions, critiquing and analyzing it. Doron [13] found this kind of interac-
tion in social network forums: the more involved the student, the more active and the more
applied to his learning.

In general, Biggs and Moore’s message to the teacher is: Do not do it, let the students do it.
Based on this model, the following five research questions were formulated:

1. Do Facebook groups enhance students’ knowledge base?

2. Do Facebook groups increase students’ motivation for learning and their active participa-
tion in the learning process?

3. Do Facebook groups encourage student-student interactions?
4. Do Facebook groups encourage social and cognitive interactions?

5. Do Facebook groups encourage active learning by students?

The results of our study show that Facebook plays a constructive role in all four components
of the model, including motivation and climate. Facebook groups contribute to students’
motivation for learning, especially in a situation where students and teachers have good com-
munications. In addition, Facebook groups contribute to a positive course climate and to stu-
dents’ motivation for their self-development [14]. A pioneering study in which Facebook was
presented to graduate students as an alternative learning management system found that
students expressed satisfaction with the Facebook-based learning method and a desire to use
similar study groups in other courses as well.

Findings of a recent study offer evidence of students’ positive attitudes and satisfaction with
their learning experience using Facebook groups. Most students agreed that the collabora-
tive work on Facebook was interesting, informative, and effective. Positive attitudes toward
learning in the Facebook environment were not, however, associated with students” academic
achievements on their final test [15].

6. The impact of technological tools in Academic Institutions

Today, many students come to class with laptops that provide great accessibility to the
Internet at any time. These mobile devices support students” active learning and offer a sub-
stitute for traditional study tools. With these devices, students bring with them a personal
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learning environment to the classroom and outside. The contribution of online instruction is
reflected not only in effective student learning but also enables the faculty to have a knowl-
edgeable approach to the transfer of lesson content [1, 16, 5, 2]. It can be seen that lecturers
who refer students to real and relevant information during the lesson produce interesting and
broad learning experiences for their students [3].

Technological tools in and outside class lessons have positive effects, both on the quality of
learning and on students’ motivation for learning, but there are also negative effects on learn-
ers, such as distractions caused by browsing websites that are not related to the topic, and
engagement in social networking [4, 5].

7. The teacher’s role in digital learning

Online courses in general and the role of lecturers in online teaching, in particular, are topics
of extensive research in institutions of higher education around the world [17-19]. Teaching
and digital learning enable and require changes to traditional teaching methods or looking
for new ways to adapt to the transition from the teacher’s role in traditional learning and
her role in online learning environments. E-learning is different from traditional teaching
in several respects, including in the roles of facilitator and students, models of communica-
tion, interactions, and learning flexibility [20]. Researchers and educators are introducing
new insights into online learning. In their opinion, to ensure that the transition to electronic
courses is not merely technological, online instruction must be based on constructivist and
cooperative approaches, which go beyond presenting information that is passively absorbed
by students.

The usage of constructivist theories as a rationale and a fundamental principle of instruc-
tion is adapted to network technology. The goal is to ensure that students in computerized
courses will not function as passive learners who receive the material from the lecturer but
will become active learners who construct knowledge themselves. Students are therefore
expected to seek information, create meaningful connections between different content, and
build new knowledge in the field. In the opinion of these researchers and others, the teacher
is the most important component in this process to ensure successful e-learning. It is not the
technology itself, but the way it is implemented by the teacher that determines the effective-
ness of learning.

A review of the professional literature [21] in the field reveals the following key characteristics
expected of the teacher-facilitator in digital learning environments:

* Conducting a dialog that includes three features: academic interaction, interaction of co-
operation, and interpersonal interaction. The mentor-facilitator’'s management influences
these interactions.

* Active construction of knowledge, when the role of the teacher changes from the transfer of
knowledge to mentor, counselor, and colleague who accompanies and directs the student,
assists her, and enables her to construct knowledge. For this purpose, students need active
guidance from the teacher rather than passive guidance.
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* Awareness and consideration of students’ individual learning needs. Students differ in
their needs, learning styles, and quality preferences. Therefore, high-quality e-learning
must also be directed at each student’s individual needs. It is no longer possible to be satis-
fied with a general model for everyone, but rather the teacher must provide individualized
learning services that support each student’s subjective preference profile.

¢ Creating social learning and encouraging interaction in the course. There is an emphasis
on the lecturer’s need to improve communication skills with the students in order to create
a community of learners. Quick responses to learners’ questions increase their confidence
and motivation for learning.

8. Nira Hativa’s cognitive-emotional model of learning

A study based on classroom observations found that the main behaviors of effective teach-
ing were enthusiasm, clarity of explanations, and interactions and positive relationships with
students. Hativa’s model of good teaching and key teaching behaviors [22] suggests that, in
general, a good teacher has teaching capacity in two dimensions:

The cognitive dimension represents the teacher’s skills in channeling the material to the stu-
dents. This dimension consists of three types of teaching behaviors:

Organization of the course and lesson—The student is well placed in the framework of the
course and the lesson, he knows at every stage of the course what lessons they have learned
so far, what they are learning now, and what they will learn in the next stages. Also, lesson
time is well spent on learning.

Clarity of the lesson—The teacher clearly explains the course and content of the lesson so that
the students can understand and implement their understanding and perform the assign-
ments and homework.

Interest/promotion of concentration and attention, intellectual challenge —The lesson is inter-
esting and strengthens concentration and attention among the students. The teacher manages
to keep the students engaged throughout the lesson so that they will be focused.

The emotional-affective dimension represents the teacher’s skills in creating a pleasant and
positive classroom atmosphere that promotes openness, promotion, and a desire for learning.
This dimension comprises two types of teaching behaviors:

Respect for the students, a warm and sympathetic attitude, empathy for their difficulties in
learning, caring and helping them succeed in learning.

Maintaining positive and beneficial interactions with students, such as encouraging questions
and providing good, useful answers to their questions.

In such circumstances, students are satisfied with the teaching, organization, clarity, inter-
est, and challenge of the studies, and the lecturer’s approach is favorable to them. This is
equally applicable in different content domains such as engineering and the humanities. To
be perceived by students as an outstanding teacher, the teacher must excel in creating clarity,
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organizing the lesson, and creating a positive classroom atmosphere. Outstanding teaching
has a unique and personal aspect: outstanding teachers are like artists who know how to help
their students grow and develop with great skill. Good teaching involves a number of factors
that interact with one another and affect student learning effectively [8].

In digital teaching, we find similar principles. Students express satisfaction with two main
aspects of the digital means at their disposal: the cognitive dimension, which includes organi-
zation, clarity, interest, and challenge, and the emotional dimension, which represents atmo-
sphere, student encouragement, and positive classroom interactions. The research hypothesis
is that there will be a positive correlation between achievements and satisfaction of students
who participate in an educational Facebook group.

9. Method

The sample included 150 students studying at Ariel University of Samaria, between age 20
and 30, enrolled in BA programs.

9.1. Research tools

We developed an online questionnaire that examines the relationship between participa-
tion in an educational Facebook group and students’ achievements and satisfactions. The
questionnaire examines two main issues: the first is the effectiveness of the group and the
student’s achievements (cognitive) (e.g., Do collaborative Facebook groups allow students
to be involved in all stages of learning in the course?). The second topic examined satisfac-
tion and atmosphere among students (emotional aspect) (e.g., Do Facebook collaborative
groups create a positive atmosphere that fosters openness among students and a desire for
learning?).

9.2. Procedure

Participants were sampled on a voluntary basis and recruited throughout the Ariel University
campus. Participants were informed that participation in the study was not mandatory, and
they were permitted to terminate their participation at any stage of the study if they felt that
their privacy was violated. Participants completed a consent form before receiving a ques-
tionnaire, confirming that they were participants of their own free will. The questionnaire
was distributed throughout the university at convenient times for participants. A series of
demographic questions was followed by a questionnaire on satisfaction with the emotional
and cognitive aspects of their Facebook groups.

10. Analysis

Dependent variable: level of achievement and satisfaction.

Independent variable: participation in an educational Facebook group.
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Based on the data transferred to the statistical analysis, descriptive statistics were presented.
Various analyses were conducted on the variables: Facebook group use for learning purposes,
level of achievements, and level of satisfaction. To rule out alternative explanations, gender
differences, differences between academic years, and other differences were also examined.

11. Findings

To test the hypothesis regarding a positive correlation between the level of achievement of
Facebook group members and their satisfaction, a Pearson test was conducted. A strong posi-
tive correlation was found (rp = 0.863, p < .01), indicating that students who were more sat-
isfied with the Facebook group also had higher achievements in the course and vice versa
(Tables 1 and 2, Figure 1).

In conclusion, the present study examined the relationship between success and achievements
of students at Ariel University, and their satisfaction with the contribution of a collaborative

Variable N %
Sex Male 56 373
Female 94 62.7
Family status Single 92 61.7
Married 51 342
Divorcee 7 41
Religion Secular 45 30.2
Traditional 19 12.8
Religious 85 57
Year of studies A 35 233
B 31 20.7
C 50 33.3
D 17 11.3
Other 17 11.3

Table 1. Socio-demographic variables.

Variable N Range Average Standard deviation
Age 150 18-35 24.44 2.78

Religiosity 150 1-4 2.72 0.933

Satisfaction 150 14 272 0.937

Table 2. Descriptive statistical data of the research variables.
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Figure 1. Pearson correlations between achievement and satisfaction among Facebook group members.

educational Facebook group. This digital process can be said to have significantly contributed
to the students” success and satisfaction, and the Facebook group can certainly serve as an
additional tool to supplement traditional frontal instruction. Therefore, the research’s recom-
mendation is to integrate Facebook groups into academic courses to facilitate the transition
of academic material beyond academic walls, expand study hours, strengthen the connection
between students, and create a comfortable learning atmosphere.

12. Conclusion

This chapter examined satisfaction among students taking part in a collaborative Facebook
learning group and how collaborative Facebook groups influence students’ achievements. The
findings suggest that there is a strong correlation between these variables, which may help raise
awareness of the potential of using the Facebook group platform for educational purposes.

13. Research contributions

The current study may help raise awareness of the potential use of Facebook groups for edu-
cational purposes. Using the Facebook groups for study purposes expands students’ study
hours beyond the hours of frontal study in the classroom, and takes the study material out
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of the university. Moreover, the use of collaborative Facebook groups may enhance students’
achievements as a result of positive interactions among group members, including mutual
assistance, sharing of educational materials, and other learning-related activities. To over-
come the limitations of the study, additional studies should explore this issue with an equal
number of men and women.

The Facebook network has great potential that expands the hours of study beyond the fron-
tal hours at the University, yet this advantage may be offset by the loss of a face-to-face
learning experience. Does technology help the social aspects of frontal teaching? Is there
any point in frontal teaching? Is this tool still relevant for our times? What is the image of
the classroom or of the University today? Do lecturers make effective use of the digital plat-
forms at their disposal? All these questions are necessary in order to identify the lecturers’
role in the learning process and whether they will disappear in the future in which teaching
becomes digital.

Confirming the research hypothesis, a positive correlation was found between Facebook
users’ level of achievement and their satisfaction. The findings of the study can be explained
on the basis of Arieh and Rimor’s [15] study, which reports students’ positive attitudes and
satisfaction with their learning experience on Facebook. Notably, participation in a Facebook
group allows students to examine the material at home and bring additional knowledge
beyond the hours of frontal study. Moreover, students can help each other clarify a subject or
discover new knowledge, correct each other’s errors, and offer comments. The contribution
of the Facebook network should also be examined using additional means and variables that
potentially affect its contribution to higher education.
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Abstract

Government digital agendas worldwide go hand in hand with the digital transfor-
mation in businesses and public administrations as well as the digital changes taking
place in society. Information security (IS) and awareness (ISA) must be an integrated
part of these agendas. The goal of IS is to protect information of all types and origins.
Here, the employees play a necessary and significant role in the success of IS, and the
entire staff of an institution need to know about their specific roles and be aware of
the information security management system (ISMS). As there are still fundamental
strategic deficiencies in the institutions themselves, humans should not be called “the
weakest link” in the security chain. Rather, sustainable awareness-raising and train-
ing for people should be established in the institutions using interactive, authentic,
and game-based learning methods. Psychological studies show the great importance
of emotionalization when communicating IS knowledge and the reliable exchange of
experience about IS. However, in many institutions, a change in culture is becoming
necessary. IS must be integrated into all (business) processes and projects, and viable
safeguards must be included. This chapter summarizes the most important scientific
findings and transfers them to the practice of public administrations in Germany.
Moreover, it shows examples of learning methods and provides practical assistance
for IS sensitization and training.

Keywords: digitalization, threats and vulnerabilities, information security (IS), data
protection, IT security, cybersecurity (CS), cyberattacks, sensitization, information
security awareness (ISA), security culture, knowledge —attitude —behavior, information
security awareness training (ISAT) design, lifelong learning (LLL), learning and
teaching methods, authentic learning (AL), game-based learning (GBL), problem-based
learning (PBL), success factors, information security management system (ISMS), risk
management and safeguards
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1. Introduction: A talk about security

Public administrations have always been information-processing organizations, and nowa-
days government digital agendas around the world (see, for example, the Federal Government
of Germany or—at the European level —the European Digital Agenda [1]) are seeking to keep
abreast of digital networking and the digital changes in society based on information technol-
ogy (IT). However, ever-increasing digitalization is leading to fundamental changes in business
processes in public administrations as they try to offer customer-friendly services to citizens
and businesses. In light of this, new safeguards must be implemented in the form of continu-
ous information security (IS) and legally compliant data protection. “No one in industry, com-
merce and administration would any longer dispute the need for adequate protection of their
IT environment. IT security incidents can have far-reaching repercussions that harm business
or interfere with the performance of tasks and thus result in high costs being incurred” [20:5].
Digitization affects almost all areas of life in an increasingly rapid way, and the underlying
information communication technology (ICT) transmits, electronically processes, and stores
large amounts of data and a wide variety of information [2]. In his guest contribution to a
special publication of the Handelsblatt (November 27, 2017) on the topic of cybersecurity and
privacy, the president of the German Federal Office for the Protection of the Constitution,
Dr. Hans-Georg Maafsen, explains, “It is a commonplace platitude: the more we network with
the outside world, the more we connect not only with opportunities and potentials but also
with risks and dangers” [3]. One should be aware of the distinction between the terms “safety”
and “security” in English-speaking countries. “The term ‘safety’ refers to the functional safety
of the machine or plant and thus addresses the protection of the environment against abnor-
mal operation. The term “security’ describes the protection of IT-supported systems against
deliberate or undesired errors. Safety systems must also be protected against attacks” [76:10].

As the president of the Federal Office for Information Security (BSI) pointed out at the 14th
German IT Security Conference [4], the potential for digitization offers a highly developed
form of industrialization of the kind that Germany cannot do without—but at the same time
cybersecurity is creating new challenges. The term IS, as used in (inter)national standards,
consists of more than just IT security. The goal of IS is to protect information of all types and
origins, regardless of whether they are stored on paper, in computers, or in the employees’
minds [2]. In contrast, IT security is specifically oriented toward the protection of information
processed and stored electronically. Nowadays, the term cybersecurity (CS) is often used. CS
deals with all aspects of security in information and communication technology. The field of
action of classic IT security will be extended to the entire cyberspace. This includes all infor-
mation technology connected to the Internet and comparable networks and involves commu-
nication, applications, processes, and processed data or information based thereon [5]. In this
chapter, the term IS is used as the general term including IT security as well as CS.

One of the relevant standards for IS is 27001 “Information Security Management Systems”
(ISMS) of the International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC) [6]. An ISMS includes four components: management
principles, resources, the IS process, and the people (personnel) [20:14]. The IS process itself
includes an IS policy, in which the IS objectives and strategies for their implementation are
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documented, an IS concept, and the developed IS organization of the institution. When an
ISMS is implemented, it is crucially important that the information and data protection are
properly handled and the employees are fully aware of the consequences of misusing sensi-
tive data [7]. In Germany, ISO/IEC 27001 IS protection certificates have been available since
2006 combined with the IT-Grundschutz as best practices [8]. The responsible public admin-
istration is thus the BSI as the national CS authority that “shapes information security in digi-
tization through prevention, detection, and reaction for government, business, and society”
[9]. The employees of an institution are a necessary and significant factor in successfully and
efficiently realizing IS within an institution [10]. Therefore, all employees of the institution
need to know about their specific roles and be aware of the information security management
(ISM). According to the BSI [10], all employees need to know the security objectives of the
institution and understand the security measures, as well as being willing to support these
effectively. In particular, they must know what is expected from them in terms of IS and how
they should respond in security-critical situations [10].

According to the IT-Grundschutz glossary of the BSI, IT security is “a state in which the risks
posed by the use of IT due to the threats presented are limited to an acceptable level through
adequate safeguards” [2]. Technical solutions for IS are necessary to address certain vulner-
abilities such as viruses, denial of service attacks, etc. Nevertheless, IS as well as IT and CS are
about more than technology [11], because information systems involve human beings, and
users do not always act the way they are supposed to [12]. This is why human beings are often
characterized as the “critical factor” within the reports and literature on IS processes. However,
nowadays, there is a rethinking of this characterization of people [13], because there are fun-
damental strategic deficits in institutions themselves, as shown by several reports and studies:

* Less than 50% of organizations have an IT security and training program for employees
[14] —meaning that at the time of the study, more than 50% did not train and educate their
employees in IS.

* 46% of all companies believe that they have a critical shortage in terms of their cybersecu-
rity skills [15].

* Only 63% of respondents in Germany take measures to raise awareness of information secu-
rity and 40.5% of these organizations do not measure the effectiveness of their training [16].

* Not even half of the (surveyed) companies in Germany are sufficiently prepared for a cy-
berattack. Moreover, only four out of 10 companies have emergency/continuity manage-
ment (43%) [17].

* 74% of security incidents remain undetected for more than 6 months [18].

* Managers prefer to pay ransom than invest in new protection features—a big risk, because
ransom payments are usually six-figure amounts [19].

Technology solutions alone are not sufficient to ensure IS countermeasures. These address
the challenges of IS management (ISM) in institutions, because management and behavioral
aspects are pivotal to building an ISMS in organizations [20, 21]. To protect the organizational
assets, including user information and systems, the human side of security should also be
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managed [22-24], as is particularly evident in social engineering (SE) attacks [24]. The human
element plays a significant role in the successful delivery of IS in today’s organizations, and
security behavior is greatly influenced by employees” personal perceptions of risk. However,
these perceptions can be changed [25] through awareness-raising and IS trainings. Therefore,
the tasks and duties of the management of an institution play an important role [20:18]. First
of all, the topmost management level has overall responsibility for the correct functioning of
the institution and for IS too. IS must be integrated into all the institutional processes—"and
for that the management has the responsibility. The management level must actively initiate,
manage and supervise the security process” —as an important point, sufficient resources must
be made available [20:18]. Moreover, as studies confirm [26], the management has the func-
tion of a role model, must set achievable goals within the institution’s IS, and should set up/
initiate efficient communication and effective documentation. “One of the most difficult tasks
is weighing up the costs of IS against the benefits and risks” —however, “experience shows
that the most effective measures are not always the most expensive” [20:19].

The aim of this chapter is to summarize current science-based findings in the area of ISA
and to merge them with the requirements of the IS standards to derive practical benefits
for awareness-raising and trainings in public administrations. The structure of the chapter
is as follows: section two summarizes the current scientific findings concerning ISA (sub-
Section 2.1), learning methods (sub-Section 2.2), and organizational culture (sub-Section 2.3).
In Section 3, these ideas are transferred into the practice of public administrations. This means
a focus on information security (awareness) trainings (ISAT) in general (sub-Section 3.1), as
they relate to the IT-Grundschutz (sub-Section 3.2), and with regard to cultural aspects (sub-
Section 3.3). Section 4 provides a summary and outlook. This is followed by the acknowledg-
ments and references at the end.

2. Current findings from scientific literature review and research

2.1. Information security awareness (ISA)

A constant analysis of threats that companies face is essential to understanding how the strate-
gies of attackers evolve and to building more reliable defenses. The summary of all the reports
investigated reveals that cyberattacks target people not technologies [13]. The question is “why?”
One main finding, by Solms, is that Internet- and web-based systems have been introduced for
millions of customers without adequate IS [27]. One direct result of this has been that criminals
have shifted their attention to the end user under their new motto: “Do not try to hack into the
company’s IT systems; it may be very difficult—go for the naive end user!” [27].

The idea of considering the user as the “weakest link” in IS can be found in the large
volume of studies that try to explain employee adherence to or noncompliance with
IS. Companies’ information security efforts are often threatened by employee negligence
and insider breaches [29]. The lack of ISA, ignorance, negligence, apathy, mischief, and
resistance are at the root of user mistakes [30]. Herath and Rao found that employees in
their sample underestimate the probability of security breaches [31]. Pattinson et al. (2016)
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found a strong ISA correlation for the measure relating to the three behaviors “Internet use,”
“mobile computing,” and “email use,” while the other four behaviors investigated were
not significantly correlated (“password management,” “social networking,” “information
handling,” “incident reporting”) [32]. Moreover, how “dangerous” an employee is for his
company is also determined by his age [18]. According to the study, 51- to 69-year-old peo-
ple are particularly easy to fool —they are most likely to fall for phishing attacks and social
engineering, but otherwise stick to the guidelines [18]. The middle group, on the other hand,
is more arrogant: the group of 35- to 50-year-olds is most likely to ignore well-known rules
[18]. However, in the study, the millennials age group (18-35) is—with 64% —the riskiest
group: while they are less prone to fraud and arrogance, they use all sorts of technologies,
such as unauthorized third-party apps and third-party mobile devices at work, and this
results in a loss of control for the central IT [18]. However, it is important to bear in mind
that if a single user action can compromise an entire security program, the problem is the
security program itself [33].

According to the Federal Office for Information Security in Germany (BSI), the risk situation
in the area of ISA is characterized by the following specific threats and vulnerabilities [10]:

¢ Insufficient knowledge of regulations

Just setting information security regulations does not guarantee that they will be respected.
All employees must also be aware of the applicable regulations. Vulnerabilities due to
insufficient knowledge of the regulations can compromise the confidentiality, availability,
and integrity of information [10:2].

¢ Insufficient awareness of information security (ISA)

Experience shows that it is not enough just to implement certain security measures. Without
an understanding of the reasons for the measures and their purpose, they are often inef-
fective or ignored. The security culture, the security goals, and the security strategy of the
institution must be understood in the real world of work, otherwise this leads to a lack of
acceptance of IS measures [10:2].

* Carelessness in handling information

It is frequently observed that despite a variety of organizational and technical security pro-
cedures, an institution’s security requirements often go unheeded. When employees deal
carelessly with information, established processes of information security become ineffec-
tive. Economic espionage can also take place [10:3].

But what is ISA actually? Our comprehensive review of leading academic journals shows that
there is no uniform and binding definition of ISA [13]. Many theories build on the background
of the scientific literature. A number of articles in the international scientific literature are
based on the KAB model—knowledge, attitude, and behavior—and show that user knowl-
edge of, or education about, IS is a basis for reflecting on their own attitudes. The overall goal
of scientific literature in this research field is to get a better understanding of people’s behav-
ior and to develop it in the proper way [13]. Therefore, a large spectrum of theories has been
consulted in this context to gain knowledge of actual security behavior and the factors that
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influence it. The theories that are most applied as a means to explain IS behavior are the Theory
of Planned Behavior (TPB), the General Deterrence Theory (GDT), the Compliance Theory
(CT), the Protection Motivation Theory (PMT), the Technology Acceptance Model (TAM), the
Theory of Reasoned Action (TRA), the Social Bond Theory (SBT), and, as a final example, the
Involvement Theory (InvT) (see also tables in [34]. For example, Briggs et al. (2017) provide a
historical overview of Protection Motivation Theory (PMT) and apply it to cybersecurity [35]).

Applying the Fogg Behavior Model (FBM) [36], we can identify a wide range of factors that
can affect motivation and the ability to adopt secure behaviors. The FBM [37] asserts that for
a person to perform a target behavior, he or she must (a) be sufficiently motivated, (b) have
the ability to perform the behavior, and (c) be triggered to perform the behavior. Fogg further
introduced the notion of kairos—the idea that the trigger needs to be present at an opportune
moment to succeed. Fogg defines that moment as “any time motivation and ability put people
above the behavior activation threshold” [37]. The investigations in [36] —based on the FBM
and in-store interviews with 85 customers across 4 branches of a major UK retailer —showed
that low motivation and ability among the customers questioned are, for example, combined
with the attitude that because risky activities are avoided, no security is required. In contrast,
high motivation and high ability among customers are not only coupled with technical affin-
ity and the implementation of security advice but also with the desire to keep children safe
and protect work files [36]. This suggests that those customers have a sense of responsibility
and take social considerations into account.

One increasing threat is the human social engineering (SE) attack as a first step for further
cyberattacks on institutions. SE has increasingly become a standard tool for criminals—the
prospects of success are high and the awareness rate is low [38]. In SE, one is—to different
degrees, depending on the perspective —perpetrator and victim at the same time: perpetrator,
because one may have made a mistake and violated the security policy of one’s own orga-
nization (e.g., as a result of disclosing confidential information to the attacker), and victim,
because such a disclosure is always achieved as a result of deception or manipulation [38].
From the point of view of communication and psychology, a person directly affected by SE
is, in any case, always a victim —the fact that someone, possibly because of “reckless” behav-
ior, has “fallen for” an SE attack does not make him or her a culprit and, from the perspec-
tive of the social sciences, only to some extent an accomplice. And even the security experts
should not view “social weaknesses” as connivance but should treat the victims as victims
and therefore see them as important witnesses who contribute to the investigation of white-
collar crime. However, such an attitude is not found in many organizations, and, where this
is lacking, companies rarely have full access to the valuable feedback they could receive [38].

All in all, there are gaps between human knowledge and human attitudes as well as between
human attitudes and real human behavior. Psychological factors, subjective norms, and the
sociocultural, gender, and age background in nonlinear and complex interactions have a major
influence on human ISA and IS behavior [13]. A main problem for human beings seems to be the
application of IS knowledge in real-world situations [39]. But this—the concrete application of IS
knowledge and situation-appropriate behavior—is necessary in real time for each employee in
an organization. Employees themselves must decide how to implement IS in their own specific
work contexts, and this needs higher-level ISA skills and intention as a motivational factor.
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2.2. Learning methods for ISA

Learning methods for ISA should clarify threats, vulnerabilities, attacks, and possible dam-
age as well as the main values of IS and data protection. The three basic values of IS used by
the BSI in the IT-Grundschutz as well as in the international standard family ISO/IEC 2700x
are confidentiality, integrity, and availability. Confidentiality requires protection against the
unauthorized access to and disclosure of information. Confidential information should only
be accessible to authorized persons and those using the permitted access methods. A situation
in which unauthorized persons have access to data is referred to as a loss of confidential-
ity [2:22]. Integrity refers, on the one hand, to ensuring the correctness (uncorruptedness)
of data and, on the other, to the correct operation of systems. A violation of the integrity
of information takes place when the data itself—as well as other specifications relating to
this data (metadata)—are changed without permission or are incomplete. Falsified data can
lead to poor decisions and incorrect evaluations and can have serious consequences [2:22].
Availability means that services, the functions of an IT system, IT applications, IT networks, or
even information are available and can be utilized as intended by the users at any time [2:22].

Additional values include authentication, commitment, and reliability. Authentication refers
to the function that guarantees that a person, an IT component, or an application is actu-
ally the person or object it is presenting itself to be. Authenticating information is a means
of ensuring that it was generated by the specific source [2:22]. Commitment combines the
value of authenticity with one additional value, non-repudiation. When transmitting informa-
tion, this means that the sender has provided verification of its identity and that the recipient
is unable to deny having received the message [2:22]. Organizational commitment can be
defined as follows: “In organizational behavior and industrial and organizational psychol-
ogy, organizational commitment is the individual’s psychological attachment to the organiza-
tion” [40]. The reliability (also called dependability) of IT components is determined by their
quality in terms of correctness, robustness, and fail-proofness so that their typical functions
can be executed with the necessary precision and during the normal period of use [2:22].

In many organizations, ISA and the training of corresponding competences (ISAT) are limited
to knowledge-transfer measures. For example, trainings with appropriate presentations sup-
ported by flyers, posters, brochures, or web-based trainings (WBT) are often used as an aware-
ness campaign, which the employees can or must complete at a particular place and at a time
of their choosing. Notwithstanding the benefits of WBT, studies show that approaches that
focus only on knowledge transfer do not generate any lasting safety/security awareness among
employees [41-44]. We call these ways of raising ISA “1.0 Learning Theoretical Approaches”
(see Figure 1) [45]. Based on these empirical findings and in addition to knowledge transfer,
some awareness-raising activities include marketing elements, which capture the attention of
the addressees and emotionalize them on the subject of IS—"2.0 Advertising Approaches,”
according to our classification (see Figure 1) [45]. However, psychologically based research
[38, 39, 42, 46, 47] shows that in addition to the theoretical approach to knowledge transfer and
the marketing-oriented approach of emotionalizing, a more comprehensive systemic approach
with emotions and social participation in the team as well as personal communication and
interaction in actionable scenarios is needed to create lasting sensitization to IS and promote
security-related behaviors [41, 46, 48]. This is why the learning methodology for ISA should be
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Figure 1.IAS needs learning 3.0, meaning a systemic approach that includes not only knowledge transfer and
emotionalization but also interactivity with team-oriented exchange.

“3.0 Systemic Approaches” (see Figure 1) [45], which were implemented at the Technical
University of Applied Sciences (TUAS) Wildau [49-51]. Here, at a research university with a
strong practical emphasis, a consistent combination of research and teaching not only serves
to meet future challenges but is also crucial for starting a career. The education of students as
future employees should therefore be based on the current state of science and on practical
requirements in companies, administrations, and institutions. This includes building knowledge
to engender a holistic understanding of technology and develop sensitivity to IS issues. This
applies, above all, to less technology-related courses such as business and administrative studies
because awareness of and competence in IS cannot be delegated only to IT professionals. Instead,
every employee must contribute to IS and is responsible for it in his or her specific environment.

The project “Information Security Awareness for Job Beginners” (SecAware4job) at the TUAS
Wildau, which was funded by the Horst Gortz Foundation in the period from September 1,
2015, to August 31, 2017 [50], set out to sensitize students as future employees (especially those
doing nontechnical courses) to the day-to-day challenges involved in creating IS and pro-
tecting digital infrastructure. With SecAware4job, a job-oriented additional qualification for
students has been created in the past 2 years in the form of an innovative training with certifi-
cation to increase ISA and competencies in IS. Specifically, the additional qualification should
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¢ develop the competencies in IS required for starting a career,
* encourage and support changes in consciousness and behavior,
* facilitate risk assessment and decision making, and

* provide traceable, certified qualifications for entry into the profession [50].

In order to convey the abstract and complex topic of IS with all its facets (legal framework,
standards, protective measures, security concepts, etc.) to the students in an easily comprehen-
sible and tangible way, a methodical approach to the additional qualification was chosen that
includes as many creative and interactive teaching and learning methods as possible. Based
on current research findings on the effectiveness of awareness-raising measures, analog and
digital game-based learning (GBL) scenarios were developed and tested according to the GBL
approach [49]. Ten stations in the “Security Arena,” which had been procured via the former
third-party project “IT-Security@SME” in the period 2013/14 and adapted with the project
partner known_sense, are now focused on the new target group (students) and also trans-
lated into English (see Figure 2) [50]. In addition, five analog GBL scenarios have been rede-
signed and implemented, including a new board game “Keep your data private. Every day.”
(see Figure 3) and a social engineering role-playing game, which are two very comprehensive
game developments in the research project SecAware4job [50]. To supplement and complete
the analog learning scenarios, eight digital GBL scenarios were conceived and programmed:
these can be retrieved via the SecAware4job website [52] and used free of charge [50].

The additional qualification that had been developed was tested in three rounds as a (compul-
sory) module “Sensitization for IS”. The accompanying scientific research on the effectiveness
of the additional qualification and the learning scenarios developed show that the students
are very satisfied with the methodological approach. In terms of an authentic learning (AL)
approach, adaptations of GBL scenarios to the specific target group and their real references are
of great importance for learning success. Further teaching and learning methods have already
been compiled in the former European project “Community of Integrated Blended Learning in
Europe” (COMBLE) [53] as Methopedia [54]. Moreover, by discussing current public security
incidents, the problem-based learning (PBL) method has been introduced into the classroom
too. So, the challenge of the general learning approach for ISA is to combine AL with GBL
and PBL in a smart way. In addition to the specification of content, cultural and linguistic
aspects must be taken into account. In the project SecAware4job, English-language learning sta-
tions were designed and tested and will now be available in international degree courses like
European Management. Moreover, in this winter semester (WS 2017/18), the master’s degree
course European Management (EMM17) developed new ideas for GBL scenarios relating to
the European Union’s new General Data Protection Regulation (GDPR) as pilot games. The
student project teams presented three analog games and one digital App game in January 2018
(see Figure 4), which will be tested in the coming months with other target groups.

Overall, the application of materials and methods to ISA in many other events and with other
target groups like employees and guests at the TUAS always leads to very positive feed-
back. The challenges in developing the IS learning scenarios lie in a good didactical structure
as well as in simplifying complexity and limiting the content to the essentials. The strength
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Figure 2. Adapted, analog game-based learning scenarios in the English-speaking “Security Arena” as final results of the
project “SecAware4job” [50]. The games can be purchased through our project and cooperation partner, the Cologne-
based company known_sense.
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Figure 3. Newly developed analog game-based learning scenarios (in German) relating to Internet services and data
protection as a final result of the project “SecAware4job” [50]. The game can be purchased through our project and
cooperation partner, the Cologne-based company known_sense.

of the analog games is in the necessary systemic approach with emotionalization and the
exchange of peoples’ experiences. As part of the “Security Arena,” most games are designed
to be completed and discussed in less than 15 minutes. They can also be used very well as
team circuit training, which can also be set up as a competition. The goal of the digital learn-
ing scenarios, which can be completed alone and irrespective of time and place, is to expand,
deepen, and sustainably anchor individual knowledge. However, this alone would not help
to raise ISA. We need a smart combination (Figure 5).

2.3. Information security awareness culture in an organization

As the BSI points out in all standard documents, IS concerns all personnel without excep-
tion. By acting responsibly and with quality awareness, every individual can avoid caus-
ing damage and contribute to success. Increasing ISA and providing appropriate training
for staff members and all management personnel are therefore fundamental prerequisites
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Figure 4. Newly developed ideas for game-based learning scenarios (A, B, C analog; D digital) focused on the General
Data Protection Regulation (EU), generated by the student group EMM17 in WS 17/18.

for IS. In order to be able to implement security measures as planned, personnel must have
the necessary basic skills to do so [20:24]. Here, the top management has responsibility as a
role model. The management must play a proactive role in shaping employee compliance
with IS behavior [26]. Advice should be seen as an enabler that supports the organization’s
goals [25]. In addition to knowledge about how security mechanisms must be operated, this
also involves an understanding of the spirit and purpose of security measures. The work
atmosphere, common ideals, and the commitment of personnel are all factors that decisively
influence IS. If new personnel are taken on or existing ones are given new tasks, they must be
provided with thorough training so that they can adjust to the new situation. This must also
involve teaching them about the security-related aspects of their job. If personnel leave the
institution or their responsibilities change, this process must be accompanied by appropri-
ate security safeguards (e.g., the withdrawal of authorization or the returning of keys and
identity cards) [20:24].

Employees must be made aware of relevant hazards and know how they can affect their
institution. The better the employees know the risk situation, the sooner the corresponding
security measures will be accepted. Employees must have the necessary knowledge to be able
to understand and apply measures correctly. For this, there must be an awareness of security
and a safety culture can be set up and designed [10]. Although there are many sanctions avail-
able in dealing with disregard of the rules, employees will not be rewarded if they comply
with the IS security policy [55]. While many organizations are aware that this “comply or die”
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Figure 5. Integrative usage of analog and digital game-based learning (GBL), combined with problem-based learning
(PBL) and authentic learning (AL) for sensitization and to mimic real situations in the workplace and private life as well
as interactive learning methods with emotionalization through user experience, team exchange, and storytelling as a
means to raise information security awareness (ISA).

approach does not work for modern enterprises where employees collaborate, share, and
show initiative, they do not have an alternative approach to fostering secure behavior [56].
“Countermeasure awareness was shown to be a significant indicator of the perceived need
for digital IS. This implies that increasing users’ security awareness level through education
and training may be an effective way to encourage the adoption of security tools that leads to
safer technology use” [57]. It seems that attitudes toward compliance with IS organizational
policies also have a significant effect on behavioral intention with regard to IS compliance,
whereby the policies must be livable. Tsohou et al. argue that ISA processes are associated
with interrelated changes that occur at the organizational, technological, and individual level
[58]. As a result of this, an organization needs to roll out a series of ISA programs oriented
toward perception, comprehension, and projection [23].

As summarized in [13], for organizations it is important to realize that

* creating an effective ISA program requires targeted communication and training that ca-
ters to specific employee groups;

* for proper commitment to security, the optimal IS culture must be carefully defined in each
case; and

¢ the top management must be a role model and give advice—they should be seen as an
enabler supporting the organization’s goals.

In light of the gaps between IS knowledge, attitudes, and real behavior and the fact that act-
ing in real-life situations is very important for an appropriate security level in institutions,
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trainings for ISA should be a continuous IS factor. Moreover, the emotional level should be
explicitly addressed, because social participation in a communicative team process is a key
component in awareness-raising activities based on psychological theories [45, 51]. Learners
must directly see/feel the consequences of their actions and should get a sense of their knowl-
edge level in dialog. Therefore, sensitization for ISA and trainings of IS should use the smart
combination of GBL plus PBL plus AL based on real-life situations.

3. Transference to practice and public administrations

The improvement of perception and comprehension vis-a-vis IS can advance a person’s abil-
ity to project real-life situations if there is an overall exchange in the institution. Moreover,
it seems that the constructs of organizational impact and attacker assessment have a stron-
ger influence on the ISA than technical knowledge. Management and employees need to
understand the pivotal role they play for the IS of an organization [13]. The learning pro-
cess in organizations must be based on the user-centered approach, which pays attention
to target groups, gender, and culture, based on individual knowledge and skills as well as
on concrete workplace needs and contexts. The user-centered approach should also allow
staff exchanges regarding IS along the business process chain. The integration of formal and
informal mechanisms —initiated by the management—can enhance the important exchange
and interaction between employees and could be a stabilizing factor in raising ISA in the
institution. Frequent interaction is the basis for the formation of interpersonal relationships
and psychological attachment to the organization. Since threat analysis, self-efficacy, and
response effectiveness have a significant impact on the intention to comply with IS guide-
lines, such aspects of emotionalization and motivation should be incorporated into the sen-
sitization to and training of ISA [13].

In Germany, with its federal structure, public administrations are very differently positioned
in respect of IS. Large federal agencies are often at the forefront of many current topics, such
as legislation (IT security law, e-government law, and the digital agenda) or application con-
tent like big data analysis or IS. For example, almost two-thirds of the administrations cur-
rently surveyed continue to see issues of data security and privacy as a key challenge in using
big data analytics [59]. Only one-third believe that a company’s own staff has the skills and
knowledge to continually drive the administration through data analytics [59]. However, only
37% invest sufficiently in appropriate education and training [59].

If we take a closer look at IS, my experience as a BAk6V qualification center [60] is that it
is very difficult for small and medium-sized enterprises (SME) and small municipalities to
build up a corresponding IS know-how and general training program in their organization.
Instead, the training program for the “IT Security Officer in Public Administration” (ITSO)
has been established in the federal administration for a decade and is increasingly being used
by medium-sized and large state administrations during an annual three-week summer acad-
emy in Briihl (Germany). Since 2007, the modular training course for ITSO has been devel-
oped and offered by the BakoV in coordination with the BSI acting internally for the federal
agencies. Besides knowledge transfer in 5-15 days, it includes an IS-relevant written project
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submission and a two-hour exam on a personal computer (PC) program. A form with 120
questions must be filled out with a score higher than 75% —successful students are awarded a
certificate valid for 5 years. A total of approximately 600 certificates have been awarded so far
[62]. In addition, there are other certified training courses at federal level —e.g., for the data
protection and emergency officer. Moreover, there are a wide range of e-learning courses for
the employees of the federal authorities. Nevertheless, the development of procedures and
models for measuring and assessing the level of IS in federal agencies remains a challenge.

The literature review reveals a general lack of trainings, which is cited as a top reason why
contingency and response plans are not effective [22]. In particular, it seems that over the past
15 years institutions have not put their main focus on developing ISA and ISAT-responsible
information users [61]. In Germany, after the establishment of the federal project “Security
wins!” in 2010, about 80,000 employees from 143 federal authorities were sensitized to IS in
the workplace prior to 2017 [62]. The insight from this federal ISA campaign with interac-
tive methods and GBL scenarios is, on the one hand, that raising awareness is an issue that
needs to be revisited again and again. On the other hand, the central control system of the
federal agencies has proven itself with framework agreements and decentralized imple-
mentations and adjustments. For the federal administrations, very valuable materials have
been compiled as a so-called “toolbox”: flyers and posters, moderation cards, and a CD
about live hacking, which is very popular. Hacker’s live shows in particular demonstrate
how well emotionalization can lead to concern and attention. Moreover, they also show
the importance of awareness in thinking about or pointing out the role of the aggressor—a
possibility which should be incorporated into awareness-raising and trainings that include
psychological aspects [38, 39, 42, 46, 47]. Nevertheless, this campaign is just a drop in the
ocean when we consider the entire group of employees. It should be noted that it is the
Lander and Kommunen that represent the main proportion of employees in Germany’s
public administration; the proportion constituted by the federal government is only about
one-eighth of the total number of employees. Moreover, public administrations are also
responsible to their citizens, and the question arises as to whether information campaigns
on IS in public places should not also be part of urban and regional planning [34].

3.1. Information security (awareness) trainings (ISAT)

Although scientific research indicates a general need for (cyberthreat) education, trainings,
and awareness [22, 63, 64], our review of the scientific literature [13, 65] shows that the design
of the ISA trainings has not been the subject of significant research. Only a few studies from
the literary field of knowledge, attitude, and behavior give (general) recommendations on the
design of training measures (see [66, 67]). As mentioned above, it should be a user-centered
approach and “awareness campaigns should be tailored to employees” needs” [25]. The BSI
training describes in general how to set up and maintain an (effective) awareness-raising and
training program for IS [10]. The aim of such programs is for employees to perceive safety-crit-
ical situations and mitigate their impact, while also providing the necessary knowledge and
skills for safety-conscious behavior [10]. In particular, the module “ORP.3 Sensitization and
Training” describes the procedural, technical, methodological, and organizational require-
ments for awareness-raising and IS training [10]:
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o Few successful awareness-raising and training activities

The activities carried out for ISAT are not always as successful as desired. The causes for
this can be lack of management support, unclear goals, bad planning, lack of success con-
trol, lack of continuity, or too few financial and human resources. If no appropriate mea-
sures are taken to ensure the success of the activities carried out, the goal of the respective
training activity can often not be achieved. If the institution has insufficient activities to
raise awareness and train employees, IS can be at risk, which leads directly to restrictions
on task performance [10:2].

* Inadequate training of staff on security functionalities

Employees often do not apply newly introduced security programs and features, because
they do not know how to operate them, and because they are considered time-consuming
in their day-to-day work. In addition, the lack of ISAT after the introduction of new soft-
ware can lead to unintentional operating errors or incorrect configurations and to errors in
the operation and delays in work processes. Therefore, the procurement and installation
of (security) software is not enough. In critical IT systems and applications, misuse can
threaten the very existence of the business [10:3].

o Risk that security incidents will not be identified

The daily operation of IT and ITC components can cause many failures and errors.
There is a risk that security incidents will not be identified as such by staff and that
cybersecurity attacks or attempted attacks go undetected. Security incidents and techni-
cal errors are sometimes not easy to distinguish. If users and administrators are not spe-
cifically trained and sensitized, vulnerabilities can go undetected and may be exploited.
If security incidents are not detected in time or are completely missed, full counter-
measures cannot be taken in time. Small security loopholes in the institution may be
exacerbated and become critical threats to integrity, confidentiality, and availability.
This can hinder business processes, cause financial damage, or lead to regulatory and
legal sanctions [10:3].

o Understanding and accepting safeguards

Technical security safeguards often lead to less user-friendly IT. Users will only accept
such safeguards when they understand why the restrictions—for example, for surfing, for
sending and receiving e-mails, or for password usage—are necessary [2:204]. Employees
are only able to actually follow the security policies that have been decided upon when
they know how to handle the IT securely and confidently [10:3]. Insufficient acceptance of
IS must be corrected.

Neither the BSI training description [10] nor the BAk6V manual [2] describes specific learning
and teaching methods in detail but only refers to the possible content of training courses and
potential confounding factors. Tsohou et al. conclude from recent global security surveys that
ISAT are not currently working [68] and the question is, why have mainstream ISA techniques
failed for so long? The following aspects are likely to play a role:
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* One aspect might be a “technocratic” view of risk communication, meaning the tendency
for technical experts to tell people what they think and ought to know [69]. This is funda-
mentally flawed and has been strongly criticized by experts in safety risk communications as
ineffective and inefficient [69]. However, providing simple advice directly to nonexperts is no
trivial matter, and even experts can disagree about what is important [70]. Moreover, it might
disregard the daily mix and overlap between work and home, and therefore ignore an insight
from practice—as stated by lan Kilpatrick, chairman of the Wick Hill Group—“If you don’t
change home security behavior, it is hugely more difficult to effect change in the office” [71].

* A second aspect might be in policies “ending up as long lists of dos and don’ts located
on web pages most employees only access when they have to complete their mandatory
annual ‘security training” and which has little to no effect on their security behavior” [56].
Maybe there is also a “proxy agency effect” [36], where a person defers to experts to ensure
that they themselves can still do the things they want to do [28]. Forget et al. [72] consider
that users may “disengage” from security if they have already transferred the responsibil-
ity to somebody else. Moreover, employees may look for routines to prevent life from “tip-
ping into chaos” and to give them “the confidence to go about their daily activities” [73].

* A third aspect relating to IS campaigns is that a training aimed at addressing security
awareness gaps cannot be sufficient to ensure compliance with a security culture [74]. The
necessary cultural change in institutions must go hand in hand with a mutual learning pro-
cess between the top-down requirements of the management and the bottom-up activities
of the employees—described as a “spiral of transformative interaction” [13, 34].

In the design of ISAT, emotionalization—as mentioned above—is extremely important for
the motivation of employees. Emotionalization must address people’s specific concerns, be
it at work or at home—including aggressor thinking—to create PBL and AL scenarios for
ISAT. Psychological studies [38, 39] show that people have to “understand” —through emo-
tional engagement— that they are themselves affected. GBL is increasingly viewed as an effec-
tive method for teaching and learning in education. It is especially effective as a means to
stimulate motivation and change behavior and should be explicitly used for ISAT. With the
learning approach 3.0 (see Section 2.2), learners can directly see the consequences of their
actions and get a sense of their knowledge level in dialog. The integrated AL/PBL scenario
development and usage of interactive analog/digital GBL also support IS abilities, which we
increasingly need in daily life and in the workplace—for example, communication, coop-
eration, social interaction, and creativity [49-51]. The emotional level should be explicitly
addressed, because social participation in a communicative team process is a key compo-
nent in this third stage of awareness-raising activities based on psychological theories [45].
Integrated analog and digital game-based ISAT with interactive elements lead to the further
involvement of human actors.

3.2. Content of ISAT and institutional programs

The “IT-Grundschutz catalogs” published by the BSI [8] provide a summary of the elementary
hazards that are important for ISA and ISAT. Institutions and employees should be aware of
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cyber espionage, which can cause considerable damage. In addition, the disclosure of informa-
tion that is meant to be protected, identity theft, abuse of personal data, abuse of permissions,
and social engineering in general are growing threats. If aggressors are able to infiltrate the
institution, it is possible that equipment or data carriers may be destroyed or that unauthor-
ized persons use or get administrator access to devices and systems. Lower levels of knowl-
edge and awareness among employees could lead to the incorrect use or administration of
devices and systems, data loss, and the loss of integrity of sensitive information. As stipulated
in the EU’s new GDPR, the violation of laws or regulations can result in huge damage claims.
Moreover, without a good work atmosphere, employees may deny having made a mistake,
and there is also the potential for insider threats to arise. All these elementary hazards must be
addressed in any case in an ISAT oriented to the target group.

The following are specific requirements for ISAT set out by the BSI. The ITSO—nowadays also
called Information Security Officer (ISB in German)—is responsible for meeting these require-
ments. Deviations should be mentioned separately in an institution’s requirement guidelines.
The ITSO/ISB of an institution should always be involved in all processes and also in strategic
decisions. Besides that, the ITSO/ISB is responsible for ensuring that all requirements are met
in accordance with the security policy that has been defined and then checked [10]. The BSI
differentiates between basic requirements for ISAT, which must be met by institutions in any
case, and standard requirements, which should be met in principle [10]. In addition, exem-
plary proposals are made for requirements that should be taken into account when there is
increased need for an institution to be protected. Here, the concrete determination takes place
within the framework of a separate risk analysis [10]. It should be clear which basic values are
given priority by the requirement.

The basic requirements are as follows [10]:

* The institution’s top management MUST actively support security campaigns and train-
ings for its employees. Therefore, before the start of ISAT and the IS program, the support
of the management must be ensured. The management must be sufficiently sensitized to
security issues. All supervisors must support IS by setting a good example. Managers must
enforce security standards and alert their employees to compliance [10:4].

e There MUST be contact persons (ITSO/ISB) for security issues who can answer both seem-
ingly simple and complex or technical questions. The contact persons MUST be known to
all employees of the institution. This information must be easily accessible and available to
everyone in the institution [10:4].

¢ All employees and external users who use the ICT and IoT components MUST be trained
and sensitized, inasmuch as this is relevant for their work. To this end, the organization
must have binding, understandable, current, and available guidelines specifying the use of
the respective components. If ICT or IoT systems or services are used in a way that is in the
interests of a competitor institution, this must be communicated [10:5].

Contrary to the findings from the research, the BSI sees the gearing of ISAT and the program
to the respective target groups only as a SHOULD in the standard requirements [10]. An
audience analysis should be carried out so that action is based on specific requirements. The
program can then be created in response to different background needs. It should be regularly
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reviewed and updated. However, it should be noted that, according to the research findings,
a target group and needs analysis should be mandatory to ensure the success of the action.
Moreover, according to BSI [10:5], the training of all employees with regard to their respon-
sibilities for information security issues is also only a SHOULD. Sensitization and training
programs SHOULD be regularly checked to ensure that they are up-to-date and adjusted
and further developed as necessary [10:5]. Security officers SHOULD be familiar with the
IT-Grundschutz methodology and for that, an appropriate IT-Grundschutz training course
should be planned on the basis of practical examples [10:5]. The learning success in the field
of information security SHOULD be measured and evaluated according to the target group
to determine to what extent the objectives described in the awareness-raising and training
programs are reached. The measurements should include both quantitative and qualitative
aspects and the results should be used to enhance sensitization and improve the appropriate
training courses [10:5]. Further requirements may be necessary to increase the protection of
any exposed institutions or organizational areas. Particularly exposed persons such as man-
agers and security workers SHOULD undertake in-depth training with regard to possible
hazards and appropriate behaviors and precautions [10:6].

Since 2007, the BakoV training course for the ITSO of federal agencies [2] has recommended
that security officers initiate and establish the sensitization and training of employees in a
modular manner. The course content is grouped into the following 13 training areas, which
are in turn assigned to six defined target groups (see Table 1). Of course, not all target groups
need all the training modules, so some can be used optionally or are not needed at all.

BAKkOV training modules [2] Target group/function

A B C D E F
1. Basic concepts of information security (IS) X X X X X X
2.1S in the workspace X X X X X X
3. Laws and regulations X X X X
4. The organization’s security concept X X X X X
5. Risk management X X X
6. (Information) security management X o
7.1T systems X X
8. Operational area X X
9. Technical implementation of security safeguards X X
10. Emergency management X X X
11. New developments in the IT sector o X X X
12. The business management side of IS X X o
13. Infrastructure security X X o

Recommendation of training modules and target groups from the BAkSV [2: 207] (x: the module is recommended, o: the
module is optional). Six examples of defined target groups (A: supervisor, B: security management, C: data protection officer,
D: infrastructure security officer, E: users, F: administrators). In order to clarify that this assignment is only meant to serve
as an example and must be adapted concretely to the particular institution, undefined target groups are listed here as... .

Table 1. BAKGV matrix.
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3.3. Measurements of ISA and compliance for information security

To support organizations in discovering the evaluation methods and metrics that meet their
individual needs, an overview of current measures for assessing effectiveness was given in
[65]. The advantages, disadvantages, and appropriate application of methods like monitoring
security procedures, surveys, and security benchmarks are discussed [65]. While the num-
ber of firms that apply such measures is increasing, surveys of corporations show that it is
unusual for these measures to be accompanied by specific in-depth evaluations of their effec-
tiveness. The literature review reveals that only a few organizations use different metrics for
deeper and continuous measurement of their awareness program [65]. However, ISAT should
be ongoing as the organization changes and employees move into and across roles, with a
focus on what is necessary for their jobs [75]. Therefore, ISAT should not overwhelm employ-
ees with information or take up excessive paid work time [76]. As a consequence, security
officers should specifically adapt the above BAk6V matrix (Section 3.2) to their institution,
to their content, and to their target groups. Rather than relying on generalized computer-
based packages, IS training should be geared to the specific work environment. IS officers
should carefully analyze the concrete situation in the institution: for example, if factors such
as noncompliance with security measures, poor acceptance, or social engineering are present,
as described in the BSI training [10]. In addition, they should determine which IS core values
are particularly at risk in which processes, at which locations, and at which times. Since these
awareness-raising measures demand resources such as time, money, and the willingness of
employees, every institution should have an interest in assessing their effectiveness [65].

The developed spiral of transformative interaction between an organization and its staff
with regard to (IS) learning processes [13] shows the interaction between top-down speci-
fications and individual bottom-up influences on the establishment of a modern, future-
oriented organizational security culture. We seek to implement and test our conceptual
project design on the transformative interaction between human-based and organizational
(IS) learning processes and to promote in-depth ISA measurement in game-based learning
environments. Situational and specific ISAT combined with IS awareness-raising measures
and evaluation should be an indispensable part of today’s organizations with livable IS and
policies [34].

4. Summary and outlook

In a general way, ISA programs and ISATs may generate a false sense of security, as taking
part in ISA programs reduces perceptions of vulnerability, while the intentions for compliant
security behavior are not affected [77]. Information and IT security awareness-raising mea-
sures and the evaluation of these measures are an indispensable part of today’s information
and knowledge society [65]. This assumes that—according to the BSI concept [8, 10, 20, 78]
—the relevant IS issues must be regularly trained in accordance with institutional require-
ments and the necessary sensitization created [10]. Moreover, it gives practical hints for the
efficient design of ISAT as a planned, cyclical, and organizational approach. In addition, the
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BakdoV training program [2] gives suggestions for target-group-oriented themes, particularly
for the federal administration, which can be adjusted for the federal state and local public
administrations.

A lack of understanding of security issues coupled with the pervasive use of computers often
makes employees the “critical factor” in the IS equation. However, as Dark points out [79],
knowledgeable human beings are better at preventing IS breaches that occur due to negligence
or accident as well as those that stem from malicious activity and the anomalous behavior of
systems. They can efficiently and effectively respond to incidents by reporting them promptly,
quarantining problems, and diagnosing and treating these problems correctly [79]. We see an
increase in social engineering (SE), which is an attack on, and manipulation of, people to get
hold of sensitive information and protected data from the institution in preparation for attacks
that will not be carried out at once but rather later —e.g., advanced persistence threats (APT).
Attacks via SE are often multilevel. By the aggressor pretending to have insider knowledge
and at the same time appealing to people’s desire to help, he can expand his knowledge in a
series of further steps [10:4]. If employees are not adequately sensitized to attacks of this kind,
there is a risk that they can be manipulated through skillful communication so that they act
inappropriately. This can lead to internal information being passed on via malicious software
or even money transferred to alleged business partners. The subsequent worldwide dam-
ages can run into the billions [10:4]. Regulations can be more easily complied with, the more
informed the employees are about the facts and the better they understand the reasons. ISA is
necessary for successful digitization: this requires an organizational strategy, the guarantee of
an appropriate IT security level, sufficiently qualified personnel, and a cultural change in the
organization, with ongoing, target-group-oriented training for all employees.

However, there is no simple linear cause-and-effect relationship between institutional safe-
guards and knowledge, attitudes, and real behavior. Despite the increasing interest of
researchers in the topic, awareness remains a critical issue in IS [36]. To protect the organi-
zational assets, including user information and systems, the human side of security should
also be managed [22, 24], and this plays a significant role in the successful delivery of IS in
today’s organizations [25]. Therefore, ISAT and programs must be developed as a user-cen-
tered approach. Moreover, a clear set of IS principles needs to be identified and communicated
[56]. Learning in IS should be developed by integrating target-oriented, interactive analog/
digital GBL scenarios and team-oriented methods as an ongoing process. Depth psychological
studies [38, 47] show that emotionalization and motivation should be important factors in cre-
ating short-term scenarios in real-life situations using AL and PBL. Our own extensive experi-
ence with such learning materials and methods in projects and events suggests that ISA and
the knowledge associated with it could be improved in almost all participants and behavioral
changes triggered.

We know from our research, experience, and trainings that
¢ technical security alone is not enough;
* thereis still alack of sensitivity in the business processes of companies and administrations;

¢ security behavior is necessary for all employees, and not only in the workplace; and
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¢ predefined regulations have to be lived, and this requires a cultural change in the
organizations.

Moreover, the author can enrich the current report results of [80] with her own experience
and findings for future activities in public administrations as well as in companies:

1. Strategically anchor digitization

Note: No digitization without IS; no IS without continuously increasing ISA and user-cen-
tered ISAT.

2. Create organizational units
Introduce ISMS for the institution. Create a position for the IS and introduce security officers.
3. Define responsibilities

Big institutions may consider whether a Chief Digital Officer makes sense nowadays.
Undoubtedly, all institutions today need IS officers plus a data protection officer and an emer-
gency officer —and they should think carefully about an awareness officer too.

4. Build up digital literacy

The knowledge assets of an institution and the value of IS are crucial factors in the success
of the digital transformation. The use of digital technologies requires new skills from the
employees and creates new job profiles. Such new job profiles should include awareness,
particularly ISA.

5. Distinguish business processes and models

Businesses should clearly distinguish between the digital strategy for business processes and
business models, because the transformation processes have different results to the goal and
require different approaches. Public administrations should think about new processes too,
combined, however, with IS and ISA.

According to [81], the six major digital trends (mobility, big data, social media, cloud comput-
ing, artificial intelligence, and robotics) primarily affect six areas in companies (business mod-
els, products and services, customer segments, channels, business processes, and workplaces).
The IS challenges will not diminish; attacks will become more diverse. Institutions must make
efforts to educate all employees not only in the work environment but also as a means to
safeguard their private lives and thus society. Game-based learning (GBL) is especially effec-
tive as a means to stimulate motivation and change behavior and should be explicitly used
for raising awareness. ISATs should combine GBL plus PBL plus AL in line with real-life
situations [51]. Because of complex nonlinear relations between knowledge of IS, attitudes,
and the secure behavior of human beings in day-to-day organizational work and in their
private lives, further scientific explorations of ISA and ISAT are needed in future. This further
research work can be carried out very well at the TUAS Wildau in a research and teaching
unit with practical relevance, since here studies for nontechnical public administration have
been offered for years, and in winter semester 2018/19 the degree program in administrative
computer science will be launched.
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Abstract

In line with the international framework, Italy is going through a process of transfor-
mation and innovation affecting the services provided to citizens and enterprises; this
process aims at administrative simplification through the use of digital technologies.

Digitization is affecting the Public Administration significantly. The unprecedented and
large-scale impact of new technologies is resulting in a more effective system and, above
all, in a closer distance between Public Administration and users (both citizens and enter-
prises). The final aim is to facilitate the access to services and the relaunch of the economy.

Italy is at a disadvantage in comparison with other countries.

Keywords: digitalization, innovation, industrial revolution, enterprises, public
administration

1. Introduction

A new and exciting challenge humanity is called to face today is the so-called “fourth indus-
trial revolution,” since we are facing a true transformation of the way we live, work, and relate
to others.

We are witnessing deep change within several production sectors, characterized by the incep-
tion of new enterprise models and by the call into question or the reconsideration of the
present production, consumption, transportation, and shipping sectors. Regarding the social
context, there is a paradigm shift in place that is affecting the way we work and communicate
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but also the way in which we access information, express ourselves, or spend our free time.
Meanwhile, governments and institutions alike are object of reorganization, as well as the
educational systems, social services, and the transportation sector. The technological inno-
vations that are useful in order to change practices, production, and consumption systems
also offer the opportunity to promote the regeneration and conservation of the environment,
avoiding, this way, the hidden costs originating from the outsourcing of such processes.

The changes can be defined as historical if we consider their intensity, reach, and pace. Unlike
the previous industrial revolutions, which have taken place at a linear velocity, the present
one is happening at a staggering one. This is based on the heterogeneous nature of the world
we live in, which is constantly interconnected, and in the fact that the existing technologies
create some new and better performing ones.

The transformation has its roots in the digital revolution, and it combines several types of
technologies, originating unprecedented paradigm changes both at an individual level and in
financial, business, and social terms.

The transformation involves entire systems, countries, enterprises, sectors, and companies in
general.

The first industrial revolution has affected the years between about 1760 and 1840 and has
introduced the first mechanical production, also favored by the creation of the railway system
and by the invention of the steam engine.

The second industrial revolution, started at the end of the nineteenth century and ended at the
beginning of the twentieth century, has implemented mass production thanks to the advent of
electricity and to the introduction of the assembly line.

The third industrial revolution started at the beginning of the 1970s, and it is often referred to
as the “digital revolution” or “information technology revolution,” since it was determined
by the development of semiconductors, which were high-level computing devices, of per-
sonal computers and by the diffusion of the Internet.

As mentioned earlier, nowadays we are witnessing the beginning of a fourth industrial revo-
lution that, started in the twentieth century, is a direct consequence of the digital one. It is
characterized by a more spread usage of the Internet, which can be accessed with growing fre-
quency through mobile devices that keep getting smaller but more powerful and inexpensive,
and by the recurring employment of artificial intelligence and of automatic learning tools [1].

The digital technologies based on hardware, software, and network devices do not represent a
novelty, but, unlike what used to happen in the third industrial revolution, they stand out for
a higher level of integration and sophistication, contributing to the transformation of society
and global economies.

In Germany, the expression “Industry 4.1” was introduced for the first time at the Hannover
Fair to describe, at global level, how the industrial revolution would change the configuration
of the so-called “value chain,” that is, the strategically relevant business activities.

By favoring the creation of “smart factories,” the industrial revolution in place creates a
work environment in which the physical and virtual production systems interact in a flexible
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fashion, enabling the personalization of the products and the realization of new operational
models.

However, it is to be noted that the fourth industrial revolution is not just about the possibil-
ity to have available permanently connected “intelligent” systems and devices. Its scope is
certainly more ample and it also includes the simultaneous development of many innovations
in a wide range of fields [2].

Innovation travels at an unprecedented pace, both in terms of development and in terms of
diffusion.

What is amazing is not only the pace of the change but also the efficiency of scale deriving
from it. Digitalization means automation, which in turn is translated in higher or otherwise
significant efficiencies of scale. Today, it is possible to create value thanks to the employ-
ment of a number of workers that is definitely lower compared to 10 or 15 years ago, because
digital companies have marginal costs almost amounting to zero. Furthermore, in the digital
era, new companies supply and commercialize information; therefore, the stock maintenance
expenses, transport, and product duplication expenses are nearly null [3]. Some companies
that create breakthrough technologies seem to need very little capital in order to function
successfully.

Aside from the diffusion rate and ability, the fourth industrial revolution is unique, consider-
ing the growing harmonization and integration of different disciplines and innovations.

2. The digital skills level required and the supply system

Digitalization and its related enabling technologies (Cloud [4], mobile computing, cyberse-
curity [5], big data [6], social, Internet of Things (IoT) offer great opportunities to companies,
but they also demand cultural changes and a deep renovation of the areas of expertise. In
this scenario, both private companies and public entities are involved in pinpointing and
introducing new digital competences within the organization and to launch training activi-
ties for the reskilling of the existing staff members. This demand for new skills involves an
adaptation both in the offer system, in terms of expressed skills, and in the training system.
As observed by the Osservatorio delle Competenze Digitali 2017 (Digital Skills Monitoring
Unit) [7], the needs that generate a demand for new skills within private companies are
mostly new and innovative production methods (for 51.1% of companies), offer innovation
(46.7%) and employment of new tools and digital channels in customer relations (40%) [8].
Concerning the innovations in production, the paradigm Industry 4.0 entails the introduc-
tion, in the plants, of detectors, smart controllers, 3D printers, connected machinery, business
intelligence and analytics software, and other digital technologies aiming to make produc-
tion more efficient, in integrated mode, remote, and in real-time logic. New competences will
be needed for the architecture design and for the creation of applications for the develop-
ment of new products and services within the factory. The new professions will be needed
in order to promote and launch in the best way the transformation of the manufacturing
industry: the Industry 4.0 concept does not just deal with adopting new technologies, but
it involves new governance and company organization models, as well as new professional
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figures. In public administration entities, the demand for new competences is guided by
360° innovation and digitalization of the administrations, which involves both the services to
citizens and the services to enterprises (for 85.7% of the entities) and the internal workflows
and processes (64.3%).

All these factors have an impact also in the information and communications technology
(ICT) sector, which will in turn have to adjust the competences so as to better support the
offer innovation (58.1%), the digital strategies to relate to clients (48.6%), and the multi-
channel system (41%). In this context, both technological and soft skills are essential in
order to align business strategies and technological evolution to support innovation and
improve internal procedures. The technological trends, which impact several levels of the
demand for new digital competences, add to the needs pinpointed by companies, public
entities, and ICT suppliers. The main technological trend is cloud, indicated by 71.4% of
ICT suppliers and by 55.4% of the user companies, whereas big data, Internet of Things,
mobile and app economy, and cybersecurity follow [8]. The most critical profiles that are
more difficult to find on the market are: for the cloud area: cloud computing strategist,
cloud security architect, and cloud computing engineering; for the big data area: big data
specialist, big data scientist, big data architect, and big data software engineering. The
Internet of Things will keep being one of the main drivers of the digital transformation of
companies and it will require professionals with skills in architecture design and develop-
ment and innovative applications, in managing and monitoring of services (meeting the
service level agreement (SLA)/key performance indicator (KPI), internal client support,
and system governance requirements), and in issue management and resolution. This is
the context in which are emerging the IoT consultant and IoT engineering profiles, which
are crucial to designing and implementing new processes and new smart products. They
are accompanied by the IoT security software engineer, for systems protection, and the
architecture mobile and IoT solutions engineer, for innovative processes management and
development of related products. Cybersecurity, as well as other technological paradigms
stands across the digital transformation processes, representing an essential element: the
progressive and growing digitalization of the companies’ internal and external activities in
all market sectors is determining, indeed, an increase in cyber threats. In this context, the
crucial profiles for companies are the cybersecurity consultant, the cybersecurity architect,
and the cybersecurity project manager.

Finally, one key issue is the training of the new figures, which does not always keep pace with
the demand. The master’s degree programs in emerging digital areas (e.g., big data) in Italy
are still very few. One risk is that the gap on the new areas will remain and will be accompa-
nied by an excess in other areas linked to traditional technologies, limiting the digital transfor-
mation plans. Digital transformation is quickly changing the features of the skills needed by
companies, public administrations, and citizens in order to keep pace with globalization, but
the lack of awareness might leave behind many unaware small and medium-sized enterprises
(SMEs). Because of this, there is a lack of a “modernized” job market, lack of a training system
that is able to keep pace with the skills required, and, finally, a lack of awareness especially in
small entrepreneurs regarding the transformations in place and the urgency to acquire all the
opportunities they offer rather than being overwhelmed by them.



The Digital Culture within Enterprises and Public Administration: Legal Aspects and Repercussions...
http://dx.doi.org/10.5772/intechopen.77606

The main subject is that of digital competences, which are today’s strategic asset meant to
enable all the potentialities of digital transformation.

From the analysis of the job offers via web, there is one data that stands out: the gap between
what companies look for and the professional knowledge of those seeking an occupation.

This is so important that if it keeps running this way, the educational system is bound to
only prepare students for unemployment. The job offers related to new and emerging digital
professions have grown by 280% from February 2013 to April 2017.

However, regarding job offers that refer to positions that are not strictly technological, as
already mentioned, the component related to digital skills is growing, especially in the human
resources (HR), accounting, and marketing sector.

The transformations in place are outlining more and more the need to exit the traditional
evaluation framework and select “digital” professional figures in order to capture the liquid
world of cross-disciplinary skills, among which shines the ability to capture and manage the
continuous change: it does not make sense anymore to follow the trend of a “genetic” research
of new professions. What is needed is to capture inclinations, versatility, and ability to coop-
erate, conjugated with unique abilities to “live” the new technology rather than just use them.

In the Italian manufacturing fabric, one of the main criticalities is cultural and linked to small
businesses: many companies cannot decode the new needed skills, many others would not
have the financial resources to attract them and employ them anyway. However, most impor-
tantly, an entrepreneurial awareness of the strategic edge of the digital factor is still missing.

3. Advantages and disadvantages of digitalization

By now, digitalization is the key to competitiveness: it represents an essential leverage in
order to increase the ability of enterprises to play a growing role in the international markets
and the ways to realize this are many. The use of the new technologies in the management
of a company, as a matter of fact, does not just apply to the communication and marketing
areas but also to production, sales, business model, learning modalities, customer interaction,
market access, and activities.

With digitalization, the production method changes, as well as the way the enterprise trades
and communicates. Furthermore, digital technology, aside from simplifying our daily life,
has generated new possibilities for development for all those enterprises that are able to keep
pace with change and that know how to take advantage of the new opportunities that digital
technology offers, resulting in the fact that nowadays more entities decide to evolve so as not
to be excluded and so as to have the possibility to emerge in the market.

Digital transformation in general is financially sustainable for the SMEs and entails several
advantages such as: saving on turnover, simplification of the access to information, improve-
ment in business processes, and enhancement of competitive advantage. Furthermore, there
is a strict connection between digitalization and internationalization: as a matter of fact, from
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a research conducted by DOXA on behalf of Google, it appears that enterprises that have used
more digital instruments (such as software and the Internet) for their business, at the same
time, have seen their export sales volumes soar.

Despite many enterprises in Europe have been rapidly digitalized so as to be more competitive
on a global level, the more traditional sectors of production and services such as the construc-
tion industry, the agro-food sector, the textile sector, and the iron and steel industry have only
marginally benefitted from the opportunities offered by digitalization and are therefore still
behind in digital transformation compared to their competitors in other European countries.
In order to fill the gap, several European Union (EU) member states have approved strate-
gies to sustain industry digitalization; however, it seems necessary to sustain a more global
approach on a European level so as to avoid market fragmentation and to benefit from the
digital evolution. Italy, for example, is among the member states that are less digitally devel-
oped: infrastructures and competences, indeed, are below the European average, whereas
Spain is among the countries in their “catching-up” phase, which, despite remaining below
the European Union average, are advancing faster than other member states and are therefore
considered as recovering. Delaying the digitalization process of an enterprise means to limit its
business tools and not allow it to exploit all the opportunities offered by the new technologies.

Digital transformation is an articulate process which requires management skills, but it is not
just an innovative work. This transformation entails cost and process management benefits:
more efficiency, more efficacy, as well as a range of definitely better services to offer to cus-
tomers and suppliers. It is therefore necessary for Italian and Spanish enterprises to convert
to this transformation quickly and efficiently, since only through digitalization, it is possible
to think about the future of the entrepreneurial fabric.

There are numerous studies that have hypothesized the advantages of the digital industrial
revolution and also many that have highlighted the possible disadvantages of it. Among
several doubts, though, such as the jobs that could be lost, there are also some encouraging
evaluations.

The last study written by the Capgemini Digital Transformation Institute states that the
investments in smart factories could generate a 27% increase in production efficiency during
the next 5 years, entailing an added value of €500 billion to the global economy. An encourag-
ing factor is that the evaluations are made by enterprises that are active within the manu-
facturing sector. In addition, according to the survey, most of the enterprises interviewed
seem to have understood that rather than losing jobs, the best strategy with the advent of
automation is to enhance the skills of their employees, reducing inefficiency. It is not a case
that 54% of the interviewed have declared to have inserted their employees in digital training
courses, whereas 44% of them are investing in new workforce already trained. In our country,
according to a research conducted by Ranstad in 33 countries, two workers over three deem
necessary an increase in digital competences, since, according to 70% of the interviewed,
to date, Italian companies do not have available the digital skills needed in order to start a
digitalization process. After all, more digitalization would guarantee a positive impact on the
companies’ competitiveness, both in terms of internationalization and in terms of occupation
and production. We live in a country with a strong motivation toward digital economy but
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that struggles to create the necessary skills to support it: there is a lack of long-term strategies
which involve companies and training systems, there is a lack of a general view meant to
coordinate the courses of digital transformation, there is a lack of resources to make the public
administrations (PA) adaptable to change.

The demand for ICT professions is constantly growing. Every year it increases by 26% on
average, with peaks of 90% for new professions linked to digital transformation such as
business analyst and big data specialists, just to highlight the evolution toward “data-driven
company.” The demand for new digital professions increases by 56% in total: cloud special-
ists, cybersecurity, IoT, service development, service strategy, robotics, cognitive and artificial
intelligence. There is definitely more demand in the Northwest (48%).

Regarding the traditional ICT profession, the demand for software analysts is in constant rise
(+24% in the last year). Regarding salary, ICT pays: in sector companies, wages in 2016 have
increased with peaks of +5.7% for employees and +4.9% for management.

The jobs are there but many positions remain empty. The estimate is that in the 3 years
between 2016 and 2018, there could be 85,000 new jobs requiring ICT qualifications within
a total occupation rate which could rise by 3.5% per year by 2018 to reach 642,000 units. For
these positions, the market requires 62% college graduates and 38% secondary school gradu-
ates, but our training system offers too many secondary school graduates (8400 in excess)
and too few college graduates in ICT courses (4400 in deficiency). The good news is that the
number of enrollments in ICT college courses grows every year, however, the dropout rate is
very high (60%), especially in the 3-year information technology degrees.

The competences linked to big data, data science, cybersecurity are slowly making their way
in university courses while cloud keeps being neglected. In non-ICT faculties, the digital skills
are overlooked and there is no training related to them for about a half of the 4362 exist-
ing degree courses. However, the cooperation among schools, universities, enterprises, and
associations are increasing, albeit slowly. It is definitely a strategic area that needs to be ampli-
fied by overcoming the issues linked to regulatory framework dispersion, to organizational
coordination, and to access to incentives. The demand for new digital profiles, from the point
of view of enterprises and public administration, has been analyzed by a qualitative panel
and has highlighted the growing demand for new profiles linked to processes, products, and
strategy innovation in a digital framework. The profiles that are crucial to the ICT chain are:
business analyst, project manager, and security analyst. The gap can be filled by reconverting
the existing resources through classroom training (which is increasing among young people)
and digital learning. External research uses, as preferred channels, the interaction with tech-
nical and scientific faculties (47.6%), the personal/professional network (47.6%), and social
media (42.9%).

In user companies, the common most important profiles to be found are: information systems
manager, ICT security manager, and project manager.

What is critical today is the skill digital rate, that is, the grade of pervasiveness of the digital
competences within a single profile requested by the market: according to the analysis of the
web vacancies in 2016, in ICT professions, it affects for about 68%, with peaks of 80% for new
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business figures related to the IoT, mobile, and cloud area, whereas, in other professions, the
incidence is growing and linked to both changes in the areas of automation in processes that
are stimulated by Industry 4.0 (63.6%) and in the digital relation with the customer in service
and business areas (54.6%).

In total, 85% of the interviewed PAs, instead, need digital skills in order to face the digita-
lization of services to citizens and enterprises, linked, for example, to SPID, PagoPA, and
Fascicolo Sanitario Elettronico (Electronic Health Dossier). Unfortunately, it is difficult to find
these skills externally because of the ongoing hiring freeze, and it is also difficult to train exist-
ing resources because of the difficulties in diverting them from their core activities.

But if we look at the jobs for the future, the scenario changes. The new professions will be
called change manager, agile coach, technology innovation manager, chief digital officer, IT
process and tools architect and will be formed by an articulate mix of skills meant to strategi-
cally manage the change imposed by the big data, cloud, mobile, social, IoT, and security
areas. The new figures will be especially composed by technological, managerial, and soft
skills such as leadership, emotional intelligence, creative thought, and change management.

4. Digitalization and innovation in public administration

In line with the international framework, Italy is undergoing a process of transformation and
innovation of the services to citizens and enterprises in a view of simplification, also through
the use of digital technologies and of cooperation among all operators of the system.

The explosive and transversal effect of the new technologies will lead not only to a more effi-
cient system but most of all to a shortening of the distance between public administration and
users (either citizens or enterprises), to ease the access to service and to relaunch the economy,
particularly in some strategic productive sectors such as tourism, culture, and agriculture.

In this context, the Italian government is at the forefront to reach the country’s digital growth
objectives and to accompany public administrations and users in a journey toward modern-
ization and transformation.

The 2014-2020 Strategy for Digital Growth document defines precisely the planning for the
transformation of the country. Consistently with this strategy, the Italian government has
identified the main objectives, such as to guarantee to citizens and enterprises a secure and
protected access to digital services, to centralize the civil registries, to develop the electronic
payment systems in Pas, and to have enabling platforms for the provision of digital services
to citizens in a mobile first framework.

The organizations that have reached the highest degree of digital development have users as
their primary interest.

Italy also recognizes that if citizens and enterprises are put first, digital innovation will
become a public investment tool with an immediate impact on the improvement of the ser-
vices already provided as well as the improvement of the quality of life.
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The lack of digital skills represents one of the main obstacles to digital transformation. Italy is
aware that these profiles are crucial and also it is aware of the importance of the diffusion of
a digital mind-set to the purpose of success in the realization of the digital strategy. One direct
expression of such commitment is represented by the reorganization of the Agency for Digital
Italy, which will lead to the development and to the implementation of digital skills meant to
respond in an efficient way to its mission.

On an international level, the situation that emerges seems to be even more undeveloped
on the procurement side, which is spoiled by an excessive level of regulation and the lack
of flexibility. The redesign of the Italian procurement model is certainly at the center of a
government strategy which implies the simplification of the procedures and the identification
of agile solutions that will be able to support all levels of public administrations, like, for
example, the pre-commercial procurement.

In order to really transform the public sector by taking advantage of digital technologies, the
public administrations will have to face a real journey, a “digital journey.”

Governments and administrations find themselves in very different phases of this “journey.”
While a small percentage might be considered as going through a “phase of maturation,”
governments and administrations, for the most part, are still in the beginning or developing
phases of the digital course. What differentiates the leaders of digital technology from the oth-
ers is a clear strategy for digital technology, as well as a leadership and a culture that are ready
to sustain transformation. This should not surprise, as the history of technological progress
abounds with examples of companies that have focused on technology without investing in
the organizing skills that are needed to guarantee its impact.

Public administrations have shown to be particularly prone to fall in this trap. Particularly,
the first attempts to introduce computers in schools have not determined an improvement
in performance, since they were not accompanied by essential modifications of the teaching
methods that would allow them to be adjusted to the new technology.

The failure to employ corporate resources within public entities is a classic example of unmet
expectations due to the incapability to modify processes or to develop change-favoring
cultures.

The digital development of an organization is influenced for the most part by its digital strat-
egy. The “lack of a strategy” is the main barrier that prevents organizations in their beginning
phase to fully take advantage of the digital trends.

However, it does not seem to be among the five main barriers for entities in a phase of digital
development.

As organizations go from the initial phase to the more advanced one, the problem repre-
sented by the lack of strategy seems to withdraw and the barriers move toward the portfolio
management, financing, and data and systems security management. The organizations that
find themselves in a developmental phase have a clear strategy that moves toward a radi-
cal transformation. The potential impact of a digital strategy is broadly determined by the
purpose and the reach of it. Also, the importance that organizations ascribe to the use of
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digital technology in order to improve the innovation degree and the decisional process varies
according to the level of digital development reached.

In the same way, the public sector managers expect that the human resources sector adjust
to digital solutions and accept them in order to face the challenges linked to personnel
management.

The unrestrained changes that stimulate digital transformation question consolidated leader-
ship and governance models. Before digital technology, the new projects could be evaluated
through deep analysis, the investment decisions could be based on cost/efficiency ratios, and
the final objective of most plans consisted of a fixed target.

In the new digital era, leaders are asked to make decision more rapidly in the face of a con-
stant evolution of the possible scenarios.

In public entities, the whole world of hierarchies and the government structures are often
firmer and more marked than in the private sector. Government entities in a phase of digital
development are characterized by a culture that favors digital transformation: they promote
innovation, favor collaborative work environments, and adopt a positive attitude toward risk
propensity. Furthermore, not always innovation and collaboration are the byproduct of digi-
tal technology, rather they can be promoted toward management methods that favor digital
technology.

Risk propensity is becoming a cultural norm for organizations undergoing a phase of digital
development.

Public entities in a phase of digital development are more capable of taking risks, that is, more
prone to experiment agile approaches, such as: “make a mistake in a hurry, fix a mistake in
a hurry.” They are five times more prepared to modify their attitude toward risks taking
compared to entities undergoing an initial transformation phase.

Furthermore, the organizations that are only beginning their transformation allude to “lack of
entrepreneurial spirit” and “willingness to take risks” among the most crucial barriers to the
exploitation of the digital trends. Innovation and collaboration abound in those organizations
undergoing a phase of digital development.

The entities undergoing a phase of digital development find themselves in a better position
to benefit from collaboration. Almost all of the entities in this phase (98%) declare that digital
technologies and digital skills allow employees to work better together.

Public entities in a phase of digital development face a remarkable change in their innovative
and collaborative culture determined by the digital trends: they have a probability to notice
an improvement in their innovative and collaborative culture that is three times higher than
what entities in their initial phases are likely to experience.

Digital culture is weaker in the defense, energy, and justice sectors. These are sectors that
focus on public services that have a crucial importance, characterized by a very low error-
tolerance, and in which very small operational faults could have long-term negative conse-
quences. These sectors are less willing to experiment new approaches and are the slowest
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when it comes to innovating and collaborating using new digital technologies, which could
derive from the fact that they have favored risk-averse cultures, which make it more difficult
to pursue innovation and experimentation.

Personnel digital development is weak in some sectors providing professional services, par-
ticularly the higher education, health, and social service sectors. These are sectors in which
the service provision to the public is assigned to professionals with a proper training, who
base their activity on their own judgment and who operate with a certain level of autonomy.
These sectors are slower to invest in the personnel skills that are needed in order to implement
a digital strategy, maybe because those are areas have always given more importance to pro-
fessional judgment, subject knowledge, and interpersonal skills rather than to organizational,
digital, or transformational skills. The user’s attention levels are higher in sectors in which
the public service is represented by the provision of knowledge to clients/citizens. This is
particularly true in the information technology (IT), education, and higher education sectors.
The data are not surprising; it is indeed very likely that the requests from these users evolve
and change frequently, which makes the ability to put the user’s needs first a crucial factor for
the entities operating in such sectors.

The main barriers preventing digital transformation are: insufficient financing and too many
competing priorities.

Many public entities are already facing difficulties financing basic services to citizens, not to
mention investing in digital initiatives, despite digital transformation is largely recognized as
a way to reach a substantial cost reduction.

The managers who attempt to stimulate change always face competing priorities; particu-
larly, many struggle to find a balance between transformation and “guarantee a, however,
low level of service.” Public entities that manage to successfully pursue their objectives tend
to have strategies that are realistic and coherent and very well understood business cases.

Aside from insulfficient financing and too many competing priorities, the organizations that
are in a developmental phase indicate security as an important barrier. For the entities in
their initial transformation phase, the absence of a general strategy —together with a poor
understanding of the new tendencies of the digital world —represents a considerable barrier.

The public sector has the need to enhance the digital skills of both the employees appointed
with realizing the digital transformation and those in charge of guiding it.

Employing people who have the skills needed or properly train the existing employees
may naturally contribute to fill the specific ability gaps. It is essential for the people directly
involved in the digital transformation activity to work side by side with the recruiting special-
ists in order to guarantee that the acquired digital skills be the right ones.

Digital transformation is a phenomenon that goes farther beyond technologic implementa-
tion. As a matter of fact, it requires the ability to look at “old” problems and processes with
new eyes. To have a digital mentality means to have an approach toward reality that is
different from the one that is adopted by most organizations, especially in the public sec-
tor. It implies a different way to consider stakeholders, a different way to launch products
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and services, and a different way to work. There is no shared definition of what makes a
digital mentality, but the organizations that “become” digital tend to have some peculiari-
ties in common: open functionalities, cocreation, special attention to users and clients, and
an agile work method. Such peculiarities are not yet rooted in most public administration
entities.

The management of the cultural aspect is a challenge for the organizations that face digi-
tal transformation. The existing cultural limits often put to test the attempts to integrate the
foundations of the digital world (attention to the user, open functionalities, and agile develop-
ment) within public entities.

Most public organization face cultural issues linked to the migration toward digital culture.
For the provision of digital services, most public entities open source technology in moderation.

Public entities might not even need of an internal development team, but it is essential that
they can count on procurement specialists, who must be able to effectively monitor the work
carried out by the suppliers. Procurement and commercial strategies must change in a radical
way in order to allow digital transformation.

The main changes that public entities want in the procurement process are: agile develop-
ment, less strict terms and conditions, and a more decentralized model. Any modification of
this process should consider such aspects.

The approaches of the public sector to procurement are conceived to guarantee that the public
funds be spent efficiently, but the risks of a lack of public investments in the digital era are
different than what they were before.

The cause of this is the growing speed of the change itself. Historically, the change was slower;
it was based on assumptions that entailed that the work modalities would keep steady. The
procurement routine within the whole public sector expected the provision of services at the
lowest possible cost according to the set model. This favored the drafting of long-term supply
contracts and low unit costs, as well as having as a side effect to freeze the business models
to the moment of the process in which the organization invested in the IT sector, chose its
suppliers, and defined its processes.

In the digital era, there is nothing less desirable than this. It is an era of unrestraint changes, in
which 5-year-old business models are made rapidly obsolete by smartphones, big data, con-
nected detectors, and by the innovations of the near future. The public procurement system
must change in order to incentivize innovation and flexibility.

5. Digitalization in enterprises

Digitalize an enterprise means to adopt an economic and social thought system that is com-
pletely different, that starts from the structure of the company itself. The modification of the
enterprise crosses three main structures and they are:: business model;
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¢ production; and;

* activity.

To make sure that digitalization proves really effective, it is necessary to involve these three
dimensions in a logics and information exchange project between the three areas themselves.
Digitalization of business models means sharing information regarding products and ser-
vices offered by an enterprise. The aim of the digitalization of business models is essentially
to increase the company’s know-how through data sharing and offering additional services
related to the products sold.

The development of machinery that is technologically more efficient and effective, as well as
their introduction in enterprises will allow them to grow by 25%, awarding them the possibil-
ity to face a rising and constantly evolving demand. Furthermore, the variety of machinery and
equipment introduced will give the possibility to meet the needs of both the big enterprises
and the smaller companies because of their applicability in both mass and niche production.
Finally, the digitalization of the activities implies the development of digital knowledge, which
may allow an enterprise to have a greater information flow than the other parties involved
in the production chain and, consequently, a better resource management. The interweaving
among various sectors contributes to make the enterprise agile and to make it more competi-
tive, since it allows it to better understand the market requests. The activities mentioned above
aim to introduce a series of innovations within companies that, in a market that is character-
ized by the domination of technology, they will not be able to overlook. The Industry 4.0
phenomenon articulates itself in processes that involve all the phases of the activities of the
enterprise. The partner occupying the most relevant position in the digital innovation is SAP,
a completely new management software that is used to lessen the bureaucratic-administrative
load of many company operations, as well as to manage the stock in the best way.

Another aspect that is considered to be very important in the digitalization of enterprises
is the positioning, also called searching engine optimization (SEO).The creation of online
contents that are interesting and attractive for customers is an essential pathway toward the
reciprocal exchange of information and the creation of a collaborative relationship outside
the enterprise. The evolution of the Internet, in this respect, is useful to the creation of pro-
motional campaigns, to the improvement of link building, and to practice online marketing
activities, that are very useful in order to face an ever-changing and evolving market.

6. Digitalization and regulatory framework

In the past few years, public administrations have had to face a real digital revolution. In the
same way, companies need to digitalize their processes. Truthfully, Article 40 of the Digital
Administration Code has required public administrations to create their original documents
electronically for quite a while. Such evidence has been reclaimed and confirmed by the legis-
lator in 2016. It defined that public administrations create their original documents, including
those related to bars, public registries, and lists by means of information technology. The
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essential lack of enacting technical specifications, which should have described in detail the
process of digitalization including the formats, the descriptions of the processes, and the roles
and duties of the responsible professional figures involved, has hindered the change to a PA
that would be fully digital in its processes [9-11].

Electronic invoicing started on June 6, 2014 for central entities to continue on to all the others,
including local ones, on March 31, 2015. The process continued with the procedures com-
puterization plan through SPID and with other regulatory obligations such as the PagoPA
adjustment.

Within this framework, the eIDAS regulation on the identification and fiduciary services
came into force on July 1, 2016, and it will impact electronic signature and certified delivery
services. With the advent of this new regulation, solutions such as SPID will be enhanced and
even the PEC service will have to be modified if it is to have a European role aside from the
nationwide one.

Focus on processes is the common denominator for the technical specifications mentioned
and for all the digitalization requirements of implementing legislation within the PA: Public
administrations and companies alike will need to implement completely digital processes
and new responsibilities, which will have to be assigned to well-defined professional figures
and will have to account for the digital storage of their own deeds and electronic documents.
In this framework, the document management and storage manuals are clearly identifiable
as process documentation, whereas the document management manager and the document
storage manager are to be considered as process managers.

On the basis of what has been discussed so far, it could be said that a correct digitalization
must take into account the following three factors:

1. a deep process review and a correct documentation and identification of the figures
involved;

2. a proper use of the various technologies with a profound knowledge of the technical and
regulatory implications of their use; and

3. an approach focused on the users in which the PA is to be considered as a unique service
providing office implementing in its back end all the internal and external PA services
required by the regulations and by the need to digitally interact with citizens.

In order to meet this objective, both public administrations and companies must not look to a
technological or application solution; rather they must retain a governance strategy made of
competences and training, so as to guarantee a digitalization of the processes that today are
managed with analogue tools and methods. It is not possible to think that what is done with
paper must be done using digital tools and electronic documents: what needs to be done is a
complete redesign and a methodological reconsideration of the processes in the moment they
are switched from analogue to digital.

Therefore, the approach methodology toward this digital evolution is important because of
the concept itself of document in a silent public administration, since an electronic document
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is no longer a digital inversion of an analogue document, but it becomes a completely new
digital object made of information, data, records, and integrated information systems.

If we look at the most complete possible document, we realize that much information is
outside this container, this file, and often this information is probably very important or it
adequately reassumes the whole content and therefore the whole information or practice that
is contained within the document. Even if the document is protected by the law, by a regula-
tion (like a document registered by a public administration), there is always a part of informa-
tion that does not remain within the registered document but hovers in its surrounding: in the
information system used, in our documents related to that registered document, probably in
a PEC, or on the net or on cloud. This shows an emerging clear problem: all the information
to be managed are so many that it is not possible to confine them within only one electronic
document, whether it is saved, registered, or managed according to the present regulations.

Any technical specification, standard, and regulation would not be able to confine adequately
all the information that should be saved in time, in order to make them recoverable outside
the external support and format.

Therefore, digitalizing and dematerializing the processes before the documents, saving the
information without thinking about the document anymore, becomes essential.

7. Conclusions

The drive toward innovation involves all the most important sectors of the economy, with a
forecast of annual average increase of 2.6% for the 3 years between 2017 and 2019. The realiza-
tion of the big projects of the PA runs low.

In 2016, the digital market in Italy (information technology, telecommunication, and contents)
has grown by 1.8%, reaching €66,100 million. In the first quarter of the last year, the growth
has had an acceleration, hitting 2.8% compared to the same period the year before, confirm-
ing the growth provisions for the 3 years between 2017 and 2019. In a context that confirms
a renewed vitality, thanks to the leading role of the most innovative components and the
country’s general rise in awareness regarding the potentiality of the digital culture, some criti-
calities persist and they need a solution. The first one concerns the pace of the recovery that,
however quite good, is still not enough to address the delay and to involve so many SMEs that
animate our productive fabric. The second one concerns the lack of digital specialists, which is
likely to have an influence on the companies’ investments and on the effect of the innovation
encouragement policies.

The Italian digital market is moving again, and it bodes constantly improving growth rates
at least until 2019, on the lead of the digital transformation processes in all main sectors.
The average yearly growth rates forecasted between 2016 and 2019 are 4.4% every year in
the industry sector, 4% in the banking sector, 4.5% in the utility sector, 4.2% in the insur-
ance sector, 3.6% in the transportation sector, and 4.7% in the great distribution. These are
very encouraging dynamics that, however, find less ground in the PA sector, in which the
digital expense is expected to lower, with a yearly growth rate of a little less than 2%, with the
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exception of the health sector, which seems to forecast an average yearly growth rate of 3%
circa [8]. As for territory, the polarization toward the northwest, which contributes to 38.3% of
the total digital expense, with a growth rate of 2.3% in 2016, is set to rise.

The subject of digital skills has a strategic scope. For the 3 years between 2016 and 2018, it
has been forecasted that there will be a need for 85,000 new specialists, 65,000 of which are
going to be first employment subjects and more than a half of them are going to have a col-
lege degree and will be able to cover needs that will be possible to satisfy only in part. There
already are very strong criticalities for the data scientist, business analyst, project manager,
and security analyst profiles and for many others that are needed for the digital transforma-
tion projects.

Concerning the strategy for the country’s digital growth, there are important progresses in
place, particularly in the PagoPA system (with 15,601 Pas adhering and 11,332 active) and in
the PA’s electronic invoicing, that are now widespread, and in the European best practice.
There is still a lot to be done in order to accelerate the diffusion of SPID (with growing services
but on a base of only 1.5 million digital identities issued) and of the National Population
Registry.

Another promising work in progress is the program Industry 4.0, which subsidizes with
hyper- and super-amortizations the digital and system components of the new industrial
automation and that has already started to considerably affect a market that by the end of
2016 had reached €1831 million(+18.2%).

By 2019, the forecasts announce a progressive enhancement of the overall market growth rate,
given the progressive recovery dynamics in place for the telecommunication services (TLC)
and for software, solutions, and ICT services.
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Abstract

Faced with new challenges, public administration is searching for new levels of responsive-
ness and efficiency. In most emergent nations, the success of new proposals has been jeop-
ardized by a strong popular distrust in government agencies and actions as well as an era of
greater resource scarcity. This chapter deals with some new responses considering the Latin
America context. We conducted a documentary survey on public administration responses
in Latin America, which allowed to distinguish the possibilities to move toward an ideal of
collaborative governance, new public policy values, and public-private partnership, thus
reinforcing the arguments about a new logic for thinking about public administration.

Keywords: public management reforms, Latin America, post-new public management,
collaborative governance, public policy values

1. Introduction

By examining the trajectory of public administration, one can clearly see the theoretical and
rhetorical movements related with the public and collective spheres, as shown in the bib-
liography about the search for solutions for public organizations’ management problems.
Each theoretical movement gathers arguments, experiments, research findings, problems and
questions of groups of researchers and is limited to specific realities pertaining to the most
relevant problems of an era.

This reinforces the need to understand these movements in a context characterized by ele-
ments that are also symbolic, a context which is marked by political disputes while assigning
a certain identity to public administration.

© 2018 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of the Creative
InteChOpen Commons Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited. [(cc) ExgIEN
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The contemporary perspective on the state-of-the-art in public administration reveals not only
a recurrence of themes, dilemmas and paradoxes but also a constant search for relevance and
new knowledge to solve practical problems. The historical perspective facilitates understand-
ing the validity and relevance of administrative knowledge because, often, only its applica-
tion can actually delimit its benefits and downsides. Thus, we can see a history of trials, hits,
errors and new approach promises.

After the great revolution of new public management (NPM), with its achievements and mis-
haps, there have appeared attempts at innovating public management.

The NPM has resumed classical liberalism ideals, particularly the reduction of the state’s
scope and size and the introduction of market spirit and mechanisms into the government.
Thus, public administration should only guide, rather than directly execute services [1].
Citizens should be seen as public service customers and users, rather than mere recipients of
the state’s action.

Through an intended market-like orientation, the government should play roles that are
exclusive to it and unsuitable for execution or control by market mechanisms [2—4].

NPM-associated reforms found enthusiasts [5], severe critics [6], and many analyses of their
benefits and negative outcomes [7-9]. Public policies, structures, work processes, and man-
agement tools were analyzed, rekindling debates about the limits of administrative theories
and practices.

The post-NPM period raised further awareness about the limits of introducing private mecha-
nisms into public management in an effort to recover fundamental values of governmental
democracy.

In principle, propositions mimetic of the private sector decreased, whereas those related to
the democratic aspects of public service, such as control localization and community partici-
pation increased at the bureaucracy level.

Propositions about a new public governance brought about new perspectives on a new role
of public management. Initially justified by temporary, isolated reasons, such as address-
ing economic crises, they gradually revealed their power to become a new reconstruction
of public administration more in tune with contemporaneity. Decisions were made toward
engaging the civil society and the markets in government while weakening the political
aspects of governance [8] in order to find a balance between the interests of all parties
involved.

Comparisons between large countries at different stages of development show similar con-
cerns with public management, such as the tendency to view scientific management prin-
ciples as the axis of their administrative reforms. Today, the concern with government
size grows less important in relation to issues such as social performance/care for citizens.
Priorities converge to an efficient, transparent, and reliable public management [10]. Despite
political differences between countries, there are similar concerns about accountability which
are expressed as propositions for restructuring the relationship between public and private
and between bureaucracy and citizens [11].
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In general, propositions on better public governance based on a more authentic relationship
between the state and society and between the public and its administration proliferate. For
emerging nations, there is an improvement in these relationships, particularly with regard to
reliability, participation, transparency, and ethics in management.

By analyzing today’s challenges, we resume the main debates about public administration in
Latin America in a context in which time dissolves in the movements and in speed. Movements —
and here we mean historical movements—mark time periods, spaces and an ethos (being) for
public administration, which is being called on to rethink itself using other logics.

We conducted a documentary survey on public administration responses in Latin America,
which allowed to distinguish the possibilities to move toward an ideal of collaborative gover-
nance, thus reinforcing the arguments about anew logic for thinking about public administration.

2. Public administration responses in Latin America

Considering the particularities of the region, Latin America has been organizing to respond in
a more solid and effective way to the challenges public administration is faced with.

One such mechanism was the creation, in 1972, of the Latin American Center for Development
Administration (CLAD) as a space for discussion, exchange and the fomenting of state mod-
ernization. Recognized as an international organization, it has held congresses since 1996 as
part of its functioning.

From the general theme of state reform, thematic tracks are defined for each annual congress.
For this chapter, our aim was to analyze the priorities discussed in these meetings over the
past 10 years.

As asource of data, we used the 73 coordination reports that summarize the presentations in each
thematic area, which are available on the CLAD’s website. We processed data using the NVivo
software to identify the most used terms for each year as well as the ways in which state reform
was actually being discussed. The tool allows showing terms in the context they were used in.

As a result, in the following paragraphs, we present a map of the most used terms during the
last 10 years (Figure 1).

The terms “public” and “state” were the most cited in the reports during the 10 years studied
(2007-2017), followed by “policies,” “government,” “administration,” and so on.

To interpret these terms, we analyzed the cluster chart showing the proximity between the
most used terms, as can be seen in Figure 2.

Terms used with some proximity indicate a pattern of connection. In the same cluster,
“quality,” “innovation,” “evaluation,” and “results” indicate that these issues were discussed
in an interconnected way. Other themes formed a cluster linking “reform,” “actors,” “society,”
“civil,” and “political.” “Citizen,” “participation,” “open” “government,” and “transparency”
in “information” are also connected in another cluster.

”ou
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Public |Policies Public Reform Experiences  |services Quality  [Institutional

Participation |society Subjects  [Model

Government  |Administration |Process Results
International  |systems Local Transparency
State
Management  |Social Developm.  |rights citzenship [Capacity |Innovation

Figure 1. Map of the most frequent words at CLAD congresses (2007-2017).

The clusters suggest certain themes in the responses of governments and public administra-
tions in Latin America. The association of terms also reveals how the subject is treated. For
example, public served to qualify “function,” “administration,” “nature,” “management,”
“leadership,” “senior management,” and “organizations.”

”ou "o

We also managed to list these terms by year, thus providing a glance at the priority given to
themes at each meeting during the period studied (Table 1).

Thus, one can see the emergence of themes such as “collaboration” —the most frequent in
2017 —and, consequently, of all its correlate terms, which are associated with the involvement
of people and institutions, as in collaborative governance.

We can also identify the evolution of certain themes, and how priorities are progressively
defined. As an illustration of the latter, we can see that “innovation” appears in 2014 and
remains; “ethics” appears in 2009 and 2010 to be replaced by “transparency” (2012 and 2013)
and “open” “government” (2014). In 2017, the theme of transparency is resumed.

These meetings’ legitimacy provides an integrated view of the trends and responses that are
most advocated by Latin American countries. They are quite useful to practical innovation
actions and will be explored in the propositions of this study.

2.1. The present of the past: the permanence of practices inherited from public
administration

By examining the history of the public administration, we can see that the premises of our
time remain in many Latin American “public administrations.” The models introduced
implicitly carried the belief in modern rationality, which is found in advanced nations, as
the basis of policy making and public organization. It is worth noting that the efficiency and
quality of the services delivered were less supposed to inspire better service standards than to
attract political support. This perspective is still consistent with the orientation of the reforms
proposed in the region.

As can be seen in the most frequent words shown in Table 1, there are recurrent themes on
evaluation, processes, mechanisms, capacities, training, among others, which refer to a mod-
ern approach. It was believed —and, in some cases, it still is—that administrative standards
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Year Over 100 times From 51 to 99 times From 30 to 50 times
2007 Public, state Policies, social, management Development, administration, public,
government processes, society, international, formation,
reform, function
2008 Public, policies State, management, reform, Civil, development, international, processes,
administration, society, quality, government, capacities, experiences,
public, political, social participation, local, personnel, programs,
thematic, relation
2009 Public State, policies, management, Government, results, international, reform,
public, administration ethics, social, society, experiences
2010 Public, government Policies, state, management, Citizen, ethics, systems, processes, public,
administration reform, participation, social, service,
experiences
2011 Public Policies, government, state, Administration, systems, social rights,
management experiences, evaluation, participation,
processes, information, public, mechanisms
2012 Public, state Administration, right, public, Participation, accounts, citizens, management,
government, policies, reform social, information, international, processes,
transparency, general
2013 Public, government, State, policies, locations, open, Society, services, international, citizens,
administration, social participation, public, process, decentralization, model, systems, access,
information, management, rights, ~countries, transparency, region, capabilities,
development, reform, experience  spaces, political
2014 Public, state, Experience, administration, Open, thematic, international, reform,
government, policies, public, processes, social  rights, decentralization, services, countries,
management rights, participation innovation, development, institutions, local,
quality, systems
2015 Public, government, State, policies, public, open, International, cities, experiences, thematic,
administration social, management, rights, quality, civil, implementation, innovation,
participation, processes, decentralization, institutional, countries
development, reform, service,
citizen, local
2016 Public, policies, Management, government, International, system, citizens, experiences,
administration evaluation, innovation, service, participation, design, need,
reform, social, right, process, implementation, change, industry, thematic,
development new, problems, work, practices, countries,
tools, matter, model
2017 Public, administration Development, management, Evaluation, reform, government,

state, policies, goals, sustainable
development, social

experiences, international, law, institutions,
innovation, agenda, transparency,

services, implementation, models, citizens,
collaboration, processes, society, thematic,
value, capacities

Source: NVivo 11 Output, elaborated based on CLAD 2018 area reports.

Table 1. Most frequent words in clad reports—by year.

could actually enhance public management efficiency and, therefore, solve social and eco-
nomic problems, and, most of all, break with the political influence of traditional political
groups.
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It is worth mentioning important political and social achievements under the name of “partic-
ipation,” “citizenship,” “rights,” “actors.” However, in most countries, the reality reflects the
domination of traditional oligarchies. Effectiveness and efficiency gains remain as speech in
support of the preferential groups in power. Therefore, despite the achievements mentioned,
state modernization remains under strong influence of traditional practices.

7o 7o

2.2. The present of the present: shared experiences

In fact, the experience of recent times has been less useful for achieving greater effective-
ness in public administration than for introducing new groups into the “clan” system. It also
revealed administrative modernity as a supplier of more efficient tools for traditional power
groups to ensure their own permanence. Knowledge, new models, and administrative prac-
tices proved insufficient to substantially change the state-society relationship. This argument
is illustrated in the way more substantive issues are so much less frequent than the exchange
of experiences related to management and administration mechanisms in the public sphere.

In most Latin American nations, because of its fragile foundations in society, the state becomes
an easy prey to traditional groups tied to their own interests. In a way, political-adminis-
trative institutions float above the society. Formally, the laws and rules of democracy have
progressed in most countries in the region. But the political system still suffers from the poor
education of a significant part of the population, which results in subservience to populist,
self-interested movements.

Thus, advanced propositions of change fail to reach deep enough into the power relations
manifested in the political sphere, besides lacking space in the agenda of discussions.

2.3. The present of the future: projections and hopes based on trends

In developing countries, modernizing political forces do not come to power by a voluntary
retraction on the side of preferential groups. New spaces, rules, and political structures are
required to distribute power resources and ensure the representation of new, emerging social
groups. Thus, concerns emerge about the following question: which modern, post-manage-
rial administration propositions could actually contribute to improve state-society ties?

Effective modernization must come in ways that can redistribute power resources and change
the communication channels between the public and its administration in order to contribute
to the sustainability of effective management.

We can project, based on the themes most frequently mentioned at last year’s CLAD Congress,
that the agenda is focused on sustainability, development, achievement of goals, social inclu-
sion, necessity of evaluation, collaboration, value creation and capacity building, transpar-
ency, and international perspectives.

Each proposition contributes to modernization, and each has successful cases. However,
democratic learning, even at the level of public management, was deemed an important foun-
dation for progress. Thus, recent, widely diffused ideas about collaborative governance were
given a greater weight. However, adjustments are required on their implementation in the
Latin American context.

81



82

Public Management and Administration

Collaborative governance propositions advocate participation because they assume inter-
ests to be convergent. Indeed, in more advanced countries, state-society relations are already
founded on democratic principles and practices. Exercising democracy in public governance
means an extension of an already established practice for the administrative sphere.

In emerging countries, social exclusion, the dominance of preferential groups and the ille-
gitimacy (and perception thereof) of electoral processes give the decision-making process
political characteristics—which are highly conflictive and divergence-centered, therefore
commonly portrayed as irreconcilable.

In this context, participatory processes are usually portrayed as useful not only for political
decision-making, but also for the democratic education of the individuals involved.

The results of our survey show a heavy presence of participatory themes, such as citizen
participation and open government. In fact, they are attractive subjects as they represent a
compensation for participatory constraints in the larger democratic context.

Participation as a governance tool dates to decades ago, including in the private sector, with
European legislation that dealt with different forms of co-management. Initially, they valued
participation on the assumption of divergent and conflicting interests, which established alli-
ances by engaging actors previously considered as marginalized social groups. Therefore,
in the Latin American context, the term participatory appears more often than the term
collaborative.

2.4. Timeless reflections: transitions or reiterations?

Some of the Latin American responses in public administration during the period analyzed
seem to appear repeatedly, while others point to the possibility of developing propositions
from another perspective.

Reiterations are probably necessary to explore propositions” possibilities, achievements and
failures. However, they express a problem that still lacks a consolidated solution. Among
those, the issues of transparency (and derivations thereof, such as corruption, ethics, respon-
sibility), participation and decentralization still find space in the public agenda of Latin
American countries.

Public administration’s inefficiency and unresponsiveness have led to dangerously high lev-
els of distrust in the public sector’s institutional capacity. The government faces distrust in its
administrative and legal apparatuses, viewed as distant, inaccessible, inefficient and disinter-
ested in community well-being.

Currently, in many countries, dubious/proven corrupt actions seem to reveal the need to
strengthen ethical and moral standards in administrative decisions and actions. Ethics
appears in all propositions as an essential mechanism for restoring trust in the public sphere.
Greater attention to the personal integrity of public administrators and the strengthening of
laws to deal with the lack of ethics are advocated.

In the contemporary context, characterized by strong ambiguities, there is a complexity of
rules, traditions and interactive practices capable of restricting, obscuring and disguising
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people’s moral and ethical conceptions. Thus, there are limits to the proposition of bills on
integrity. On the one hand, even for people defined as honest, temptations can cause slips; on
the other hand, laws and rules do not inhibit illegality, and their meaning is less about build-
ing good (an ideal state) than avoiding evils.

Therefore, propositions of administrative tools and new managerial practices emerge as facili-
tators of ethical actions. Among such propositions, participation and transparency stand out.

On the other hand, collaborative governance emerges as a possibility to change mindsets
and is further strengthened by the current, timely context of re-institutionalization in Latin
American governance.

As a forum for debating public administration policies and practices, collaborative gover-
nance has been proposed in recent years as a public- and private-sector governance strategy
in which both parties work toward the provision of public goods [12].

From the perspective of collaborative governance, there is always a fundamental concern with
balancing the power of both participants/actors and authority structures. Here, the distribu-
tion of opinion and decision-making power among participants of different hierarchical levels
stands out. Among the benefits of collaborative processes, it is worth highlighting an increase
in the following: decision legitimacy; ability to respond to complex situations; and effective-
ness and flexibility [13].

On the other hand, this transition is not carried out at once as it requires a change in the way of
understanding what role each actor should play. Rethinking roles and responsibilities implies
anew culture of relations between government, businesses and civil society [14], each of these
autonomously exercising its rights and fulfilling its duties.

Although it is true that engaging a great number of actors produces more alternatives and
results for public policy, such results are moderated by the personal/organizational interests
of these actors [15], who could confront collective interests and needs.

Collaborative governance also encompasses dimensions that are sometimes neglected, such
as the various institutional jurisdictions of public policies and the multiplicity of interpreta-
tions found in the process, as well as the engagement of socio-productive networks in the
decision-making process [16].

The natural complexity of adopting this new stance in public management requires some
additional efforts, as identified in the following sections.

2.5. Guidelines for collaborative governance

Perhaps the most critical aspect to building collaborative governance is the balance between
the various forces operating in public management [17]. It is also worth remembering that
individual values are often prioritized to the detriment of collective ones [15], and reversing
this ethical stance demands an additional effort from managers. Some authors believe that
managers have an important role in this context, as there is the belief that intentionally using
collaborative strategies can circumvent structural barriers and optimally reduce institutional
obstacles [18].
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Moreover, it is necessary to promote the balancing and distribution of the power of partici-
pants/actors and authority structures, with an emphasis on the opinion and decision-making
abilities of the different hierarchical levels and actors. Involving more representatives can not
only benefit the ability to respond more effectively to complex situations, but also reinforce
the legitimacy of public decisions [13].

Promoting an ethical-political culture with a collective focus could facilitate this integration
between actors. In this respect, awareness should be raised about the personal/institutional
interests of the represented, as well as the possibility of moderation by a great number of
actors and more alternatives and results for public policy [15]. Diversity should be seen as a
benefit and a learning opportunity in this context [19].

In addition, although the subject of participation and citizenship is widely discussed, it is still
important to reinforce the debates and practices of public administration with an effective
partnership in the making of public and regulatory policies [12, 20]. Recent research fuels
this proposition, recognizing collaborative networks’ difficulties regarding establishment and
interaction. In highly collaborative environments, one can see more concentrated interactions
and more constant communication, including a balance of forces, which turns out to be dif-
ferent in noncollaborative environments. This result shows the complexity of collaborative
governance in political networks, where a balance must be sought between aspects such as
agreements, time and institutional boundaries [21].

The aim of considering the multiplicity of interpretations and different institutional jurisdic-
tions of public policies and socio-productive networks is to help improve decision-making
processes [16]. The search for innovation in public management also requires managers to
know the relevant legal framework and to be able to solve the contradictions between the
different regulatory frameworks in effect [22]. The dialog between policy, management, and
regulation should be permanent.

Finally, the adoption of steering committees can help the interactions between partners by
addressing unanticipated contingencies and mitigating incipient ones when there is a strong
need for coordinated adaptation [23].

3. Final considerations

This chapter focuses on the challenges of moving toward a collaborative governance manage-
ment model in the context of a developing nation. The framework of our analysis consists
of two dimensions. The first examines the past trajectory of public administration, using a
metaphor of time. The second involves a documentary survey on the most discussed subjects
at the CLAD (Latin American Center for Development Administration) Congresses on State
Reform in the last 10 years.

In order to face the complexities of today’s scenario, governments have invested in a new
strategy that promotes co-participation, co-responsibility, and collaboration, as well as a new
culture of relations between the business community, civil society organizations and public
institutions. Collaborative governance has emerged as a dimension of probable effectiveness
for public management.
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Abstract

Fish stocks in Ghanaian waters are on the decline. There is therefore the need to rebuild
the stocks through marine stock enhancement and restocking. Stock enhancement and
restocking are the guarantee routes to revive the stock declining menace of the country.
Other benefits will include sustainable employment, increase fishers income, reduce
poverty, ensures food security and promote national development. Species to be used
for restocking is a major problem since the biology of the existing species is poorly
understood. There are certain factors that must be taken into considerations if stock
enhancement and restock programmes are to be successful, namely existing fisheries
management schemes, socio-economic factors, institutional capacity and aquaculture
development. The potential for Ghana to create sustainable, supplemental livelihoods
through restocking or stock enhancement appears promising.

Keywords: Ghana, fish stock, marine resources, fisheries, poverty, sustainability,
fisheries management

1. Introduction

Fish is an important source of animal protein, omega 3 fatty acids, vitamins (A, B12, D and E),
calcium, iodine, iron, selenium and zinc that are often lacking or under-represented in most
human diets [1]. Fish is estimated to represent approximately 60% of average animal protein
intake in Ghanaian diet with an average per-capita fish consumption estimated to be 25 kg
in 2014 [2]. The domestic fish supply in Ghana is from the marine, inland, aquaculture and
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imports. Marine accounts for the highest percentage of the production, 70%; 19% for inland
and 11% for aquaculture of total fish production in 2016 [3].

Ghana’s coast is in the southern part of Gulf of Guinea, spanning an area of 238,500 km?
with a total narrow continental shelf area of about 24,300 km? The country has an Exclusive
Economic Zone (EEZ) of 200 nautical miles (nm), covering an area of 228,509 km? a territorial
sea of 12 (nm) and a contiguous zone of 24 nm. The coastline is 550 km which stretches from
Half Assini in the West to Aflao in the East [4, 5].

The Ghanaian fishery sector is important because it generates over US$1 billion in revenue
each year and accounts for at least 4.5% of national gross domestic product (GDP) [6]. The
sector also provides employment for an estimated 210,000 people work directly in Ghana's
fisheries sector, and the sector employs, directly or indirectly, 2.2 million people or 20% of the
population [6]. It also generates income, cheap protein source and supports livelihood.

However, with the exception of the tuna fleet, catch per unit of effort (CPUE) of all fleets
has been decreasing. The national statistics indicate a decline from 314,867.57 mt (2013) to
289,147.23 mt in (2014) [2] due to the unsustainable fishing practices such as fishing with small
mesh sized nets, light, chemicals, pollution of the sea, etc. This necessitates the need to revive
the fish stock and restore the derived benefits through better fisheries management practice
such as stock enhancement, restocking and sea ranching, among others.

The fisheries in Ghana is near collapse. This has resulted in food insecurity, poverty, malnutri-
tion and slow economic growth. Stock enhancement is a common practice in the developed
world. However, in Ghana, the Government is not motivated to undertake stock enhance-
ment programmes. The regulations, institution, infrastructure and technology are weak for
stock enhancement and restocking programmes. The species to be selected for enhancement,
management goals and objectives, assessing stocking effects, dealing with consumers’ accept-
ability as well as economic and social considerations need to be considered.

Restocking Ghanaian fisheries will boost fish production, revenue from fisheries, food secu-
rity, sustain livelihoods of millions of dependents and bring economic benefits to the country.

2. The state of fisheries in Ghana

Ghana has three main fishing units, namely artisanal, semi industrial and industrial. The
artisanal fishing sector which comprises of about 9,951 small canoes lands about 70% of
the total annual fish landings (254,000 metric tons) in Ghana. Its main catch composition
includes mackerels, sardines and anchovies. The semi industrial which consists of trawlers
and purse seiners mostly lands about 6,000 metric tons of fish with sardines and mackerels as
its targeted fishes. On the other hand, industrial fishing sector made up of tuna purse seiners,
tuna bait and trawl fleet harvest approximately 83,500 metric tons of fishes. Key fish species
harvested by these industrial vessels include groupers, cuttlefish, snappers, yellowfin tuna,
bigeye tuna and skipjack tuna [3]. Marine capture fisheries supply about 328,541 metric tons
of fish annually (Table 1), despite the annual consumption of about 950,000 metric tons by
Ghanaians.
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Year/Fleet 2009 2010 2011 2012 2013 2014 2015 2016
Artisanal 226,755 198,152 196,200 213,451.8 202,601.5 179,686.3  187,401.23 221,355.56
Inshore 6140 12,048 9399 9574 10,482.33  7254.91 11,899.64  12,131.52
Industrial 20,837 19,673 19,597 19,763.3 19,406.50  31,562.43  31,560.45 24,780.37
Tuna 66,470 77,876 80,823.0 90,000 82,899.03 76,844 62,521.27  70,274.03
Total 326,109 319,331 306,194 333,697.4 314,867.57 295,361 312,535.2  328,541.48
Source: [3].

Table 1. Marine fish production from 2009 to 2016 (mt).

To bridge the supply and demand gap, Ghana currently imports over 50% of its fish, valued
at $135 million worth largely due to reduction in the fish stock, particularly marine fishes [2].
Other notable issues blighting the contribution of marine capture fisheries in Ghana include
increased fishing capacity, inadequate regulations and weak enforcement of existing regula-
tions, low level of protection of marine biodiversity and inadequate information on fisheries
biology and stocks [2] as well as climate change.

3. Importance of the fishery resource in national development

The fisheries sector plays a significant role in the socio-economic development of Ghana. The
benefits derive from fisheries as a country is highly significant to the economy. It is evident
from key economic indicators such as employment, livelihood support, poverty reduction
and food security, particularly in rural fishing communities leading to rural development and
the country at large.

3.1. Food security and protection against malnutrition

Fish serves as an important source of cheap but quality animal protein, omega 3, fatty acids,
vitamins (A, B12, D and E), calcium, iodine, iron, selenium and zinc that are often lacking
or under-represented in most human diet [1, 7]. It is consumed in all regions of Ghana, by
both the poor and the rich, and in both rural and urban communities. Fish contributes 60% of
annual protein intake of Ghanaians [8].

3.2. Revenue for the country

The fisheries sector accounts for about 4.5% of the GDP and 12% of the agricultural gross
domestic product (AGDP). The marine fisheries sector is estimated to generate approximately
US $1 billion in total revenue each year [4, 6].

3.3. Employment

Over 135,000 fishers are directly employed in Ghana’s marine capture fisheries and about
2.6 million people rely on them, including spouses, children, close relatives as well as canoe
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carvers, input suppliers and office workers for industrial fishing fleets. Fish workers engaged
in processing and distribution alone are estimated to be around 500,000 individuals. Artisanal
marine fishers alone number about 120,000 workers. The sector has employed approximately
about 10% of country’s labour force [4].

The sector’s gender balance is worthy of mention. While men are involved in fishing the
actual fishing process, women are engage in postharvest activities such as fish processing,
storage and distribution.

3.4. Poverty reduction

The sector also supports the livelihoods of 10% of Ghana’s population of about 29 million
people [9]. Over 2 million Ghanaians are dependent on the fisheries sector for their liveli-
hoods including some 135,000 fishers in the marine sector alone, of which 124,000 (or 92%)
are artisanal fishers [10, 11].

3.5. Foreign exchange

Fishery and finfish products are Ghana’s most important non-traditional export commodities,
accounting for over 50% of revenue from non-traditional export. About 90% of tuna landings
are exported mainly to EU countries [12]. Tuna sales alone account for 14% of non-traditional
exports (NTEs) from Ghana and are the single largest contributor after horticulture. Fish
exports from Ghana are made up of high value tuna (whole, loins and canned), frozen fish
(mostly demersal species), shrimps, lobsters, cuttlefish and dried and smoked fish [12].

4. The current state of fish stocks

The Ghanaian marine is highly diverse with different valuable fish species ranging from small
pelagics such as Round sardinella (Sardinella aurita), Flat sardinella (Sardinella maderensis),
Chub-mackerel (Scomber japonicus), Anchovy (Engraulis encrasicolus) and African moonfish
(Selene dorsalis) to large pelagics species including Flying gurnard (Dactylopterus volitans),
Monrovia doctorfish (Acanthurus monroviae), Triggerfish (Balistes capriscus and Balistes punc-
tatus), Red snapper (Lutjanus fulgens), Red mullet (Pseudupeneus prayensis), Octopus (Octupus
vulgaris), shrimps (psenus monodon), Cassavafish (Pseudotolithus brachygnathus), Grouper
(Epinephelus goreensis), Dentex (Dentex angolensis) etc. [13].

Other economically valuable fish species that occur in Ghanaian waters are the bigeye tuna
(Thunnus obesus), Yellowfin tuna (Thunnus albacares) and skipjack (Katsuwonus pelamis). Tuna is
of major commercial importance in Ghana as a result of its export revenues and sustainability,
which has been estimated at 100, 000 tonnes annually by the Fisheries Commission. The two
tuna species of utmost importance in Ghana’s EEZ are skipjack (Katsuwonus pelamis) and yel-
lowfin (Thunnus albacares). Fish are highly exploited especially during the upwelling seasons.

Of these exploited pelagics, the most commercially important in Ghana’s coastal fisheries are
the anchovies and sardinellas, namely round sardinella (Sardinella aurita) and flat sardinella
(S. maderensis) which occur in the entire sea [13].
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5. The need for stock enhancement (prospective species)

Production from marine fisheries has been declining since 2000, from almost 457,000 to
328,000 tonnes in 2016 [3, 13]. In order to sustain the per-capita annual consumption of fish
(estimated at around 25 kg), imports have increased substantially in the most recent years,
reaching USD 373 million in 2013. As a result, the seafood trade balance moved from a USD
33 million surplus in 1997 to a USD 319 million deficit in 2013 [13].

Sizable catches occur only for a period of 3 months (usually July-September) because of sea-
sonal fluctuations in abundance of small pelagic fish species (especially sardinellas); implying
that monthly incomes from fishing can be minimal during the rest of the year.

Currently, Ghana’s marine stocks are overexploited by the industrial fleet, leading to decline
of harvests from marine fisheries. This precipitous decline of Ghana fish stocks has had dire
implications for coastal livelihoods which go beyond economic challenges. Locals at the coast
use indigenous methods to harvest which is no or less economic intensive during fish abun-
dant seasons.

Itis estimated that the fisheries, mostly artisanal, employ over 12,000 fishing vessels, with 70%
motorized [3, 13]. This has resulted to increased fishing pressure and high CPUE. The Catch
data collated by the Ministry of Fisheries and Aquaculture Development (MoFAD) (2014)
indicate a drastic decline of stocks. Recently, the ministry has recorded no catch data of some
species indicating full exploited of such species.

It was reported that the total landings of small pelagic (anchovies, sardinellas, mackerels and
horse mackerel) have decreased from 277,000 metric tonnes in 1996 to about 92,000 metric
tonnes in 2011 [4].

The Ministry is seeking for sustainable ways to restore depleted stocks and increase produc-
tion to help meet the country’s fish deficit, hence the Fisheries and Aquaculture Development
Plan has been developed. The potential benefits of this plan include:

* Source as additional catch for commercial and recreational fishermen.

* Rebuild spawning stock biomass for the promotion or acceleration of recovery.

* Ensure the survival of stocks threatened by extinction.

¢ Mitigate losses due to anthropogenic effects.

6. The way forward and benefits

Consequently, declines in fish stocks within Ghana’s marine ecosystem will have serious
implications on the health and socio-economic of consumers as well as the economy of
the nation which jointly depends on contribution of fisheries to the national GDP (4.5%).
Reduced nutrition particularly in dependent households, increased levels of poverty
and loss of jobs for direct and indirect dependents are some of the consequences likely
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to emanate from the current situation — declining fish stocks in Ghana [14]. Collectively,
the presence of these consequences limits Ghana’s ability to achieve some of the sustain-
able development goals, particularly SDGs 1, 2 and 14. However, to prevent or minimize
the impacts precipitating from declining marine fish species in Ghana, the Ministry of
Fisheries and Aquaculture Development (MoFAD) has put in place many measures includ-
ing increased interest in aquaculture, (the National Committee on Aquaculture has been
formed), equipping monitoring, control and surveillance (MCS) section of the Fisheries
Scientific and Survey Division with necessary equipment and the establishment of co-man-
agement to enhance voluntary compliance to fisheries regulations in Ghana. Nonetheless,
the notion of stock enhancement, though, a management tool in fisheries management has
not been given the needed attention in the context of Ghanaian fisheries regardless of its
success stories in other fishing countries (such as Japan, Australia and USA). For instance,
stock enhancement helped to revived Hokkaido Scallop fishery in Japan [15], improved the
stocking programmes in Black bream fishery in Australia [16] as well as supported the Coho
salmon fishery in Japan [17], which was lost to habitat degradation. Significantly, stock
enhancement helps to optimize harvests by overcoming recruitment overfishing to aug-
ment the natural supply of juveniles. Though, there are no clear objectives centred on stock
enhancement in the MoFAD Management Plan (2015-2019), objectives 2 and 4, which cat-
egorically states that (i) fo ensure that fish stocks within the marine waters of Ghana are exploited
within biologically acceptable levels and (ii) to protect marine habitats and biodiversity provide an
opportunity for the application of stock enhancement in Ghana using certain key fish spe-
cies based on best scientific information available. Nonetheless, for the objectives of stock
enhancement to be achieved, certain areas need to be strengthened, for instance, fish stock
assessment and modeling, institutional framework, adaptive management, ‘clear cut’ fish-
ery management perspective and involvement of stakeholders in planning and execution.

Stock enhancement when practiced in Ghana particularly within the marine capture fisheries,
which has exhibited gradual decline over the years, will not only ensure that enough fish
stock exist for both current and future generations but maintain or increase its contribution
to the national economy. Furthermore, the contribution of marine capture fisheries to youth
employment will be maintained for decades. However, there is the need to cautiously pre-
serve existing stock while aiming at restoring and increasing the harvest level of these stocks
using cultured fishes.

7. Some critical considerations for marine stock enhancement and
restocking in Ghana

7.1. Existing fisheries management approach

The lack of consideration of economic incentives affecting fishermen has resulted in the fail-
ure of many fisheries management systems worldwide. There is the need to recognize both
the biological and economic realities of fisheries management.



Overview of Marine Stock Enhancement, Restocking and Sea Ranching in Ghana
http://dx.doi.org/10.5772/intechopen.79454

7.2. The socio-economic and institutional aspects of stock enhancement and
restocking

In other parts of the world, successful stock enhancement and sea ranching programmes are
often run by cooperatives and the private sector [18, 19] therefore, involvement of NGOs
and other private sector fishery business will go a long way to ensure the revival of the fish
stock through sea ranching. This programme can raise awareness of the importance of fishery
management among stakeholders, resulting in increased willingness to accept fishing effort
controls [20].

7.3. Aquaculture consideration

A promising synergy between capture fisheries and aquaculture is the opportunity to apply
hatchery technology to restore and augment some coastal fisheries through the release of
cultured juveniles [20]. The aquaculture sector in Ghana is developing which currently
contribute to 11% to total fish production [3]. The sector needs to consider mariculture
activities, which will be beneficial to stock enhancement and restocking programme in the
country.

8. Conclusion

Fish stocks in Ghanaian waters are declining. There is therefore the need to urgently rebuild
the stocks through marine stock enhancement and restocking. This will ensure sustainable
livelihood, increase fisherman’s income, reduce poverty, ensures food security and promote
national development. Species to be used for restocking is a major problem since the biology
of the existing species is poorly understood.
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Abstract

This article provides a general analysis of competition law and then focuses on competi-
tion-related issues within public contracts. First and foremost, the article tries to highlight
the economic grounds that led to the introduction of laws to protect competition, as a
functional tool for production efficiency. After a critical analysis of national and EU regu-
lations on competition, the article analyses the relation between competition and public
contracts, by making a distinction between a “micro” and a “macro” view of competition.
The article aims at highlighting the main features of the code of public contracts, focusing
also on the relation between two different principles: the protection of EU competition,
on the one side, and the power of member states to determine their internal organisation,
on the other side. The article also aims at understanding to what extent can the European
Union protect free competition without affecting the organisational freedom of its mem-
ber states.

Keywords: competition, antitrust, competition law, public contracts, antitrust
legislation

1. Introduction

In a wide sense, competition indicates a market situation with wide freedom of access to
entrepreneurial businesses, with the possibility of free choice for buyers (in particular, con-
sumers) and, in general, the possibility for each to exploit the best opportunities available on
the market, or to propose new opportunities, without impositions on the part of the state or
restrictions imposed by coalitions of enterprises. Competition is protected by a series of pro-
visions, generically defined as antitrust provisions, which discipline relations between entre-
preneurs and which allow the regular execution of competitive relationships.

© 2018 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of the Creative
InteChOpen Commons Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited. [{cc) ExgNN



98 Public Management and Administration

In economy, competition is the condition in which several companies compete on the same
market, understood as the ideal meeting place between demand and offer, producing the
same goods or services (offer) which satisfy a number of buyers (demand). In competition no
operator can influence the trend of negotiations by his own decisions.

To be able to speak of competition, it is necessary to verify the following requisites [1]:

¢ Large numbers of operators, both sellers and buyers.

* Freedom of entry or absence of barriers. If this requisite is not met, one must speak of im-
perfect competition.

* Product similarity. If this requisite is not met, one must speak of monopolistic competition.
¢ Perfect market information and transparency.

* Simultaneity of contracting, subsequent to a negotiating phase which allows all operators
to obtain the necessary information.

There are different types, or degrees, of competition. One particular form is perfect competi-
tion: this refers to an ideal market condition in which the competition between the enterprises
leads to a decrease in the purchase price which is equivalent to the marginal cost.

In perfect competition, every operator considers the price as a datum that cannot be modified.
The market reaches a position of equilibrium when the transactions take place at the price
that makes the quantity demanded and that offered equal, i.e. the equilibrium price [2]. The
features of the equilibrium price are:

¢ Singleness: all the units of the product are sold at the same price.

* Existence: the equilibrium price must also be significant from the economic viewpoint; if
the price did not cover the costs and allow for significant revenues, the merchandise would
not even be produced.

¢ Stability: if spontaneously reached by negotiations, the price is stable; otherwise, the price is
unstable, when the producers do not succeed in swiftly adjusting the offer, so that the price
is destined to swing up and down forever.

Perfect competition is deemed as reached in an economic system if the demand and the offer are
particularly elastic, so that the price of a product or service tends to be close to the marginal cost.

However, it has been the topic of in-depth debate, and today it is considered purely utopian,
whereas an imperfect competition seems concretely achievable (so-called reasonable competi-
tion), in which the price decreases towards the marginal cost but without reaching it.

The concept of competition was developed by the critics of mercantilism as of the second half
of the eighteenth century, as a natural result of the fundamental freedom of the individual,
in contrast to a state-controlled economy in which the state determines what and how much
is produced.
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Various advocates of classic economy maintained that the market could autonomously regu-
late itself [3].

Others stated that competition can alone regulate the mechanisms of the economy and, fur-
thermore, that the individual, pursuing his individual interest, also benefited the society as a
whole [4].

According to the economists of the neoclassical school, the main advantages for the economy result-
ing from competition can be summed up in two main aims: the maximum increase of the quality/
price ratio of the goods and services (through the optimisation of the production factors) and the
elimination (through competition) of the competitors that are unable to achieve the first aim.

Always, according to the neoclassic theory, competition eliminates profit that has not been
earned, thus ensuring an important factor of social justice.

The above-illustrated theories were the subject of strong criticism and denial already towards
the end of the eighteen century, when it was shown that the theory of pure competition would
be valid only in static situations and therefore could not be applied in practice in the analysis
of real economies, which are dynamic by definition [5].

The Marxian interpretation of competition is radically different. According to this theory,
perfect competition regards only the relationship of force between capitalists and does not
eliminate the exploitation of the workers [6].

2. The community antitrust legislation

The term antitrust identifies that complex of legal provisions that regulate and favour free
competition in the market. Antitrust legislation therefore has the purpose of preventing com-
panies from adopting strategies that allow them to assume anticompetitive positions or to
stipulate collusive agreements to the prejudice of the consumer. However, these same pro-
visions are also a policy tool and, therefore, subject to the opinions and choices of policy in
general. Antitrust is an institution with deep roots in history and in society [7].

The purpose of antitrust legislation is to sustain a free market economy, where every enter-
prise takes its own decisions independently of its competitors, in order to guarantee strong
competition which leads to a more efficient distribution of goods and services, lower prices
of the same and their higher quality and maximum innovation. Competition therefore plays a
role of primary importance since it encourages the various operators on the market to obtain
the maximum result possible and to then select those that are most efficient.

The main modern legislations are the result of the affirmation of economic liberalism which
has produced two effects: on the one hand, the suppression of state-imposed restrictions on the
economy, and on the other hand, the ban on enterprises to abuse dominant positions to the preju-
dice of competitors and consumers.

The first modern antitrust law was the Sherman Act, passed in the United States in 1890, for the
purpose of prohibiting cartel conduct and attempts to monopolise the market [8]. In 1914 the
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Clayton Act [9] was added to that first body of rules, to regulate the phenomena of corporate
concentrations, followed by the Federal Trade Commission Act which punishes conduct that
is generically defined as “unfair” and which is applied in parallel to the Sherman Act. The dif-
ference between the Sherman Act and the Federal Trade Commission Act is of nature and of
purpose: the criminal nature of the antitrust bans enshrined in the former, and the consequent
punitive nature of the antitrust control carried out in application of these rules, compared to a
form of administrative control over behaviour and antitrust action that favours the corrective-
restorative aspect.

This American experience paved the way for Europe to create provisions to protect market
competition, although the first provisions were adopted several decades later than in the
United States, only after the end of the Second World War. Only then were the conditions ripe
for the creation of the European Single Market, overcoming the political visions of the diverse
countries based, above all, on interventionism and protectionism [10].

In Europe, a single system of antitrust control was adopted only in 1957, with the introduc-
tion into the Treaty of Rome of specific provisions to protect competition, focusing on the
discipline of restrictive agreements, the abuse of dominating positions and state aid. In 1989,
with a specific regulation [11], a specific set of rules was introduced for the antitrust control
of concentration operations.

The noncompetition discipline is an essential element of European integration inasmuch as it
must allow companies to compete at par conditions on the markets of all the member states,
ensure the competitiveness of their products and services at the global level and, at the same
time, protect the European consumers in the best way. The provisions on competition are
contained in Arts. 101 and 102 of the Treaty on the Functioning of the European Union [12],
which regard national provisions on corporate activities.

The competition policy is divided into two main aspects: on the one side, it provides for con-
trolling companies’ behaviour regarding agreements and concentrations, and on the other
side, it provides for limiting state aid to national producers. The implementation of the EU
policy on competition is the responsibility of the European Commission, with control jurisdic-
tion reserved to the European Court of Justice. The member states are obliged to harmonise
national legislation to the EU legislation.

In 1957 most of the member states had a competition policy, but the methods and intensity
of the control differed greatly from one country to another. The creation of a standardised
economic area could not be limited to the coexistence of the various national practices, but
the differences between national legislations were too deep to be replaced by a uniform com-
munity legislation. National and community competition policies had to coexist.

A general principle of community policy on this issue is the ban on agreements between com-
panies that have the purpose or the effect of preventing, limiting or distorting competition
within the common market and can prejudice trade between the member states. Agreements
on the prices of goods produced and placed on the market, agreements on the regions and
areas where the products will be sold or distributed and agreements on the quantities to be
produced are expressly banned.
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The Treaty bans the abuse of dominant positions on the common market (or on a substantial
portion of the same) on the part of one or more companies where this can be prejudicial to trade
between the member states. It therefore only sanctions the exploitation of a dominant position
after the fact and does not allow the institutions of the union to control the concentration process.

On the control of state aid, the Treaty states, without allowing for exceptions, that state aid
which distorts competition is incompatible with a common market. Political realism has
prevented the use against the countries of the rigid wording adopted against companies,
admitting that aid can be considered compatible (always providing that it does not alter the
conditions of trade in a manner contrary to the common interest) if it is destined to facili-
tate the development of certain activities or certain economic regions, if it is to promote the
execution of important projects of common European interest and, lastly, in the case of other
categories of aid, if it is determined by a council decision.

To eliminate the distortions of competition, the Treaty regulates the selective measures of
aid in favour of companies and specifies the general measures in favour of the economy that
can turn out to cause distortion of competition. In the Treaty there is no distinction between
private and public companies, and several community directives discipline the transparency
of the public funds destined to the latter. The EU interventions aim to protect the competi-
tive functioning of the market on the basis of a general principle of a liberalist type, while the
determination of what is concretely admissible is based on extensive pragmatism.

3. Protection of competition under Italian law

Under Italian law an organic discipline on competition was adopted with considerable delay
compared to the other industrialised companies: Germany, the United Kingdom and France
adopted the first laws on this issue towards the end of the 1940s, whereas the rules on compe-
tition within the European Community, as mentioned above, were already contained in the
Treaty of Paris in 1952 and the Treaty of Rome in 1957.

The reasons for this delay are due to the fact that Italy, for a long time, pursued an economic
model based on the idea that the state had to play a fundamental role in the direction and
protection of the corporate system, with an outlook towards national economic development,
in which companies, on the one hand, accepted the limitations to the freedom of economic
independence, in exchange for a system that protected the results acquired by the companies
existing in the market.

This model is present in the Civil Code of 1942, and it was also confirmed in the Constitution of
1948 in Art. 41, which recognises and guarantees the right to economic initiative, ruling, in the
first paragraph, that “Private economic initiative is free”. The Constitutional Court, until 1990,
seconded this view, refusing to pronounce judgements of a liberalist tendency, except in certain
important exceptions such as the pharmaceutical industry and the telecommunications field.

With the promulgation of Law No. 287 of 10 October 1990, better known as the Antitrust
Law, a radical change of direction was implemented, under the influence of the ideology of
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the free market, which dominates at the global level, and also according to the choices of the
then European Community, more liberalist than initially. The Italian law swiftly approached
the principles of free trade at the level of the legislation introduced. In this sense, the sudden
introduction of the antitrust law occurred, but above all the principle of the protection of
competition was introduced into the constitution in 2001 as well as the law to promote the
competitive market in which parliament must approve every year.

However, if we consider the actual development of the legislation, we have to notice a much
more uncertain process of development: the wealth of case law of the Constitutional Court has
applied the principle of the protection of competition but restored the authority of the state
instead of the regions, therefore, with purposes other than the original purposes of Art. 41.

The fact is that the principle of competition itself contains much ambiguity, because the
model of market and of economy that is pursued would require many more clarifications
and much more in-depth examination which both the letter of the law and the case law of the
Constitutional Court are far from having achieved.

The real driving force that led Italy to adopt the provisions to protect competition was the cre-
ation of the European Single Market [13]. This gradually led to the introduction of new laws
aimed at changing the role of the state, from manager to regulator. This change in state action
represents what had already occurred at the European level, when the various countries tried
to influence the market mechanisms, sometimes even substituting them and imposing the
rules of the game. The regulator state, instead, according to what happened in the United
States, played the super partes role of a severe regulator, supervisor and guarantor of trade
relations. In both cases, the aim pursued was that of increasing the national economies, but in
the first case, there were no great results inasmuch as the focus was more on the efficiency of
the market rather than on operations to the advantage of competition.

Finally, with Law No. 287/1990 [14], Italian legislation also implemented the principles of com-
munity law, aimed at guaranteeing free competition which would allow for the creation of a
European Single Market, avoiding possible abuse on the part of the operators. This definitively
marked the change from a pro-intervention policy to a policy in favour of free competition.
Thus, with this law, a constitutional value was protected, namely, the public interest/social
usefulness contemplated by Art. 41 of the Constitution, which affirms the freedom of private
economic initiative, consistent with the European context of which free competition, and the
rules of its correct implementation perhaps represent the oldest and most solid pillar [15].

Right from its first article, Law No. 287/90 imposes the implementation of Art. 41 of the
Constitution, thus affirming the right to a competitive market as a constitutionally protected
right. A necessary consequence of this situation is the fact that public law now disciplines compe-
tition, for the first time in an objective sense, with a clear-cut reversal of the provisions of the civil
code which, with regard to (unfair) competition, have the purpose of protecting the economic
interests of the single entrepreneurs that may be harmed by competitors. The protection of com-
petition (and of the market understood as a unicum) structured so that it imposes rules on the
companies on the market of reference (geographic or substantial) has a determining influence on
the behaviour and choices of those who buy the goods or services produced by the companies.
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The main aims of the antitrust law, in addition to that of guaranteeing companies the freedom
to operate on the market, include that of protecting consumers, favouring an improvement
in product quality and innovation without excessive price increases. A specification must be
made regarding the concept of company, which with this law takes on a wider meaning than
that which can be drawn from the civil code, since company means any entity that practises
an economic activity, regardless of its legal status and its method of financing itself [16].

For the civil code, however, the company can be defined as an economic activity aimed at the
production or the exchange of goods and services that the entrepreneur practises by means
of a complex of assets organised according to that activity (company). In addition, Law No.
287/90 also rules that public companies or prevalently state-owned companies must be sub-
ject to the aforesaid discipline, according to Article 8. The European Court of Justice has also
expressed its opinion on this point, affirming that the antitrust law must be excluded only
when the activity practised by a public power falls within its institutional duties, thus not
representing a corporate business [17].

For that matter, the second paragraph states that companies that operate as monopolies on
the market or which manage services of general economic interest are also excluded from the
application of the law. With regard to the comparison between Italian law and community
law, Italian law, on the basis of paragraph 1 of Art. 1, seems to impose two restrictions. The
first restriction is that of the “single barrier”, regarding the scope of application of national
provisions which apply only if the fact does not fall within the scope of community law [18].

Therefore, national law is not applicable in the case of anticompetition effects that occur on
the Italian market which are subject to community law because they involve the sphere of the
single market. The second restriction regards the interpretation of the provisions, in which
interpretation, as stated in paragraph 4 of Art. 1 of Law No. 287/90, “is based on the principles
of the European Community law on competition” [19].

The Italian antitrust law has almost entirely adopted the European law. The cases of relevance
for national law are those described in the European law on competition (except for state aid,
disciplined only at the community level), and their rules substantially coincide, consequent to the
precepts themselves which are mainly identical to the corresponding European provisions and
to the special interpretative rule established by Art. 1, par. 4 of Law No. 287/1990, according to
which national law must be interpreted and applied in conformity to the European laws in force.

The relevant cases are restrictive agreements, abuse of a dominant position and corporate
concentrations.

The illegal agreements are agreements, agreed practices or decisions of associations of companies
that have the purpose or the effect of preventing, limiting or falsifying competition on the national
market. The unlawfulness of an agreement can be excluded when it fulfils all the conditions listed
under Art. 4 of Law No. 287/1990. Unlawful agreements are to all effects null and void.

The ban on the abuse of a dominant position, however, aims to punish anticompetitive behav-
iour adopted by a company or companies with significant power on the market (abuse of an
individual dominant position, in the first case, and abuse of a collective dominant position,
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in the second case). The behaviour aimed at obtaining supra-competitive profits or other ben-
efits that cannot be obtained in a competitive situation (exploitation abuse) or at preventing
the entry or the survival on the market of rival operators (impediment abuse) is abuse.

Concentrations of companies, however, are not in themselves banned, but they are subjected
to a prior antitrust control procedure which can result in the companies being banned from
carrying out the operation reported when it is found that this can create or reinforce a domi-
nant position on the market.

The responsibility for supervising the application of the antimonopoly legislation in Italy is
attributed to Independent Administrative Authority, the antitrust authority that guarantees
competition and the market (Italian abbreviation: AGCM). The functions that the said authority
performs and the powers that it exercises differ according to whether the operations in question
are to form concentrations, to enter into agreements or to abuse a dominant position. In the first
case, the authority subjects the reported operation to a prior control which can conclude in the
full and unconditioned authorisation of the said operation, a conditioned authorisation subject
to compliance with certain prescriptions imposed by the authority or a ban on the execution of
the operation. In the second case, instead, the authority, finding an infringement of the antitrust
rules, orders the company to cease the prejudicial behaviour, possibly also prescribing specific
types of behaviour or structural measures necessary to restore the competitive functioning of
the market, and, in the more serious cases, it issues administrative sanctions.

The antitrust authority must also ensure the local application of the European antitrust provi-
sions. In this case, specific rules govern the coordination between the national authority and
the commission.

The national authority’s power is not exclusive, however, inasmuch as the courts also have power
in the case of lawsuits for nullity, claims for compensation for damages and petitions for urgent
courtordersin the case of anticompetition agreements, in compliance with Arts. 101-102 TFUE [20].
The maintenance of this “double track” of jurisdiction is justified by the fact that the antitrust
authority and the ordinary courts must protect different interests and therefore their work must
be considered separate and autonomous. As has been stated, “the public enforcement entrusted
to the antitrust authority pursues, in the interests of society as a whole, the protection of competi-
tion as a constitutionally protected form of market, whereas the need to protect the interests of
private subjects prejudiced by the anticompetition behaviour of companies is achieved by the
adoption of the provisions set out in Art. 33 of Law 287/90 by the ordinary courts” [21].

4. The tools for the promotion and protection of competition in
public contracts

Competition has a direct impact on the law on public contracts and contributes to defining the
field of application. This holds true for both the objective and the subjective spheres of the rules.

With regard to the first aspect, importance is taken on by the procedure of exemption from the
application of the European provisions on public contracts relative to special sectors, aimed at
ascertaining whether the activity “is directly exposed to competition on the freely accessible
markets” [22].
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The special sectors are those of electricity, gas, water, transport, ports and airports and the
postal system, in which elements of natural monopoly are present (infrastructures that are,
in antitrust jargon, essential facilities). For this reason they are not subject to European sector
discipline, usually administered by independent authorities and regulations, aimed at creat-
ing the legal conditions to open the sector to competition [23].

The model is based on the idea that if one of the sectors is subjected to the same competitive
pressure of nonregulated markets, this eliminates the risk of the operators’ purchasing pol-
icy being distorted by noneconomic factors. Therefore, the special rules that oblige contract-
awarding bodies to respect the several times mentioned European principles of par condicio
and of transparency and publicity become superfluous [24].

The exemption procedure is in the hands of the European Commission and involves an
assessment between the market of the activity in question, of the geographic market of refer-
ence and of the full implementation and application of the sector legislation of the union. The
criteria to assess the competition of the market are laid down by the provisions of the Treaty
on the Functioning of the European Union, and they include “the features of the products or
services in question, the existence of alternative products or services that can substitute the
former on the demand or the offer side, the prices and the effective or potential existence of
the products or services in question” [25].

An exemption request must be made by a single member state (but also, if allowed by
national legislation, by the single contract-awarding body), and it must contain informa-
tion on all the pertinent circumstances, including the state of implementation of the sector
European legislation, in order to demonstrate that access to the market “is free in fact and
in law” [26]. In the procedure, an assessment may be obtained from the independent super-
visory authority.

To sum up, the market analysis tools typical of antitrust law influence, according to the results
of the assessment which not by chance is in the hands of the European Commission appointed
to apply the antitrust laws, the field of application of European law on public contracts. The
sector of activity, to which an exemption provision is applied on the result of the above-
described procedure, always remains, as is also the case for the deregulated markets, subject
to “the application of the legislation on competition” [27].

A similar important justification holds firm to also delimit the subjective profile of European
law on public contracts, which is to say the European notion of a public law body, already
present in the Public Contract Code and also in the packet of the European directives [28].

As it is known, the public law bodies are included among the “contract-awarding administra-
tions”, i.e. the public administrations in the strict sense (countries, territorial bodies, noneco-
nomic bodies, etc.) to which the stricter publicity rules are applied because there is a greater
risk of the purchasing policy being conditioned by noneconomic reasons [29].

The public law body is identified on the basis of three parameters: it must have legal personal-
ity, whether it is public or private; it must be subject to a dominating influence on the part of a
public administration; and it must have been established to satisfy needs of general interests
of a non-industrial and non-commercial nature, i.e. as a rule it produces public goods or pub-
lic services according to a non-market logic.
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Above all, this last parameter has given rise to interpretative uncertainties and varying case
law interpretations, sometimes more extensive and sometimes more restrictive [30].

As clarified by Directive 2014/24/EU, it must be maintained, on the basis of the case law of the
European Court of Justice, that a subject is not a public law body if “it operates under normal
market conditions, it aims to make a profit and it sustains the losses that may result from the
practice of its business” [31]. If these elements exist, it is licit to suppose that the subject has
been created to satisfy needs of general interest that are, in fact, of an industrial and com-
mercial nature.

Also, in this case, it is essential to verify the factual and legal context in which the subject oper-
ates. The fact that the economic operator operates in a fully competitive context is a highly
relevant element albeit not decisive in itself [32].

In fact, for the economic operator to be encouraged to make purchases aimed at selecting
the competitor that offers the best conditions, it is first necessary to ascertain whether it is
exposed to an effective competitive pressure, i.e. whether it is an operator “on the market”.
In addition it is necessary to assess whether the risk of losses deriving from bad manage-
ment falls entirely on the company or if the losses are perhaps neutralised by lists and items
charged to society as a whole. If this second condition is not met, the operator “on the market”
cannot be considered “of the market”, i.e. motivated by the same incentives as those of all the
other operators.

In any case, the analysis of the market according to the techniques precisely of antitrust law
is an essential tool to establish whether an economic operator can be qualified as a public law
body and as such held to respect the rules imposed by European and national legislation on
public contracts.

The contractual activity of a public administration, like a market operator, has many special-
ised features compared to the discipline normally applicable to agreements between private
subjects. Some public contractual events can represent a danger for the need to protect com-
petition and the equal competitive opportunities of the various private subjects interested in
being contractual counterparties to a public administration.

There are two topics strictly connected to the administration’s role on the market. The first
topic regards the fact that acting publicly —inspired by logics of protecting the public inter-
est—conditions the institutes and discipline of common law applicable to contracts between
private subjects. The second topic regards the risk of possible alterations in the competitive
balance of the market by mechanisms that allow for avoiding procedures of public evidence.

For the coexistence of the various interests that a public administration meets in its service to
society as a whole, the fundamental concept of public interest must be redefined. The concept
must include the principle of the protection of competition as well as all those guarantees for
private subjects introduced by national and community law, which could seem an obstacle
and a limitation to the effective pursuit of the specific purpose precisely of an administration
that acts as a market operator. In fact, if the public interest is considered in terms of interest
for the whole society, it is simpler and more correct to consider as functional to the overall
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efficiency of the administrative activity also the pro-competition laws underlying the selec-
tion of the public administration’s economic counterparties and the introduction of rules that
prevent the contract-awarding bodies from unilaterally avoiding the contractual restrictions
and the responsibilities that bear on every market operator, by exploiting authoritative pow-
ers that take on the semblance of intolerable privileges if used to alter the balance of equal
relations imposed by private law.

European and national law on public contracts [33] answers, among other things, the need to
ensure transparency and equal conditions among the operators of the markets of reference.
Both the bidders in tender procedures and the economic operators of the connected markets
have the right [34] to pretend that the administration acts in a manner to ensure transparency
and equal conditions and, therefore, the said operators are entitled to impugn the deeds of a
call for tenders that does not respect that right [35].

The rules of public evidence thus take on a pro-competitive function. Consequently, the
implementation provisions of these rules, when they do not achieve the said purposes, simul-
taneously breach the rules themselves and the principles of free competition.

From another aspect, it must be noted that a call for tenders and the following procedure
delimit a specific market within the wider market of reference, and that in one case as in the
other, the bordering markets up- and downstream are involved, in which free competition in
relation to the purchase of goods and services instrumental to the performance, being goods
and services inferred in the tender procedure, must also be safeguarded. Consequently, if
the deeds that discipline the tender procedure (calls for tenders, specifications, regulations,
etc.) require the bidders to equip themselves, for the contractual activity, with machines or
apparatuses that have certain features for the purpose of admission to the bidding or to be
awarded a higher score, the principle of the equality of the bidders is prejudiced and, at the
same time, competitive parity among the companies that produce the goods with which they
must equip themselves.

Consequently, the prejudiced companies will be entitled to request protection also from the
administrative courts [36].

The said principle is also based on the freedom of economic activity sanctioned by Art. 41 of
the Constitution and on the connected freedoms of establishment and of the circulation of
goods and of services, legalised by the TFUE, which must be respected by the member states,
which, as it is known, must “adopt every general or specific measure to ensure compliance
with the obligations of the Treaty or consequent to deeds of the Union’s institutions”, while
they must “abstain from any measure which risks prejudicing the achievement of the Union’s
objectives” [37].

The protection of competition must now be considered the main task of the countries [38].

Asitisknown, these freedoms depend on the principles and rules, both European and national,
aimed at creating and maintaining a free and openly competitive market [39], which must be
respected, also and above all, by the nations [40], which, therefore, must conform their action,
including that concerning the purchase of goods and services supplied by private companies.
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It is now confirmed not only that the Public Contract Code also aims at reaching the objec-
tives of protecting and promoting competition [41] but also at guaranteeing that com-
petition represents the primary aim of the law on the awarding of public contracts [42].
Consequently, the contract-awarding body must also play a primary role in regulating and
guaranteeing the market: the law on public contracts, over time and especially since the
early 1990s, not only bans public administrations from abusing their dominant position,
which, for obvious reasons, they occupy on the public contract market in general and in
those “created” by the single-award procedures, in particular, but also requires that they
exercise their functions and powers in a manner that ensures, first and foremost, competi-
tion “for the market” [43].

Article 101 and following of the TFUE in fact generate individual subjective legal situations
worthy of protection against all legal subjects, which can be claimed not only for their nature
of fundamental rights but also under Art. 33 of Law No. 287/1990, which entrusts to the Code
of Administrative Procedure the discipline of legal protection in the case of the breach of the
provisions of the said law, in parallel to civil lawsuit for nullity and for compensation pursu-
ant to Art. 33, par. 2, cited above.

This is also confirmed by Art. 21-bis of Law No. 287/1990 which, in recognising the anti-
trust authority’s right to sue, offers not only a case of extraordinary and exclusive legiti-
misation but also a power to act which, until now, was allowed only to private subjects
prejudiced by a public authority’s actions which breached the rules imposed to safeguard
competition and the market [44]. The question of the nature of the interest that the anti-
trust authority holds can perhaps be solved starting from the consideration that said
authority’s right to sue, based on the public interest in repressing conduct which harms
the principles which protect competition and the market, presumes that, normally, such
a right is held by companies which suffer subjective prejudice due to the administration’s
anticompetition conduct, inasmuch as operating on markets influenced by the effects of
such conduct.

The joint expenditure procedures, aimed at limiting corruption, are essential to guarantee the
transparent, impartial and economic management of public funds, to the benefit of society
as a whole and to the benefit of the quality and efficiency of the public administrations. The
public evidence procedures represent the main tool to ensure the correct execution of free
competition between the market operators that offer the public administrations labour, ser-
vices and supplies.

The New Public Contract Code expressly contemplates, under Art. 30, that “The assignment
and execution of contracts for works, labour, services, supplies and concessions guarantees
the quality of the performance and respects the principles of economy, efficiency, timeli-
ness and correctness. In awarding contracts and concessions, the awarding bodies must also
respect the principles of free competition, non-discrimination, transparency, proportional-
ity and of publicity. The awarding bodies cannot speciously limit competition in any man-
ner in order to unduly favour or prejudice certain economic operators nor, in the procedure
for awarding concessions, may they speciously influence the estimate of the value of certain
works, supplies or services. The criteria for participating in tender procedures must not be
such as to exclude the micro small and medium companies”.
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The Public Contract Code also provides for many pro-competition institutions aimed at guaran-
teeing competition. These include the framework agreement, the electronic tender, the competi-
tive procedure with negotiation, the competitive dialogue and the partnership for innovation.

Public administrations can influence the competitive functioning of the markets when they choose
from among the various methods of assigning the service, work or supply and downstream of that
choice, when preparing the call for tenders and/or the pre-information notices and the tender spec-
ifications, by reporting suspect cases and by collaborating with the contract-awarding bodies and
the antitrust authority. The methods that the public administrations can use to efficiently satisfy
their needs are the public evidence procedure or direct assignment, also known as in-house pro-
vision, within the strict limits established by community and national legal theory and case law.

The effects on competition of the organisation solution chosen by a public administration to
efficiently satisfy its aims differ according to the “choice” adopted. In fact, in the case of the
in-house provision of a service, competition is entirely excluded, whereas in the case of the
assignment of the service to a company which is partly privately owned, the market rules, and
therefore the tender procedure rules, must be respected.

The calls for tenders and the specifications must therefore be conceived in a manner such as
to create the “pre-conditions” so that the comparison between the participating companies is
based on criteria of non-discrimination, proportionality and transparency, as well as on the
principle of the widest possible participation.

The New Code No. 50 of 2016, under Art. 51, expressly contemplates that the contract-award-
ing bodies, to favour access on the part of micro, small and medium enterprises, may divide
the contract into lots according to function or performance. The value of the lots must be suf-
ficient to guarantee the effective possibility of participation on the part of the micro, small and
medium enterprises. In fact, the contract-awarding bodies are forbidden to break down the
work into lots solely to avoid the application of the provisions of the Code or to award the con-
tract by the specious aggregation of contracts. The awarding bodies must also explain why a
contract is not divided into lots. In spite of this provision, the specious division of the contract
into several lots on the part of an administration may occur. This mechanism may be to avoid
the tender procedure obligations. According to the antitrust authority, for an effective com-
parison between the companies, the number of lots must be less than the number of bidders.

Above all, although the pro-competition purpose of temporary groupings of enterprises is well
known, the antitrust authority has found that this tool Above all, although the pro-competition
purpose of temporary groupings of enterprises is well known, the Antitrust Authority has
found that this tool “must always be checked as to whether it is suitable in practice, since it can
easily lead to a decrease in the degree of competition, if it allows subjects, which could partici-
pate independently, to make a joint bid with their own rivals, thus speciously decreasing the
effective extension of the competition”. Case law of the administrative courts has also pointed
out the risks of a substantial distortion of the institute of the temporary association [45].

Also, in identifying one of the two criteria for the award, i.e. the lowest price and the economically
most advantageous offer, it is necessary to guarantee (in addition to respect for the principles of
transparency, non-discrimination and equal treatment) an assessment of the offers in a situation
of effective competition.
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5. Conclusions

The law on public contracts has undergone a significant metamorphosis with the introduction
of the principle and rules of free competition, sanctioned by the EC Treaty and by community
law introduced into Italian law, most recently, with the Public Contract Code.

The “public evidence” procedures for the awarding of work, service and supply contracts no
longer protect only the public, financial and administrative interests of the awarding bodies
and do not only exclusively answer the principle of legality, but are aimed at guaranteeing
the free circulation of goods and services on the domestic market and free competition at the
European level.

The guarantee of a free market ensures the satisfaction of the public interest on both the finan-
cial and the administrative fronts, because effective competition limits prices and favours
quality, since it can reward not only the less demanding contracting party but also the “fair”
contracting party.

At the same time, the guarantee of a free market better satisfies the expectations and rights of the
companies which, in the absence of effective competition, would risk suffering discrimination.

The logic of free competition at the European level requires the countries to have, as far as pos-
sible, the same laws to this regard. The said discipline in the Italian legal system is entrusted
to the state in its capacity as legislator, to which the “protection of competition” is exclusively
entrusted. This means that national law plays a very important role with regard to the essen-
tial legal features of public contracts.

Furthermore, the logic of competition brings with it an increase in the tools for guarantee
available to the companies interested in the free market. This is the context of the Code, and
in the light of this context, it must be interpreted and implemented.

In administrative law cases, public evidence procedures reinforce the remedies against discrimi-
nation, tothe prejudice of the companiesthatare “newentries”, exercised by the contract-awarding
bodies. The Public Contract Code places additional obligations on the contract-awarding bodies
in order to ensure authentic equality of treatment also in new negotiating procedures, such as
competitive dialogue. The authority’s role is consolidated in sector supervision, which moni-
tors, among other things, the correctness of the competitive procedures by means of a wide
range of powers. Therefore, free competition reinforces the principle of legality.

At the same time, the antitrust remedies in favour of companies excluded or prejudice by the
illegal behaviour of competitors are reinforced: there are an increasing number of cases in
which the antitrust authority punishes restrictive agreements entered into by competitors in
the execution of public tender procedures for the awarding of contracts.

In short, the logic of competition and the European free market has a duel value in the case
of tender contracts: it more effectively contrasts the excesses of the powers of both national
and local public bodies which operate as contract-awarding bodies and of the powers of the
entrepreneurs that continue to stand in opposition.
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Abstract

The aim of this work is to carefully analyze crowdfunding, an innovative financial tool
based on fundraising activities intended for “crowds” of people, also meant as an anti-
dote to the global financial crisis. After an introduction to crowdfunding, its origins and
evolution, the document pinpoints the specificities of the various models. Special atten-
tion will be then reserved to civic crowdfunding, which engages the citizens in financing
or co-financing public works meant to improve and preserve the territory, or to support
social and cultural activities. This study focuses on critical and successful factors of the
crowdfunding campaigns to then propose a research schedule meant to implement the
future of this emerging tool.

Keywords: crowdfunding, civic crowdfunding, fundraising, crowds, equity-based
crowdfunding

1. Historical origin and evolution of crowdfunding

The difficult crisis that has hit the financial markets has pushed the sector players to find new
financing tools, since the banks could support neither long-established companies nor emerg-
ing start-ups any longer. This deep recession has created a solid ground for alternative forms
of financing, such as crowdfunding, which stems from it. The word crowdfunding originates
from the English “crowd” (mass or multitude of people) and “funding,” meaning financing
and literally means to be financed from a multitude of people. Alessandro Brunello defines
financing in: “Il manuale del crowdfunding” (the Crowdfunding manual) as “a process of
cooperation between several people who decide to hand out their money, generally small
sums, to finance the effort, the projects and the visions of other private citizens, but also entities
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InteChOpen Commons Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
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and/or organizations” [1]. With this financial tool, funds can be raised by a virtual community
through online fundraising meant to support projects proposed by a group of people or orga-
nizations. “Crowdfunding originates from Crowdsourcing, a system of outsourcing the solu-
tion to a given problem to an online community: the feasibility of the prospected hypothesis
is then evaluated by the entire group for the purpose of selecting the one that better fits that
particular case. All the participants to the problem solving activity may receive several forms
of reward: from money to mere intellectual satisfaction” [2].

Crowdfunding is characterized by Internet platforms able to gather people beyond any geo-
graphical barrier, for the ideas that are proposed and for the emotional and spontaneous
participation of the crowdfunders. Other features to be ascribed to this phenomenon are defi-
nitely “pliancy, referring to the fields of application that are various and heterogeneous (arts,
culture, science, journalism, politics, philanthropic, business...), as well as the centrality of the
information technology tool for what concerns the fundraising operations” [3]. It is called civic
crowdfunding when the field of application extends to financing, with small or large capitals,
public or social and cultural works, or environmental impact projects benefitting the citizens.

Crowdfunding has its roots in the 700 Ireland, when Jonathan Swift, the author of “Gulliver’s
travels,” established, in Dublin, the Irish Loan Funds, which granted microcredit to poor
farmer families with the commitment to pay back on a weekly basis without interest. The
applicant had to bring in two people who would serve as guarantors that, in case of lateness,
would provide payment of the loan.

The first ever example of collective financing, in this case civic financing, was in 1884 when the
French Government gave the Statue of Liberty to the United States of America to celebrate the
centennial of the Declaration of Independence in 1776 [4]. In 1885, the American Commission
entrusted with the building of the base needed to hold the statue, finished the funds, which
blocked the completion of the work, and consequently the possibility to erect the statue. The
situation changed thanks to the intervention of Joseph Pulitzer, who, through his newspaper
“The New York World,” announced the intention to collect $100,000 that would be needed
to complete the base. As a reward, he offered a mention to whoever would donate funds, no
matter the amount. In just 5 months, the sum collected amounted to $102,000, raised by more
than 100,000 people, most of whom had donated less than one dollar [5].

The success of the fundraising was determined by the fact that Pulitzer was able to hinge on
the “sense of belonging of the citizens and on the recognition of the moral value of the dona-
tions” [6], having considered the mention of their name on the pages of his newspaper as a
reward for the fundraisers.

In 1976, Muhammad Yunus, an economist from Bangladesh, the winner of the Nobel Prize in
Economic Science, established the Grameen Bank, the “first bank of the poor” which granted
micro-loans to poor people without asking for guarantees. Therefore, the present fundraising
originates from the concept of microfinancing and has become common at the beginning of
the 1990s as an evolution of microcredit [6]. With the coming of the Internet in 1991, the early
online fundraising campaigns began and they were mostly meant for charity purposes, like
those started by the platform JustGiving 2000 [7].
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In 2005, Kiva [8], the first microloan platform for entrepreneurs from developing countries, which
presently raises over 165 million dollars with an excellent 98.83% repayment rate [9], was launched.

In 2006, Michael Sullivan invented Fundavlog, an attempt, later failed, to create an incuba-
tor for events linked to videoblogs [10] and, for the first time in a post, he used the term
“crowdfunding” to define this specific financing modality. The word spread rapidly world-
wide thanks to the American platforms Kickstarter and Indiegogo, which finance new proj-
ects while granting a reward that is not financial, but rather of material or experiential type.

The development and diffusion of social web media has determined a higher visibility of
these platforms and has enriched them with new applications. From the United States, the
phenomenon has spread worldwide and has arrived in Italy, amid some difficulties, thanks to
the “culture of sharing” that has made it so that an activity that used to be hidden and limited
to a restricted number of followers could emerge.

The first Italian portal is “Produzioni dal basso” which dates back to 2005. The crowdfunding
phenomenon has reached a strong popularity [11] only in 2013.

The Italian regulatory framework is a new limiting factor to the development of the phenomenon;
therefore, Piattelli wonders whether the regulation be an avant-garde or a missed occasion [6].
The implementation of the Italian regulatory system fits in a trend that, from 2012 on, has seen
the legislator become more oriented toward start-ups and to support small- and medium-sized
businesses. Essential to this purpose is L.D. 179/2012 Decreto crescita bis (Decree for growth bis) car-
rying “further urgent measures for the growth of the country” that has taken on the significance
of a real systematic policy which has identified, in the support of innovative business people a
new approach toward the Industrial policy, pinpointing the specific recipients of the regulation
related to Crowdfunding [12]. Subsequently, with L.D. 3/2015 Decreto crescita 3.0, the range of
beneficiaries was extended to start-ups and to innovative small- and medium-sized businesses.

In Europe, a harmonic regulation on crowdfunding equity (the most common type) is still
missing, and this represents an obstacle to its development [13].

In 2013, the European Crowdfunding Network (ECN), a professional association that tries to
facilitate the political debate on a European level and to make the public aware of bottom-up
funding, was established. The first European research on the matter is the Framework for
European Crowdfunding. The deficiency of a regulatory framework has been later analyzed
by the European Commission that, in 2013, promoted a public consultation with the aim of
understanding the correct lines of action for the development of this form of financing. An
expert forum was held in 2014: the European Crowdfunding Stakeholders Forum, to promote
transparency and define best practice.

Within the member states, the absence of specific national regulations (except that for Italy)
refers to any controversies arising to ordinary justice according to the “warning documents”
published in order to protect the investors. The United States, instead, together with Italy,
have intervened to positively discipline the spreading phenomenon of crowdfunding [14].
Indeed, in 2012, Obama signed the “Jumpstart our business Startups Act (Jobs Act)” that aims
to regulate the conduct of the web platforms to which all subjects but financial intermediaries
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and publicly traded companies have access to. The aim of the Jobs Act is to encourage financ-
ing of small entrepreneurs, which is essential to the relaunch of American economy.

2. The main crowdfunding business models

Crowdfunding is a flexible and modulable financial tool, suitable for the realization of any
entrepreneurial project of artistic, ludic, cultural, sport-related, scientific, and environmental
type. There are several types of Crowdfunding divided by the scope or in relation to the reward
provided for the financers. Massolution [15] pinpoints four main models:

* Donation-based is the base model because it allows to make donations to entities and no-
profit organizations to support social causes or charity activities without obtaining any
tangible rewards, if only a moral one.

® Reward-based, which consists in fundraising via Internet in exchange for a compensating
equivalent toward the financier who supports a project, receiving in exchange a material
good of a value determined according to the amount of the donation [13]. The prizes have
a symbolic value and may consist of a recognition, a promotional object realized with the
collected money, an autograph, and so on. The reward-based crowdfunding model is par-
ticularly appreciated by entrepreneurs and start-ups, since it allows companies to start with
orders that are already in the budget and with a guaranteed cash flow, as well as to stimulate
the curiosity of consumers regarding their products or innovative services before their launch
on the market [16]. This model is used mostly to finance creative and artistic projects and it
is at the base of the American platform Kickstarter. The reward-based model is often charac-
terized by the philosophies of “all or nothing” and “take it all”: in the first case, if the prear-
ranged fundraising target is not reached, the funds will get back to the crowdfunder or will
be invested in other projects; in the second case, all the contributions collected within 90 days
will be credited to the crowdfunder, even if the campaign objective is not reached. The take-
it-all model is suitable for projects that need a minimum sum to be started and that can be
realized even without reaching the goal, or as an integration to other financing modalities.

* Lending-based is a system for lending money, through Internet platforms, to consumers or
businesses in exchange for interests and capital reimbursement. The financier may directly
lend the money to any applicant through the platform (classic model) or via an intermediary
who will absorb the overdue risks and will manage any fundraising action (fully brokered
model). The loans granted via lending provide an interest rate that is lower than banks’ inter-
est rate. This model shows three subspecies: micro-lending, which consists of financial sup-
port, granted via an intermediary, in favor of subjects with financial difficulties who cannot
rely on bank loans; P2P (peer to peer) which does not consider the presence of an intermediary
and the funds are paid directly to the recipient; P2B (person to business) in which the savers
lend money without a bank intermediary to small- to medium-sized enterprises or start-ups.

* Equity-based crowdfunding is continuously evolving and represents the most recent form
of crowdfunding. It is a financial tool for start-ups and innovative small- to medium-sized
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companies that offers company shares to the crowdfunders in exchange for money. This
model is used to favor the growth of small companies provided with little financial pos-
sibilities that are new to the financial market. In order to face the complexity of the equity
procedures, the platforms have introduced two solutions: club and holding. According to
the first, the equity web offer is not directed toward the public, but just toward the investors
that are members of a closed investment club; the holding, also called cooperative, entails
the creation of an investment society with the aim of collecting funds and of serving as an
intermediary between the financier and the beneficiary company. Italy, with art. 30 L.D.
179/2012, has been one of the first countries to introduce a consistent regulation on equity
crowdfunding deemed to be avant-garde at a European level.

The companies can orientate themselves in the choice of the type of crowdfunding more suit-
able for them based on the type of activity they carry out, on their life cycle, on their financial
needs, and so on as summarized in Table 1.

Equity
crowdfunding

Rewards
crowdfunding

Peer-to-peer
loans

Pre-trading

Pre-profit

Profitable and growing company
Long-established company growing steadily
Stable long-established company

Launch of new products/services/brands
Acquisitions

Expansion in new territories

Investment in new structures

Refinancing needs

Capital restructuring needs

v

v

< < < < < < < < <

Source: European Commission, Il Crowdfunding. Cosa e. Una guida per le piccole e medie imprese, 2015.

Table 1. Guide to the choice.

3. Civic crowdfunding

Alessio Barollo and Daniela Castrataro during the “Torino Crowdfunding” convention defined
civic crowdfunding as “collective funding of public works and projects — outside the budget of
the interested entity or administration - collected by citizens, organizations and private compa-

nies sometimes in match funding with the administrations themselves” [17].

The decrease in public funding, due to the difficult economic crisis, has favored the inception
of civic economy, a new economics model based on the social responsibility of the citizens
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who take part in the development and production of “common property and infrastructure
which neither the Government nor the market economy alone were able to realize” [18]. This
civic economy expresses itself in the participation of the citizens to the construction of public
infrastructures, to the environment requalification, and to the protection of the artistic and
cultural heritage.

The tool that allows such participation is civic crowdfunding, which allows the citizens to
operate in person for the public thing.

We define this “shared government” [19] in which the citizens, pushed by an emotional value
toward their territory, become players and promoters of their own well-being in a contest of
absolute transparency.

This way, the crowd, an indistinct group of people that are potential investors, becomes peer,
a community of supporters and co-creators who share the same values and take interest in
the realization of the project. The possibility to obtain some sort of reward adds up to this last
feature of civic crowdfunding, just as it happened with the initiative launched by the platform
do-it-yourself (DIY) crowdfunding “I Make Rotterdam.” All the citizens who participated
to the realization of a footbridge to connect an isolated part of the city had the possibility to
write a message or a mention on the wooden planks of the bridge or to just place on them
their name and signature.

The civic, innovative, and creative projects are realized via web, and this, despite connecting
users without any geographical barrier, hinges especially on the sense of belonging toward
the territory. In order to protect this close relationship between citizens and territory, we are
seeing a new variation of crowdfunding that goes by the name of do-it-yourself (DIY).

DIY or independent crowdfunding expects the crowdfunder (creator of the project) to use
personal websites and platform, rather than public ones. There are several advantages to DIY:

* personally chosen projects with peculiar objectives which do not have a limited due date
but that can last long. Indeed, the proposers create, together with the supporters, a coop-
erative path with a community of fans that is linked to the project. This relational network
can serve as the base for future online collaborations;

¢ campaigns that do not get lost between many; and
¢ cost reduction due to the public platform which gets a percentage of the sum collected.
The only element to take into consideration in a DIY campaign is that the creator must own

a good media exposure so as to be able to spread the project’s objective and to increase the
number of crowdfunders.

Civic crowdfunding is expanding because the citizens are linked to their territorial community,
their schools, the Church, the parks, and they positively share its growth and improvement.

Despite civic crowdfunding in Italy being less common compared to other European Countries
and the United States, there have been five successful cases.
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The most impressive one is the reconstruction of Citta della Scienza (City of Science) in Naples,
which was destroyed by a terrible arson, and for which DeRev collected Euro 1,463,867
through fundraising with the involvement of 2584 investors and most of all through a mas-
sive participation of the citizens.

The gathering of Euro 339,743 by the platform Ginger was also very important, to restore the
San Luca Portico in Bologna. The operation was successful thanks to the involvement of 7111
investors, and it was the demonstration that the collaboration and the participation of the
citizens can improve not only the quality of life but also give honor to the city. The third case
involves the Palazzo Madama Museum in Turin, which was the first Museum in Italy to enjoy
the potential of crowdfunding to the benefit of arts and culture. Indeed, the Italian website
dedicated to the fundraising activity, by using the reward-based model, managed to collect
96,203.90 euro and to buy a porcelain tea set dating back to 1730 and belonging to the Turin’s
family Taparelli d’Azeglio. The tea set was for sale in London up until March 31, 2013, for the
price of 66,000 pounds. The main feature of this winning campaign was a valid communica-
tion strategy based on four questions: What makes this initiative unique? What value is it
trying to promote? What value does it have in common with the museum’s mission? What is
the target?

The fourth place is occupied by “Adopt a Majolica for the House Museum Stanze al Genio”
set up in Palazzo Torre Pirajno in Palermo. The 12,000 euro fundraising target was broadly
exceeded, and the museum continued the crowdfunding campaign beyond Indiegogo, con-
tinuing to receive contributions from all over the world to save the Sicilian Majolica.

Last but not the least, since this top five list may change at any time, the creation of a new
way to run after school programs is in Salluzzo (CN). The project was created for children
who, thanks to the commitment of volunteers, teachers, and educators, every afternoon get
together to study and to learn how to have fun through sports. The citizenry, the schools,
the Council, and several associations have participated in the fundraising that has collected
12,378 euro through the support of 123 sponsors.

These crowdfunding campaigns have simplified funds access by putting into place a democ-
ratization of the process of funding culture that makes the projects sustainable without hav-
ing to turn to traditional forms of funding.

What emerges from these excellent examples is that when local administrations or institutions
have limited funds, if the citizens share a project of high social or cultural value, they actively
participate in civic crowdfunding actions, improving their territory and the quality of life of
its inhabitants.

Barollo and Castrataro have proposed, for Italy, an integrated crowdsourcing, crowdvalidat-
ing, and crowdfunding platform based on a few important steps that integrate the decisions
of the administrators with the indications offered by the crowdfunders to increase the feed-
back within the local communities and to highlight the positivity of the project.

The cases of civic crowdfunding abroad are many and increasing. The Tous Mecenes DIY cam-
paign initiated in 2010 by the Louvre Museum in Paris to acquire a wonderful painting (“The
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Source: Barollo A, Castrataro D., Il crowdfunding civico: una proposta, 2013 www.issuu.com.

three Graces” by Canach) is very famous. The Louvre created a webpage where it was possible
to donate: all the donors were rewarded, according to the amount donated, with a private visit
to the museum or with an invitation to a special evening event. The project was a success and
it raised the 1,200,000 euro that were needed to acquire the painting. This campaign is the first
experiment of a fundraising model that has given the museum the possibility to organize more
campaigns to gather funds to restore the “Nike” of Samothrace and to acquire two statues of
public figures to complete the sculpture group already hosted at the Museum. A very impor-
tant initiative has taken place in the United Kingdom in 2013 for the whole region. Indeed,
from August 12 to 15, London and other English cities were transformed into an open air gal-
lery, thanks to an idea from Art Fund and Tate Gallery, which had 22,000 posters affixed repro-
ducing 10 British masterpieces that could be voted by anyone, thanks to a Facebook page. The
funds raised in a few weeks amounted to 35,000 pounds. The citizens participated actively,
choosing the works to affix, and admired their beauty in the streets of their city.

4. The main crowdfunding platforms

A platform is a virtual place acting as an intermediary for the gathering of funds. Among
some of the world famous ones, the American “Kickstarter” stands out for the number of
projects completed. Its mission is to find new ways to finance initiatives linked to the world
of arts, music, and technology. The strength of this platform stands in its notoriety, and in the
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segment of people, it is able to involve, as well as the fact that it focuses on creative projects.
The use that can be done on this platform is the classic crowdfunding one: a subject publishes
his/her idea on the website and only upon the operator’s approval the idea becomes a page
and is turned into a project. Anyone who signs up may become a supporter of one or more
projects by promising to fund them with a minimum amount of 1$. It is possible to change
the sum amount (pledge) at any time before the completion of the project, and the money is
collected by Kickstarter only if the project reaches the goal set. According to the value of the
“pledge,” in case the project is successful, the donors will have access to specific prizes. In
2015, Kickstarters arrived in Italy since the Ceo Yanccey Strickler, co-founder of the platform,
declared that “Italian ideas are appreciated all over the world.”

The most famous platform in Italy is Starteed, established in 2011 and launched in September
2012 from an idea by Claudio Bedino and Valerio Fissore. It offers a complete service to who-
ever has an idea, integrating the crowdfunding campaign with the final sale phase. The gather
of funds for projects and ideas integrates with co-creation. This is a formula, then, which
mixes both crowdfunding and crowdsourcing. It is essentially a reward-based platform
whose originality revolves around the figure of the influencer, who may share the initiative
on social networks, convince its Facebook or Twitter friends to donate something, give advice
and suggestions on how to improve and/or develop the idea, and answer to surveys related
to the product.

It is evident that the success of any platform is based on a few essential elements, such as the
use of a charming yet clear and understandable graphic design. The projects must be divided
into categories with an immediate and accessible view. Transparency is another element that
grants success to the proposed projects and increases the number of sponsors who participate
in the project with interest and passion.

5. Success factors and criticalities of crowdfunding

Crowdfunding is spreading more and more as an alternative and complementary financial
instrument; therefore, it has been deemed necessary to perform a SWOT [20] analysis in order
to pinpoint its strengths, its weaknesses, its opportunities, and threats.

The success factors in fundraising operations are linked to the viral nature of the net that, break-
ing down all geographical barriers and using real-time information, becomes a driver of projects
that have a social, environmental, artistic, and cultural impact and that have a developmental
effect on new enterprises. Crowdfunding turns citizen from users to actors, who actively par-
ticipate in the improvement of their territory, by cooperating financially with local institutions.
Therefore, it affirms itself as an entity in full evolution, confirming the positive growth trends.

The opportunities lie in offering the citizens the possibility to exchange ideas and opinions
both online and offline and to promote projects according to the principle of democracy and
meritocracy. Transparency, at the base of every financial campaign, can be seen as an example
of accountability and best practice, whereas the products obtained constitute a marketing and
engagement tool.
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For sure, an element of weakness lies in the originality of a method that is still not known
well and that is based on the web, toward which persists a certain mistrust (digital divide),
while at the same time it requires a good level of digitalization and knowledge of the English
language. Furthermore, the high number of existing platforms with several products can dis-
perse visibility.

The threats are due mostly to the incomplete broadband connection on the territory and to the
lack of a homogeneous regulation for all the member states. This last aspect is very important
because, especially for equity crowdfunding, which entails a reward in company shares in
exchange for financial contributions to start-ups, it persuades savers to make illiquid invest-
ments which can lead to capital loss. This adds up to the obligation to pay a percentage on
the budget to be granted to the promoting platform. Lastly, it is important to evaluate dis-
closure, that is, the display on the web of the product, which can be stolen or plagiarized by
competitors.

Ultimately, it is evident that crowdfunding is a truly valid financial strategy, since it is able to
promote the economic recovery, but it is not free of weaknesses and threats that undermine
any new tool entering the market.

6. Final considerations and future prospects

Crowdfunding is undoubtedly spreading and it has become an object of attention for the
European Union. This exponential growth is due to the interesting and important social, eco-
nomic, and cultural implications that involve a lot of people and it is therefore defined as an
anthropologic phenomenon. Indeed, investors target a high and undifferentiated number of
crowdfunders that, via the web, multiplies while breaking down any possible geographical
boundary, spreading the idea of a project that must necessarily be good and captivating so
widely. This is a clear example of restoration of meritocracy, since the product can fascinate
the virtual community and push it to sponsor it only if it convinces them because of its posi-
tivity. Troisi has recognized a possible solution to the financial crisis in crowdfunding that
has caused an impasse in the ordinary mechanisms of bank intermediation, which lead to a
reduction of the credit offer and therefore a widespread lack of liquidity [21].

Small- and medium-sized businesses and start-ups, which have had their traditional financial
channel closed, both for the difficult economic crisis and for the intrinsic risks linked to their
activity, can find a valid solution in bottom-up funding.

This phenomenon is constantly developing and it requires a continuous study in order to sat-
isfy the questions that it continuously poses, considering that it is not an alternative funding
phenomenon, but a marketing and engagement leverage. The donation and lending models
have reached their highest expression, and the equity and reward ones are evolving both as
implementation and as regulation.

This new-generation marketing technique must be analyzed in relation to the relational and col-
lective dimensions and to the choice of the most valid model to support the new entrepreneurs.
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The scenarios can open with an empirical survey about the most valid platforms and the rea-
sons behind the success or failure of some of the campaigns they promote.

From a close examination, it emerges that there is a need for a new regulatory framework to
slim down financial operations and make them more transparent, and it should be uniform
and easily understandable for public investors in all member states. Indeed, crowdfunding
must be seen as an added value, a feature of accountability, because it is becoming more and
more necessary to conjugate two worlds that are normally antithetical and dominant such
as ethics and finance, which coexist in this widespread practice of modern economy. To this
purpose, it would be useful to research and organize a mechanism offering crowdfunder a
clear and precise evaluation of the hidden risks they might incur when they support a project
to which they often adhere moved by an emotional choice without a calculated consideration.
The strong potential of crowdfunding must not be ruined by any gray areas; in fact, they must
be taken advantage of by using them as a relaunch driving force for the financial and business
economy of our countries.
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Abstract

The relationship between taxpayers and Tax Authority and the involvement of the tax-
payer in the public administration decision is a very important area of investigation in
Italian tax law. This relationship is based on equity and cooperation in good faith, which
stems from constitutional principles, such as the principle of sound administration (Art.
97 Italian Constitution), fairness and solidarity (Art. 3 Italian Constitution). Therefore,
Tax Authority must exercise his control and assessment powers in compliance with such
principles. The fundamental expression of the involvement of the taxpayer in the public
administration decision is the “right to be heard”, intended as anticipation of the future
activities of the administration. Precisely, it is a phase of research, acquisition and assess-
ment of the evidence and of any other information which may facilitate a better recon-
struction of the application of the tax (“presupposto”). In these terms, the “right to be
heard” is an implementing tool for taxpayer’s right of defense and for best practice in
the public administration. Therefore, it should be mandatory, always and in any case,
in accordance with art. 3 and art. 97 of Italian Constitution, and with European law.
However, this assumption is not found to be peaceful.

Keywords: tax law, right to be heard, involvement of the taxpayer, tax authority
decision

1. Introduction

The relationship between taxpayers and Tax Authority and the involvement of the taxpayer
in the public administration decision is a very important area of investigation in Italian tax
law [1].
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This relationship is based on equity and cooperation in good faith, which stems from constitu-
tional principles, such as the principle of sound administration (Art. 97 Italian Constitution),
fairness and solidarity (Art. 3 Italian Constitution).

Therefore, Tax Authority must exercise his control and assessment powers in compliance with
such principles.

The fundamental expression of the involvement of the taxpayer in the public administra-
tion decision is the “right to be heard”, intended as anticipation of the future activities of the
administration. Precisely, it is a phase of research, acquisition and assessment of the evidence
and of any other information which may facilitate a better reconstruction of the application
of the tax (“presupposto”). In these terms, the “right to be heard” is an implementing tool
for taxpayer’s right of defense and for best practice in the public administration. Therefore, it
should be mandatory, always and in any case, in accordance with art. 3 and art. 97 of Italian
Constitution, and with European law.

However, as will be seen, this assumption is not found to be peaceful in national and European
laws and in the interpretation of domestic and supranational jurisprudence. Therefore, it is
necessary to reflect on the appropriate instruments to make it a fundamental principle at the
base of the relationship between taxpayer and tax administration.

2. The involvement of the taxpayer in the tax authority decision in
Italian tax law

The duty to file the tax return is central and represents the most important expression of
cooperation with the Tax Authority, since it allows to know the condition for the application
of the tax (“presupposto”) and the relevant sources of income, and also to calculate the tax-
able income.

Furthermore, art. 32 D.P.R. of 29 September 1973, No. 600, identifies Tax Authorities’
investigative and assessment powers: therefore, taxpayers’ duties may be identified “in
negative”.

Firstly, Tax Authority may invite taxpayers to provide data and information, as well as
to produce documents useful to assess the taxable income and issue a tax assessment
notice.

Tax Authority may also require to the taxpayers subject to accounting duties, to provide the
profit and loss account and other accounting records. Moreover, Tax Authority may send
specific questionnaires aimed at collecting detailed data and information relevant to the tax
assessment, and they have full access to all bank information regarding taxpayer’s transac-
tions. Such questionnaires should be filled in, signed by the taxpayers and returned to the
Tax Authority. In addition, art. 32 D.P.R. of 29 September 1973, No. 600, lays down a general
prohibition for the taxpayer to produce during tax litigation all the documents required (but
not exhibited) during the tax assessment phase.
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Tax Authority has also the right to request information to third parties, who are, therefore,
subject to a general duty of co-operation.

Another example of the duty of cooperation between taxpayers and Tax Authority is the
“audi et alteram partem” mechanism [2], provided by art. 38 D.P.R. of 29 September 1973,
No. 600, in line with the right to defense, in the synthetic assessment (so-called “expendi-
ture assessment system”) [3], and by art. 10-bis Law of 27 July 2000, No. 212 (entitled rights
and safeguards of taxpayers subject to tax audits), that regulates tax avoidance and abuse
of law [4].

As well as, with respect to tax audits, Art. 12, para. 2, Law of 27 July 2000, No. 212 provides
that taxpayers have always the right to be informed about the reasons justifying the tax audit,
the object and the transactions analyzed, as well as the right to be assisted by a professional
advisor — who shall represent and assist the taxpayer in tax litigation against ITAs — and all
other rights and duties enjoyed by the audited taxpayer. Moreover, according to art. 12, para.
7, Law of 27 July 2000, No. 212, the audited taxpayer has the right to provide written com-
ments within 60 days after the delivery of the tax audit report [5].

The tax system provides also some “indirect” or “improper” sanctions, which, in presence of
behaviors not corresponding to the requirements of collaboration and good faith, prevent or
reduce the taxpayer’s right to defense both in the administrative phase and in the one before
the Tax Court [6].

Furthermore, in the Italian tax system there are various kinds of advance ruling, with different
procedures, but all of them have in common the specific aim to give taxpayers the possibility
to request (and obtain) a decision from the Tax Authority concerning the correct application
and interpretation of certain tax rules applicable to a concrete situation.

Advance ruling procedures are, essentially, instruments aiming to give the taxpayer the right
to know in advance Tax Authority approach in case of objective uncertainty: consequently,
those instruments allow the taxpayer to behave in line with such approach.

The protection of the taxpayer’s legitimate expectations at the end of the advance ruling pro-
cedure is the basic reason that motivates the effects on these mechanisms on administrative
tax penalties [7].

In the direction of the cooperation between taxpayers and Tax Authority moves also the agree-
ment on the notice of assessment (so called “accertamento con adesione”), that allows the
taxpayer to reduce its tax liability, avoiding to engage a tax litigation before the Court: this
procedure, which may be started by the Tax Office or by the taxpayer, allows the parties to
reach an agreement that re-determine the taxpayer’s tax liability [8].

However, the measures described above do not seem to be sufficient in order to ensure the
involvement of the taxpayer in the tax authority decision, mostly because such involvement
is not fully available for taxpayers in every procedure.

In fact, for the taxpayer’s full participation in the tax authority decision, to the taxpayer should
always be acknowledged the “right to be heard”, on which we will discuss in detail below.
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3. The “right to be heard” in tax proceedings in Italian Supreme
Court case law

The Italian Supreme Court (ISC) has enhanced the “right to be heard”, since the decision 29
July 2013, n. 18184, Joint Sections [9].

With the decision n. 19667 and n. 19668 of 18 September 2014, the ISC reiterated the existence of
the “right to be heard” even if tax laws have not at provided this right, as occurred in the case of
the registration of a mortgage according to art. 77 D.P.R. n. 602 of 1973 to guarantee tax credits.

A further step forward in the definition of the problem came from the ordinance of ISC n. 527
of 14 January 2015, concerning the checks carried out at the office of the tax authority.

However, precisely with regard to the checks carried out at office of the tax authority, the sub-
sequent sentence of ISC, Joint Sections, 9 December 2015, n. 24823, has changed its orientation.

The ISC, which reaches conclusions diametrically opposed to the previous decision n.
19667/2014, after a long excursus of the previous jurisprudence of the same Court, affirms
that the guarantees provided by the art. 12, paragraph 7, of the law n. 212/2000 operate only
in the presence of tax audits carried out where the taxpayer takes its activity and not in other
cases. This is because there is a number of legislative provisions that prescribe the “right to
be heard” in different times, but there is not an express legislative provision that provide in
general the obligation of the “right to be heard” in every tax procedure.

The Court’s thesis is not to be shared. This is because the widespread presence of norms that
provide the “right to be heard” leads us to believe, where we proceed with an interpretation
oriented by the art. 3 and 97 of the Constitution, that exists a general principle and that the
plurality of provisions is linked to the need to provide different methods of contradictory
procedure in relation to the specific tax assessment method adopted [10].

Furthermore, cannot be shared the Supreme Court’s argument that the “right to be heard,”
which derives from the European legal system, is applicable only in the case of an investiga-
tion concerning the taxes harmonized.

In fact, the tax assessment notice, which concludes the proceeding, is normally based on facts
that regard at the same time a tax claim both as VAT (harmonized tax) and as IRPEF (or IRES)
and IRAP (taxes not harmonized). In the case of non-compliance with the principle of the
“right to be heard”, in presence of the same facts, would be issued in the same tax assessment
procedure a partial, rather than total, judgment of the act.

Furthermore, cannot be shared the Supreme Court’s argument that the “right to be heard,”
if not provided by law, is allowed only if, in accordance with the jurisprudence of the Court
of Justice, it is shown that, in the absence of such irregularities, the tax procedure could be
concluded with a different result [11].

This last statement raises a lot of perplexity, considering that the outcome of a dispute,
according to the principle of legal certainty, cannot be entrusted to an assessment, inevitably
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uncertain, about the outcome that the judgment would have had in the presence of a contra-
dictory procedure which in reality did not take place.

4. The “right to be heard” in tax proceedings as a general principle
of European law

The supremacy of European law (EU), through the European Court of Justice (ECJ), has influ-
enced the exercise of national tax sovereignty within the European Union [12].

The supremacy of EU law is the key to understanding how taxation has evolved within the
European Union from a purely national to a supranational dimension [13].

The impact of ECJ case law on Italian taxation reveals a fairly extreme picture of the critical
issues that arise in such a context.

The impact of ECJ case law on administrative tax practice within the framework of tax audit-
ing and collection procedures involves aspects that can also be relevant from the perspective
of ensuring the protection of human rights [14].

From the perspective of ECJ case law, the principles of proportionality and suitability may be
invoked to prevent unreasonable inspections, or the payment of guarantees that would not be
needed to protect the interest of the tax authorities (based on the line of reasoning developed
by the ECJ in de Lasteyrie (C-9/02) 11 March 2004).

Likewise, the EC] regards the auditatur et altera pars principle as a general principle of EU
law, which gives taxpayers the “right to be heard” before a tax measure affects their personal
sphere (Case C-349/07, Sopropé (18 December 2008, Para. 36).

Similarly, following ECJ case law, the duty of cooperation on the part of tax authorities should
require them to reopen a final administrative tax act based on misinterpretation of (or a con-
flict with) EU law when this is allowed under national procedural law and the person directly
affected has, in a timely manner, filed a complaint against such an act (Case C-453/00, Kiihne
& Heitz (13 January 2004, Para. 28).

In this direction we can also consider the case law of ECJ 12 February 2015 (C-662/13) and the
case law 3 July 2014 (C-129/13 and C-130/13) Kamino International Logistics BV and Datema
Hellmann Worldwide Logistics BV.

However, the jurisprudence cited above added a provision which could give rise to ambigu-
ity, stating that the national court, having the obligation to ensure the full effectiveness of
Union law, in assessing the consequences of an infringement of the right of the defense, in
particular “the right to be heard”, can consider that such infringement leads to the annulment
of the final decision taken at the end of the administrative procedure only if, in the absence of
such irregularity, that procedure could have led to a different result.
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In this way the Court has opened to an interpretation that diminishes the same value of con-
tradictory procedure, evaluating it on the proof that the result of the administrative procedure
would have been different.

However, even the European treaties provide the “right to be heard” [15].

In particular, art. 6 of the Treaty on the Functioning of the European Union undoubtedly
guarantees substantial rights of the person. And so also art. 6 of the European Convention on
Human Rights, which until now has found peaceful application in the protection of domicile
and correspondence and in the application of sanctions, although not yet in the matter of taxes.

In the same way art. 41 of the European Charter of Fundamental Rights, which has the same
legal value as the European treaties, establishes the right to good administration.

5. The “right to be heard” in tax exchange of information
proceedings

Exchange of information is a fundamental tool for cooperation between national financial
administrations. In recent years, we have witnessed a significant evolution of the discipline
of the phenomenon in the European and international level, which has led to an increasingly
evident need for mutual support between administrations in order to fight tax avoidance.
International organizations have set many goals aimed to fighting cross-border tax avoidance,
including the implementation of internationally recognized cooperation, understood as an
obligation of collaboration between the administrations.

In European legislation, the main source of exchange of information is contained in Directive
2014/107/EU (which has put an end to bank secrecy for tax purposes throughout the Union,
is also of particular relevance, requiring Member States to automatically exchange a wide
range of information on incomes and holdings abroad), than modified by Directive 2015/2376
and Directive 2016/881/EU on the mandatory automatic exchange of information in the tax
field. Among the sources of international law, the main rule is art. 26 of the OECD Model
Convention against Double Taxation. The need for states to get information more rapidly
and automatically has led the European and international institutions to the elaboration of
additional tools for data exchange. However, in the face of a strong development of regu-
latory instruments for implementation of the exchange of information, particular attention
should be paid to the profile of the protection of the rights of the taxpayer, currently debated
in the European case-law and without specific discipline in the international and community
sources. It is clear that the taxpayer has a particular interest in the correct acquisition of news
and data and the confidentiality of the information exchanged [16].

The absence of a specific discipline in the international and European sources which guar-
antees the protection of the taxpayer when exchanging information can lead to a number
of issues: just thinking to the case of a state which violates the limits set for the exchange of
information by disclosing a secret commercial or professional.

In fact, it is not foreseen that the taxpayer will be informed of the request for information
made on his behalf by the financial administration of another state. Consequently, its right to
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oppose to that transfer of information it is not recognized and even the opportunity to expose
its reasons in the course of investigation.

The protection of the taxpayer in the exchange of information is therefore subject to rules of
national law on the exercise of the instructing powers by the financial administration.

The subject may therefore oppose the procedure by maintaining that it is illegitimate only if
one of the countries involved in the exchange established precise provisions on this. In some
jurisdictions, like in the Italian one, the protection of the rights of the taxpayer appears subor-
dinate to the appeal of the subject against an act emanated to him. In case the inquiry concerns
information requested by another administration, the lack of administrative or judicial tools
available for the taxpayer seems to make it impossible for any action to protect the injury of
his rights.

On 22 October 2013, the Court of Justice of the European Union (EC]) issued an important
judgment in the case of Sabou v. The Czech Republic (Case C-276/12) concerning the applica-
tion of the right of defense in the context of tax information exchange procedures. This was
the first decision where the ECJ addresses the protection of the taxpayer’s right of defense in
the framework of international mutual assistance procedures in tax matters. In this regard, the
ECJ adopted a twofold approach, considering both the provisions of the former Directive (the
previous one n. 77/799/EEC) and the fundamental “right to be heard”.

So, the problem is the fact that tax authorities are not bound to confer on taxpayers the “right
to be heard” during the information-gathering stage, which includes both actions undertaken
in the requesting state and those carried out by the requested Member State.

Therefore, it could be said that the right of defense, considered a general principle of EU law
and also laid down in art. 41 of the Charter of Fundamental Rights of the European Union (EU
Charter), does not oblige the requested state to inform the taxpayer about the existence of a
request for information concerning him, the data-gathering process or the transmission of the
information to the requesting state.

Notwithstanding this, the ECJ established a kind of twofold “balancing mechanism” from
the point of view of the taxpayer’s rights of defense: firstly, the “right to be heard” (as a
general principle of EU law) should be granted before any decision is adopted at the end of
the administrative proceedings by the tax authorities of the requesting Member State and,
secondly, the affected taxpayer should be able to challenge, in accordance with its domestic
rules and procedures, the accuracy and probative value of the information provided by the
requested state in the context of tax proceedings within the requesting Member State where
such information is used.

The Sabou decision shows that the fundamental right of defense of taxpayers affected by an
exchange-of-information procedure in the requesting state (usually the country of the taxpay-
er’s residence) is linked to the administrative and/or judicial proceedings implemented by the
tax authorities of the requested state in order to gather the information. However, and despite
such “interconnection”, it must be clear that the rights of the taxpayer affected by the request
for information in the requested state are independent of those which can be conceded by the
requesting state.
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A step forward compared to the Sabou decision was obtained with the decision 16 May 2017,
Berlioz (C-682/15), in which EC]J established that the taxpayer can legitimately access, at least
in part, the file of the exchange information, without any opposition to the protection of dip-
lomatic relations between States.

6. Conclusion

In order to ensure an efficacious involvement of the taxpayer in the tax authority decision
as alternative to the tax litigation, so as to bring the relationship between taxpayers and Tax
Authority on equity and cooperation in good faith, it is necessary that the “right to be heard”
become a mechanism fully available for taxpayers in every procedure.

Also because such principles, it should be noted, stem from constitutional principles, such
as the principle of sound administration (Art. 97 Italian Constitution), fairness and solidarity
(Arts. 3 Italian Constitution).

In general terms, it can be said that contradictory procedure or the participation of private
individuals in the formation of acts of the public administration is a juridically protected
instrument; has acquired, that is, the dignity of a guaranteed legal “good” in favor of the
citizen [11].

So, the “right to be heard” is a fundamental right of all participants in an administrative pro-
cedure, and they can make use of this right throughout the entire procedure, making allega-
tions and submitting documents; this right is formalized in the hearing that must take place
immediately before the administration makes a decision [17].

The “right to be heard” must always be possible, so as not to create unequal treatment between
harmonized and non-harmonized taxes and allow the respect to the constitutional principles.

As well as, in tax exchange of information proceedings, it should be implemented specific
“participation rights” to safeguard the legitimate interests of taxpayers affected by cross-bor-
der requests of information in different administrative or judicial proceedings. Those “partici-
pation rights” should include the notification of the request for information to the taxpayer;
the “right to be heard” before transmitting the information to the requesting state, and the
right to challenge the decision of the requested state concerning the transmission of the infor-
mation gathered.

It is therefore necessary to state that the recipient of a tax claim, whether harmonized or not,
interests or penalties, has the right to be informed before the proceedings are completed by
issuing the act in which the tax claim is expressed. The right of the recipient to be informed
before being harmed is undeniable [11].

There is a general principle according to which the recipient of a tax claim has the right to con-
tradictory procedure, that is to express his point of view in contrast with that of the Financial
Administration before the final act is issued.
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It can be concluded by stating that the recognition of obligations for the public finan-
cial administration, corresponding to as many rights for the recipient of the tax claim, and
assisted, in the event of non-compliance, from the penalty of the abolition of its provisions,
far from favoring tax evasion, is a stimulus to the observance of fiscal obligations in a state of
legality and collaboration.
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