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Preface

We have been witnessing a fascinating technological evolution in recent years. Products and
processes from science fiction books and films are becoming a reality, and in some cases,
they turned out to be indispensable.

Radio-frequency identification (RFID) is one of the modern names that is becoming increas-
ingly popular, as a result of many years of researches and investigations. It is a promising
technology to be used in virtually all areas of human activities.

Powerful hardware and software tools have contributed, and still do, to place the radio-fre-
quency identification as a popular and widely used technology, from large corporations to
individuals, and custom applications.

Although RFID offers many advantages over other technologies, it is essential to be aware of
its limitations. Therefore, it will be possible to overcome the limitations and to increase its
applications. As an example, cost, safety, security, transmissions formats, and international
standards are important merit figures of continuous improvement.

In this book, we present important proposals that will certainly contribute to the evolution
of RFID. Theoretical and practical aspects are presented and discussed by the authors, and
thus we invite everyone for a pleasant reading.

The editors would like to express their deepest thanks to the InTech team for their constant
support and everyone that somehow contributed to this publication.

Prof. Paulo Cesar Crepaldi
Universidade Federal de Itajuba,
Brasil

Prof. Tales Cleber Pimenta
Universidade Federal de Itajuba,
Brasil






Chapter 1

Introductory Chapter: RFID: A Successful History

Paulo Cesar Crepaldi and Tales Cleber Pimenta

Additional information is available at the end of the chapter
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Radio frequency identification (RFID) is a part of our daily life. This term is used to define
any process that, by means of a radio communication, can exchange information between a
stationary unit and a mobile unit or between mobile units [1].

In one end of the link, simpler devices, called tags, are used and, and at the other end, more
complex devices such a multiprocessor unit can be found. Tags are generally small and inex-
pensive units that can be bulk acquired and are easily attached to the objects to be identified,
and can be automatically operated.

Nevertheless, the roots of RFID date back to World War II. At that time, radar—which had
been discovered in 1935 by Scottish physicist Sir Robert Alexander Watson-Watt—was used
to alert of approaching aircrafts. Would they be our pilots returning home or would it be an
enemy attack?

Germans, for instance, used an interesting maneuver in which their pilots rolled their planes
as they return to base, so it would change the reflecting radio signal. This simple procedure
alerted the ground radar crew of German planes returning and not allied aircrafts. It can be
considered one of the first passive ways to identify an object by means of a radio frequency
signal.

Still during the WWII, British researchers led by Watson-Watt developed a new system with
a very clever idea. They put transmitter on all British planes, and when they received signals
from radar stations on the ground, they began broadcasting a signal back that identified the
aircraft as friendly. That is the basic concept of RFID operation: a signal is sent to a tran-
sponder, which wakes up and either reflects back a signal (this means a passive system) or
broadcasts a signal (active system). This system was known as “identify friend or foe (IFF).”

Radar and RF communications had a great development in the 1950s and 1960s mainly with
the contribution of researches in the USA and in Europe. Many scientific articles explain in

I m EC H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
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detail how an energy in the RF range can be used in the detection and identification of objects
and, more importantly, remotely.

In a remarkable article—Communications by Means of Reflected Power —dated from 1948,
Harry Stokman wrote “Evidently, considerable research and development work has to be
done before the remaining basic problems in reflected-power communication are solved, and
before the field of useful applications is explored.” This paper can be considered one of the
first works exploring the RFID subject [2].

In the 1960s and 1970s, RFID systems were still embedded within a context of “secret technol-
ogy.” As an example, Los Alamos National Laboratory was asked by the Energy Department
of United States of America to develop a system for tracking nuclear materials and control
sensitive materials. Inventors, developers, academic institutions and government laboratories
were intensively working on RFID.

Considered to be one of the first patents involving RFID, Mario W. Cardullo received the US
patent for an active RFID tag with rewritable memory on January 23, 1973.

Technological developments in the 1980s and 1990s led to the manufacture of more sophis-
ticated and comprehensive RFID systems in addition to reducing the costs involved. An
important task has also begun: standardization for the interoperability of RFID equipment or
systems. In the 1990s, the RFID systems reach a significant mark of millions of tags only in the
USA, especially from the automotive sector.

In 1999, the Massachusetts Institute of Technology (MIT) created a research center (financed
by Uniform Code Council, EAN International, Procter & Gamble and Gillette) specialized in
automatic identification (including UHF RFID) named the Auto-ID center. Between 1999 and
2003, the Auto-ID center gained the support of more than 100 large end-user companies, plus
the US Department of Defense and many key RFID vendors. It opened research laboratories
in Australia, the United Kingdom, Switzerland, Japan and China and developed two air inter-
face protocols.

The MIT Auto-ID center became the global Electronic Product Code, an organism in charge of
promoting the EPC standard. Some of the biggest retailers in the world and the US Department
of Defense have said they plan to use EPC technology. The Auto-ID center closed its doors in
October 2003, and its research responsibilities were passed on to Auto-ID Labs.

In December 2004, EPC global emerged as a second-generation standard way for broad adop-
tion. Many industries are moving to adopt this technology.

In 2010s, the decreased cost of equipment and tags, increased performance to a reliability of
99.9% and a stable international standard brought a major boost in the use of RFID systems. In
March 2010, a Korean laboratory successfully created a printed chip using carbon nanotubes
that resulted in a significant decrease in cost.

RFID technologies are used for hundreds, if not thousands, of applications and industrial
sectors (aerospace, automotive, logistics, transport, health, life, etc.), and the International
Standard Organization (ISO) took part in establishing technical and applicative standards
that led to a high degree of interoperability or interchangeability.
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Today, there are various RFID frequency bands from a few kilohertz to a microwave
frequency band (2.4-2.5 GHz). One of the most recent is the UHF Generation 2, which oper-
ates at 860-969 MHz [3].

Summarizing, RFID is a fantastic technology that brings together a wide range of professionals
and knowledge areas such as systems engineering, circuit technology, software development,
integrated circuit design, network engineering, antenna theory, propagation theory, micro-
ware technology, materials technology, receiver and transmitter design, encryption theory
and mechanical design [4].

And what about the future? Are there still challenges to overcome? Efforts to reduce costs,
miniaturize tags, use of alternative energy sources and standardization are likely to be part
of these challenges.

In this book, the reader can find very important contributions not only to understand the
RFID systems but also to visualize interesting new search fields and approaches.

Author details

Paulo Cesar Crepaldi* and Tales Cleber Pimenta
*Address all correspondence to: crepaldi@unifei.edu.br

Microelectronics Group, Institute of Systems Engineering and Information Technologies,
Federal University of Itajuba, Brazil
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Near-Field Antenna of RFID System

Zijian Xing
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Abstract

Radio frequency identification (RFID) technology is a very important part of the Internet
of Things. The antenna used in RFID system reader is one of its most important equip-
ment, has become a research hotspot. Compared to far-field applications, RFID antennas
typically use high-gain circularly polarized antennas or antenna arrays to increase their
read distance. Near-field RFID reader antenna requires strong magnetic field, wide band
and low gain characteristics, while the resulting magnetic field should be evenly distrib-
uted to avoid leakage read phenomenon. The main contents of this chapter are as follows.
The RFID reader near field antenna based on the principle of magnetic field coupling
has developed rapidly in recent years. In this paper, a double-layer open-circuit antenna
are proposed. The near-field antennas have wideband and strong magnetic field charac-
teristics, and are compact and simple to process. The open-loop antenna of the double-
layer terminal is located at the lower level and the upper layer is the radiation ring. The
antenna size is smaller, and the feeder part and the radiation part of the isolation, a good
deal to avoid interference between each other.

Keywords: RFID, near field, antenna, electrically large

1. Concept of near-field antenna

Radio frequency identification (RFID) technologies, which were developed during the World
War II, provide wireless identification and tracking capability [1, 2]. The reader antenna is an
important unit of RFID systems. Many new RFID antennas are developed for different appli-
cations [3-7]. Reader antennas can be classified into two types based on the working scope for
different application purposes: near-field antenna and far-field antenna. Currently, ultra-high
frequency (UHF) near-field RFID technology are fast developed in item-level identifications
such as sensitive products tracking, biological products and medical products (blood, medi-
cines, vaccines), biosensing applications and so on [8-12].

I m EC H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
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The basic consideration of UHF near-field RFID is to make it work in a short distance stable,
just like what LF/HF near-field RFID does [8]. Inductive coupling systems are selected in most
applications in near-field UHF RFID, because most of the reactive energy is stored in mag-
netic field. Inductive coupling is more stable than the capacitive coupling and hardly affected
by liquid or metal [13].

In a near-field RFID system, the reader and the tag antennas are coupled mainly through
magnetic field. If the tag antenna is electrically small, the magnetic field of reader antenna is
perturbed by tag rarely, and coupling coefficient C could be shown by the equation [14, 15].
C o« f2N7 S B*a (1)
where f is an operating frequency, N, is the number of turns of the tag coil, S is the cross-

section area of the coil, B is the magnetic field density at the tag location and « is the antenna
misalignment loss.

One of the challenges in UHF near-field RFID applications is to design a reader antenna with
wide bandwidth and strong near magnetic field simultaneously. Strong near magnetic field
is important for extending the reading range. Low gain could reduce interferences. Wide
bandwidth antenna could be applied at 840-960 MHz, which covers both ETSI of Europe
and FCC of North America. In some special application scenarios, smaller size antennas are
required because of the limited system space.

Some near-field antennas have been reported to generate strong and even magnetic field.
Many travelling wave antenna is proposed to extend the bandwidth [16]. A conventional
travelling wave antenna called Mini-Guardrail from a famous company Impinj has wide
bandwidth of more than 200 MHz at UHF band as well as low gain [17]. But because, loads
of traveling wave antenna consume too much power, current and near magnetic field are
not strong enough. The magnetic field should be lower than -13 dBA/m at any direction if
the distance above antenna is larger than 2 cm. Conventional standing wave antenna could
present a strong magnetic field, but its gain is too high and bandwidth is too narrow to cover
a wide UHF RFID bandwidth. Typical standing wave antenna with strong magnetic field
like eye shape is proposed by Li et al. [18], but —10 dB bandwidth is only 30 MHz which
could only cover FCC band. Narrow bandwidth antenna is easily detuned by environmental
changes.

2. Typical design of electrically large near-field RFID antenna

2.1. Structure and character of a near-field RFID antenna

The current distribution of the near-field antenna is in-phase. That is, the current on the loops
has the same orientation. For example, a two-layer and open circuit shape near-field antenna
made by PCB board is shown in Figure 1. The current character is explained by this example.

Figure 1(a) shows the structure of the antenna, which is composed of two PCB layers. The
top layer is mainly composed of two quasi-half loops which are connected with two folded
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feed point |

(c)

Figure 1. Model and structure of the proposed antenna: (a) 3D view, (b) top view and (c) side view.

straight terminals. The bottom layer is feed network with ground and lead are printed onto
top and bottom surface, respectively. Fed at edge of bottom layer, 50 ohm microstrip line is
connected with two 100-ohm lines, which are connected to two metal columns in another end.
The other end of each column is connected to metal quasi-half loop strip. There are four loads
on two quasi-half loops which are marked by 1, 2, 3 and 4 in Figure 1(a). The two PCB boards
are connected by two metal columns and fixed by two nylon columns.

Figure 1(b) shows the top view. Angle and radius of loop are marked by Phi and Rin, respec-
tively. Length of folded terminal, width of metal strip and radius of PCB board are marked
by L, W and Rout, respectively. The value of loads 1, 3 is Resl and 2, 4 is Res2. Figure 1(c)
shows the side view. The distance between two PCB layers and thickness of top PCB board
are marked by H and T, respectively. Bottom layer has the same size and material as top layer.

2.2. Performance of the antenna

The proposed antenna can be printed onto any substrate and optimized at specific operating
frequency by properly selecting the geometrical parameters. The antenna prototype is printed
onto a FR4 substrate (¢= 4.4, tand = 0.02, thickness T = 2 mm). The optimized antenna has
parameters of H=15mm, W=2 mm, Rin =25 mm, Rout =34 mm, Res1 =30 ohm, Res2 =50 ohm,
L=8 mm and T =2 mm. As shown in Figure 2(a) and (b), the antenna is fed by SMA port on
the edge of the bottom layer. The new proposed antenna has many advantages such as strong
magnetic field, low far-field gain, wide bandwidth, small size and so on.
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(a) (b)

Figure 2. Photograph of the antenna: (a) 45° view of the antenna and (b) bottom view of the antenna.

2.2.1. §11 performance

The impedance matching measurement of the antennas was carried out using the Agilent
N5230A vector network analyzer. Figure 3 shows the simulated and measured return loss. The
proposed antenna exhibits broadband impedance bandwidth, the frequency range for -15 dB
return loss is from 826 to 950 MHz or 124 MHz bandwidth. The measured result agrees well
with the simulation.

2.2.2. Far-field gain and directivity

The far-field gain and directivity are shown in Figure 4. It is clear that the gain is lower than -10 dB
at any direction and about 15 dB lower than directivity.

mesurement and simulation result of S11

-10

\ measurement ——--:
simulation

15

$11/dB

'48.3 0g: 0B84 036 088 09 092 084 098
Freg/GGHz

Figure 3. S11 of the actual antenna and simulation model.
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Figure 4. (a) Far-field gain versus theta at different ®, which is 0, 90, 180 and 270°, and marked by four curves; (b)
directivity versus theta at different ® which is same as (a).

2.2.3. Current distribution

Figure 5 shows the current distribution of different phases. Different from conventional trav-
eling wave antenna, current on the loop assumes standing wave distribution. One important
factor of current is in-phase. Because magnetic field produced by the currents on the adjacent
sides of the antenna cancel out each other and is thus very weak in the central portion of inter-
rogation zone if the current distribution is out-phase. In Figure 5, current of this antenna is
not out-phase because of small electrical length of the quasi-half loop. At the phases of 45, 90
and 135 degree, the currents are all strong. Actually, the magnetic field at these phases are also
strong. The result could be verified by the comparison between Figures 5 and 6.

2.2.4. Magnetic field distribution

Figure 6 shows that magnetic field is concentrated and uniform around the center region of
antenna at different phases (0°, 45°, 90°, 135°). Moreover, as a result of folded terminal, average
current can be enhanced on the outer loop so that strong magnetic field intensity is obtained.

Figure 7(a) shows the magnetic field distribution at different z above the surface of antenna’s
top. The reason for choosing such a graduation scale is narrowly related with reading tag abil-
ity which will be discussed later. Figure 7(b) focuses on the magnetic field intensity attenua-
tion versus z-axis.

Compared to other antenna, it could be found that the z-orientation magnetic field of the new
antenna is much stronger. For example, referred by Figure 7(b), the magnetic field of this
antenna is significantly stronger than that of the proposed traveling wave antenna in [17] at
same z. At z =2 cm, two-layer and two quasi-half loops antenna has magnetic field intensity of
-3 dBA/m, whereas the antenna from [17] has only 15 dBA/m. Taken Figure 7(a) as a reference,
the magnetic field in center region of the antenna is also stronger than the another broadband
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Figure 5. Current distribution on metal strip at different phases: (a) 0°, (b) 45°, (c) 90° and (d) 135°.

antenna which is proposed by Qing et al. [19]. It shows that magnetic field of the antenna from
[19] is lower than —10 dBA/m at z=0.5 mm, whereas two-layer and two quasi-half loops antenna
is stronger than 0 dBA/m although at z=1 cm.

2.3. Reading range

To further verify the performance of the proposed two-layer and two quasi-half loops antenna,
the prototype was used as the reader antenna in a UHF near-field RFID system to detect UHF
near-field tags. Test system is shown in Figure 8(a), and the proposed antenna was connected
to the reader operating at both 865-868 MHz of ETSI and 902-928 MHz of FCC with 30 dBm
output to detect tag. Tag is positioned on a foam board, which has a size of 70 mmx70 mm,
could be shown as Figure 8(b). Grid is marked on the top of the foam board with the size of
1 cmx1 cm. The data of detected tag on each intersection were recorded.

This chapter adopts one annular tag which could be activated when magnetic field intensity
is stronger than 13 dBA/m. The system choose ETSI band as the operating frequency because
the operating mechanism of FCC is hopping frequency (HF).
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Figure 6. Different phases of z-orientation magnetic field distribution on the reference plane which is 1 cm above the top
of antenna: (a) 0°; (b) 45°; (c) 90° and (d) 135°.
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Figure 7. Simulated magnetic field distribution of the antenna operated at 868 MHz: (a) z-orientation magnetic field
distribution at different z. Radius of reference plane is also 50 mm and (b) magnetic field intensity of the antennas along
z-axis.

The measurement results of reading range are exhibited in Figure 9; it is clear that reading
scope is reduced if distance increased. Compared between Figures 9 and 7(a), it could be
found that at each z, the reading range has a rough agreement with the magnetic field level
line of 13 dBA/m. This is the reason for choosing such a graduation scale of z-orientation
magnetic field in Figure 7(a).

"
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reader

(a) (b)

Figure 8. The configuration of reading range measurement. (a) Configuration of measurement scenarios: reader antenna,
circulator and reader, which are connected with computer. (b) Foam board with tag is positioned above the antenna.

SCu 40d

Figure 9. Reading scope of antenna at different distances, which are 1, 2, 3 and 4 cm. Black grid marked the intersection
which could be read when tag is put on it, and white grid marked the opposite.

3. Optimization of near magnetic field

3.1. Parameter studies

The antenna’s structure is a distorted symmetrical dipole. So, the length of metal loops and
the input impedance could be estimated based on dipole theory. If resonant frequency is
determined, the electric length of a metal column, quasi-half loop and folded terminal should
match the resonant frequency.

o
L =bu

loop - m * Tk Rin (2)
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where L, is the length of one quasi-half loop. It is needed to consider the quasi-half loop’s
mirror image function on the ground plane of microstrip during designing. Metal columns
should be long enough because current mirror image is reversal and then it will cancel out
a part of magnetic field. But if metal column is too long, magnetic field will be weak for the
weak current on small quasi-half loop because of the unchangeable resonant frequency. Phase
and magnitude of the current on both quasi-half loops are symmetrical so that magnetic field
can be strengthened simultaneously by two quasi-half loops. Most of energy consumption of
the antenna attributes to ohmic consumption on metal and loads, which could sharply reduce
gain and broaden the bandwidth.

After extensive simulations, it is found that loads (Res1 and Res2), the length of H and Loy
affect antenna performance significantly, whereas the other parameters show slight effects.
The antenna with the parameters: R =34 mm, R, =25 mm, Phi=160 degree, L=8 mm, W=2 mm,
Res1=30 ohm, Res2=50 ohm, H=15 mm and T=2 mm was selected as a reference. All the simula-
tion results of magnetic field distribution in this chapter are z-orientation. In this section, mag-
netic field is observed on the reference plane =1 cm above the top of the antenna with radius
of 50 mm. Set the upper surface of top layer as z=0, so that the distance between reference
plane and antenna could be figured by the value of z. z-axis passes through the center of both
top and bottom PCB boards.

3.1.1. Loads on quasi-half loops, Res1 and Res2

Figure 10(a) and (b) shows the magnetic field distribution of antennas at different values of
Res1 and Res2, respectively. It is observed that magnetic field distribution is sharply reduced
with the increasing of Res1 and Res2 at the operating frequency. As shown in Tables 1 and 2,
it could be found that the bandwidth and magnitude of S11 are also narrowly related with
Res1 and Res2.

HLdBA/m] HLdBA/m]
1, 08668e+881 1, boEBe+EE1
8, 8855 e+ 8, Bead s +a8a8
10ohm 300hm 10 ohm 300hm
-1, 6868 +BE1 -1, BBBA:+881
-2, 0888 +B81 -2, BBB8:+881
2 60ohm -3, PEEA: A1
s il 100 ohm Ll 500hm 1000hm
(a) (b)

Figure 10. The relationship between loads and magnetic field at 868 MHz: (a) Res1 versus magnetic field and (b) Res2
versus magnetic field.
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Res1 S11 at resonant frequency -15 dB bandwidth -10 dB bandwidth

10 ohm -11.95 dB at 884 MHz 0MHz 61 MHz (859-920 MHz)
30 ohm -33.5dB at 884 MHz 123 MHz (828-951 MHz) 190 MHz (808-998 MHz)
60 ohm -13.81 dB at 884 MHz 0 MHz 179 MHz (818-986 MHz)
100 ohm -8.35 dB at 893 MHz 0MHz 0 MHz

Table 1. Relationship between the Resl, resonant frequency and bandwidth.

Res2 §11 at resonant frequency -15 dB bandwidth -10 dB bandwidth

10 ohm -16.7 dB at 877 MHz 42 MHz (857-899 MHz) 124 MHz (817-941 MHz)
30 ohm -21.7 dB at 879 MHz 72 MHz (844-916 MHz) 145 MHz (810-955 MHz)
50 ohm -33.5 dB at 884 MHz 123 MHz (828-951 MHz) 190 MHz (808-998 MHz)
90 ohm -25.4d B at 894 MHz 96 MHz (850-946 MHz) 184 MHz (811-996 MHz)

Table 2. Relationship between the Res2, resonant frequency and bandwidth.

Both magnetic field and return loss are more sensitive to Resl than Res2, because the cur-
rent of ResI is much stronger than that of Res2. From Tables 1 and 2, it is found that Res1
or Res? affects resonant frequency slightly and bandwidth and S11 at resonant frequency
significantly.

3.1.2. Effect of the space between two layers, H

Figure 11(a) and (b) exhibits the magnetic field distribution of the antennas with varying
heights of H at 868 and 915 MHz. The antennas are configured with identical length of R,

HamedExpr HLdBA/m]

1. 8680 +E601

8. 8808 +BaE

-1. 6808 +B@1

-Z. 0008 +0E1

-3, BB00e+B@1

5mm

25mm

(@)

15mm

35mm

1. BEEEe+BB1

B, BEEEe +B8BE

-1, BBEE: +BE1

-&, BoEEe +AE1

-3, BBEEe +BE1

(b)

Figure 11. The relationship between the H and magnetic field at different frequencies: (a) 868 and (b) 915 MHz.
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and L. It is observed that all the antennas have similar magnetic field except H=5 cm, when H
changes from 5 to 35 mm. It could be inferred that the magnetic field is sharply cancelled out
by current mirror image of the ground if H is too narrow. Current mirror image is too weak to
influence the magnetic field when the length of H is longer than 15 mm.

3.1.3. Radius of quasi-half loop R,

Radius of quasi-half loop is also an important influencing factor of magnetic field. In the
experiments, other parameters are unchanged except R . because radius of R , is narrowly
related with that of R, . Figure 12 shows how magnetic field changes with different R, . It is
clear that magnetic field should be weaker if the R, is too small or large at 868 MHz. The total
length of Loy and L is far less than A, (8.64 cm) and average current strength on the loop is
naturally weak. But the reason for weak magnetic field at large R, (40 mm) is the decentraliza-
tion of magnetic field energy.

3.2. Structure improvement

Figure 13(a) shows the structure of the antenna. The top layer contains two quasi-half loops
with two inductance-like terminals. The bottom layer is the feed network with the ground and
lead. Fed at the edge, a 50 ohm microstrip line is connected to two 100 ohm microstrip lines
which connect metal columns. The other end of each column is connected with a metal loop
strip. On loops, there are four printed loads which are marked by 1, 2, 3 and 4 in Figure 13(a).
The two PCB boards are supported by two nylon columns.

Figure 13(b) shows the top view of antenna. The angle, width and radius of the quasi-half
loop are marked by Phi, W and R, , respectively. The radial and tangential length of the one
circle of inductance structure is marked by L and BW, respectively. The number of the induc-
tance loop is marked by N which is three in Figure 13(b). Four resistors are printed on the top
of antenna.

HLdBA/m]
1, ABEEE +BA1

B, BEE8 e +BaE

20mm 25mm
-1, BEEE e +EE1

-2, BEEE e +AE 1

-3, 0800 +081 30mm 40mm

Figure 12. Magnetic field distribution of different R, (868 MHz).
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(c)

Figure 13. Model and structure of the proposed antenna: (a) 3D view, (b) top view and (c) side view.

4. Conclusion of near-field antenna of RFID system

It is challenging to design UHF near-field RFID antennas with strong magnetic fields and
broad bandwidth. The UHF RFID antenna is demonstrated to be able to achieve a broad
bandwidth and a low gain. The proposed antenna has also been proven to have strong mag-
netic fields with concentrated field distribution in the near-field region of antenna, which is
very suitable for UHF near-field RFID reader applications.

Moreover, the investigation has shown that the UHF RFID antenna has produced the stronger
magnetic field distribution. The most impact factor for near-field RFID antenna is magnetic
field distribution. In recent years, near field radio frequency identification system has devel-
oped, many antennas are developed, but there are still have some problems. The combination
of magnetic field construction and band widening technology is not perfect, especially the
low-loss large-scale standing wave near-field antenna band widening technology is rarely
reported.

The near-field theory is the research foundation of the near-field antenna. The breakthrough
of the near-field electromagnetism theory and its innovation not only play an extremely
important role in the development of the electromagnetism itself but also promotes the radio
frequency identification directly and also a series of modern electronic technology develop-
ment, so the analysis of the near-field problem is very basic in the electromagnetism, valuable
and challenging research work.
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Abstract

Received signal strength (RSS)-based localization of people and assets through RFID has
significant benefits for logistics, security and safety. However, the accuracy of RFID local-
ization in wireless sensor networks suffers from unrealistic antenna gain pattern assump-
tion, and the human body has a major effect on the gain pattern of the RFID badge that the
person is wearing. In this book chapter, the gain pattern due to the effect of the human
body is experimentally measured and modeled. A method is presented to estimate the
model parameters from multiple RSS measurements. Two joint orientation and position
estimators, four-dimensional (4D) maximum likelihood estimation (MLE) algorithm and
alternating gain and position estimation (AGAPE) algorithm, are proposed to estimate the
orientation and the position of the badge using RSS measurements from anchor nodes. A
Bayesian lower bound on the mean squared error of the joint estimation is derived and
compared with the Cramer-Rao bound with an isotropic gain pattern. Both theoretical and
experimental results show that the accuracy of position estimates can be improved with
orientation estimates included in the localization system.

Keywords: localization, radio propagation, wireless sensor network

1. Introduction

RFID localization of assets, robots and people has significant benefits for logistics, security and
operations management. For example, GE Healthcare uses the AgileTrac platform [1] to track
the physical location of each asset, via various real-time location system (RTLS) techniques. In
RFID localization, many kinds of radio measurements can be used: time of arrival (TOA), time
difference of arrival (TDOA), angle of arrival (AOA) and received signal strength (RSS) [2].
While RSS is low-cost and available in almost all standard wireless devices, most RSS-based
localization methods make the assumption that the transmitters have isotropic gain patterns.
However, even when the antenna of a transmitter badge is considered as isotropic, people or
objects can affect the RFID badge's radiation, due to the fact that they are absorbing power,
altering the antenna impedance and thus distorting the antenna gain pattern [3]. Previous

I m EC H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
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studies have focused on characterizing the effects of a human body’s location and orientation
on RSS measurements [4-7]. In this book chapter, we present models and methods to handle,
and in fact benefit from, the removal of the unrealistic isotropic gain pattern assumption.

Real-world directional gain patterns are problematic for RSS-based localization algorithms. In
RSS-based algorithms, a model relating RSS and path length is assumed [8] or estimated from
training measurements [9]. When the RFID antenna gain pattern is no longer isotropic, the
distances estimated from the log-distance model [10] will not be the same even if the RFID
transmitter is in the middle of two receivers. Model-based localization algorithms will infer
that the transmitter is closer to the receiver that measured larger RSS and will thus produce
estimates that are biased towards directions of high gain in the gain pattern [3].

To deal with the non-isotropic antenna gain pattern and improve model-based RFID localiza-
tion algorithm, we need to build a model for the directionality of a transmitter RFID badge
when it is worn by a person or attached to an object. We present measurements and models for
a transmitter badge worn by a person. However, RFID tags attached to large objects will also
experience non-isotropic gain patterns, and thus extensions to other types of tagged objects are
feasible. As presented in the study of Zhao et al. [3], the variation of RSS was modeled as a
function of people's orientation (i.e., facing direction). The study also proposed (1) a first-order
model to capture most of the variation in the gain pattern as a function of people's orientation,
(2) a method to estimate people's orientation and directionality from ordinary RSS measure-
ments, and (3) an algorithm to estimate the position, orientation and gain pattern of the RFID
badge called alternating gain and position estimation (AGAPE) algorithm. We apply the
AGAPE algorithm together with a 2D maximum likelihood estimation (MLE) algorithm [8]
and 4D MLE algorithm [3] to three sets of experiments performed at different environments:
outdoor, indoor and through-wall. Experimental results show different levels of improvement
from including the first-order gain pattern model at those different environments.

It is not obvious that a non-isotropic gain pattern can benefit RFID localization because
additional model parameters must be estimated together with the RFID locations. In addition
to experimental results, we provide theoretical results that show that the existence of a direc-
tional gain pattern can actually reduce position error for localization algorithms. The Bayesian
Cramer-Rao bound (Bayesian CRB) was derived in Ref. [3] for joint estimation of orientation
and position, while the CRB for position estimation was derived in Ref. [8] with an isotropic
gain pattern assumption. Comparison between the Bayesian CRB [3] and the CRB [8] shows
that joint estimation of orientation and position may outperform (result in lower mean squared
error) estimation of position alone in the isotropic case.

In summary, in this book chapter, we present the latest research progress in the effort to
include RFID antenna gain pattern in model-based RSS localization algorithms. We show that
real-world non-isotropic gain pattern of RFID badge is not a problem to be ignored, but a
means to improve localization accuracy. We present measurements, models, estimation algo-
rithms and estimation lower bounds for RSS-based localization in wireless sensor networks.
Experimental results from three sets of experiments show that position estimates are improved
with the inclusion of orientation estimates from the first-order gain pattern model and the RSS
measurements.
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2. Models

Statistical models based on real-world measurements are important for model-based RSS
localization algorithms. In this section, a measurement-based model is presented for the gain
pattern of a transmitter badge worn by a person. A transmitter in close proximity to a human
body is strongly affected by human tissue, which absorbs power and distorts the gain pattern
of the transmitter [11, 12].

The log-distance model [10] is a general model for the power P; received at anchor node i from
the transmitter badge t. We include the transmitter gain pattern in the log-distance model, and
the dBm power P; is modeled as

d;
Pi = Py — 10m, log,, (do> +glai) +1 1)

where P is the received power in dBm at a reference distance dj, 71, is the pathloss exponent, d; is
the distance between anchor node i and transmitter badge ¢, «; is the angle between anchor node
i and the badge, g(w;) is the gain pattern of the transmitter badge at angle «;, and 7 is the model
error plus noise. Note that the log-distance model parameters Py and 7, can be estimated using
the received RSS measurements between pairs of anchor nodes. Assuming known anchor node
coordinates, these two model parameters can be estimated via linear regression, as in Ref. [8].

Naive model-based localization algorithms use g(«;) = 0 for all ;. We propose to include a
nonzero g(«;) in Eq. (1). Any real-world gain pattern will depend on the person and the badge
and will look somewhat random; however, we hope to capture the major features of g(a;) that
will be largely accurate for the average person.

2.1. Measurements

The recent study in Ref. [3] quantifies the effect of the orientation of a human body on the RSS
measurements using datasets from several experiment campaigns. In their experimental study,
two Crossbow TelosB nodes [13] operating at 2.4 GHz were used with one node (node 1)
placed on a stand and the other one (node 2) hung in the middle of a person's chest. The
person wearing node 2 turned 45° every 20s, with the distance between these two nodes kept
the same. Meanwhile, the RSS at node 1 was recorded on a computer. Node 2 transmitted
about 20 times per second, thus about 400 RSS measurements were recorded for each of the
eight different orientations made by the person. The described experiments were performed by
five people in the student building as well as an empty parking lot at University of Utah. Eight
experiments were performed with various distances between the two nodes from 1.5 to 5.0m.
Therefore, a total of 25,600 measurements were recorded.

Experimental results from two different experiments are shown in Figure 1(a). The minimum
RSS of Experiment 1 (red) and Experiment 2 (blue) are 145° and 180°, respectively, whereas the
maximum RSS are 315°and 0°, respectively. Figure 1(b) shows the mean gain pattern, which is
averaged across all experiments, and indicates that if the person's orientation is 180°, i.e., the
human body blocks the line-of-sight (LOS) path between nodes 1 and 2, the gain pattern is close
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Figure 1. The effect of the human body on the RFID antenna gain pattern (RSS from mean). (a) Measured gain patterns
with the error bars in two different experiments. (b) Average over all measured data.

to the minimum. In contrast, if the person's orientation is 0°, i.e., facing the nodel, then the gain
pattern is about 20 dB higher as compared with its lowest point [the red curve in Figure 1(b)].
The average gain pattern in Figure 1(b) closely resembles a cosine function (black curve) with
period 360° and amplitude 10dB. It is worth to note that the variation in RSS as a function of
orientation due to the presence of a person is similar to other experimental studies [7, 14].

2.2. Gain pattern model

Based on the results of the measurements described above, a model for the gain pattern is
proposed as a cosine function with period 360°:

§(a) = Gy cos (a —p) @)

where § is the orientation (direction of maximum gain) of the badge, and G; >0 is the magnitude
of the cosine function in dB, which we also refer to as the directionality, and G; = 0 indicates no
directionality, i.e., the RFID badge is an isotropic radiator.

As explained in Ref. [3], the model of Eq. (2) represents the two most important characteristics
observed in the measurements. First, regardless of path length or person wearing the badge,
the gain is higher in the direction the person is facing and lower in the opposite direction. In a
wireless sensor network with several anchor nodes, a person with a badge stands halfway
between node j and node k so that the distance between the badge and these two nodes are the
same, as shown in Figure 2. Given that the person is facing node k, the mean RSS value of node
k would be greater than that of node ;.

Second, Eq. (2) is a first-order model for any periodic function. The measurements for this
particular set of data showed a single order captures the vast majority of the angular variation.
Any function with period 27 has a Fourier series representation as the follows:

8(@) =5 Y Gl ®

k=—oo
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Figure 2. Gain pattern of a badge in a wireless sensor network.

where G(k) are the complex-valued Fourier series components. Note that the model of Eq. (2) is
simply the first harmonic of an arbitrary gain pattern measurement. That is, we include only
the k = 1 term in Eq. (3).

3. Localization algorithms

3.1. Problem statement

This chapter focuses on 2D position estimation using RSS measurements. For a wireless sensor
network which has N anchor nodes and one badge, the position estimation corresponds to the
estimation of the coordinates of a badge: z; = [x;, y,]". Note that one badge is used to simplify
notation in the chapter. However, extension to multiple badges is possible.

If we only use the log-distance model in Ref. [10] to estimate distances between the badge and
anchor nodes, our unknown model parameter 0 = z,, since the other model parameters 1, and
Py can be determined using pairwise RSS measurements between N anchor nodes.

However, if the gain pattern model is included, two parameters in the gain pattern model must
be estimated from Eq. (2). So, we include these two parameters as nuisance parameters, and
the unknown parameter vector 6 becomes:

0=1[z/,pG]" 4)

where f is the orientation of the RFID badge, and G; is the directionality of the RFID antenna
gain pattern.

3.2. 4D MLE algorithm

To estimate both the badge position and the gain pattern, a baseline algorithm - 4D maximum
likelihood estimation (MLE) algorithm is introduced here as the counterpart of the 2D MLE
algorithm [8] with an isotropic antenna gain pattern assumption.
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As discussed in Section 2, the received dBm power P; is modeled as Eq. (1). Assuming the RSS values
P; are independent Gaussian with variance ¢ and mean 1(6) = Py — 10m,log;, (g—o) + g(a;), one
can show that the MLE of the badge position is as follows:

N-1

OmiE = arg?axz (Pi — y(@))2 (5)

i=0

As mentioned in Ref. [3], grid search method was used for finding the MLE solution. For
instance, in the isotropic gain pattern case, the TICC2431 used a 2D grid search method to find
the 2D coordinate. However, when the dimension of the estimation parameter vector
increases, the computation time of a grid search increases exponentially. In addition, the high
computation cost of a multi-dimensional gird search also prevents it from real-time applica-
tions. To better estimate the position and the gain pattern in real-time, we use signal processing
techniques and first-order approximation to develop a different algorithm.

3.3. Gain pattern estimator

Before we propose the algorithm to jointly estimate the position and the gain pattern, we first
introduce a gain pattern estimator, assuming we know the badge position z;. The gain pattern
estimator was first proposed in Ref. [3], and we present their work in this section.

When measuring the gain pattern at discrete values of a;, i =0,1---N — 1, we require the
discrete Fourier transform (DFT) instead of the Fourier series. However, the same principle
applies—the cosine with period 27 is the first-order approximation of the gain function.
Specifically, for the gain pattern at angle a;, the discrete-time exponential representation is
given by

N-1 M
(o) = ;Z G = G(0) + = Z GO0 cos (£GlK) + ok ©)

where M =%, and a; = Z¥, for N equally spaced measurements. In the measurement experi-

ments, we had N = 8.

The mean gain G(0) is simply the average of all of the differences (which we call the model
error) between P; and the log-distance path loss model, that is, Py — 10n,log;, (g-(;). Because 1,

and Py are determined by linear regression, they tend to make the model error zero mean.
Thus, we assume that G(0) = 0 dB because any mean model error would have been removed
by the linear regression.

Then, the gain pattern from an M order model can be estimated as:

M
SM(a) = %Z |G(k)| cos («G(k) + k) "
k=1
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The first-order model including only the k = 1 term in (7) is
. 2
§(ai) = 1G(1)] cos (£G(1) + ai) ®)

By comparing Egs. (8) and (2) in Section 2.2, we find the two model parameters  and G; of the
gain pattern can be calculated as:

p=—<G(1)

2
G = N'G(l)‘ )

Thus to estimate the gain pattern, we only need to calculate the DFT term G(1). In the measure-
ment experiments discussed in Section 2.1, it was possible to measure the gain at equally spaced
angles. In real deployments, anchor nodes will make measurements at a variety of non-equally
spaced angles «;, depending on badge and anchor node positions. The most common way to
estimate the spectral content in a signal using non-equally spaced samples is simply to apply the
DFT to the available samples [15]. Thus, we estimate G(k) as:

N-1
Gy = Y glar)e (10)
i=0

where g(a;) can be calculated from Eq. (1), knowing the received power and the angle between
the badge and anchor nodes.

Note, we need only G(1) for the first-order model of Eq. (2). This calculation of G(1) requires
only N complex multiplies and adds, where N is the number of RSS measurements received
for a badge. This low complexity is important to minimize the computational complexity of the
localization algorithm.

3.4. Alternating gain and position estimator

In the gain pattern estimation, the badge position is assumed known. But in a localization algo-
rithm, the badge position needs to be estimated. For joint position and gain pattern estimation, an
alternating gain and position estimation (AGAPE) algorithm has been developed in Ref. [3] to
efficiently estimate both the position and orientation of a person in a wireless sensor network.

As described in Ref. [3], the algorithm includes (1) the initial estimation of the position of the
badge using isotropic gain assumption, (2) calculation of the gain pattern parameters using the
first-order sinusoidal model, (3) re-estimation of the badge position using the RSS-distance
model with the estimated gain pattern. The algorithm iterates until a misfit function is mini-
mized. Note that the proposed AGAPE algorithm is a kind of alternating minimization
method [16]. Figure 3 shows the flowchart of the AGAPE algorithm. For the first step, given
that the gain pattern is isotropic, the naive MLE method is used to estimate the badge position.
The MLE solution can be derived from a conjugate gradient algorithm. However, a 2D grid
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Figure 3. Flowchart of the AGAPE algorithm.

search method was used to avoid the local minima problem here, in the position estimation
step. Note that the 2D MLE grid search can be accomplished quickly in hardware. The output
of the position estimation step is referred to as z;.

For the orientation estimation step, given an estimated position, we calculate the gain pattern
g(a;) from the RSS-distance model Eq. (1), and then, the DFT term G(1) is calculated from
Eq. (10). The gain pattern model parameters orientation f and directionality G; are then
estimated from #G(1) the phase angle of G(1) and the magnitude of G(1), respectively, as
given in Eq. (9). Finally, the position of the badge is estimated using the RSS-distance model
with estimated orientation and directionality again. The steps of position and orientation
estimation repeat until the following misfit function is minimized:

N
®=) (Pi-P) (11)
2.

where 131 is the RSS estimate at anchor node i, which is calculated from the RSS-distance model

Eq. (1).

4. Estimator lower bounds

One might think that the lower bound of the variance of an estimator will increase due to the
introduction of an additional unknown gain pattern model. In this section, the Bayesian
CRB [17] is derived by including the gain pattern model parameters as nuisance parameters,
as derived in Ref. [3]. The Bayesian CRB is used because the prior knowledge of the gain
directionality G; is available a priori. In this book chapter, we show that the CRB derived in
Ref. [8] is a special case of the Bayesian CRB derived here. We also show that the lower bound
on the variance of a position estimator is decreased by the introduction of a gain pattern
model.

4.1. Bayesian CRB

To derive the Bayesian CRB, we assume that the orientation of the badge f is uniformly
distributed in the range of 027 because the orientation of the person wearing the badge is
arbitrary.



RFID Localization in Wireless Sensor Networks
http://dx.doi.org/10.5772/65069

The gain pattern model expressed in Eq. (2) can be rewritten as:

g(a;) = Greosa; + Gg sina; (12)

where G; = Gy cos 5, Go = Gy sin . Here, we assume the in-phase component G; and quadra-
ture component of Gg are i.i.d. Gaussian distributed with zero means and variance 0%. Com-
ponents G; and Gg, are affected by many different factors, such as the person’s shape and size,
and also the badge location on the human body. Thus, their distributions are close to Gaussian,
by a central limit argument. This assumption is equivalent to a Rayleigh distribution [18]
assumption for Gy, which matches the prior knowledge of G;: (1) G; must have a nonnegative
value; (2) Gy is unlikely to be exactly zero and also unlikely to have very large values, since the
gain pattern is related to human size.

The Bayesian CRB is also called the Van Trees bound or the MSE bound [17], it is given by:

var(0)>(Ip + Ip) ™" (13)

where 6 = [z], G;,Gg]", Ip represents the Fisher information matrix, and Ip represents the prior
information matrix [17]. Note that the prior information only contains information of the gain
pattern, no prior information about the badge position is included. The detailed derivation of
the Bayesian CRB is presented in Ref. [3], we compare it with the CRB derived with an
isotropic gain pattern assumption next.

4.2. Comparison with CRB

For an estimator with deterministic parameters, a CRB is often used. With an isotropic gain
pattern assumption, a CRB for position estimation using RSS is derived in Ref. [8]. When the
gain pattern term in the RSS-distance model approaches zero, that is, g(a;) = 0, the Bayesian
CRB should be the same as the CRB derived in Ref. [8]. We show this next.

With the additional parameters in the gain pattern model, the Bayesian CRB not only
depends on radio channel parameters, but also depends on gain pattern parameter 0%. Once

s 05“»5 05
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Figure 4. Lower bounds. (a) Lower bound with 0% = 0.0001 (minimum value: 0.27, maximum value: 0.38). (b) Lower
bound with 6% = 1 (minimum value: 0.05, maximum value: 0.36).
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these model parameters are calculated, the Bayesian CRB can be calculated for an L m by L
m square area with four anchor nodes located at four corners. If we use the same radio
channel parameters as [8] and two different 0% values: 0% = 0.0001 and ¢% =1, the two
Bayesian CRBs are shown in Figure 4. For very small 02, e.g., 0% = 0.0001, the Bayesian
CRB is shown in Figure 4(a), which is identical to the CRB derived in Ref. [8]. For 0% =1,
the Bayesian CRB is shown in Figure 4(b). To obtain a lower bound for the overall area, we
introduce the average RMSE bound, which is defined as the average value of the square root
of the Bayesian CRB bounds over the area. The average RMSE bound for ¢ =1 is 0.29m,
which is lower than the 0.30m average RMSE bound with a gain pattern close to isotropic,
e.g., 0% = 0.0001.

5. Experiments and results

5.1. Experiment description

We present experimental datasets from three experiment campaigns in this book chapter.
These experiments were performed at outdoor, indoor and through-wall scenarios, which
cover a variety of multipath effects and environmental noise conditions.

*  Experiment 1: The first experiment was performed in a 6.4m by 6.4m area outside the
Merrill Engineering Building of the University of Utah. The area is surrounded by 28
TelosB nodes [13] deployed at known locations on stands at 1m height, near trees and
3 m away from the building wall. A person worn a TelosB node in the middle of his chest
and walked around a marked path at a constant speed of about 0.5m/s. This outdoor
experiment dataset was first reported in Ref. [3], and details can be found there.

*  Experiment 2: The second experiment was an indoor experiment performed inside the
Warnock Engineering Building of the University of Utah. A 6.1m by 6.1m area was
surrounded by 20 TelosB nodes with an interdistance of 0.91 m between each two anchor
nodes. A person wearing a TelosB node walked clockwise twice around a 2.7 m by 2.7 m
square, as shown as the purple line in Figure 9. The experiment was performed in the
building lounge area, during which students occasionally walked outside the peripheral
area of the sensor network. This experiment is first reported in this book chapter.

*  Experiment 3: The third experiment was a through-wall experiment, in which 34 TelosB
nodes were deployed outside the living room of a residential house, as shown in Figure 5
(b). A person wearing a transmitter walked four times around a 3.6 m by 3.6 m square in
the living room. The experiment was performed in a dynamic environment, where wind
caused tree branches and leaves to sway. This experiment dataset is first reported in
Ref. [19].

5.2. Experiment test bed and procedure

All three experiments use the same radio hardware, network protocol and follow the same
procedure. TelosB nodes were used as network anchor nodes and also mobile node. In all
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Figure 5. Experiment layout of Experiment 3 (through-wall).

experiments, anchor nodes were deployed at fixed locations, and one mobile node (transmitter
badge) was worn by a person in the middle of their chest. All TelosB nodes were programmed
with TinyOS program Spin [21] SPAN Lab. Spin protocol, and a base station connected to a
laptop was used to collect RSS measurements received by all the anchor nodes.

Before people started walking in the area, a calibration was performed with no people in the
experimental area. Since the locations of the anchor nodes are known, we use the measured
RSS and the link length to estimate the n, and Py parameters of the log-distance model. During
the experiment, a person wearing the radio transmitter on their chest walked around a marked
path a few times. A metronome and a metered path were used to keep the walking speed
constant so that the position of the person at any particular time was known. The actual
positions and orientations of the badge during these experiments are both known, so we can
compare them with the position and orientation estimates from the AGAPE algorithm.

5.3. Experimental results

A unique feature of modeling RFID antenna gain pattern is that it enables estimating the
orientation of the person, in addition to the person's location. We show the orientation estima-
tion results from the AGAPE algorithm using data from Experiment 1, which was first
reported in Ref. [3]. The estimated orientations are shown in Figure 6, together with the actual
walking directions. The orientation estimates generally agree well with the actual orientations.
As mentioned in Ref. [3], “the deviations from the actual orientations are generally less than
30°. However, sometimes when the person is turning, the bias is larger than 30°. This may be
due to the fact that the algorithm uses RSS measurements from 28 anchor nodes to estimate the
person’s orientations, and at the turning points, RSS measurements may be a mix of those
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Figure 6. Mobile's actual orientations (B) and orientation estimates (O) (time for each sample is about 0.4 s).

recorded before, after and during turning.” The median error from the AGAPE algorithm is
about 10°, and more than 90% errors are below 30°. The 4D MLE algorithm can also estimate
orientation, but it takes much more computing time. As mentioned in Ref. [3], the 4D MLE
implementation uses “10 times more than the AGAPE algorithm in the Python implementa-
tion, and the estimates are not more accurate than those from AGAPE.” In addition to the
orientation of the badge, another model parameter G; is also estimated. For Experiment 1, G,
has an averaged value of 12, which suggests that “the directionality of the gain of the trans-
mitter badge worn by this particular person in this particular environment is about 12 dB.“This
value is consistent with our experiments in the antenna gain pattern modeling discussed in
Section 2.

For the performance of position estimation, the CDF of the position estimation error from
Experiment 1 is shown in Figure 7. We see that the median estimation error is about 0.61 m,
and the 90th percentile estimation error is 1.22 m. However, the 2D MLE method has a median
error of 2.60 m, which is about 4.3 times larger than that from AGAPE. From the comparison of
the CDFs, we see that significant improvement is made if we include the orientation estimate
in the localization.

In Experiment 1, a wireless sensor network with 28 anchor nodes is used to locate a badge in a
6.4m by 6.4m square area. However, not so many anchor nodes may be available in some
applications. The following tests are performed using RSS measurements from a fraction of all
anchor nodes to investigate the effect of node number on the localization accuracy.

As mentioned in Ref. [3], “in the first test—Test 1, we use RSS measurements from different
numbers of equally spaced anchor nodes to locate the badge. For example, we first choose the
RSS measurements from four anchor nodes at each corner of the square area. As expected, the
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Figure 7. CDFs of position estimation errors from AGAPE and 2D MLE.

localization is not very accurate, the RMSE of the position estimate is 3.36 m, and the RMSE of
the orientation estimate is 40°. Next, we use the RSS measurements from those anchor nodes
whose ID numbers are multiples of 1, 2, 3 and 4 (since the anchor nodes are placed in a
numerically increasing order around the experimental area, these anchor nodes are equally
spaced). The RMSEs of the position and orientation estimates are shown as dots in Figure 8(a)
and (b), respectively. We see that as the node number increases, the RMSEs of position and
orientation estimates both decrease. When the node number increases to fourteen, the RMSE of
the position estimate decreases to 1.30m, and the RMSE of the orientation estimate decreases
to 18°. Further increase in anchor nodes will continue to decrease the RMSEs, however, there
are diminishing returns.”
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Figure 8. Effect of node number on (a) position estimation error and (b) orientation estimation error. (Test 1 uses equally
spaced anchor nodes and Test 2 uses randomly chosen anchor nodes).
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“In practical scenarios, anchor nodes may not be equally spaced. Thus, in Test 2, we use RSS
measurements from randomly chosen anchor nodes. For example, we randomly choose four
anchor nodes and run AGAPE using the RSS measurements from these nodes. We repeat the
above procedure 100 times, and each time calculate the RMSEs of the position and orienta-
tion estimates. Similarly, we randomly choose seven, ten, fourteen and twenty anchor nodes.
The average RMSEs are shown as squares, and the RMSE standard deviations are shown as
error bars in Figure 8. From Figure 8(b), we see that the average orientation RMSEs in Test 2
are all larger than the RMSEs in Test 1. For position RMSEs shown in Figure 8(a), the average
RMSEs in Test 2 are generally larger than the RMSEs in Test 1, except for the extreme case
when the number of anchor nodes is four. Thus, the AGAPE algorithm generally performs
better if the anchor nodes are equally spaced. However, the AGAPE algorithm is not very
sensitive to the effect of anchor nodes being non-equally spaced. In fact, the differences
between the position RMSEs in Test 1 and the average position RMSEs in Test 2 are always
less than 0.4 m. Finally, we compare the performance of the naive MLE 2D method with the
AGAPE algorithm using randomly chosen nodes. As shown in Figure 8(a), the MLE 2D
method is not very sensitive to the number of anchor nodes. However, the average position
RMSEs from the MLE 2D method are always larger than those from the AGAPE algorithm
for different numbers of anchor nodes.”

For Experiment 1, we see that the AGAPE algorithm can estimate both the orientation and
location of a person wearing an RFID badge with good accuracy for an outdoor environment.
However, its performance degrades at the indoor and through-wall experiments, i.e., in Exper-
iments 2 and 3. The position estimates from AGAPE and 2D MLE at a particular time in
Experiment 2 are shown in Figure 9, together with the likelihood function of MLE. We see the
MLE location estimate is biased towards the walking direction of the person, as it does not
include the human body effect on the transmitter gain pattern in its model. We also see that the
AGAPE algorithm is able to estimate both position and orientation of the person, and the
position estimate is closer to the actual location than the 2D MLE estimate. However, AGAPE
is not as accurate as in the outdoor experiments, because the modeling error in the first-order
gain pattern model increases at an indoor environment due to multipath effects.

For the through-wall experiment Experiment 3, we see that due to the attenuation of walls, the
path-loss model parameter 1, = 3.22, which is much larger than those from the first two
experiments. The AGAPE algorithm can still estimate both the position and orientation of the
person with reasonable accuracy, but there are several position estimate errors that are larger
than 4m (not shown in the figure). This is due to the ambiguity problem of AGAPE since
AGAPE has orientation  and gain pattern parameter G; to estimate, in addition to position
estimate. That is, AGAPE can converge to an incorrect position with an incorrect estimate of
orientation due to the noisy RSS measurements and the modeling error.

We compare the root mean squared error (RMSE) of the position estimates for the above three
sets of experiments. The RMSEs from the AGAPE, 2D MLE and 4D MLE algorithms are listed
in Table 1. We see that for Experiment 1, the RMSE from the AGAPE algorithm is 0.87 m,
which is similar to the 4D MLE algorithm. However, the MLE 4D algorithm uses grid search
method and is not a real-time algorithm due to its computational complexity. The RMSE from
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Figure 9. MLE likelihood and position estimates from 2D MLE and AGAPE algorithms in Experiment 2. Marked walking
path (purple line); actual person position (x); 2D MLE position estimate (0); AGAPE position estimate (*) and AGAPE
orientation estimate (—).

Experiment Model parameters RMSE from MLE RMSE from MLE RMSE from
(2D) in meter (4D) in meter AGAPE in meter
n, Py
Experiment 1 1.67 48.6 2.64 0.98 1.03
Experiment 2 228 19.8 1.86 1.65 1.69
Experiment 3 322 30.5 2.10 2.02 2.05

Table 1. Experimental localization results: RMSEs from MLE (2D), MLE (4D) and AGAPE.

the 2D MLE algorithm is 2.64 m. So for Experiment 1, the RMSE from AGAPE is reduced by
67.2% compared to the 2D MLE algorithm. For Experiment 2, the 2D MLE has an RMSE of
1.86 m, while the RMSEs from 4D MLE and the AGAPE are 1.65 and 1.69 m, with 11% and 9%
improvement, respectively. Finally, for Experiment 3, AGAPE does not have much improve-
ment compared to MLE. Both MLE and AGAPE have RMSEs of about 2m.

From the above comparison, we see that the 4D MLE and AGAPE algorithms are significantly
more accurate than the 2D MLE algorithm for outdoor environments. The 4D MLE takes much
more time than the AGAPE algorithm, but both algorithms can estimate the position and
orientation of a person wearing an RFID badge in front of her chest. The benefit from the
modeled directional gain pattern reduces at indoor and through-wall environments, since the
first-order gain pattern model becomes much noisier due to the increased multipath effects.
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The AGAPE and 4D MLE algorithms may suffer from the ambiguity problem, that is, they
may converge to a wrong position with a wrong orientation estimate. This ambiguity problem
is observed when a person wearing an RFID badge presents in close proximity to walls. This
problem may be resolved using orientation estimates from inertial measurement unit (IMU).
However, RF device-free localization [19, 20] may provide a simple way to solve the ambiguity
issue without adding more sensing modalities.

6. Conclusion

In this book chapter, we present measurements and models of active RFID antenna gain
pattern due to the human body effect. We find that a wireless sensor network-based RFID
localization system can actually benefit from the non-isotropic gain pattern due to the attenu-
ation and reflection of the human body. We present three estimation methods of RFID locali-
zation using received signal strength (RSS) measurements from a wireless sensor network: 2D
maximum likelihood estimator (MLE), 4D maximum likelihood estimator (MLE) and alternat-
ing gain and position estimator (AGAPE). The 4D MLE and AGAPE algorithms can both
estimate user orientation in addition to position, with the first-order gain pattern model and
the assumption that the user is wearing the RFID badge in front of her chest. However, the
AGAPE algorithm significantly outperforms the 4D MLE algorithm in computational time
using discrete Fourier transform (DFT) and first-order approximation. We also derive theoret-
ical estimation lower bound for joint orientation and position estimation problem. The Bayes-
ian Cramer-Rao bound (CRB) shows that the lower bound on the variance of a position
estimator decreases with the inclusion of a gain pattern model to the RSS log-distance model.
Finally, we present three sets of experiments performed at outdoor, indoor and through-wall
environments. The experimental results show that the 4D MLE and AGAPE algorithms
outperform the 2D MLE algorithm in localization accuracy in all datasets.
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Abstract

Although RFID has become a widespread technology, the developers of numerous
commercial systems have not taken care of security properly. This chapter presents a
methodology for detecting common security flaws. The methodology is put in practice
using an open-source RFID platform (Proxmark 3), and it is tested in different fields,
such as public transportation or animal identification. The results obtained show that
the consistent application of the methodology allows researchers to perform security
audits easily and detect, mitigate, or avoid risks and possible attacks.

Keywords: RFID, security, pen testing, LF, HF, ISO/IEC 14443, ISO/IEC 7816, ISO/IEC
11784, ISO/IEC 11785

1. Introduction

In the last years, RFID has been applied throughout industry and services, thanks to its ease of
use and its multiple practical applications, including animal identification, access control,
passport verification, transportation and payment cards, car access control, supply chain
traceability, logistics, or toll payments. However, despite becoming an everyday technology,
many public and private entities have not considered the security of RFID systems as a basic
requirement. In fact, it is easy to find many commercial systems that contain critical security
flaws and vulnerabilities [1, 2] that allow for cloning tags or for straight signal replaying. Such
vulnerabilities let attackers access certain services or facilities, get or alter personal information,
and even track people.

I m Ec H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
open science | open minds distribution, and reproduction in any medium, provided the original work is properly cited. [{cc N
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Fortunately, secure mechanisms can be applied to prevent the attacks aforementioned,
including the use of cryptography, the automatic detection of rogue devices [3], the enhance-
ment of the resistance to cloning [4], the secure storage of critical data in remote databases or
the use of secure physical modulations and medium access control (MAC) protocols. None-
theless, it is common to find commercial RFID systems that have such security features
disabled or detect already-broken RFID security systems still in use.

Taking the considerations previously mentioned into account, this chapter describes a
methodology that allows researchers to evaluate the most common security flaws and details
the necessary tools for applying such a methodology.

The rest of this chapter is organized as follows. Section 2 first reviews the most common
security threats that can be used against RFID systems and then describes some of the latest
RFID hardware/software security tools available. Section 3 exposes the methodology proposed
for analyzing RFID security. In Section 4, the methodology is tested in different commercial
systems. Finally, Section 5 is devoted to conclusions.

2. Security in RFID

2.1. Basics on attacks against RFID systems

Information security has been classically governed by what is known as the CIA Triad:
confidentiality, integrity, and availability. Confidentiality is related to the importance of
protecting the most sensitive information from unauthorized access. Integrity consists in
protecting data from modification or deletion by unauthorized parties, and ensuring that when
authorized people make changes, they can be undone if some damage occurs. Finally, availa-
bility is the possibility of accessing the data when needed. If any of these three principles is
not met, then security can be said that it has been broken.

Like other technologies, RFID is exposed to security threats and, specifically, to attacks on the
confidentiality, integrity, and availability of the data stored on the tags or on the information
exchanged between a reader and a tag.

The term risk refers to the probability of occurrence of an event that causes damage to an
informational asset. Two kinds of risks can be basically distinguished:

* Security risks. They are derived from actions able to damage, block, or take advantage from
a service in a malicious way. The action is usually carried out with the objective of obtaining
a profit or just for damaging the access to certain service. The most common services
provided by RFID systems are access control to facilities and payments.

* Privacy risks. These risks affect the confidential information of the users. RFID tags can store
data of the payments they performed or the transportation route followed by the user/
owner.

In real life, most risks are a mixture of both security and privacy risks: they threaten RFID
security in order to get access to the information stored or to the data related to a transaction.
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A classification of RFID attacks can be seen in [5]. The following are the most common attacks
associated with security risks:

Tag isolation. It is technically the simplest attack and probably the most common. It consists
in blocking the tag communications to avoid sending data to the reader. It is usually carried
out by means of a Faraday cage or by jamming RF signals.

Tag cloning. The unique identifier (UID) and/or the content of the RFID is extracted and
inserted into another tag [6]. Cloning is commonly used for accessing restricted areas or for
decreasing the price of certain goods in supermarkets.

Denial of Service (DoS) attacks. The reader is flooded with such a large amount of informa-
tion that it cannot deal with the signals sent by real tags [7]. Other techniques are based on
emitting radio noise at the operating frequency of the RFID system.

Command injection. Some readers are vulnerable to remote code execution just by reading
the content of a tag [8].

Signal replaying. It consists in recording the RFID signal in certain time instants with the
objective of replaying it later.

Remote tag destruction. There exist RFID zappers that are able to send energy remotely that
once rectified, is so high that certain components of the tag might be burned. Researchers
have also found thatitis possible to misuse the kill password in some tags (Electronic Product
Code(EPC) Class-1 Gen-2) with a passive eavesdropper and then disable the tags [9].

SQL injection. Like in the case of command injection, it has been found that some reader
middleware is susceptible to the injection of random SQL commands [8].

Virus/Malware injection. Although difficult to perform in the vast majority of RFID tags due
to their low storage capacity, it is possible in certain tags to insert malicious code that is able
to be transmitted to other tags [8].

Man-in-the-Middle (MitM) attacks. They consist in placing an active device between a tag
and the reader in order to intercept and alter the communications between both elements
[10, 11].

Relay/Amplification attacks. They consist in amplifying the RFID signal using a relay; thus,
the range of the RFID tag is extended beyond its intended use [12].

RFID skimming. They consist in the use of portable point of sales terminals to make
unauthorized and fraudulent charges on payment cards.

Attacks associated with privacy risks include the following;:

Unauthorized access to personal data. Many systems store private data on the tag or transmit
them when a tag and reader exchange information.

Personal tracking. This is probably the most feared, since an attacker might determine
routes, purchases, and habits of a specific person. The information may be even used for
marketing purposes.
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2.2. Hardware tools for auditing RFID security

In recent years, a number of projects have been developed with the aim of facilitating re-
searchers’ low-level access to RFID communications. Some of them are just software tools that
can be used with commercial RFID readers (RFIDiot [13]), while others involve specific
hardware (Proxmark 3 [14], Tastic [15], OpenPCD [16], OpenPICC [17], Chameleon Mini [18]),
or certain firmware (Proxbrute for Proxmark 3 [19]). Hardware developments are specially
interesting: some devices can emulate readers (Tastic, OpenPCD); others can emulate just tags
(OpenPICC); and a few can emulate both kinds of devices (Proxmark 3, Chameleon Mini).

There are not many academic platforms developed to test RFID security. An example can be
found in [20], where a microcontroller and Field-Programmable Gate-Array(FPGA)-based tag
platform is presented with the aim of evaluating high-frequency (HF) and ultra-high-frequen-
cy (UHF) RFID tags. The latest development as of writing is the Chameleon Mini, which has
been promoted by the Ruhr University (Bochum, Germany): it is a versatile RFID tag emulator
compliant with ISO/IEC 14443 and ISO/IEC 15693 (for instance, it currently supports MIFARE
Classic 1K/4K/Ultralight emulation).

The platform selected in this chapter to analyze RFID security was Proxmark 3, which is an
open-source system able to transmit at LF (125-134 KHz) and HF (13.56 MHz). The system
contains an Atmel AT91SAM7S256 (256 KB of flash and 64 KB of RAM), an FPGA (Xilinx
Spartan-II), and an 8-bit analog-to-digital converter (ADC). It is powered through an USB and
has a SV2 connector for the antenna, which contains four pins: two are for the HF antenna, and
the other two are for the LF antenna. All these components can be observed in Figure 1. Among
Proxmark features, it is relevant its ability to sniff the communications between a reader and
different tags, and the possibility of emulating a reader or a specific tag.

When the Proxmark acts as an RFID receiver, the signal that comes from the antenna goes
through the ADC and is converted from analog to digital. Then, the digital data are sent
through an 8-bit bus to the FPGA, where it is demodulated. Finally, the signal is sent from the
FPGA to the microcontroller through the Serial Peripheral Interface(SPI) to deal with the RFID
protocol. When the Proxmark acts as a transmitter, the same steps are performed but in reverse

On-board
button

Antenna
Connector

Figure 1. Main components of Proxmark 3.
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order. The FPGA modulators/demodulators are developed in Verilog, while the Atmel
microcontroller is programmed in C.

3. A methodology for evaluating RFID security

3.1. Methodology proposed

In order to automate the evaluation of security in commercial RFID systems, a methodology
has been devised. A reduced flow diagram is depicted in Figure 2. It consists of the following
main steps:

1. Visual inspection of the tag. Many tags include the name of manufacturer, the model and,
sometimes, the RFID standard. With such data, it is usually easy to get more specific
information on the way the tags behave and how to perform security tests.

o B lag

Figure 2. Flow diagram of the methodology.
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2. Radio frequency detection. If there are no external signs on the tag, it is first recommended
to determine the tag’s frequency. In such a case, LF, HF, UHF, and super-high frequency
(SHF) tags can be found. There are software and hardware mechanisms to determine
which is the operating frequency, like using a spectrum analyzer, or disassembling the
tag or the reader to observe the hardware components of the radio interface.

3. Modulation and coding detection.

4. Standard identification. Once obtained the three previous parameters (frequency, modu-
lation, and coding), it is straightforward to determine whether there exists an RFID
standard compliant with such configuration. If it is not the case, the research could become
tricky, since it might involve a proprietary protocol. However, when working with LF, HF,
and UHF tags, standards are usually followed.

5.  Sniff and emulate communications to perform security tests.

3.2. Applying the methodology with the Proxmark 3

The methodology presented in this chapter can be easily applied to any unknown HF and LF
RFID tags. In the next subsections, the analysis is divided into LF and HF tags, since the way
they work varies noticeably. As it will be detailed, it is possible to work at a physical level with
LF tags, but that is not easy in the case of HF devices.

3.2.1. Detecting the operating frequency

The first step of the methodology consists in obtaining the operation frequency. For such a
purpose, one of the antennas (LF or HF) has to be placed far from any tag and the Proxmark
command hw tune has to be executed. The command gives us the received voltage in the
different supported frequencies. Then, the operation has to be performed next to the unknown
tag: if one of the voltages has decreased remarkably for a specific frequency, it means that such
a frequency is the operating frequency.

Figures 3 and 4 show an example of the process for an LF tag. First, the voltages are checked
with the HF antenna connected (note in Figure 3 that the LF antenna is said to be unusable),
and it can be observed that they almost do not change between tests (i.e., just around 1 V).
When the same procedure is carried out with the LF antenna (Figure 4), the voltages associated
with LF frequencies drop substantially (especially of 134 KHz), and therefore, it is concluded
that the tag is indeed LF.

3.2.2. Analyzing LF tags

When determining whether a tag follows an LF standard, the first step consists in figuring out
the data modulation and coding. For such a purpose, the following sequence of Proxmark
commands has to be executed:

* LF read [h]: the tag is powered with the selected frequency (125 KHz by default, or 134 KHz
using the parameter /7). The command also records the signal transmitted by the tag.
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* Data sample x: it downloads x of the previously recorded samples to the PC.

* Dataplot:it allows the user to open a new window to plot the signal. It is useful for evaluating
the signal visually.

* Different instructions can be used to modify, amplify, decimate, or normalize signal values
to ease signal identification.

* If the signal is clean enough, and its modulation has been recognized, the user can try to
demodulate it. For instance, if the signal is modulated in amplitude-shift keying (ASK),
the command data askdemod can be executed. In the case of frequency-shift keying (FSK)
modulated signals, fskdemod is the right command.

proxmark3> hw tune
#db# Measuring complete, sending report back to host

# LF antenna: 0.00 V @ 125.00 kHz
# LF antenna: 0.00 V@ 134.00 kHz
# LF optimal: 0.00 V @ 12000.00 kHz
# HF antenna: 9.70 V @ 13.56 MHz
# Your LF antenna is unusable.

proxmark3> hw tune

#db# Measuring antenna characteristics, please wait..
#db# Measuring complete, sending report back to host
# LF antenna: 0.00 V @ 125.00 kHz

# LF antenna: 0.00 V @ 134.00 kHz

# LF optimal: 0.00 V @ 12000.00 kHz

# HF antenna: 8.67 V @ 13.56 MHz

# Your LF antenna is unusable.

Figure 3. HF voltages for an LF tag when is present (second command) or not in the field.

proxmark3> hw tune
#db# Measuring antenna characteristics, please wait..
#db# Measuring complete, sending report back to host

# LF antenna: 12.89 V@ 125.00 kHz
# LF antenna: 23.36 V@ 134.00 kHz
# LF optimal: 24.98 V @ 131.87 kHz
# HF antenna: .64 V @ 13.56 MHz
# Your HF antenna is unusable.

proxmark3> hw tune
#db# Measuring antenna characteristics, please wait..
#db# Measuring complete, sending report back to host

# LF antenna: 9.40 V@ 125.00 kHz
# LF antenna: 13.16 V@ 134.00 kHz
# LF optimal: 17.32 V@ 139.53 kHz
# HF antenna: ©.68 V @ 13.56 MHz
# Your HF antenna is unusable.

Figure 4. LF voltages when an LF tag is not in the field (first command) and when it is.
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Figure 5 shows an example of the signal obtained after carrying out the first three steps
previously mentioned. Such a signal can then be demodulated, as it seems to be modulated
either in ASK or FSK.

In this case, when the command askdemod was executed, it returned an error indicating that it
had not been detected an ASK-modulated signal, and in fact, taking a closer look at Figure 5
it can be observed that the period of the pulses with less amplitude is different from the others.
Therefore, it had to be FSK and fskdemod demodulated the signal (Figure 6).

|
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wnarkdd 1T read
bl bsffer sanplas: Pe I ofl bI Ba Ga 4F 30 ..
mharkl} data sanples 1056
ading 1B sanplos

wnarkl} data plot

Figure 5. Example of an LF tag signal received.

proxmark3> data fskdemod

actual data bits start at sample 618@

length 58/58

bits: ‘910210101000001018111111111111111111211111111°
hex: @008@950 STFfTfff

proxmark3> data fskdemod

actual data bits start at sample 1844

length 58/5@

bits: ‘910819191200001011001100000000000100010010001"
hex: @0880958 5980---1

Figure 6. LF tag signal demodulated with fskdemod.
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The next step consists in searching for a bit pattern, which might lead to determine the length
of the identifier. Thus, the signal has to be observed during certain periods of time and look
for similarities. In order to understand the transmitted data, it can be useful to find the standard
that defines and structures them. For instance, in the previous example, the LF tag was an
access control card manufactured by HID [21], whose well-known LF data structures can be
extracted and then the UID obtained, as it is shown in Figure 7.

At this point, the HID tag can be emulated with the Proxmark using the command If hid sim;
and it can even be cloned with a rewritable tag like Atmel T5557.

3.2.3. Analyzing HF tags

HF tags behave in a slightly different way than the LF ones: their signal is so fast that it cannot
be processed so easily at plain sight. Moreover, in general, HF tags are smarter than LF tags,
and they not only transmit an identifier repeatedly but also perform more complex commu-
nications with the reader. There exist many HF transmission modes and protocols. Further-
more, HF tags and readers can vary their modulation during the same transmission. For
example, a tag can send FSK-modulated data, while the reader responds in ASK.

The steps required to analyze HF tags are not as clear as in LF, so the study becomes more like
a trial-and-error process. For instance, the case of a public transportation card whose data were
decoded after trying one by one all the possible combinations defined by the most popular
standards until the right one was found is shown in Figure 8: first, it was tested ISO/IEC 14443-
A, then ISO/IEC 15693 and, finally, ISO/IEC 14443-B.

proxmark3= 1f hid fskdemod
#db# TAG ID: 95059800——1 (1096)
#db# TAG ID: 95059800-—1 (1096)

Figure 7. Obtaining the tag UID of an access control LF tag manufactured by HID.

proxmark3> hf 14a reader
is5014443a card select failed

proxmark3= hf 15 reader

#db# @ octects read from IDENTIFY request:
#db# @ octects read from SELECT request:
#db# @ octects read from XXX request:

proxmark3> hf 14b read
#db# 3 1 e

Figure 8. Determining the RFID standard of an HF tag.
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proxmark3> data hexsamples
50 08 ——= —— —— —— 4e 44
4b 33 —— —— —— —— 44 44

Figure 9. UID and control bytes from an ISO/IEC 14443-B compliant card.

The command for reading ISO/IEC 14443-B tags sends an Answer to Request Type B(ATQB)
command (0x05, 0x00, 0x08, 0x39, 0x73) and records the tag’s answer. The second value of the
output can be either 0x00000000 or 0x00000001: if it is “1”, it means the reply of the tag was
received properly. If it is “0”, it means that not all bytes (or none) were received.

In the specific case of the previous tag, the answer of the tag is “3 1 e,” so the second value
(“17) means that the tag is actually compliant with ISO/IEC 14443-B. The Proxmark is able to
return the data after issuing the command hexsamples, which shows the UID and additional
control bytes (in Figure 9).

4. Practical evaluation

In order to validate the methodology proposed, three different commercial RFID systems were
analyzed and tested. The next subsections first introduce the tags audited and then give details
on the analysis and the steps required testing their security.

41.M and T cards

In this section, what we have called “M” and “T” cards are analyzed. Please note that such
aliases were given to avoid legal issues, since there are still several hundred thousand units of
the cards still in use.

In the case of the M card, it has been used in the last years by the city council of a relevant city
in Spain for paying different services such as public transportation, museum access, or sport
events. It is said that the council has sold more than 200,000 units of the card.

Regarding the T card, it is an RFID card developed by a Spanish regional government that
provides public transportation payment to a population of 2.7 million people. It was designed
to be compatible with the M card; therefore, in the next subsection a joint analysis of both cards
is performed.

4.1.1. Visual inspection

In plain sight, there are no signs or symbols that indicate the frequency band of the RFID cards.
It can be assumed that by the reading range and the amount of information stored, they could
be HF tags, but a deeper analysis should be performed to verify it accurately.
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4.1.2. Operating frequency and modulation

* Radio frequency. Although both cards seem to be HF, the steps described in Section 3.2.1
have to be carried out to determine whether they are LF or HF. Such steps confirm that they
are HF tags.

* Modulation. Once the radio frequency is obtained, it has to be decided which of the possible
standards the tags follow, and then, the modulation can be determined. A first fast test
consisting in sending commands for ISO/IECs 14443-A, 14443-B, and 15693 standards show
that the tags only answer correctly to the ones issued following ISO/IEC 14443-B.

4.1.3. Understanding the underlying protocols

ISO/IEC 14443 [22] is a 13.56 MHz-based standard that defines proximity RFID systems that
are usually related to payment cards. ISO/IEC 14443 consists of four parts: (1) physical
characteristics, (2) RF power and signal interface, (3) initialization and anti-collision, and (4)
transmission protocol. It also defines two kinds of tags (type A and type B), which differ in
parts (2) and (3). Table 1 shows the differences in terms of modulation and coding between
both types [in such a table, the reader is called proximity coupling device (PCD), and the tag
is the proximity integrated circuit card (PICC)].

4.1.4. Security analysis

4.1.4.1. Obtaining communication traces

The first step for the security analysis consisted in obtaining a good set of data samples of the
communications carried out between each card and the reader. Note that data samples were
taken during real trips in public transportation. Thus, a laptop with the Proxmark was carried
in a backpack, while the RFID antenna cable was placed along the sleeve of a jacket until
reaching the tester’s hand, where the antenna captured the dialog between the card and the
reader.

Once the radio signals were captured by the antenna, they were demodulated and decoded
with the Proxmark. The main problem with this setup was electric noise: many samples were

Type A Type B
PCD to PICC ASK 100% ASK 10%
Modified Miller, 106 kbps NRZ, 106 kbps
PICC to PCD Load modulation Load modulation
Subcarrier fc/16 Subcarrier fc/16
OOK BPSK
Manchester, 106 kbps NRZ-L, 106 kbps

Table 1. Modulation and coding used by ISO/IECs 14443-A and 14443-B.
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lost because they became corrupted. In fact, none of the first 10 capturing attempts was
successful, and it was necessary to perform numerous tests and try three different M/T cards
to get a good data set. An example of captured data is shown in Table 2.

Timestamp RSSI Device Payload Additional
information

0 142 TAG 5008 10 2a 1d 53 4e 44 4b 33 81 93 bc 3f

1398 112 TAG 007810

854 0500 00 71 ff

11500 050000 71 ff

11478 06 00 97 5b

46342 0500083973

1908 1d 08 10 2a 1d 00 08 01 00 94 60

554 296  TAG 00 78 f0

3566 02 8026 4f 11 0a €7 de

3146 116  TAG 020014 98701001 0176557290 0073 65

36188 03 8032000018 ea 98

1852 00 01 00 00 00 00 00 00 **Fail CRC**

480 0090 00 1d fe **Fail CRC**

3676 02 80 2e 01 00 20 43 2f

2870 203 TAG 0201010 {5 £f £5 ff 00 00 00 00 01 £4 07 06 a9 8c ff 00 11 03 8 00

00 b9 0b ff 00 02 00 01 48 90 00 26 57

48 (SHORT)
3798 038030 00 00 1d 31 f6

1580 03 (SHORT)
17462 02 80 28 00 00 04 75 39 34 0d 3a 07 d3

5778 (SHORT)
34972 03 80 2a 01 00 24 00 15 00 4b 00 01 48 41 19 09 01 00 28 01 37 €5 8c 18

211000 c2 0101 0923 00 10 01 00 00 4b d4 72 2b eb 04 ca 20

14542 203 TAG 03 b3 56 ee 2¢ 90 00 e6 01
197304 0500083973
804 33 81 93 be 3f **FAIL CRC*

Table 2. Example of a M/T trace.
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4.1.4.2. Analysis of the traces collected

It is important to emphasize that the communications of the system analyzed were not
encrypted. Furthermore, it is first necessary to understand ISO/IEC 14443-B to determine the
meaning of the different messages. The following are the steps performed by a regular
ISO/IEC 14443-B system:

1. The tag awaits for a Request Type B(REQB) command.
2. The reader sends the REQB.

3. If the application family identifier (AFI) of the REQB is the one expected, the tag answers
with the ATQB and waits for an ATTRIB command.

4. The reader sends the ATTRIB command.

5. If the ATTRIB command is the one expected, the tag sends the ATA (also known as the
ATATTRIB, answer-to-ATTRIB).

6. Finally, the tag commutes to the active state, where it is able to exchange data commands
with the reader until it receives a DESELECT and commutes to a HALT state.

Regarding the messages transmitted when the tag is in the active state, they can be of three
types: i-block, s-block, and r-block. The first one is used for transmitting and asking for data
from the application layer. The other ones are for protocol operations or are related to data
from lower layers. Table 3 describes the structure of an i-block, which is the only block that
appears in the traces of the communications of the M/T cards.

After analyzing a number of traces, it was concluded that the information contained in the i-
block was compliant with ISO/IEC 7816 [23], which has been massively used in credit, debit,
and other payment cards. Therefore, it is first necessary to describe briefly the structure of the
ISO/IEC 7816 requests and answers.

The typical ISO/IEC 7816 application protocol data unit (APDU) follows the structure shown
in Table 4.

PCB CID NAD Payload CRC-B
Length 1byte 1 byte (optional) 1 byte (optional) N bytes 2 bytes
Meaning Protocol control Card ID number Node address (for logic addresses) Cyclic-redundancy check

Table 3. Structure of an i-block.

In Table 4, the CLA byte specifies the command class: in case of being equal to 80 or greater
(except for FF that is not a valid value), it means that proprietary commands are used. The
same happens with the byte INS, which identifies the type of command. The third field on the
header is bytes P1 and P2 that in general, refer to memory positions on the card, but they may
actually be any parameter(PARAM) of the command.

49



50 Radio Frequency Identification

Field Description Length (bytes)
Header CLA 1
INS 1
P1 and P2 2
Lc Number of bytes transmitted 0,1o0r3
Data Payload Lc
Le Number of bytes of the response 0-3

Table 4. Structure of an ISO/IEC 7816 APDU command.

Regarding the answers to such commands, they are conformed by two bytes (SW1 and SW2),
which are coded according to Table 5. The most common answer during a correct sequence of
commands is 90-00, but, sometimes, the execution of the sequence can be successful and return
a different value.

4.1.4.3. Disassembling the traces

Once the basics of ISO/IECs 14443-B and 7816 are understood, it is possible to process the traces
generated by the system.

Contrary to what was illustrated in Table 2, the messages “**FAIL CRC**” and “(SHORT)”
should not be present, since they are related to data corruption. In the same way, a good trace
should have alternating messages from the tag and the reader, instead of containing two con-
secutive messages from the same device (except from the case when the reader is looking for
tags). Taking these facts into account, Table 6 indicates the relationship between the standard

SW1-SW2 Meaning

Normal processing 90 00 Ok
Warning processing 61 XX XX bytes are still pending to be sent
62 XX State of nonvolatile memory is unchanged
63 XX State of nonvolatile memory has changed
Execution error 64 XX State of nonvolatile memory is unchanged
65 XX State of nonvolatile memory has changed
66 XX Security-related issues
Checking error 6700 Wrong length
68 XX Not supported functions in CLA
69 XX Command not allowed
6A XX Wrong P1-P2 parameters
6B 00 Wrong P1-P2 parameters
6C XX Wrong LE field. There are XX bytes available
6D 00 Instruction code not supported or invalid
6E 00 Class not supported
6F 00 No precise diagnosis

Table 5. Common answers to ISO/IEC 7816 commands.
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commands and the trace shown in Table 2. As it can be observed, the sequence of messages is
not correct: some are missing, and others have not been received in the correct order.

First, at timestamp 12350, the reader sends different REQB commands to wake up tags that are
in its surroundings. The first byte of the command is always set to 05, while the second one is
the AF]J, that is, equal to O (i.e., every tag should respond to the request). The byte PARAM
varies between both commands, being 00 in the first case and 08 in the second one (they are
aimed at waking up tags in different states). Finally, the last two bytes conform the CRC-B
field, which checks the integrity of the message.

The second command is the ATQB:

It always begins with 50.

The next four bytes are 08 10 2a 1d, which are the pseudo-unique PICC identifier (PUPI,
which is fixed for each tag of the system analyzed, but it might be random in other systems).

Then, the command continues with another four bytes (53 4e 44 4b) that indicate the
applications of the tag.

Timestamp RSSI De- Payload Additional Message
vice information

0 142 TAG 500810 2a 1d 53 4e 44 4b 33 81 93 bc 3f ATQB
1398 112 TAG 007810 ATATTRIB
854 050000 71 ff REQB
11500 050000 71 ff REQB
11478 06 00 97 5b
46342 050008 39 73 REQB
1908 1d 08 10 2a 1d 00 08 01 00 94 60 ATTRIB
554 296 TAG 0078 f0 ATATTRIB
3566 02 8026 4f11 0a e7 de i-Block
3146 116 TAG 020014987010 0101 765572900073 65
36188 038032000018 ea 98
1852 00 01 00 00 00 00 00 00 ** Fail CRC **
480 009000 1d fe ** Fail CRC **
3676 02 80 2e 01 00 20 43 2f
2870 203 TAG 020101 e0 f5 ff £5 £ff 00 00 00 00 01 £4 07 06 a9 8c ff 00 11 03 €8 00

00 b9 Ob ff 00 02 00 01 48 90 00 26 57
48 (SHORT)
3798 0380300000 1d 31 f6
1580 03 (SHORT)
17462 02 8028 00 00 04 75 39 34 0d 3a 07 d3
5778 (SHORT)
34972 03 80 2a 01 00 24 00 15 00 4b 00 01 48 41 19 09 01 00 28 01 37 €5

gi if(;) 00 c2 01 01 09 23 00 10 01 00 00 4b d4 72 2b eb 04 ca 20
14542 203 TAG  03b356 ee 2c 90 00 e6 01
197304 0500083973 REQB
804 33 81 93 be 3f **FAIL CRC**

Table 6. M/T trace messages analyzed.
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* Next, three bytes (33 81 93) specify different aspects of the communications protocol. Their
description and use are beyond the scope of this chapter, but the interested reader can obtain
such details in ISO/IEC 14443-3.

* The last two bytes contain the CRC-B.

Another imperfect trace is shown in Table 7. However, this trace is useful for illustrating the
sequence of commands executed during the exchange.

After the ATQB, at timestamp 1104, the reader sends the ATTRIB command. The command is
composed by a first byte (1d) that identifies the command, four bytes that indicate the PUPI
from the previous command (08 10 2a 1d), three bytes that determine the communications
protocol, a byte (00, the Card Identifier(CID)) that selects a tag and two final bytes that contain
the CRC-B.

Timestamp RSSI Device Payload Additional infor- Message
mation
0 050000 71 ff REQB
804 138 TAG 500810 2a 1d 53 4e 44 4b 33 81 93 bc 3f ATQB
936 5008 10 2a 1d 7f cf
464 178 TAG 0078 f0 ATAT-
TRIB
12350 0500 00 71 ff REQB
11472 06 00 97 5b
46082 0500083973 REQB
804 214 TAG 50 08 10 2a 1d 53 4e 44 4b 33 81 93 be 3f ATQB
1618 0000 (SHORT)
3578 02 80 26 4f 11 0a €7 de
3050 020016 98 70 10 01 01 76 55 00 ** FAIL CRC **
8198 038032000018 ea 98
2334 186 TAG 03 0b 09 8700 00 1000 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 00 1d
ce
3540 02 80 2e 01 00 20 43 2f
1708 0201 01 €0 f5 ff £5 ff ** FAIL CRC **
1162 275  TAG 0200 00b2 9000 d3 b4 ** FAIL CRC **
3846 0380300000 1d 31 f6
2124 (SHORT)
840 93 TAG 0434 (SHORT)
13524 028028000004 17 67 7f 16 3a 81 41
6012 230 TAG  02e7 (SHORT)
33958 03 80 2a 01 00 24 00 17 00 4b 00 00 b2 41 19 09 01 00 28 01 30 ed 8c 17 36 10 00 2
01010923 00 10 01 00 00 4b 99 76 da 3b 04 46 49
14544 162 TAG 0379 a0 ac 57 90 00 1a 0d
218628 0500083973
804 138 TAG 500810 2a 1d 53 4e 44 4b 33 81 93 be 3f
1104 1d 08 10 2a 1d 00 08 01 00 94 60 ATTRIB
554 206 TAG  0078f0 ATAT-
TRIB

Table 7. Second example of M/T trace.
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Then, the tag answers with an ATATTRIB command, which consists in 3 bytes: the first one is
the CID (as indicated by the previous command: 00), while the two last bytes are the CRC-B
of the message.

After the ATATTRIB, the RFID session is established and the tag is in the active state, ready
for transmitting data.

After analyzing a great deal of traces of the M/T system, it was found that a sequence of six
pairs of commands was repeated constantly. Since this is just an example of what can be done
with the methodology proposed, we will not deepen into the details, but it will be mentioned
briefly the structure of the first two pairs of commands.

The first command is always the same: “02 80 26 4f 11 Oa €7 de.” The standard ISO/IEC 14443-B
indicates thatitis ani-block, whose first byte means that it is block number 0 and that it does not
contain CID or NAD. The last two bytes of the message are the CRC-B, so the transmitted data
are composed by five bytes (80 26 4f 11 0a). These bytes follow ISO/IEC 7816: the first one is the
CLA byte (80, proprietary command); the second one is the field INS (26); the third and the
fourth (4f11) are P1 and P2 (parameters of the command); and the fifth (Oa) is the field LE, which
indicates the number of expected bytes to be received from the tag (i.e., 10 bytes are expected).

This first command is followed by the first response of the tag. As it can be observed in
Table 8, it is almost the same for every tag. Its structure is as follows:

* Byte 1 (02): it indicates that it is an i-block 0.

* Bytes 2-13: ISO/IEC 7816 data. For instance, bytes 2-3 indicate the total number of trips
carried out with the card and bytes 12-13 contain the state of the execution of the command
(90-00, successful execution).

* Bytes 14-15: CRC-B.
The second request is also always the same: 03 80 32 00 00 18 ea 98.
* Byte 1 (03): i-block 1.

* Bytes 2-6: ISO/IEC 7816 data. Since CLA is 80, the command is proprietary. INS is equal to
32; P1 and P2 are 00 and 00; and LE (expected length of the answer) is 24 bytes.

* Bytes 7-8: CRC-B.

Trace\#Byte 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Card1-Trace 1 02 00 14 98 70 10 01 01 76 55 7290 00 73 65
Card1-Trace 2 02 00 15 98 70 10 01 01 76 55 7290 00 e2 30
Card1-Trace 3 02 00 17 98 70 10 01 01 76 55 7290 00 <0 9b
Card2-Trace 1 02 01 40 98 70 10 01 02 07 90 31 90 00 65 ac
Card2-Trace 2 02 01 42 98 70 10 01 02 07 90 31 90 00 47 07
Card3-Trace 1 02 00  Oc 98 70 20 01 01 69 87 97 90 00 ba 6a

Table 8. Responses collected for the first command.
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The second answer is related to the use of special fares during a trip. Tables 9 and 10 show
examples of traces for different cards. The data are structured as follows:

o Byte 1 (03): i-block 1.

o Bytes 2-27: ISO/IEC 7816 data. For instance, bytes 12-13 and 14-15 indicate the activation
and expiration dates of a special fare, and byte 11 the type of fare (e.g., “1” for standard, “3”
for reduced fare).

o Bytes 28-29: CRC-B.

The rest of the pairs answer-response contain other interesting information such the balance
of the card, the place where the card was recharged (e.g., ATM, bank) or the data about each
trip performed (i.e., cost, date, time, line, and vehicle number).

After all the analysis, it was not found a severe security threat in the system, but there are
several issues regarding data privacy that developers should consider.

The main problem is that the RFID communications are performed in plain text, without any
kind of ciphering, what leads to the possibility of snooping and emulating them. Thanks to
that, an attacker can emulate an unauthorized reader and obtain private data such as the credit
balance or the specific characteristics of the trips of a user. Note also that many smartphones
currently support NFC (near-field communication), which is partially compatible with
ISO/IEC 14443-B tags, and it is straightforward to develop an Android application to read the
data (there have already been attacks to ISO/IEC 14443-A tags using mobile phones [24]).

The complete disassembling of the protocol opens the possibility to perform MitM attacks,
where a third device might alter the data on the RFID transactions in order to get certain
benefits (e.g., for instance, to avoid discounting credit on the card).

Trace\#Byte 1 2 3 4 5 6 7 8 9 0 11 12 13 14 15
Card 1-Trace 1 03 0b 8 8 00 00 10 00 00 00 01 00 00 00 00
Card 1-Trace 2 03 0b 89 8 00 00 10 00 00 00 01 00 00 00 00
Card 2-Trace 1 03 0b 89 8 00 00 10 00 00 00 03 b5 8 f5 8d
Card 3-Trace 1 03 0b 89 8 00 00 20 00 00 00 01 00 00 00 00

Table 9. First half of different responses to the second commands.

Trace\#Byte 16 17 18 19 20 21 22 23 24 25 26 27 28 29
Card 1-Trace 1 00 00 00 00 00 00 00 00 00 00 90 00 1d ce
Card 1-Trace 2 00 00 00 00 00 00 00 00 00 00 90 00 1d ce
Card 2-Trace 1 00 10 30 00 00 00 00 00 00 00 90 00 a8 0Oc
Card 3-Trace 1 00 00 00 00 00 00 00 00 00 00 90 00 08 7d

Table 10. Second half of the responses to the second command.
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4.2. Public transportation card of Santiago de Compostela

This RFID card was used until recently in the city of Santiago de Compostela (Spain) to pay
for public transportation.

4.2.1. Visual inspection

Like M/T cards, there is no external sign that identifies the underlying RFID technology. We
can only see the contacts of traditional smart card interfaces, so there are at least two interfaces:
one wired and another wireless.

4.2.2. Operating frequency and modulation

* Operating frequency. Like the previous cards, it is fair to assume that due to its use for public
transportation, there is a high likelihood that it is an HF card. And this fact was confirmed
by following the verification steps described in Section 3.2.1.

* Modulation. Once determined the frequency band, it is possible to test the commands for
the different ISO/IEC standards. After testing, the ones for ISO/IEC 14443-B and ISO/IEC
15693, it was found that the tag responded correctly to ISO/IEC 14443-A commands that
indicated that the tag was a MIFARE Classic 1K.

4.2.3. Understanding the underlying protocols

MIFARE is a contactless smartcard technology from NXP Semiconductors [25] that has sold
more than 5 billion tags and fifty million RFID readers. It started to be manufactured around
1994-1995, being its first major deployment performed in Seoul’s city transportation.

MIFARE is compliant with the first three parts of ISO/IEC 14443-A at 13.56 MHz, although
there are certain differences depending on the version of the tag, which has been evolving
during the last years.

MIFARE Classic is probably the most popular version of MIFARE cards. These tags use a really
simple application-specific integrated circuit (ASIC) that basically stores data. Their memory
is divided into sectors and blocks that are protected with a simple access control system. Each
sector is divided into four blocks: three of them contain data, while the other one stores the
data access permissions and the access keys.

There is not a fixed data format, although there is a special format called value block with specif-
ic operations for incrementing and decrementing values. Sectors use two keys (A and B). Each
key allows for managing different permissions: a key could be valid only for reading data,
while the other one could be dedicated to modify them. The first 16 bytes of the internal memo-
ry are read-only and contain the serial number and other data related to the model and the
manufacturer. Data are coded in Crypto-1, an already-broken cryptographic protocol [26-28].

There are different MIFARE Classic versions:

* MIFARE Classic 1K. Its name derives from its 1024-byte internal storage, which is divided
into 16 64-byte sectors.
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* MIFARE Classic 4K. It has 4096 bytes for data divided into 40 sectors.

* MIFARE Classic Mini. It stores 320 bytes in 5 sectors (the actual useful data space is 224
bytes).

After MIFARE Classic, NXP created other versions: Ultralight, Ultralight C, DESFire (whose
security was broken in 2011 [29]), Plus, DESFire V1 and V2, etc.

4.2.4. Security analysis

As it was explained in the previous subsection, MIFARE Classic cards implement a security
system that prevents reading or writing the internal data. However, this system is outdated
and has already been broken.

To get the access keys to read and write the different internal blocks, the Proxmark official
firmware offers several options. For instance, the command hf mf mifare executes the darkside
attack [28] to obtain a valid key. Such an attack usually takes from 30s to half an hour (some-
times it has to be executed several times). An example of the output of the system is shown in
Figure 10, where the A key of the first block is obtained. Then, another attack called “nested
authentication” [30] can be performed: it allows remote attackers to obtain the keys of all the
other blocks (in Figure 11). Once all the keys have been obtained, a dump of the memory can
be extracted.

With the dump, it is possible to study the different parameters (e.g., detect memory changes
as more trips are carried out) or save it to restore it later and recover the previous credit balance.
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Figure 10. Obtaining access key A from a MIFARE Classic card with Proxmark.
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Iterations count: 8

sec|key A res|key B res
@eea| 721205421911 1 b@blb2b3b4b5 1
8@1] 721205421911 1 b@blb2b3b4b5 1
|082| 721205421911 | 1 | b@blb2b3b4b5 | 1 |
1003| 721205421911 | 1 b@blb2b3b4b5 | 1 |
e84 721205421911 1 b@blb2b3b4b5 1
#e5| 721205421911 1 b@b1lb2b3b4b5 1
006| 721205421911 1 b@b1b2b3b4b5 1
007| 721205421911 1 b@b1lb2b3b4b5 1
008| 7712f5411e53 1 b@b1b2b3b4b5 1
009| 7712f5411e53 1 b@blb2b3b4b5 1
010| 7712f5411e53 1 b@blb2b3b4b5 1
011]| 7712f5411e53 1 b@b1lb2b3b4b5 1
912| 7712f5411e53 1 b@blb2b3b4b5 1
913]| 7712f5411e53 | 1 b@b1lb2b3b4b5 1
|014| 7712f5411e53 | 1 | beblb2b3b4bs | 1 |
|015| 7712f5411e53 | 1 | b@blb2b3b4b5 | 1 |
[ |—I |—I

Figure 11. Access keys cracked for every sector.

4.3. Animal identification tags

Pet identification has been carried out throughout Europe since the late 1990s. RFID tags are
generally implanted subcutaneously. The main purpose of this identification was animal health
of the most common pets, including cats, dogs, and ferrets (European Regulation 998/2003).
The same system is used in Europe for breeding and production of equidae (European
Regulation 504/2008), and for public health in ovine and caprine animals (European Regulation
21/2004).

4.3.1. Visual inspection

In this case, a visual assessment to detect any sign of the underlying technology is not necessary,
since these kinds of tags are regulated and specified by the different European regulations
previously mentioned.

4.3.2. Detailed analysis

In the case of pet identification, European Regulation 998/2003 specifies that tags have to be
compliant with ISO/IEC 11784 [31] and ISO/IEC 11785 [32]. They both describe LF tags, existing
two different versions: half-duplex (HDX) and full-duplex (FDX and FDX-B). In Spain, most
pets wear FDX-B tags, which use biphasic coding.

* Operating frequency. It was verified with the Proxmark that a sample tag (already
implanted on a dog) was LF, as it was expected from the information given in the previous
section.

* Modulation. In this case, it was not straightforward to recognize the modulation used,
because the signals captured had a lot of noise (the tag had been implanted on the dog a

57



58 Radio Frequency Identification

year before these tests were performed). An example of the signals received is shown in
Figure 12. It was usually required to filter the signal to reduce the noise, obtaining a figure
like the one shown in Figure 13, which resembles a biphasic coding.

When these experiments were carried out, the official Proxmark firmware did not support
FDX-B, so it was necessary to implement it. Such an implementation first filters and demod-
ulates the signal, and then decodes it.

4.3.3. Understanding the underlying protocols

ISO/IEC 11784 and ISO/IEC 11785 are international standards that regulate RFID for animal
identification. Each animal transponder contains 64 bits with the information shown in
Table 11 (the data values included were generated randomly).

The system works at 134.2 KHz, and there are two different transmission modes: half-duplex
(HDX) and full-duplex (FDX or FDX-B). In HDX mode, the tag is not able to send data and
receive power at the same time. Thus, reading consists in powering the tag for a short interval
and then waiting for the tag to transmit the data. In this mode, an 8-bit header (always
“01111110”) and a 16-bit cyclic-redundancy check (CRC) are sent. An additional chunk of 24
bits is also sent and includes information on the application. Data are modulated in FSK and
coded with non-return-to-zero (NRZ).
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Figure 13. Animal identification tag signal after filtering it.
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The tags that operate in FDX-B mode are able to transmit data and be powered at the same
time. As it can be seen in Table 11, this kind of tags transmits an 11-bit header (“10000000000”),
50 bits of data, 24-bits with the application information and a 16-bit CRC. Moreover, every 8
bits (except for the header) a control bit is added (always “1”). Data are sent in less-significant
bit (LSB) order, so, when the reader receives the bits, it can reconstruct them just using simple
binary shifts. The bits are modulated in Amplitude-Shift Keying(ASK) and are coded in
differential biphase (DBP).

4.3.4. Security evaluation

By making use of the functions implemented, it was straightforward to read data from any
FDX-B tag. The software extracts the two main parameters: the country code and the nation-
al code (the actual identifier). Figure 14 shows an example where two consecutive readings
were performed: the first one is successful, while the second one shows errors related to a
bad reading.
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- sy [ L [ ek

Header | 1 | O
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[l R R o = R ]
or oooo
(=T |—'|=:| (=]
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(10 bits) 1 (1

Data Block o - |- -] -] - -] -
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(abit) 5
Animal LN - 3 T o = 5 -
Application
Indicator
_(1bit
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'C-)pti'bnahl
Extra Data
(24 bits)

Table 11. Internal memory structure of an animal identification tag.
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Header found, starting data in pos 161
Animal APP

MNational code: 898104131364

Country code: 981

Obtained CRC: d28d

Calculated CRC: d28d

Header found, starting data in pos 292
Bit control error CC in bit 345

Bit control error in bit 354

Bit control error in bit 372

Bit control error in bit 381

Animal APP

National code: 183524829156

Country code: 249

Obtained CRC: 3abl

Calculated CRC: Td&b

Figure 14. Example of readings from an animal identification tag.

Security is almost nonexistent in this kind of tags: although writing is not allowed, the tag
continuously sends the stored data without any authentication requirement. It may seem that
the scenario is not susceptible for including high-security mechanisms, since the objective is
to identify the clinical records and the owner of a dog, but in terms of privacy and uniqueness
of the identifier, the current system is not effective. Note that, using a device such as Proxmark,
it is not only easy to read the data, but also to emulate tags and clone them.

This security problem is even worse when tags are attached to animals aimed at producing
human food (e.g., ovine and caprine animals). Cloning or erasing the data breaks traceability,
which is the way to determine where an epidemic outbreak was originated.

5. Conclusions

The methodology proposed in this chapter for evaluating security in commercial RFID systems
has allowed for detecting relevant flaws in real-world developments, including the following:

* Ability to clone animal identification information.

* Possibility of altering data of certain payment cards.

* Extraction of private information from different transportation cards.
* Possibility of capturing tag-reader communications.

* Possibility of emulating both readers and tags.

Most of the flaws detected were reported to the respective companies, and they have taken the
proper measures to mitigate them: in some cases, the system was redesigned to increase
security, but most companies had to replace the whole hardware with updated and more secure
devices.
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The final conclusion is that although RFID systems can implement sophisticated security
measures, certain developers have adopted the technology without taking such mechanisms
into account. A methodology like the one proposed in this chapter can help to perform au-
dits and determine the security level of an RFID system before taking it from a test environ-
ment to a real situation.
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Abstract

The radio frequency identification (RFID) systems are gaining in popularity in automated
processes of object identification in various socioeconomic areas. However, despite the
existing belief, there is no universal RFID system on the commercial market that could
be used in all user applications. All components of a developed solution should be care-
fully selected or designed according to the specification of objects being recognized and
characteristics of their environment. In order to determine parameters of propagation or
inductively coupled system, especially when it is dedicated to uncommon applications, a
multiaspect analysis has to be taken into consideration. Due to complexity, the problem is
reduced to analytical or experimental determination of RFID system operation range and
a “trial and error” method is mostly used in the industry practice. In order to cope with
the barriers existing in the RFID technology, the authors give the review of latest achieve-
ments in this field. They focus on the definition, comprehensive characteristics and deter-
mination of the antenna parameters. They also pay attention to the 3D interrogation zone
(IZ) that is the main parameter in which multitude technical aspects of the RFID systems
are gathered simultaneously, as regards the theoretical synthesis as well as market needs.

Keywords: RFID, antenna, interrogation zone, passive/semi-passive transponder,
read/write device

1. Introduction

Radio frequency identification (RFID) refers to modern technology applied to the radio iden-
tification of objects of any kind [1]. The RFID systems are gaining in popularity because of
their multitude advantages, and today they are frequently used in automated processes in

I m EC H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
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various socioeconomic areas. Usability of this technology is confirmed by a rapidly growing
number of innovative practical implementations [2—4]. From an economic point of view, it
results from wider availability of RFID devices on the market as well as forecast in terms of
their applicability within the next few years [5]. On the other hand, better recognition of the
essence pertinent to the operation of these devices as well as methods of determining their
parameters constitute the reason in technological terms.

Widely understood processes of automated object identification applied in various areas of
life and economy constitute the subject of contemporarily conducted implementation works
[1, 6, 7]. RFID devices are, inter alia, increasingly more frequently chosen in security and
access control systems, in industrial logistic processes (during shipping of packages, materi-
als or products), and in the course of identification of measurement samples or valuable mate-
rials in research processes (in various fields of research, technology or medicine). Significant
number of the implementations is carried out in the range of the Internet of Things (IoT) [8].
The RFID system complied with electronic product code (EPC) recommendations is thought
to replace barcodes being currently in common use [9]. The development works are con-
ducted to ensure that automatic identification will be effectively and smoothly applied to the
fast-moving consumer goods (FMCG) in supply chains [10]. Similar activities are pursued in
the areas of reliable and safe identification of moving objects, for example, in the public trans-
port (automatic vehicle identification (AVI)) [7].

It may well be concluded that the observed potential of application use of the radio frequency
identification technology justifies the need to conduct intensive research and development works
which will constitute a factor of innovative changes in the said framework. The development in
this scope is mainly stimulated by highly industrialized countries, but the results obtained by the
authors also constitute a contribution to ways of solving many problems in the RFID technology.

Presented works were carried out in many aspects (Chapter 2), including operational effec-
tiveness of single and anti-collision passive and semi-passive RFID systems for perspective
frequency bands (HF, UHF). In the course of research, each time it was assumed that it is
necessary to achieve essential utility values. Therefore, the majority of published results were
positively confirmed experimentally, and then, practical applications were found in the indus-
try, institutions and other places where automated systems were implemented. Considerable
part of these works was conducted in the field of definitions, characteristics and determining
antenna parameters, which essentially influence the process of synthesis of an interrogation
zone (IZ) in RFID systems (Chapter 3).

Overcoming implementation barriers with regard to the RFID technology in various socioeco-
nomic activities constituted the essence of this works. It is worth remarking that determination of
RFID system parameters rationally, especially in the aspect of their unusual applications, is only
possible by means of a multiaspect analysis of real problems in an automatic identification pro-
cess (Figure 1). It means that despite the existing belief, there is no universal RFID transponder
on the market, which could be used to label any object. Such a transponder should be properly
selected or —which is more beneficial —designed for the object, in view of many conditions of its
performance. Moreover, there is no system that could be used in any automated process. System
configuration should be adjusted to the needs of automatic identification of marked objects.
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’ Interrogation zone

of anti-collision

Figure 1. Illustration of RFID automatic identification processes.

The radio communications process in the RFID system can only be conducted in the interro-
gation zone (Figure 1). If only one electronically marked object is assumed to be in it, then this
arrangement is called a single identification system. In the case of an anti-collision system, the
communications process is conducted simultaneously with many transponders. In this case,
radio channel multiaccess algorithms are used, which enable to simultaneously differentiate
between many objects. The mechanisms are included in appropriate communication proto-
cols. In the two said examples of RFID systems, it should be assumed that marked objects are
located in a three-dimensional Q, space. Then, one cannot be certain that all these objects
will be identified during an automated process since it can also be conducted in a static (per-
manent spatial location and orientation of objects) as well as in a dynamic manner (changing
spatial location and/or orientation of objects).

A properly implemented RFID system is a system in which all objects are successfully
marked and —irrespective of the location, orientation or operation status —quickly identified
in a planned (anticipated) manner. The solution of the problem consists in predictability of a
three-dimensional interrogation zone (3D IZ). The essence of this parameter was pointed out
by Klaus Finkenzeller in the monograph [1] where the categorization of aspects in the RFID
technology was done for the first time. The importance of the publication and thus valid-
ity of the proposed assumptions and solutions is confirmed by the number of its citations.
Considerable problems with regard to determining the interrogation zone in a three-dimen-
sional space were noticed, for example, by Nemai C. Karmakar in monograph [11]. Many
researchers reduce the IZ synthesis to analytical or only experimental determination of RFID
system operation range [12-17]. In industrial conditions, the parameter is usually determined
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with a “trial and error” method [18, 19] since by definition it means a maximum distance
that is necessary to properly conduct a process of read/write data from/into a transponder’s
memory which is located in an axis of symmetry of a read/write device (RWD) antenna. It can
be used directly only in the case of static single identification. In accordance with the defini-
tion, the range cannot be utilized to describe a static anti-collision identification or all systems
where dynamic changes take place, as it constitutes only a selected parameter of the three-
dimensional RFID interrogation zone.

In this context, it should be deemed that some additional parameters should be specified in
the practice of designing and validating devices and systems of the RFID technology, in order
to determine basic conditions for synthesis of the three-dimensional interrogation zone. In
particular, it is related with the necessity to define, characterize and measure parameters,
which so far have been: (1) omitted in view of lack of comprehensive recognition, (2) deter-
mined by means of an ineffective experimental “trial and error” method, or (3) measured
with the use of wrong methods. Among others on the basis of documented R&D works con-
ducted by the authors, it may be deemed that the 3D IZ is a parameter in which multitude
technical aspects are gathered simultaneously, as regards the operation of RFID devices, as
well as market needs to use them effectively in automated systems. Therefore, the title of
this chapter includes the word “synthesis” which—in the determined framework —enabled
the authors to present the problem in its entirety, including its many aspects. The factors
are already noticeable by leading manufacturers who try to fill the gaps in specifications of
their devices and systems based on effects of intensive research and development works con-
ducted throughout the world.

2. The scope of scientific issues

2.1. Frequency bands of RFID systems

Although the performance of RFID systems is pertinent to a radio communication process,
many parameters and phenomena should be understood in a nonstandard way. It refers to,
for example, a zone in which energy is not radiated but stored in an electric and magnetic
field, performance of antennas that are unmatched in terms of waves, phenomenon of imped-
ance matching of a transmitter/receiver and its antenna that is adjusted during wireless data
transmission and so on. With regard to the RFID technology, it is necessary to apply many
new terms which—in order to be understood —require taking into account construction of
RFID devices and their performance.

The scientific investigations in the RFID technology have to be considered according to the
used frequency bands (Figure 2). In terms of electromagnetic field emission, the RFID systems
are placed in a group of radio equipment devices. They use bands (typically LF, HF and UHF)
and operating frequencies (f ) that are commonly available for industrial, scientific and medi-
cal (ISM) purposes [20]. Therefore, band and frequency constitute basic factors influencing
the differentiation between types of RFID systems, which subsequently determines a different
approach in terms of considering the essence of their performance.
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Figure 2. Frequency bands for RFID systems.

2.2. RFID system structure

Irrespective of considered frequency band, a software and hardware component may be dis-
tinguished in a radio frequency identification system. The software serves for both direct con-
trolling of individual digital devices and managing the whole system. The second component
is composed of two main parts: a read/write device (RWD) with antenna and single or many
electronic transponders which are used to mark objects (Figure 3).

With regard to the definitions that are used in the RFID technology, the notion of a “reader”
can be frequently encountered in the reference literature. Nonetheless, it is worth noticed
that the RWD performs a double function in the system (transmitter/receiver) which enables

RFID system environment
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Figure 3. Generalized block diagram of an RFID system.
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data transmission in two directions. If in the automated process of object identification, data
are not saving into transponders’ internal memory, then it may be justified to use the term
“reader.” In other cases, where information is also written to the transponder memory, a
“reader” constitutes an abbreviation which does not reflect the essence of device performance.

The most popular RFID transponder contains only the chip with the connected antenna, so it
is called passive transponder, whereas semi-passive type (sometimes called active) has built-
in an extra supply source (e.g., lithium disposable battery) which can be exchangeable or not.
Generally, the battery is used for enlarging the 1Z, which is a very desirable feature for most
applications. Moreover, in some new chips integrated with both wired and wireless access
ports, the additional energy is used for powering blocks of supplementary autonomous func-
tions, such as measuring physical quantities (humidity [21, 22], temperature [22-24], light inten-
sity [22, 23], pressure [25], acceleration [26], gas [24], etc.), writing gathered data into a built-in
memory, managing activity cycles and power distribution in a data acquisition system and
so on. These functions are realized without the participation of RWD and give transponders
the autonomy. It should be noted that the RWD has to be active in order to conduct the radio
communications process, because the extra battery system of transponder is never used for
activating the transmission circuit. It means that the transponder antenna does not emit the elec-
tromagnetic field as it is in the case of conventional short-range devices (SRDs) [20]. These char-
acteristics help distinguish the semi-passive RFID transponders from the classical active SRDs.

2.3. Inductively coupled systems

According to the main classification of the RFID technology, the first group is composed of induc-
tively coupled systems. The carrier frequency is between 100 and 135 kHz (typically 125 kHz)
for the LF band or 13.56 MHz for the HF band. This kind of the systems operates by utilizing
zone that is characterized by an inhomogeneous magnetic field (described by the magnetic field
strength H) and strong coupling (described by the mutual inductance M) between antennas of
the arrangement components. For the typical operating frequency f, =125 kHz of the LF band, the
wavelength A is 2400 m, and for the £,=13.56 MHz of the HF band, A is about 22 m. For this reason,
the RWD and transponder antennas are made in the form of loop which is small in relation to A.
Hence, the inhomogeneous magnetic field generated into RWD antenna vicinity is the medium
for both transferring energy and wireless communications.

A load modulation is the most widespread way of communications with the use of this
medium. Thus, in the LF systems, information is transferred by a modulated carrier wave
(amplitude shift keying (ASK)). In the range of short waves, inductive coupling between tran-
sponder and RWD antenna loops is considerably weaker. Therefore, in the HF band, data
are transferred by means of load modulation with subcarrier in order for the energy to be
properly transferred to transponders. If a spectrum of a modulated signal is taken into consid-
eration for the LF systems, conveyed information is gathered in sidebands, occurring around
the carrier wave, whereas for the load modulation with subcarrier, it has to be regained from
precisely defined subcarriers (e.g., 13.56 MHz/16, 32, 64 = 847 kHz, 424 kHz, 212 kHz) [27].
The said communication mechanisms are implemented in appropriate protocols (e.g., ISO/
IEC15693, 14443, 18000-3 for an HF band).
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The basic parameter that characterizes the interrogation zone and read/write range of the
inductively coupled RFID systems is a minimum magnetic field strength H . (or a minimum
value of magnetic induction B , ) at which the correct data transmission between the RWD
and transponder takes place [28]. The minimum value H, , that is required in a process of
writing data to the transponder’s internal memory (H, , . . ) is bigger by a few percent than a
value for readout (H , ., ). It is the reason why the RFID interrogation zone is depended on

the type of operations conducted in communication frame.

The anti-collision systems are even more troublesome in synthesis. Since the several transpon-
ders can be simultaneously located in the vicinity of an RWD antenna, it is necessary to provide
appropriate power supply for all of them. The influence of their magnetically coupled circuits
on the loop impedance of the RWD antenna causes a considerable change of many parameters
in the entire system. As a consequence, the phenomenon leads to difficulties in communication
with transponders that are located at the zone boundary where the magnetic field strength has
a minimum value. In order to assess properly the acceptable borders of spatial distribution for
deploying marked objects in a designed system, the correct analysis of the RWD loop impedance
with coupled antennas of transponder, and therefore, an analysis of changes in the magnetic
field strength has to be performed. The three-directional interrogation zone of an inductively
coupled RFID system, independently for a required direction of data transmission, can be deter-
mined on the basis of comparison of the H , parameter and a value of magnetic field strength
generated in a particular point P(x, y, z). In order to conduct the correct synthesis, apart from
fulfilling minimum energy conditions, the efficiency of communication between RFID devices
in the anti-collision system with inductive coupling has to be taken into consideration.

2.4. Propagation systems

Operating principles of the RFID devices dedicated to the UHF band (860-960 MHz depend-
ing on world regions) are significantly different. In the UHF RFID systems, a far-field region
is utilized and the wave locally can be considered as plane. In this region, vectors of electric
and magnetic field strength are perpendicular both to each other and to the direction in which
the wave disperses. The radiated electromagnetic wave of power density S is energy medium
supplying passive or semi-passive transponders (Figure 3). The carrier wave of the frequency
f, is used to transmit energy between matched antennas, but it should be noticed that the
impedance matching of a transmitter and a receiver known from classical theory is valid only
for the read/write device and its 50 Q) antenna (not for transponders).

The problem with definition, characterization and determination of parameters which essen-
tially influence the synthesis process of the interrogation zone in the UHF band is presented
on the basis of the proposed model of a radio communications system (Figure 4). The model
represents electrical circuits and antenna of the read/write device as well as a single transpon-
der (passive or semi-passive). For simplicity, only the single identification process is consid-
ered. But, the same algorithm can be multiplied for all arrangements (RWD and additional
transponders in IZ) when the anti-collision system is synthesized.

The electronic chip of a transponder is designed to be supplied by the minimal voltage U, that
is induced at terminals of the connected antenna. As a consequence, the complex impedance
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Figure 4. Generalized block diagram of an UHF RFID system.

(Z,,) of the chip front end is continuously changed. The part (Z,.,) of the impedance that
represents a rectifier and voltage regulator is strongly influenced by the electromagnetic field.
On the other hand, parameters of the electromagnetic field are dependent on the orientation
of marked object and its localization in the operating space where both energy and commu-
nication conditions have to be established in order to ensure the proper work of the system.
The conditions are described by the interrogation zone that constitutes the basic parameter of
RFID systems. Since the amount of conveyed energy is very small, the backscatter communi-
cations is used for transmitting data in the direction from the transponder to the RWD. In this
process, a battery-less device communicates by modulating its reflections of an incident radio
frequency (RF) signal. The modulation is realized by step changes of the chip impedance
(Z ¢\ sWitching). The communication principles are implemented in the protocol of electronic
product code (EPC) Class 1 Gen 2 [29], which the latest version is currently standardized in
ISO/IEC 18000-63 (formerly ISO/IEC 18000-6).

The Friis transmission equation can be utilized for determining the interrogation zone of a
common radio channel [30]:

G,G.A*ty
v = Prn = G @)

where P, means the power supplied to terminals of the impedance-matched RWD antenna,
G,—the gain of the impedance-matched RWD antenna, P,—the power received in the tran-
sponder antenna, G,—the gain of the transponder antenna (impedance matching of the
antenna and the chip is assumed), y —the polarization matching factor for a given arrange-
ment of the radio communication antennas, 7—the coefficient of power transfer from the
antenna to the chip, A —the wavelength and r—the distance between the antennas.

The boundary of the interrogation zone, that is, the maximal distance 7, between the

wrMax

axial-symmetrical antennas of a communications system, can be determined by transforming
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equation (1). The proper conditions for supplying energy to the passive transponder are estab-
lished in such a defined space. The conditions are characterized by the minimal power P
(chip sensitivity) which is enough for activating internal circuits of the transponder:

Tmin

_ A Pryp G Gr 7 )

ererzx 41 P

Tmin

The transponder sensitivity is dependent on its type (passive or semi-passive) [31, 32] as well
as on parameters of radio communication protocol. There is a relation between the sensitivity

of passive transponder chip P.. . and semi-passive one P

TminP TminSP*

P >P 3)

TminP TminSP
It yields a larger geometrical space of the interrogation zone in semi-passive systems. It is pos-
sible due to an extra battery source connected to the chip. But it should be emphasized that
the relation (3) is valid when the voltage of internal source is in the range of minimal U, , .
and maximal U values (Figure 5). Therefore, the sensitivity of semi-passive chip should

BatMax
be specified for the given voltage value U, , of internal supply module.

The maximal distancer, , hastobe compared withar value in the process of interroga-
wrMax BtrMax

tion zone synthesis. The r,, . means the maximal distance between the centers of antennas

where proper detection of transmitted signal is possible:

4 P, G2 yo
A2 Drwp BR™ X0
= —_— 4)

T Btrtax 4m)s P

Rmin

where 0, means the effective reflecting area of the transponder antenna (Radar Cross Section
(RCS)) and P, . —the minimal power at the RWD input for signal wave reflected off the
transponder.
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Figure 5. Generalized curve of the sensitivity for a passive and semi-passive chip.
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The signal is transmitted by backscatter communications in the direction from the transpon-
der to the read/write device. The process of data exchange can be carried out successfully
provided only that the power in antenna circuits of both the RWD and transponder reaches
the necessary level. The energy gathered by the transponder located in a point (x, y, z) has to
be enough for supplying the chip with a power P, greater than the minimal value P .. And
also the energy of a signal wave reflected back to the RWD antenna has to be sufficient to give

a power P, greater than the P, . value:
Prx Y, 2) Py, 2)
PTmin 2 1, Rmin 2 1 (5)

Egs. (1)—(5) can be used to determine the interrogation zone in passive or semi-passive RFID
systems of the UHF band. It should be borne in mind, however, that many of the listed param-
eters depend on electrical and geometrical arrangements of RWD and transponder antennas.
This is particularly important in dynamic and anti-collision RFID systems which are dedicated
to automated processes of object identification. For example, despite the antenna polar dia-
grams of G(6) and G(¢), the three-dimensional antenna radiation pattern G(6,¢) has to be taken
into consideration when orientation of labeled object is changed in all directions. Moreover,
the chip sensitivity (i.e., minimal power P, . )is the most important in the IZ synthesis process.
It describes supply conditions of a transponder [33]. On the base of this parameter, the imped-
ance of the chip placed at IZ boundary, the construction of transponder antenna and the shape
of interrogation zone for a given implementation of RFID system are worked out.

The impedance of transmitters or receivers in conventional radio systems is fixed (e.g., 50,
75 Q) and matched to the antenna at a given frequency. Another situation is in passive and
semi-passive RFID systems. The chip impedance Z_ . of a transponder varies, while it is work-
ing. The impedance matching of chip and antenna Z_, is characterized by the power transfer
coefficient 7 (Figure 4).

The gain G, in Egs. (1) and (2) has to be determined at full impedance matching of antenna
and chip (Z,,= Z,%, T = 1) in order to carry out the interrogation zone synthesis. Thus, the
power transfer coefficient is described by equation:

4Re(Z,,Re(Zr)

T = 6
Re(Z,, 2, +*1m(Z,, + 2,0 ©)

In practice, the antenna impedance Z_, is constant at a given frequency, but the chip imped-
ance Z, . varies while the transponder is working (Figure 4). This characteristic is crucial in the
IZ synthesis, but producers of RFID components do not specify it.

3. Experimental research

3.1. Determining chip parameters in UHF RFID transponder

An attempt to define, characterize and determine parameters of a transponder chip may
be found problematic in relation to the considered systems. In the course of preparing
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research works in this field, the authors observed that both the literature and knowledge on
the subject in question are incomplete. Above all, this applies to the UHF band and newly
implemented chips with semi-passive functions. In this context, the effective methods of
determining parameters for passive and semi-passive UHF RFID chips are presented in the
chapter [34]. Elaborated measuring procedures were verified experimentally and discussed
in detail. The special untypical laboratory stand was prepared for carrying out the research
tasks. Furthermore, the importance of the parameters for the interrogation zone synthesis
was described methodically. The special software tools that allow researchers to effectively
conduct investigations on protocol parameter modifications in both newly developed and
approved standards (e.g., ISO/IEC18000-63) were also designed. These facilities can signifi-
cantly support many theoretical and simulation works that are developed and described in the
branch literature and can improve the reliability and efficiency of designed RFID applications.

Values of impedance Z, . are depended on transponder localizations and orientations accord-
ing to the RWD antenna. It is because this parameter varies with power P, that is transferred
from the antenna to the chip (Figure 4). Power level changes are caused by a rectifier and
voltage regulator that are main parts of a transponder RF frontend [35, 36]. Operating modes
(e.g., reading or writing operation realized on an internal memory of the chip) also affect the
chip impedance, because they can be activated at different power levels (P, ... >P_. )
Furthermore, parameters of communications protocols, for example, ISO/IEC18000-63 com-
patible with EPC requirements [29], have an effect on the Z, .. Unfortunately, the variable chip
impedance has significant influence on measurements of the minimal power P, . what makes
a measuring task very difficult. In order to cope with this problem, a special laboratory stand
has to be set in which two methods of chip sensitivity determination can be integrated in the
proposed research procedure (Figure 6).

The essence of both methods is to determine the minimum power P . at the moment when 16b
Random or Pseudo-Random Number (RN16) is identified as a response from the transponder. The
number is generated as an answer to the Query command according to communication proto-
cols [29] when the condition of P, >P_ . is met. The power P, . is obtained with giving special

consideration to the impedance mismatching of chip (Z ) and 50 Q2 measuring channel (Z).

In the first method, the real frame with the Query command is generated by measuring equip-
ment. An arbitrary waveform generator is used as a simulator of modulated signal source,
and a vector signal generator is a source of a carrier signal with adjustable output power. The
pattern of real communication frame is generated by JankoRFIDchip’UHF program which was
designed in the Mathcad environment for the research task. A file with the frame prepared
according to the specified protocol (Figure 7) is written to the arbitrary waveform generator
by a LAN interface.

The pattern signal is integrated with the carrier in the vector generator. The power P (Figure 6)
of output signal with modulated amplitude can be adjusted to a desired level. Generally, the
power is transferred with nonmodulated carrier, for example, during Start or Stop sequences.
The frame is sent periodically —it begins with the Reset sequence of turning off and reset-
ting internal circuits and finishes with the Stop sequence of sending back transponder answer
and shutting-down internal blocks. The transmission parameters are synchronized during the
header sequence [29].
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Figure 6. Block diagram of the test stand.

In the second method (Figure 6), a long-range read/write device with an antenna is utilized
instead of expensive research apparatus. The main advantage of this equipment is the pos-
sibility to set up communication protocol parameters according to investigators’ tasks. Also,
a level of output power P, = can be adjusted. In this laboratory stand, the power P, trans-
ferred in a tested RFID application can be also adjusted in the intrinsic way by changing the
distance r between antennas of a real arrangement.

Comparing both methods, it should be noticed that the universal and versatile but very expen-
sive generators are used in the first procedure. Thanks to the elaborated special software, an
initial process of protocol pattern preparation is very easy and allows designers to control all
communication parameters. So, this method can be utilized to conduct all kinds of typical
and untypical measurement tasks, even including investigations connected with a synthesis
of analytical model. Also, potential environmental disturbances have limited influence on the
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Figure 7. JankoRFIDchip’UHF program (developed in the Mathcad environment).

obtained results. The second method is more time-consuming with regard to the measure-
ment process configuration. Its versatility is restricted by commercial software tools, and it is
affected by radio interferences. The main advantage consists in comparatively negligible costs
of the laboratory stand.

The command Query which is sent in both the procedures is transmitted to the chip by using
a ferrite circulator. Since Z,.# Z, the transferred data can be decoded by the spectrum ana-
lyzer according to the requirements of [29]. The analyzer can be also utilized to measure the
minimal power P _, but losses of measuring channel on the way between the analyzer input
and the chip gate have to be taken into account. The sensitivity of tested chip is determined
by the relationship:

P, =P (1-1T1?) @)

Tmin
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where I means the reflection coefficient which is measured by the vector network analyzer
(VNA).

The reflection coefficient is specified at the previously determined value of power P _ . Prior to
the measuring procedure, the VNA input has to be calibrated with the impedance Z =50 Q.
Also the reference plane has to be moved to the junction of chip and its antenna—the method
of port extension can be used [37, 38]. The testing stand and all time-consuming measuring
procedures can be controlled remotely by the LAN network on the base of TCP/IP protocol.

Selected chip groups were tested in the measurement stand (Figure 8). Obtained results [34]
are convergent for the methods presented in Figure 6. The measured P . values are very
close to the information given in producer’s documentations. However, it should be noted
that the information specified by manufacturers is too perfunctory from the RFID system
designer point of view.

The chip sensitivity varies with frequency, communication protocol parameters, etc., but
these characteristics are very often suppressed in specifications. Moreover, the conditions of
this parameter determination (e.g., what frequency or band was it determined for?) are not
described by producers. Also, the same problems are valid for the difference between sensi-
tivity values for the chip working in passive (U, ,= 0 V) and semi-passive (U, , >0 V) modes
(Figure 9). So, it is necessary to determine the sensitivity P, . of semi-passive transponders
with regard to voltage levels of the auxiliary battery supply unit (Figure 9a). It has to be taken
into consideration by designers on the stage of RFID equipment preparation.

If the chip sensitivity is determined correctly, it is possible to measure the chip impedance by
the means of VNA. The results of impedance measurement can be obtained at the sensitiv-
ity P, . (Figure 9b) [34]. Significant differences in the gathered data can be observed for the
higher value of the power P.. It is caused by an internal stabilizer of chip which has to adjust
voltage in the input circuits. This effect does not have significant impact on the measuring
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Figure 8. Test stand in the authors’ RFID laboratory at the Department of Electronic and Telecommunications Systems
(DETS) in Rzeszow University of Technology (RUT).
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procedure of interrogation zone. It is because the amount of energy which is harvested from
the electromagnetic field generated by the RWD antenna is enough for proper operation of
the chip. However, it should be noted that the impedance value at the power P_ . for the
semi-passive chip is independent of the supplementary battery source. This fact has essen-
tial practical meaning because it allows designers to construct only one type of transponder
antenna for both the operating modes (passive and semi-passive).

3.2. Antenna synthesis for UHF RFID transponder

Since the huge progress observed in the RFID technology covered also aspect of antenna
constructions, the complement of the knowledge in the field of literature and verification of
well-known methods used in synthesis of transponder antennas for various frequency bands
is compulsory.

An example problem for the UHF band was discussed in [39]. A novel microstrip antenna
dedicated to UHF semi-passive RFID transponders with an energy harvester was presented
in this paper. The antenna structure designed and simulated by using Mentor Graphics
HyperLynx 3D EM (HL3DEM) software was described in detail. The modeling and simula-
tion results along with comparison with experimental data were analyzed and concluded.
The need to eliminate a traditional battery form a transponder structure was the main goal of
the project. The energy-harvesting block, which was used instead, converts ambient energy
(electromagnetic energy of common radio communication systems) into electrical power for
internal circuitry. In order to benefit from the additional function of gathering extra energy, it
was necessary to create new designs of antennas.

Typical values of a UHF semi-passive chip resistance R,. equal from a few to tens Q at the
chip sensitivity P, . . A value of a chip reactance X, (typically a few of hundreds (2) depends
mainly on an internal capacitance that accumulates energy which is necessary for supplying
the transponder [34]. Impedance matching means that the chip resistance R,. is equal to an
antenna resistance R,,, and also an antenna reactance X, has inductive character;then, the
equation Z, = Z, .* is met.

In the classical passive UHF chip, there are several ways to obtain highly inductive charac-
ter of the antenna impedance [40]. The first group of methods consists in modification of a
microstrip antenna construction. It can be achieved by adjusting the coupling effect between
the antenna and the transponder environment [41] or by modifying chip circuit by utilizing
T-matching (Figure 10a) [42] or a parasitic induction loop (Figure 10b) and others. These
methods cannot be applied to same solutions of chips due to their specific internal circuit
design [34]. Then, it is necessary to use symmetrical/asymmetrical open-antenna arms (open
dipole) which are adjusted by a microstrip and/or SMD elements (Figure 10c).

Type of chips considered in [39] has an RF rectifier output for gathering energy from the elec-
tromagnetic field of RFID system (Figure 11). This output, together with an external battery,
is used for powering blocks of supplementary autonomous functions in a semi-passive tran-
sponder. The classical passive RFID antennas (utilizing, e.g., T-matching or parasitic induction
loop for matching impedance) negatively influence the harvester, and lack of energy blocks the
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Figure 11. RF frontend in a semi-passive UHF chip with the energy harvester.

whole transmission between the transponder and RWD. It is due to the fact that the antenna
and chip have a common ground. So, it is necessary to use the symmetrical/asymmetrical open
dipole for the semi-passive UHF RFID transponder with the energy harvester (Figure 10c).

The process of antenna designing for the semi-passive UHF RFID transponder with the energy
harvester is discussed on the basis of numerical calculations (model HL3DEM) and practical
implementations in the PCB technology (Figure 12). The investigation is applied to the real
RFID passive/semi-passive chip (AMS SL900A in QFN16 package [43]). Additionally, it is
assumed that the designed antenna should be resistant to the proximity of metal objects. This
assumption stems directly from the fact that the construction of this kind of chips is the most
advanced and the most expensive among the currently available solutions on the market. For
this reason, only those objects of significant value are marked with such transponders—dur-
ing freight forwarding processes, it is necessary to guarantee that the valuable products will
get to a proper destination by an agreed upon date, and in good condition. Hence, it is a
good idea but expensive in practice to control parameters of the surrounding environment
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Figure 12. Proposed antenna for a semi-passive UHF RFID transponder with the energy harvester: (a) HL3DEM model,
(b) practical implementation and (c) results of the power transfer coefficient.

by means of sensors, for example, embedded in the high-performance transponders [44-46].
On the other hand, it is impossible to use typical low-cost transponders made in a form of
pressure-sensitive labels in a disturbing environment (metal or any other object made of elec-
trically conductive materials).

Additionally, it is assumed that the designed antenna should have a directional radiation pat-
tern, a small geometrical size and a power transfer coefficient 7 = 0.7:1 in the band: 865.6-867.6
and 902-928 MHz. The choice of the frequency band meets the requirement of proper operation
in various regions of the world. It is especially important for long-range RFID systems which
work complying with the requirements of electronic product code in the UHF band (protocol
ISO 18000-63, RWD compatibility: (a) European version of ETSI EN 302 208 — 2W ERP, fre-
quency band 865.6-867.6 MHz, or (b) American version of FCC Part 15.247 — 1 W of transmitter
output power with maximal gain of 6 dBi — 4 W EIRP, frequency band 902-928 MHz).

In order to justify the elaborated numerical model (Figure 12a), the test samples (Figure 12b)
were made on low-loss double-sided laminates (ISOLA IS-680-300: thickness of dielectric
layer h = 1.547 mm, thickness of copper layer 18 um, ¢ =3, tgo = 0.003 at f,= 2 GHz). The con-
vergence of measurements and calculations is confirmed in Figure 12¢ [39]. It should be men-
tioned that due to the lack of reliable information about parameters of the dielectric layer for
the presumed resonance frequency (866 and 915 MHz), additional tests had to be carried out.
The proper value of ¢ = 3.08 necessary in the model calculation is determined on the basis of
ring resonators [47]. The proposed solution had provided basis for further development work

(e.g., Grant No. PBS1/A3/3/2012) conducted in the scope of the RFID technique.

3.3. Antenna synthesis for HF RFID transponder

The progress in the RFID technology is also pertinent to changes of technological materials
that are used in transponder constructions. It substantially influences the process of antenna
synthesis and determining operation parameters. In the context of problems described in
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Section 3.2, the synthesis of flexible antenna dedicated to semi-passive transponders of a HF
RFID system with inductive coupling is presented in the paper [48]. It can be found in this
work that the considered matching of an antenna to a chip is completely different than in the
UHEF band case. Moreover, the possibility of manufacturing the antenna in the inkjet technol-
ogy is emphasized in it. Impact of the technology on antenna parameters is also discussed as
it is important for transponder operation in a target application. The validation study of the
synthesis method and sample behavior in the inhomogeneous magnetic field is carried out by
the authors of the chapter.

It should be mentioned that planar structures on elastic substrates and their diverse modifica-
tions are currently the subject of intensive research in the world’s laboratories. The permanent
progress is possible due to availability of new materials, technologies and also software tools
that significantly support antenna designers. It allows researchers to develop, for example, 3D
antennas of RFID transponders [49, 50] or transponder antennas operating in two frequency
bands [51] and following to integrate these antennas with very thin objects such as tickets,
banknotes, valuable and identity documents and so on [52].

The antenna loop (Figure 13a) is represented by a parallel circuit where L, is the self-inductance
and R characterizes the resistance of wires that are used for creating the winding and it also
includes the ohmic losses (C,; denotes the inter-turn capacitance). R, and L ; quantities denote
respectively the resistance and the inductance of series antenna circuit. The source U, repre-
sents the voltage induced in the antenna loop when the transponder is in the magnetic field
of RWD antenna. The maximum value U, across loop antenna terminals is obtained for the
parallel resonance between the inductance L, and the capacitance C, . of an active chip. This
phenomenon is used to supply the chip and also to harvest additional energy from RFID system

a) |\ RFID systern environment .., Harvested anorgy )

-y

SEMT- PASSAVE CHIP |
il energy hanarEher

Figure 13. HF RFID semi-passive transponder: (a) diagram of antenna circuit and (b) HL3DEM design model.
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environment. These operating principles concern the semi-passive transponders with the extra
harvester that recovers energy from the magnetic field of RWD antenna. The harvested energy
can be accumulated and used for powering blocks of additional autonomous functions.

The flexible square antenna synthesized in the research is dedicated to the STM M24LR16E-R
transponder chip [53]. The selected chip operates according to the communication protocol
ISO/IEC15693. The presented design is a development base for flexible construction of auton-
omous semi-passive transponders dedicated to operation in anti-collision dynamic RFID sys-
tems (works conducted as a part of the grant PBS1/A3/3/2012).

The numerical model of loop antenna (Figure 13b) was developed in the HL3DEM. The proj-
ect was prepared for the selected DuPont Kapton HN-500 substrate (thickness 125 pm, relative
permittivity 3.5, loss tangent 0.0026) and the Harima NPS-] silver nanoparticle ink (thickness
for three layers: 3 um, resistance: 3 pQ)-cm). The calculation of model parameters were carried
out to obtain the parallel resonance between the L, and the C_. at the f = 13.56 MHz.

The test antenna (Figure 14a) was realized practically by using PixDro LP50 inkjet printing sys-
tem (Figure 14b). The results of measurements and calculations were compared, and usefulness
of the developed antennas in flexible RFID transponders was confirmed (Table 1). The prefab-
ricated samples of antennas can operate correctly in the inhomogeneous magnetic field of RFID
system and can be matched to any HF RFID chip in both communication and energy aspects.

3.4. Determining impedance parameters for RFID antennas

Measurements of antenna parameters pose a considerable problem in the RFID technology
[39, 45, 46, 48, 54]. For this reason, in the paper [55], the authors were paid particular attention

Figure 14. HF RFID semi-passive transponder: (a) sample and (b) inkjet printing stand in the authors’” HYBRID
laboratory at DETS in RUT.
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Calculation/measurement R, Q L, uH sw, mm gw, mm
HL3DEM model (calculation) 39.3 5.04 0.60 0.60
Sample #1 (measurement) 46.5 5.50 0.69 0.65
Sample #2 (measurement) 39.5 5.52 0.73 0.58
Sample #3 (measurement) 35.8 5.48 0.73 0.61
Sample #4 (measurement) 35.3 5.46 0.70 0.63
Sample #5 (measurement) 35.5 549 0.75 0.58
Sample #6 (measurement) 41.0 5.48 0.73 0.61
Sample #7 (measurement) 51.1 5.51 0.81 0.52

Table 1. Example results.

to this subject. Such kinds of investigations have to be realized by using two ports of VNA and
dedicated passive differential probe (PDP). Since the measuring procedures and estimated
parameters are strongly depended on the frequency band (LF/HF/UHEF), operating conditions,
type of the element (transponder or RWD) and its antenna designs, the appropriate verification
on the base of properly conducted experiments is a crucial stage. Accordingly, a systematized
procedure of impedance measurements is proposed in [55]. It can be easily implemented by
designers preparing antennas for different kinds of RFID applications. It should be empha-
sized that precise values of antenna parameters are essential for estimating the interrogation
zone which is the main parameter that describes an RFID system in its target application and
also which is very sensitive to errors made in the design stage.

The RWD antenna together with transponder antennas comprises a radio communication
arrangement that has to be wave- and impedance-matched. It should be emphasized that the
classical impedance matching of a transmitter and receiver is established only between the
RWD output and connected antenna (Figure 15).

During antenna synthesis (for both components: transponders and RWDs) in the inductively
coupled systems, the measurement problem is mainly related to determining parameters of a
symmetrical (with respect to ground) antenna loop with an impedance Z, which is different
from the typical value of 50 Q. This impedance can be expressed by formula:

Z, = R+jolL, 8)

where R, and L, denote the serial resistance and the inductance of the loop antenna and w =27,
describes the pulsation.

Correct specification of the loop parameters has significant influence on next stages of the
synthesis. In the RWD, the results are necessary for designing a construction of impedance
matching circuit [56-60] whereas in the transponders for determining a parallel resonance
between an antenna and a chip [45, 61-64].



86 Radio Frequency Identification

Frequency band
LF HF UHF
* EEd
@ atching Antenna mgt?:tﬁnn L1 Antenna o Radiator
S g clreutt 12 loop circuit loop -
(==
m
Unbalanced | Balanced Unbalanced | Balanced Unbalanced
22500 | 22500 Zy=500 | 22500 Z:=50 0
k%
E - & Antenna - Antenna ) Radiator
E E H |Dﬂ]:l - Ioop i
52
g8
= Balanced Balanced Balanced
Z=Z250 0 Z=Z2500Q 22500

*]  Always for the LF long range RWD (if antenna is connected to the RWD by using a coaxial
signal cable); in other cases: £,=2,250 0 (balanced) — matching circuit is integrated with RWD.

**) Always for the HF long and medium range RWD, typically for the HF proximity range RWD
(if antenna is connected to the RWD by using a coaxial signal cable);
in other cases: Z£,=2,250 (1 (balanced) = matching circuit is integrated with RWD.

*#%) An antenna is connected directly to the RFID chip which is characterized by the impedance Ze.

Figure 15. Antenna constructions for RFID devices.

In the RFID systems of the UHF band, the measurement problem concerns transponders and
consists in the necessity of determining impedance that is different from the common value of
50 Q. This impedance can be described as:

Z, = R, +jX, ©)

where R, i X, denote the resistance and the reactance of the transponder antenna.

The impedance parameters mentioned in [55] that are determined in each of described fre-
quency bands (LF, HF and UHF) are essential for estimating energy and communication con-
ditions of RFID systems. The energy conditions influence the amount of energy conveyed
from the RWD to transponders. The communications conditions have an effect on efficiency
of data transmission by wireless medium.

In LF systems, the typical RLC bridge working at the given frequency band can be used for
measuring parameters of antenna loops. The measurement problem is more complicated in
the HF and UHF bands. Two nonsymmetrical 50 Q) ports (P1, P2) of a vector network analyzer
and PDP probes (Figure 16) have to be used in the experimental procedure. The procedure
consists in realization of indirect differential measurement of impedance parameters: balanced
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Figure 16. Test stand: (a) block diagram and (b) measurement model.

Device Under Test (DUT) or Antenna Under Test (AUT)—with respect to a kind of device
under the test: antenna or its part. The differential measuring technique cannot be applied to
RWD antennas of the UHF band because their impedance is matched to the typical value of
50 Q. In such a case, the tests are realized by using just the one nonsymmetrical port of VNA.

The ports of VNA play function of a signal transmitter or receiver. The function can be distin-
guished on the basis of estimated scattering matrix S. The DUT/AUT separation from connec-
tion wires is provided by the differential probe. It makes possible to connect test samples to
the measurement equipment. The probes should be matched to tested samples individually
because of the diversity types and designs of antennas [39, 46-48, 54].

Measurements of the scattering matrix S does not provide immediate readout of the imped-
ance parameters (8) or (9) in DUT/AUT cases. The dependence of the differential impedance
Z,has to be used, and it is discussed in [55]:

7 =27 S12521_511522_512_521"'1
d 0 (1_511)(1_522)_5 S

12721

(10)

The problem is crucial in the context of measuring various antenna structures since they work
in both transponders and RWD devices and in the LF, HF and UHF bands.

The impedance measurement problem in the RFID technique can be discussed on the basis of
practical implementations of various antenna constructions which are made in the PCB tech-
nology (Figure 17). The investigation can be done for example on the test stand presented in
Figure 18. The measurement results are compared with numerical data obtained for models
in the HL3DEM software. They show a satisfactory convergence, so the presented procedures
can be easily implemented during designing new RFID systems.

3.5. Determining the radiation pattern of UHF RFID transponder

The antenna radiation pattern is one of the basic parameters that are required to evaluate
the usefulness of a given radio communications system. The typical hardware and software
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Figure 17. Examples: (a) HF RWD antenna and (b) UHF transponder antenna.

configuration of measurement systems can be applied to determine the radiation pattern of
most antennas that are commonly used in DVB-T, GSM, UMTS, LTE or WiFi and others [65].
They can also be adapted to new antenna constructions [66] as well as to new implementa-
tions of common antennas in wireless communications [67]. But there is a problem in the
case of RFID systems operating in the UHF band. It is impossible to determine the radiation
pattern of RFID transponders by using the standard laboratory stands and measurement
methods. The problem consists in impedance matching of an antenna and a chip. A complex
impedance of RF front end varies, while the transponder chip is working and its value is
dependent on the electromagnetic field parameters (the electromagnetic field in RFID sys-
tems is influenced by environmental conditions around marked objects).
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Figure 18. Measurement process: (a) antenna measurement stand in the authors’ RFID laboratory at DETS in RUT, (b)
differential probe fixed to terminals, and (c) calibration set of test stand.

Itis the reason why the classical theory of antennas cannot be applied to solve the matching prob-
lem and new measurement methods have to be developed in order to determine the parameters
of RFID antennas. A measurement process in which the nature of a UHF RFID transponder (the
variable impedance of the chip) is taken into consideration is seldom described in the branch
literature. In one of the encountered solutions, authors use very expensive apparatus dedicated
only to the intended aim [68]. In another proposal, supplementary (e.g., movable) antennas are
implemented [69], but the described experiment is highly complicated and additional measure-
ment uncertainties have to be taken into consideration. With regard to the endeavors made to
solve the abovementioned problems, the authors worked out a universal method of the radiation
pattern determination and described it in detail in the paper [70]. The elaborated measurement
stands are supplemented with cheap and commercially available RFID devices, and some own
control and data-acquisition software procedures. The additional benefit of the proposed method
is that the radiation pattern can be determined just for a transponder as well as for a whole elec-
tronically marked object. The second option is particularly useful when the efficiency of identifi-
cation process in automated systems and implementation or maintenance costs are considered.

The main requirement for measurements to be carried out in a proper way is to maintain the
constant value of the impedance Z, . (Z, ., without modulation), while polar diagrams of the
radiation pattern (according to 8 and ¢ angles of the spherical coordinate system) are being
determined (Figure 4). The measuring procedure has to be conducted when the transponder is
placed inside the interrogation zone of an RFID system (when the energy and communication
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conditions of transponder operation are met). The test conditions can be controlled only at the
IZ boundary. In the developed method, the authors propose to perform it by changing the
power P, supplied to the terminals of the impedance-matched RWD antenna.

Power received in the transponder antenna equals the minimal value P_ _ if the terminals

Tmin

of the impedance-matched RWD antenna are supplied with the minimal energy P, .. It
allows the transponder to be properly supplied (in given environmental conditions) accord-

ing to the relation:

G, G, A*
=P ) Zrorl X (11)

Tmin RWDmin  (477)2

The (11) dependency is crucial for the IZ boundary determination where the impedance Z, .
equal to Z, .= f(P,, . ) [34]. This impedance is obtained on the basis of communication protocol
in the task process where the transponder sends its unique identification number (Unique
Identifier (UID)) as an answer to a Query command from the RWD [29]. The requirement of
maintaining the constant value of the chip impedance that is met when the condition P, =P
is true for any variation of 6 and ¢ angles at constant distance r is fundamental for the authors’
method of measuring the radiation pattern (Figure 19).

Since the chip impedance is complex (#50 (2), the radiation pattern is determined wirelessly. It
means that signal paths of measuring devices do not have to be connected to the transponder
chip by wires and the radiation plots can also be drawn for electronically marked objects. The
test procedure is performed in an anechoic chamber equipped with an AUT positioner, lin-
ear polarized RWD antenna with mast and digital controller. A small anechoic chamber can
be chosen for the test purposes [71] according to the dimensions of transponders and their
operating frequency band. The amount of power conveyed to the tested transponders can be
controlled by the RWD and an output attenuator. The normalized radiation pattern (in dB) is
determined on the basis of the following dependency:

Frin(0,8) = [Prwp a5l 67 9)] min Prvwp a5 9) (12)
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Figure 19. Block diagram of the proposed method for measuring the radiation pattern.
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where P, .. means the measured power in dBm (by using a scope probe, spectrum ana-
lyzer, etc.), whereas index “min” refers to the minimal value of this parameter.

The elaborated conception can be verified and developed in a typical RFID laboratory
(Figure 20). The common components of radio communication test sets (anechoic chambers,
positioners, etc.) that are typically dedicated to measure radiation patterns of standard anten-
nas can be used to build up the new stands for the method proposed by the authors. In addi-
tion, commercially available and relatively cheap RFID devices (in relation to the equipment
for common antenna tests) can be implemented in the stand with the aim of adjusting the
RF laboratory to the proposed research. Nevertheless, research investigators have to design
control procedures in order to adapt the apparatus to the scheduled tests (the special LabView
program entitled RFID(UHF)SysAntPat was prepared by the authors in their RFID laboratory).

The elaborated conception was verified and developed by the authors in experimental tests
on two examples: omnidirectional and directorial antenna, designed especially for commer-
cial RFID chips. In order to evaluate the obtained results, the radiation pattern was measured
twice: using the authors’ conception and the classical method (Figure 21), in the same experi-
mental conditions. The results of measurements and calculations obtained in both the experi-
ments are convergent for the V as well as H planes of the radiation pattern. It confirms the
usefulness of the developed method.

3.6. Synthesis of RWD antennas

The synthesis process of the three-dimensional interrogation zone is to a large extent deter-
mined by an RWD antenna, since the device generates the electromagnetic field, which consti-
tutes a source of energy and a medium for two-directional data transmission in an RFID system.
The authors conducted a synthesis of RWD antennas for the HF [54] and UHF [72] band. The
issue was considered in a view of: (1) proximity range (means the transmission distance up
to about a dozen centimeters with a separation of the near-field communication scope in the
HF band, where the transmission distance is up to about few centimeters), (2) medium range
(means the distance ofseveral dozen) and (3) long range (means the distance to a few meters).

The effective synthesis process of a complete RF output circuit in a proximity-range single RFID
system with inductive coupling is presented in [54]. The paper also incorporates problems con-
nected with designing read/write devices that are constructed on the basis of integrated circuits
(ICs) from different manufacturers. The presented method can be applied to any process of auto-
matic identification requiring the proximity-range RFID system operating at the frequency of
13.56 MHz and using one of the suitable communication protocols (e.g., ISO/IEC 14443, 15693).

In generalized form, the antenna unit can be represented by a combination of: loop- and
impedance-matching components as well as an EMC filter and a signal detection circuit for
data transmission in transponder—RWD direction (Figure 22). This diagram is adequate
for any antenna system design solution in which there is a necessity to separate its indi-
vidual modules by using wire connectors. On its basis, it is possible to synthesize the effec-
tive antenna that can work with the integrated circuit such as: TRF7960, CLRC632, EM4094,
AT88RF1354, AS3910 and many others.
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Figure 20. Test stands in the authors’ RFID laboratory at DETS in RUT: (a) laboratory room with MVG anechoic chamber
and (b) laboratory room with TDK anechoic chamber.

The proper use of the RWD antenna requires a connection of unmatched (in impedance
and wave conditions) antenna loop to a symmetric (with respect to ground) input with mis-
matched impedance in the read/write device (TX1-TVSS-TX2). It is realized by using a coaxial
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Figure 21. Experimental verification: (a) measurements by using system located in the MVG chamber—Sample #1 and
(b) measurements by using system located in the TDK chamber —Sample #2.

signal cable with the wave impedance of Z_ =50 () as well as by a symmetric EMC filter on
the RWD side and an asymmetric matching circuit on the side of the antenna loop. The both
systems can be connected by a balancing transformer with configuration 4:1 (200 Q / 50 €2),
where a turns ratio is equal n = 2.

The impedance matching circuit of the antenna loop consists of a capacitive divider C,,, C,,. It
is integrated with a resistance R, which lowers a Q, factor of the RWD antenna. The Qfactor
cannot exceed the maximum value Q, which directly results from the data rate required by
a communication protocol. If values of the Qfactor are smaller than the maximum Q, , the
RWD device is more resistance to detuning due to, for example, environmental influences.
However, it reduces the size of the interrogation zone and thus limits the usefulness of the
designed RFID system in which there is usual tendency to obtain the maximum distance for
recording or reading information to or from a transponder memory.
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Figure 22. Generalized block diagram of an antenna unit connected to an HF RWD.

A circuit of the symmetric low-pass EMC filter (L,, C,) serves an additional function of imped-
ance matching Z_ to an IC input. The impedance value depends on the type of chip and
should be only the real part (close to the required value of R, ). It ensures the effective transfer
of power from the circuit of RWD to its antenna. Besides the impedance matching, the EMC
filter has to ensure an elimination of higher harmonics during energy transmission, improve
signal-to-noise ratio for transmission between a transponder and a read/write device and
also improve conditions for transferring data to a transponder. The resonant frequency f,,,-
should be also taken into consideration in design process. The required value of the frequency
feue results from the signal spectrum for subcarrier modulation. In this process, the transmit-
ted information should be recovered from the side bands. The frequencies of the side bands
are strictly defined according to the used communication protocol (e.g., /16, 32, 64 gives
approximately 847, 424, 212 kHz, and so on). For example, if the bit rate equals 106 kb/s, the
frequency of the filter is f,,, . = 14.4 MHz (13.6 MHz + 847.5 kHz).

The circuit of signal detection is the last module presented in the Figure 22. It is used for
detecting data received from a transponder. This module is characteristic for the IC, and there-
fore, the detailed electronic diagram is not specified. It must be emphasized that the proper
design of the whole circuit connected with energy transfer from the RWD to the transponder
is very important in determination of the interrogation zone of a read/write device especially
that works in the near field of the HF band. If the specificities of each discussed element are
correctly taken into consideration, the proper synthesis of the magnetic field is possible. Then,
any implementation process of identifying any object at a distance of several centimeters from
the antenna system of RWD is feasible.

The octagonal antenna was synthesized in order to verify the presented experimental method
(Figure 17a). The antenna is dedicated to a multiprotocol circuit of a read/write device of the
proximity-range RFID system in the HF band. The typical two-sided FR-4 laminate is used to
prepare the model and test antenna. The shield connected to ground is placed on the bottom
layer. The antenna has four terns that are located on the opposite side of the laminate. The
shield covers the area of the antenna loop, and its main function is to separate the electronic sys-
tem from the magnetic field supplying a passive RFID transponder. The distribution of current
values that confirms this function is presented in Figure 23a. The obtained value of the return
loss (Figure 23b) confirms the full antenna impedance matching to the designed circuit of RWD.
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Figure 23. Experimental results: (a) 3D current distribution and (b) return loss.

3.7. Model of antenna radiation pattern

Possibly the best choice of appropriate devices which enable efficient realization of an auto-
mated process constitutes an essential stage with regard to implementing an RFID system.
However, the devices are selected to the applications with respect to availability in the market
and economic aspects. Then, predictability of the three-dimensional interrogation zone comes
down to basic analytical or numerical calculations, or sophisticated computer simulations
since it is conducted by using a few elementary parameters that are described in product
specifications. With regard to selection of UHF transponders or RWD antennas, a radiation
pattern constitutes the crucial parameter. From a practical point of view, there is a problem
to transform—in easy way—available plots of the radiation patterns (e.g., presented in an
antenna datasheet) to analytical dependences or discrete data required for numerical calcula-
tions of radio wave propagation.

On the basis of available subject literature, it can be stated that there is the need for developing
simple tools by means of which it would be possible to generate a numerical representation
of the radiation pattern for a real antenna. For this reason, a numerical model of the direc-
tional radiation pattern in which part of energy emitted in side and back lobs is taken into
consideration is discussed in the chapter [64]. The authors present the useful software tools
(NmAntPat) that generate the numerical data on the basis of parameters that can be read from
the antenna datasheets. The output file can be easily implemented into an analysis of radio
wave propagation phenomenon in any algorithms and numerical calculations. The results
of the work are confirmed on the example of real antenna that can be applied in read/write
devices working in the UHF band of RFID system.

The essence of the model of directional radiation pattern consists in the power gain diagram
G calculation conducted in vertical (8) or horizontal (¢) plane. It is represented by the func-
tion NmAntPat:

G, HPBW, HPBW, ,
G(6,4) = NmAntPat| FS,FB,FB,_,n 1, ., (13)
ANG, TILT

nside’
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Basic parameters of the modeled antenna are input arguments of the function NmAntPat:
G,—maximum value of the gain (dBi), HPBW—half-power beam width of the main lobe (°),
HPBW,  —half-power beam width of the main back lobe (°), FS—front-to-side ratio (dB),

FB—front-to-back ratio (dB), FB, ,—front-to-back ratio of the back lobes (dB), 1, —number
of the side lobes (equal distribution in the range from 0° to 180°), n, ,—number of the back
lobes (equal distribution in the range from 180° to 360°), ANG—variable 6 in vertical or ¢ in

horizontal plane (from 0° to 360°) and TILT—tilting of the pattern (°).

The NmAntPat program implemented in the Mathcad environment not only visualizes the
radiation patterns but also generates files for subsequent data processing (Figure 24). A user
may select any format that is typical for data of this kind. It is useful during further analysis of
radio wave propagation phenomena. So, it can be utilized in any user algorithm, freeware or
commercial platform. The main software procedure NmAntPat comprises the derived depen-
dences (13). An additional procedure is used for calculating and visualizing values of every
lobe levels. It simplifies the approximation of modeled radiation pattern.

A real antenna of read/write device (Feig ID ISC.ANTU250/250 in EU version [73]) working
in the UHF band of RFID system can be used to present the problem of radiation pattern
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synthesis. The comparing chart of directional radiation patterns is presented in Figure 25: the
first diagram is calculated from producer’s datasheet, and the second one—on the basis of
measured data. The measurements were carried out in the TDK anechoic chamber by using
the MI Technologies antenna system.

The both presented cases give satisfactory results and convergence of the determined radia-
tion pattern. It shows the practical utility of the developed model and software tools. The pre-
paratory studies revealed vagueness of data specification notes published by manufacturers
for their products. The lack of important parameter values makes a radio communication sys-
tem synthesis (e.g., interrogation zone in RFID system) very difficult, and shared information
is not sufficient to reproduce the characteristics of the antenna. But an accurate analysis of the
specified radiation pattern can lead to determine missing input data for proper implementa-
tion of antennas in a real environment.

3.8. Autonomous semi-passive RFID transponder

The problems discussed so far constituted a base for a conception and implementation of a
new idea in the field of RFID technology that is presented in publication [44] and partially
in [45, 46] (most of this work was supported by the Polish National Centre for Research and
Development (NCBR) under Grant No. PBS1/A3/3/2012 entitled “Synthesis of autonomous semi-
passive transponder dedicated to operation in antic-collision dynamic RFID systems”).

A small application area of commercial semi-passive transponders compared to the passive
constructions is due to disadvantages of the electrochemical cells. The commonly used batter-
ies have a limited lifetime decreasing in harsh environmental conditions (e.g., in low tempera-
ture ambient), restricted ability to supply a load with short high-power pulses, or they have to
be replaced after discharge or protected against theft and so on. Because of these drawbacks,
the rare semi-passive RFID systems are expensive in production and maintenance, not stable
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Figure 25. Comparing chart of the directional radiation patterns.
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and do not provide a high level of identification efficiency. To cope with these inconveniences,
the authors work out the multiband development board dedicated to battery-less autono-
mous semi-passive RFID transponders in which extra functions of energy harvesting from the
electromagnetic field of different radio communication systems as well as a dedicated power
conditioner and an energy storage block are implemented. The proposed idea contributes
significantly to the development of automatic identification (Figure 26).

The beginning stage of the progress in the identification system—optical machine-read-
able barcodes—provides only basic and unchangeable information about marked objects
(Figure 26). The recognition process can be realized only with a single object simultaneously,
and the barcode has to be visible to a reader. Currently, passive and semi-passive (but not
autonomous) RFID transponders are beginning more and more popular and they mark a new
stage in the advancement of object identification. They can be not only read, but also it is pos-
sible to change stored data during operational use of the systems as well as their configuration
or maintenance and so on. Moreover, some user’s extension information is written into a tag
memory and a read/write process can be realized simultaneously with several transponders
(anti-collision identification) without optical visibility.
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Figure 26. Development stages of automatic object identification systems.

o




Definition, Characteristics and Determining Parameters of Antennas in Terms of Synthesizing...
http://dx.doi.org/10.5772/intechopen.71378

The author’s developed idea [44] helps to open a new chapter in the automatic object iden-
tification. In the third stage, the RFID transponders provide not only details about marked
objects but also extended variable data gathered from surrounding by built-in sensors of dif-
ferent physical quantities. Moreover, the transponders are developed toward the capability
of being powered from the electromagnetic field of common radio communication systems.
In this case, an internal supply block consists of an energy harvester integrated with an RF
frontend and an advanced low-voltage regulator supported by a super-capacitor. The ele-
ment that stores environmental energy is free of drawbacks and limitations that are inherent
for the traditional galvanic cells [74, 75]. The super-capacitors are maintenance free, with low
degree of wear. Their high capacity at their small dimensions bridges the gap between pos-
sibilities of electrolytic capacitors and rechargeable batteries —significant amount of energy
can be released with high volume power [76].

Another important problem is to provide suitable conditions for charging the untypical power
source of the autonomous semi-passive transponders. There are examples of effective using
electromechanical, thermal or photovoltaic transducers [77, 78] for obtaining energy from
the environment. But in the view of RFID system operation principles, the electromagnetic
field generated by radio communication systems (e.g., base transceiver stations of the wire-
less communication technologies like GSM, wireless local loop, Wi-Fi, WiMAX or other wide
area networks) that are present almost in every place on the Earth is a more natural source.
The choice of electromagnetic waves as the medium of conveying power in the proposed
autonomous development board follows the new solutions that appear in RFID chips of semi-
passive transponders—a few producers offer the possibility to split energy supplied by the
RWD to the chip between the internal communication transceiver and additional blocks, for
example, sensors, analog-to-digital converters, external outputs, and so on [34, 46].

The proposed research conception will hopefully make a real contribution toward easing inte-
gration of low-power devices in the transponder structure, and it allows the semi-passive
transponders to be fully autonomous. In fact, it should be stated that commercial potential
of such possibilities is described in the literature, but its practical usefulness in RFID system
applications is significantly restricted by the described drawbacks of galvanic cells that are
presently in use.

In initially pursued conceptual and designing works, the authors started research that was
pertinent to modification and extension of a well-known structure of passive RFID transpon-
ders (III stage of a cycle in the advancement of object identification —Figure 26) [79]. A par-
ticular attention was drawn to characteristics and determining parameters that influence an
interrogation zone in RFID systems modified in this way. In this context, in publication [46], a
model and practical construction of an HF RFID transponder was put forward, in which new
utility functions were implemented (Figure 27).

The efficiency estimation of energy transmission from RWD to passive transponder is very
complicated for wireless medium —magnetic field in the HF band, especially in proposed solu-
tion with autonomous features (e.g., module for measuring physical quantities). Since the extra
electronic circuits disturb the proper operation of transponder, the careful study of its impact
on main parameters is compulsory. This problem is explained in detail on the elaborated model
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Figure 27. HF RFID transponder with autonomous features: (a) model and (b) practical realization.

of a passive transponder with the active build-in block for harvesting energy from the RFID
system environment. It includes all blocks of real solution: loop antenna, chip with extra energy
harvester and in addition microprocessor for controlling autonomous features. Since an antenna
set of a proximity or long-range RWD device is assumed as an element of the model, the con-
siderations are suitable for the active transponder located in a P(x, y, z) point of the Cartesian
coordinate system. System performance and all parameters can be described with appropriate
analytical relationships. The correctness of the developed model was confirmed on the basis
of calculated and measured (in practical HF RFID application, by control and measurement
instruments of RFID laboratory at DETS in RUT) results and presented in [46]. The developed
methodology for testing passive and semi-passive transponders with harvester that derives
energy from RFID system environment is the key approach to determine the tree-dimensional
interrogation zone for both single and anti-collision RFID systems.

A practical flexible construction of an HF RFID transponder in which new usage functions
were implemented (Figure 28) was proposed in publication [45]. Temperature change is one
of the key factors which should be taken into account in logistics during transportation or
storage of many types of goods. In this study, a passive UHF RFID-enabled sensor system
for elevated temperature (above 58°C) detection was demonstrated. This system consisted
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Figure 28. Transponder-sensor with the UHF RFID interface and example results of IZ border: (a) paper substrate and
(b) Kapton substrate.

of an RWD and disposable temperature sensor comprising an UHF antenna, RFID chip and
temperature-sensitive unit. The UHF antenna was designed and simulated in the HL3DEM
software. The properties of the system were examined depending on the temperature level,
kind of object package and type of substrate, on which the flexible structure of an UHF RFID
transponder-sensor has been prepared.

Finally, the proposed conception was realized under the Polish government project of the
PBS1/A3/3/2012 number. The multiband development board of battery-less autonomous
semi-passive RFID transponder was elaborated on the basis of worked-out assumptions. The
electrical harvester from the electromagnetic field of different radio communications systems,
sophisticated low voltage converter and low leakage energy storage were designed especially
for the demonstrator (Figure 29).

The development board is equipped with two independent RFID interfaces—one of them
operates in the HF band (ISOIEC15693 protocol) and the second in the UHF band (EPC Class
1 Gen 2 protocol consistent with ISOIEC18000-63). These blocks are designed on the basis of
semi-passive chips that have additional wire serial peripheral buses for communications with
a supervising controller (HF band: STM24LR64E chip with 12C bus; UHF band: AMSSL900A
chip with SPI bus). Moreover, the both ICs can gather energy from the electromagnetic field
generated by antennas of RWD, in their operating frequency bands. It means that the super-
capacitor of the supply unit is charged whenever the demonstrator appears in the IZ. Of
course, the communications in RFID system can be realized without regard to activities of
the extra blocks.

The autonomy of the semi-passive transponder is achieved by applying a harvester that gath-
ers environmental energy derived from radio communications system present in its current
location. The antenna of special construction is designed for the presented demonstration
board. It operates in the frequency band of 930-975 MHz and is matched to the input circuit
of the Powercast P2110B harvester. The block provides the RF harvesting from GSM900, con-
verts RF energy to DC and stores it in a capacitor. Also the power management for battery-
free micropower devices is implemented. It is possible to measure the value of power at the
input and to adjust how frequently the module is woken up depending on the existing energy
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Figure 29. Elaborated development board (Polish government project no. PBS1/A3/3/2012).

conditions. The research and development cooperation with Powercast Company allows the
authors to redesign the development board to another radio communication system (e.g.,
UMTS, LTE and WiFi).

The typical environmental RF energy source is characterized by low capacity, and it causes
the necessity to design an ultra-efficient energy storage unit. Stored energy allows the dem-
onstrator to work autonomously, and it is utilized to acquire information about surroundings
of electronically market objects. It is achieved by measuring periodically physical quantities
and storing results in the data memories of the RFID chips. The block of signal transduc-
ers and conditioning circuits is integrated in the module and consists of three-axis MEMS
accelerometer (Analog Devices ADXL362), humidity and temperature sensor (Silicon Labs
5i7020) and ambient light sensor (Maxim Integrated MAX44009). There is also possibility to
connect external intelligent sensors by I12C bus, and it could be useful when the demonstrator
is adjusted to future user’s applications.

The demonstrator activity is controlled by the digital block that is designed on a basis of 32-bit
microcontroller (STM32L151RBT6). The demonstration software is elaborated to support a
future user in development works with the presented autonomous semi-passive transponder,
and it can be adapted to target application requirements by USB interface.
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The worked out development board allows potential users to start investigations and different
application projects in the scope of both the object identification and the monitoring of environ-
mental conditions. The undertaken enterprises should quickly lead the users to the product com-
mercialization. In this context, the first preproduction batch was assembled in the production
line of ELMAK Company. Also, the project concerning product potential in the market and the
possibility of its commercialization as well as the estimation of decision-making determinants
in the process of the transponder implementation in the Polish industry was realized [80, 81].

3.9. Synthesis of interrogation zone in RFID systems

The research on definition, characterization and determination of parameters for RFID devices
available on the market or new developed designs that are continuously conducted by the
authors led to prepare appropriate procedures and synthesis methods useful in the RFID
technique. In this context, elements of algorithm for determining the 3D interrogation zone
in an inductively coupled anti-collision RFID system are presented in the chapter [60]. The
algorithm based on the Monte Carlo (MC) method and the computer program implemented
in the Mathcad engineering calculation software is utilized in order to achieve the posed aims.

From a practical point of view of a planned implementation of anti-collision RFID systems,
the most useful solution is to look for the interrogation zone with a given shape, position
and orientation in space. The essence of its determination by the proposed method is pre-
sented in Figure 30a. In the conducted research, it is assumed that the demanded volume
should be cube-shaped (of side b) and situated at the z,, height, whereas its location should
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Figure 30.1Z determination by using the MC method: (a) graphic representation and (b) example of measured and
calculated results.
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be axially symmetrical and parallel to an RWD antenna loop. Such an assumption results
from orientation of transponders that are parallel to the symmetrical RWD antenna which
has, for example, a circular, square or different polygon shape in inductive coupling RFID
systems. The process of the interrogation zone determination is realized according to a pro-
posed algorithm.

A random deployment of n-transponders at P, points of Cartesian space at (x, v, z,) is assumed
in steps k considered in a sequence during the search of the RFID system interrogation zone.
The random variables x, y, and z, for i = 1...n have a uniform distribution. It results from the
fact that the electromagnetic field in any point of the communications space is heterogeneous.
The random variables x, y, and z, are mutually independent. The interrogation zone is deter-
mined for a given efficiency of identification 7,

l
Ny = 5 - 100% (14)

where [,
erly done.

is the number of transponders for which desired read/write operations are prop-

In order to determine that the RFID system is operating correctly for given locations of tran-
sponders, it is not enough to achieve the n, =100% for n-transponders and fulfil all energy con-
ditions (absolute value of the z-component of magnetic field strength H_is greater than H _ )
in an anti-collision application. It cannot be predicted whether the sampling of coordinates of
transponders placed in k area in which all the conditions mentioned above are fulfilled meets
the boundary requirements necessary for correct operation of the whole RFID system. The
practical use of the law of large numbers for a k-step (in which all conditions of RFID system
proper operation are met with a given efficiency) is a solution to this problem. Nevertheless,
it can be found that the m-tuple increase of the number of the random variables x, y, and z
sampling in k-step lengthens the calculation process during the simulation of an antenna unit
arrangement. But in accordance with the law of large numbers, the probability of a correct
estimation of the interrogation zone increases. This is mainly connected with the examining a
larger number of deployed n-transponder cases. If the conditions of correct operation are not
fulfilled in any of m multiple sampling of transponders’ location for k analyzed area, then the
next process of multiple sampling should be stopped, and it becomes necessary to examine the
next (k+1) smaller cube (b, = b, -b,,, ). The MC solution for the analyzed object completes a pro-
cedure which confirms the fulfilment of all conditions for the correct operation of anti-collision
RFID system. The procedure is completed for a given efficiency of identification and for the
area in which all the m multiple sampling of transponders location leads to a positive calcula-
tion result of the antenna unit arrangement consisting of a read/write device and transponders.

The experimental determination of the interrogation zone is divided into two parts: calcula-
tion and measurement. In the both parts of the experiment, a laboratory process of anti-col-
lision RFID identification is subjected to verification. For the computational part, a program
called JankoRFIDmc'3D-IZ is developed in the Mathcad environment by the authors. This pro-
gram enables a random deployment of n-transponders and to study the effectiveness of an
antenna set. The interrogation zone for a given efficiency of identification is the solution of



Definition, Characteristics and Determining Parameters of Antennas in Terms of Synthesizing...
http://dx.doi.org/10.5772/intechopen.71378

this calculation. The example results of numerical calculations by JankoRFIDmc’3D-IZ and the
importance of its individual elements are presented in Figure 30b.

The convergence of the measurements and calculations confirms a practical usefulness of the pre-
sented concept of determining the three-dimensional interrogation zone by using the Monte Carlo
method in inductively coupled anti-collision RFID systems. The program JankoRFIDmc'3D-1Z
developed on the basis of this method is practically used to solve many problems—reported by
industry representatives —connected with implementation of RFID systems.

The problem of object identification that changes their location and/or orientation (Figure 31a)
is encountered by the authors in their research works. It also resulted from the demanded
needs of industry partners. In this context, a model of automated identification in the RFID
anti-collision system in which communication with groups of transponders entering and
leaving interrogation zone (Figure 31b) takes place is presented in the chapter [82] as an
example. Dynamic location changes of transponders influence RFID system reliability, which
is characterized by the efficiency coefficient and the identification probability of objects in the
specific interrogation zone. The communication conditions are crucial for efficient exchanging
data with all transponders during dynamic process. Presented problem is the base to specify
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Figure 31. Anti-collision identification with dynamic location change of transponders: (a) selected processes, (b)
illustration of considered problem, and (c) example of experimental results.
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new application transponder parameters (such as maximum speed of transponder motion)
and to synthesize the IZ required for all dynamic anti-collision RFID applications.

The maximum speed of transponders motion V__is the practical parameter that is obviously
related to the problem of identified objects that dynamically change their location in anti-
collision RFID systems. The maximal value is determined for the speed at which the correct
executions of the operations in transponder’s internal memories are still allowed. In general

case, this parameter can be expressed by the dependence:

s, Fl1Z}

Vi = B F{Dyp BR 1.} (15)

The length of the track s, that is travelled by transponders crossing the interrogation zonehas

to be knownin order to evaluate V. For the case of anti-collision object identification, the s,

is the function F_ of the IZ and it has to be determined with regard to the maximum number

of correctly operating transponders n__, which—in critical period of time—may be inside

the interrogation zone. The minimum time ¢, . is necessary to identify all serial numbers of

transponders inside of the IZ. This time is the function F, which results from a used com-

munication protocol and takes into account the data quantity D, required for transmission
with a proper bit rate (BR).

uip’

The example results of calculated (data from the JankoRFIDmc’IZ program based on the MC
method) and measured (data from the test stand) charts of IZ and V| _parameter are pre-
sented in Figure 31c. The convergence of the curves confirms a practical usefulness of the pre-
sented conception of determining the interrogation zone by using the Monte Carlo method in

anti-collision RFID systems with dynamic location change of transponders.

3.10. Methods to increase geometric size of the interrogation zone

From a practical point of view (an effective implementation of an RFID system), the interrogation
zone should be as large as possible regardless of the variable location and orientation of objects.
This parameter also should be appropriate to requirements established for an application of
automated identification. With regard to problems of dynamic anti-collision systems, selected
issues pertinent to increasing geometric size of the IZ are presented in the publications [83, 84].

The greatest flexibility in developing RFID implementations and shaping the interrogation
zone can be achieved using a system with an antenna multiplexer (MUX). In this context, the
problem of the IZ determination in HF RFID application with two orthogonal RWD antennas
is presented in the chapter [83]. In the paper, the research results are obtained on the basis of
theoretical model as well as investigations in an example system configuration. The special-
ized measuring stand in the common RFID laboratory is used for experimental verification
of the identification efficiency. Finally, the authors propose a software tool JankoRFIDmuxHF
elaborated in the Mathcad environment (Figure 32).

The arrangement of two perpendicular antennas connected to the one RWD with the MUX
is the problem to solve. The antennas have to be switched, while marked objects are being
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Figure 32. JankoRFIDmuxHF program.

identified in the inside of a cube of side b. The process of energy transfer from the RWD to
RFID transponders is subjected to the analysis in the study to be carried out. The energy is
conveyed by the inhomogeneous magnetic field of intensity H.

The obtained equations allow designers to calculate values separately for individual compo-
nents in x, y and z directions (H, H, H). The case of an object orientation in the space Q;, can
be described as a transponder deviation by a and f angles from parallel planes of the RWD-
transponder antenna loops. It means that marked objects are in a chaos state, such as in a
shopping basket that contains the so-called fast-moving consumer goods (FMCG) (Figure 1).
In this case, a perpendicular component of the magnetic field strength for a deviated tran-
sponder is given by:

H,, = H, cos(a) cos(p) + H, sin(a) cos(B) + H, sin(p) (16)
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If the condition |H,_ |>H  is met, then a transponder is powered correctly and can exchange
data with RWD. The value of H,should be considered separately for each multiplexed antenna
and individually for the each transponder that is located and oriented in the point P, (where i =
1...n, and n denotes the number of considered transponders). It means that the condition for cor-
rect supplying one of the transponders should be analyzed in two steps, that is, the H , should
be calculated in the point P(x, y, z, a, ) for the antenna #1, and in the P(x’, y', 2z, a’, B’) for the
antenna #2. The coordinates in the system (x’, ', z’) can be calculated from:

(x,y.z,a,B) = (Zp =2 Y, 2 +X,90°+ a, B) (17)

It should be emphasized that more antennas and their hypothetic localizations in a space can
be considered by using the elaborated model. It is difficult to accurately predict the coordi-
nates of the points P,in a chaos state. In fact, it is not possible to analyze all potential locations
and orientations of a group of n-transponders in the inside of the cube of side b. The described
problem has a probabilistic nature, and proposed solution is obtained by simulating a group
of given objects by using the MC method [46].

The essence of the model is represented by the MPLX function for which input arguments are
determined on the basis of primary parameters of the HF RFID system with the two orthogonal
and multiplexed RWD antennas. The JankoRFIDmuxHF program can be used for calculating
the identification efficiency and the RWD antenna localizations for the given input data. Results
of identification process are presented graphically along with efficiency effects (correct/incor-
rect identification). The convergence of measurements and calculations (Figure 33) confirms
a practical usefulness of the presented concept of interrogation zone determination in anti-
collision systems. It also shows the practical utility of the developed model and software tools.
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Figure 33. Interrogation zone: (a) example of calculated and measured results and (b) prepared test stand.



Definition, Characteristics and Determining Parameters of Antennas in Terms of Synthesizing...
http://dx.doi.org/10.5772/intechopen.71378

8 System
) software
% “F
RWD
Phased array F
Y alu b
b) et ¥
TDK anechoic chamber R&S HL223
p— L
= d .
Sunal [T]
e Sciences B MI Arena
ELAZTS =
[~ Keysight PNA-X
SC110V f
&)
0 a
-24 =24
4 -4
57 200 60 7 300 &0
B ' B ; A
04 -10
-124 -12
-14 -14
16-270 0 1607 80
-12] | Caleulation B:Pswﬂg.ﬂ / -12 § |m—Caleulstion  (WPEW=29.27] |
-10- « « Mensurement [HPAW=31. -10 « « Menturement (HPEW=30.7|
87 240 120 B 40 120
-6 6
4 s -4 : .
'&_ A~ 150 'E_ W~ | 150
180 180

Figure 34. Anti-collision UHF RFID system with the array of phased antennas: (a) idea, (b) test stand and (c) example
results.

In the phased antenna array, an interesting solution is an electronic control of the main beam
of radiation pattern. Despite the fact that for a long time this function was used only in mili-
tary applications, now increasingly, its implementations can also be observed in the civilian
areas when object identification is based on the shapes of their echoes, for example, in the
radio astronomy or weather forecasting [85]. In this context, new opportunities may be sought
for the use of the array of phased antennas [86].
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Bearing in mind the European (ETSIEN302208) and American (FCCPart15.247) limitations
of available energy, the idea and practical solution of the phased antenna array dedicated to
UHEF read/write devices are presented in the chapter [84]. On the basis of tests carried out, the
authors point out the possibility of using developed devices for the synthesis of a determined
1Z in anti-collision RFID system.

In analogy to, for example, military radiolocation systems, it is possible to focus energy of
the electromagnetic field to variously localized and oriented RFID transponders. It can be
obtained by changing/shaping the main beam of the radiation pattern of RWD phased antenna
array (Figure 34a). The proposed concept of maximizing IZ can be described by a function
which includes a kth position of the main beam in relation to nth transponder in a space Q

IZ(QID) = f(FR(¢k’ 9’ ¢)’ FTH(Q’ ¢)’ Trz’ Xn’ PRWD’ PTmin) (18)

where F (¢,, 0, ¢) means the radiation pattern of RWD phased antenna array, F,, (6,¢)—tran-
sponder radiation pattern and ¢—angle of phase shift for a signal feeding the individual
antenna of the array.

Assuming constant location and orientation of transponders in an automated process, a key
influence on the IZ can be obtained by shaping the radiation pattern F (¢,, 0, ¢). The system
with possibility of shifting the main beam can be made even with the simplest set consisting
of: power divider, phase shifter, microprocessor system and two antennas (Figure 34b). In the
read/write device of the proposed solution, the power of the feeding signal is evenly divided
on the antennas, but one of them is powered with a phase shift by the angle ¢. Equal strength
of output signal and phase shifting gives the possibility of shaping the radiation pattern with-
out any mechanical changes in the position of the whole antenna arrangement.

On the basis of conducted calculations and measurements (Figure 34c), it can be concluded
that the effective possibility of changing direction of the main been energy in the range of 14°
is feasible in stable phased antenna array system. Results of this work will provide introduc-
tion to comprehensive assessment of the interrogation zone in anti-collision UHF band of
RFID systems on the basis of the proposed functions (18).

4. Conclusions

An RFID system is properly implemented only when all marked objects are successfully rec-
ognized irrespective of their dynamics, location and orientation or operation status. Possibly
the best choice of appropriate devices that enable efficient realization of the automated
process constitutes the essential stage when new implementations are designed. Usually,
the elements of RFID system are selected mainly with respect to availability in the market
and economic aspects. An attempt to define, characterize or determine parameters of RFID
devices may be found problematic in many practical or theoretical cases, and predictability
of the 3D interrogation zone is often reduced to basic analytical or numerical calculations or
computer simulations. Since complete characteristics of the devices are not available, the lack
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of important parameter values makes a radio communication system synthesis (e.g., interro-
gation zone in RFID system) very difficult. The presented studies revealed vagueness of data
specification notes published by manufacturers for their products. Since the literature and
knowledge in this field are incomplete, the time-consuming and expensive “trial and error”
method is most commonly used especially in the industry practice when new applications
are designed. Therefore, the authors prepared the comprehensive review on their efforts to
change this state of affairs. These facilities can significantly support many theoretical and
simulation works that are developed and described in the branch literature and can improve
the reliability and efficiency of designed RFID applications.

The presented works were carried out in many aspects connected with single and anti-colli-
sion, passive and semi-passive, static and dynamic RFID systems for perspective frequency of
the HF and UHF bands. The authors especially focused on the definition, characteristics and
determination of the antenna parameters in propagation and inductively coupled systems,
and they proved that the 3D interrogation zone is the most important and practically useful
parameter when the RFID system is considered. They also revealed that the classical theory of
antennas cannot be applied to solve some problems (e.g., antenna and chip matching, radia-
tion pattern determination, etc.) and new measurement methods have to be developed in
which the nature of RFID technology is taken into consideration —it is seldom mentioned in
the branch literature. Accordingly, they systematized measuring procedures, elaborated own
methods and constructed sophisticated test stands implemented in their common RFID and
electronic technology (HYBRID) laboratories that could be useful to characterize the tran-
sponder and RWD chips or antennas as well as whole real system applications. They supple-
ment the knowledge in the field of literature and verification of well-known methods used in
synthesis of transponder and RWD antennas and the interrogation zone.

It can be found in this work that the considered problems are completely different for
the HF and UHF band cases. In this distinction, several of crucial analyses, syntheses and
experiments are carried out in relation to: (1) determination of transponders” and RWDs’
chip parameters; (2) antenna synthesis for both transponders and RWDs; (3) estimation of
antenna impedance and radiation pattern; and (4) simulation, modeling and prediction
of the interrogation zone and also possibility of its enlargement. Finally, on the basis of
described items, the conceptions of autonomous semi-passive RFID sensor/transponder
and system with an antenna multiplexer (phased antenna array) are revealed. Moreover,
impact of the material and electronic technology is also discussed as it substantially influ-
ences the process of antenna synthesis and determining operation parameters. As an
example, the possibility of manufacturing the flexible antenna in the inkjet technology is
considered in the discussion.

The proposed ideas contribute significantly to the development of automatic identification.
On their basis, the authors point out the third stage of RFID progress in which the transpon-
ders provide not only details about marked objects but also extended variable data gathered
from surroundings by built-in sensors of different physical quantities. Moreover, the tran-
sponders are developed toward the capability of being powered from the electromagnetic
field of common radio communication systems.
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In order to achieve this level of research, some special software tools (e.g., JankoRFIDchip’UHF,
JankoRFIDmuxHF, NmAntPat, RFID(UHF)SysAntPat) had to be elaborated in different kinds
of design environments (e.g.,, Mathcad, Mentor Graphics HyperLynx 3D EM, LabView,
uVision). Thanks to them, researchers could effectively conduct investigations on antenna
synthesis, radio wave propagation phenomenon, system simulations, radiation pattern deter-
minations, and protocol parameter modifications in both newly developed and approved
standards and so on.

In the course of research, each time it was assumed that it is necessary to achieve essential
utility values. Therefore, the published results were positively confirmed experimentally, and
then, practical applications were found in industry, institutions and other places where auto-
mated systems were implemented. The special untypical investigation stands were prepared
for carrying out the research tasks in the authors’ laboratories.
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Abstract

Radio frequency identification technology (RFID) is considered as the reference
technology for wireless identification and item traceability. Supermarkets are one of
those scenarios where the RFID potential can be harnessed. In theory, RFID in
supermarkets shows several advantages compared with traditional barcode systems,
offering real-time inventory, stock control, cash queues, among others. In practice, its
massive and global implementation is still being delayed due to the high quantity of
factors that degrade the RFID system performance in these scenarios, causing
uncontrolled items and identification losses and, at the end, economical losses. Some
works in the scientific literature studied a single or a set of problems related to RFID
performance, mostly focused on a specific communication layer: antennas and
hardware design, interferences at physical layer, medium access control (MAC)
protocols, security issues, or middleware challenges. However, there are no works
describing in depth the set of factors affecting RFID performance in a specific scenario
and contemplating the entire communication layer stack. The first challenge of this
chapter is to provide a complete analysis of those physical and environmental factors,
hardware and software limitations, and standard and regulation restrictions that have
a direct impact on the RFID system performance in supermarkets. This analysis is
addressed by communication layers, paying attention to the point of view of providers,
supermarket companies, and final customers. Some of the most feasible and influential
research works that address individual problems are also enumerated. Finally, taking
the results extracted from this study, this chapter provides a Guide of Good Practices
(GGPs), giving a global vision for addressing a successful RFID implementation project,
useful for researchers, developers, and installers.

Keywords: RFID, case study, supermarket, performance, GGP

I m Ec H © 2017 The Author(s). Licensee InTech. This chapter is distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/3.0), which permits unrestricted use,
open science | open minds distribution, and reproduction in any medium, provided the original work is properly cited. [{cc SN



122

Radio Frequency Identification

1. Introduction

For over a decade, radio-frequency identification technology (RFID) has been the benchmark
of technological innovation in scenarios of massidentification and traceability. RFID technology
allows foridentifying thousands of items in a few seconds, without direct line-of-sight between
the RFID antennas (reader) and the items to identify (RFID tags), reaching up to 10 m of reading
distance.

There are thousands of pilot projects and implementations in use of RFID throughout the
world [1-5]. One of them is the identification of goods in supermarkets [6-8]. In these scenarios,
the products are items to be identified and, instead of incorporating a barcode, they are labeled
with RFID tags, usually working at the ultra-high-frequency (UHF) band. Tags are electronic
devices composed of a simple circuit, an antenna, and, in some cases, a battery. The simplest
tag models do not incorporate batteries (passive tags) and feed their circuits with the energy
extracted from the incident electromagnetic wave generated by the reader antennas. This
operating mode is usually called backscattering [9]. Every tag stores in a small memory the
product identification code (electronic product code (EPC)) [10], which, among other data,
includes the provider identification code, the type of product, and the unique serial number
of the product in which it is attached to. When a tag is in the coverage range of a reader, it
automatically sends its EPC code to the reader, and the reader sends it to a middleware
subsystem. This subsystem is in charge of querying to a database (working under EPC-IS
[11]) about the product data linked to the EPC code, for example, price or expiration date.

The implementation of RFID in supermarkets allows customers to obtain information about
the goods they collect when they are doing the shopping, for example, with RFID checkpoints
installed in strategic places in the shopping zone or built-in in the shopping trolley [12, 13].
Moreover, with RFID, the customer no longer has to remove the groceries from the shopping
trolley and place them into the conveyor belt to be traced in order to make the payment. Instead,
the customer passes with the shopping trolley through RFID reader antennas (similar to the
anti-theft systems), and immediately all products are tracked and identified. The system
calculates the final purchase cost and prints the ticket in a few seconds. Incorporating RFID in
supermarkets saves time to customers and offers added-value services that, at present, do not
exist in most supermarkets. For those companies in this sector, RFID technology permits them
to control inventory in real time and enables product traceability, among others. The downside
is that there are many factors that significantly degrade the performance of RFID systems in
these scenarios, causing to not being able to identify the products at the expected time or even
losing information and identified items due to the hardware and software interferences and
limitations, which finally translates into potentially significant economic losses.

With the aim of maximizing the performance of RFID systems in these environments, the
engineers and technicians perform multiple measurements in their implementations, varying
the antennas orientation, testing different brands of tags, changing the position where the tags
are attached to the items, varying the number of tags per pallet, and so on. All these tasks are
addressed without following specific implementation rules or a specific Guide of Good
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Practices (GGPs). Consequently, unexplained variations in the performance occur in many
cases, which lead to frustration of the implanter, and distrust of the entrepreneur.

The lack of rules and implementation protocols come from the absence of scientific studies
encompassing the set of factors that affect and degrade the RFID performance in specific
scenarios, works where the set of problems and solutions proposed by the scientific community
areidentified and listed. Therefore, this chapter is an attempt in this line, presenting a complete
analysis on the main factors that degrade the performance of passive UHF RFID systems
working in a supermarket. They have been classified according to the communication layer
where they occur, distinguishing among those degrading at the physical layer, medium access
control layer, and higher layers. The most relevant solutions found in the scientific literature
focusing on minimizing or eliminating the identified problems are also enumerated. The
results extracted from the study have permitted us to design a GGP for implementing RFID
systems, tackling the hardware/software design and requirements that maximize the perform-
ance of RFID systems.

2. Scenario description

The scenario under study is a supermarket where an RFID system will be installed. The system
will be composed of more than one reader and antennas, a middleware subsystem with some
databases, and all products labelled with RFID tags (see Figure 1). The scenario has some
desirable checking/reading points:

1.  Entrance to warehouse. In this place, the check-in of goods arriving to the grocery store is
performed. Also, the EPC-IS database is updated, since the new inventoried products are
added. Then, the available stock is known in real time.

2. Crossing gate warehouse—sales zone. At this point, the check-in/check-out of the products
entering and leaving the warehouse is made. The goal is to have the EPC-IS database
updated, and to get real-time information about the available stock for sale.

3. Checkpoints in the corridors or built-in the shopping trolley. This added-value service allows
customers for getting data of interest about any product while they are doing shopping:
ingredients, nutritional value, expiration date, or recommended recipes, among others.

4. Cash register system. Every cash register is an identification point. The products are
identified by the RFID system through the antennas installed on these points. The RFID
system connects to the EPC-IS database to get the price of the products. Simultaneously,
the EPC-IS updates the stock in order to detect if it is necessary to make new orders to
suppliers.

5.  Exitdoors. It works as anti-theft system for those not identified products in the cash register
system.
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Figure 1. Scenario under study: a supermarket.

In this scenario, some assumptions are taken. First, we require that suppliers label their
products with passive RFID tags operating in the UHF band, in the spectrum of the frequencies
permitted by the country where the supermarket is located. In addition, tags attached to the
goods must store the product’s information in EPC code format. Finally, both suppliers and
supermarket must connect their databases to an EPCglobal Architecture Framework, called
EPCglobal Network [14], which allows product’s traceability and localization, in real time, and
worldwide.

3. Agents at the RFID physical layer

At the physical layer, the frequencies incompatibility, the electromagnetic noise, and the
absorption and reflection phenomena are the agents that have a strong influence in the per-
formance of RFID systems, even triggering the complete loss of information. In the follow-
ing subsections, each of these issues is addressed, listing the most remarkable and viable
solutions found in the current scientific literature.

3.1. Frequencies incompatibility

The International Telecommunication Union (ITU) [15] manages the global radio spectrum by
dividing the world into three regions. Each region has a set of frequency allocations. Figure 2
summarizes the frequency assignments for RFID. For UHF, Figure 2 shows that tags and
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readers work in different frequency ranges according to the operating region. Assuming that
in the case study that concerns us, the RFID-UHF system is installed in a supermarket located
in Spain, and only those products labelled with RFID tags operating at UHF-Region 1 (862—
870 MHz band) can be identified. Therefore, if a bottle of wine is labelled and marketed in
Chile with a tag attached to it operating at UHF-Region 2, it cannot be identified in Spain.
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Figure 2. ITU regions. Frequencies assignments.

On the other hand, there is a problem of incompatibility among the RFID systems used by the
suppliers. Not all good suppliers are working with RFID-UHF systems. For those products
with liquid or with a metal container, the suppliers commonly use tags operating at low-
frequency (LF) or high-frequency (HF) band, which are less sensitive to the absorption and
reflection phenomena (see Section 3.2). Therefore, if, for example, there are bottles of juice
labelled with LF tags, they cannot be read by the UHF reader. To solve these problems, new
antennas for tags and readers are being designed in order to operate in the whole UHF
spectrum (encompassing the three regions) [16-18] and dual HF/UHF antennas to enable
interoperability between different systems RFID [19, 20].

3.2. Electromagnetic noise, absorption, and reflection

In a supermarket, there are many things that cause interferences, affecting the performance of
the RFID systems: the metals in the shopping trolleys and shelves, the products with liquids,
the refrigeration machines, and even the human body. Some of them are impossible to avoid,
such as the electromagnetic or environmental noise generated by the electrical equipment in
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the supermarket, the alarms, the elevators, the automatic doors, or the interferences from the
GSM mobile customers [21, 22].

The absorption and reflection phenomena have also a high influence on the performance.
Absorption occurs when the passive tags are attached to products with a high quantity of liquid
(e.g., a bottle of milk) or when the labelled products are placed near an item with a high
percentage of liquid (e.g., the human body). When a reader tries to communicate with a tag in
these situations, most of the tag incident signal is absorbed by the liquid. Then, the tag has not
enough energy to power its circuit, being unable to send its EPC code to the reader. Reflection
happens when tags are near, or attached to metals. The signal emitted by the reader is reflected
by the metal, and again the tag is not able to send its EPC code. An interesting example of
reflection in which RFID installers do not pay attention is the reflection caused by the typical
fluorescent light tubes in supermarkets. In [23], it was shown how these lamps are able to
reflect and modulate the incident signal of a reader, causing a reflected signal with much more
power than a tag response, especially when the lamps are less than 5 m away from the reader.
In the scientific literature, there are some prominent studies dealing with the design of tags
nonvulnerable to the above phenomena [24-30].

4. Agents at the RFID medium access control

In the case study of this chapter, thousands of tags attached to products work together with a
high number of readers (at least one reader for each checkpoint and cash register).

When a set of tags is in the coverage area of a reader, all are simultaneously fed by the incident
signal of the reader and consequently they try to send their EPC code immediately. When two
or more tags transmit their EPC code at the same time, a tag-to-tag collision occurs (e.g., when
hundreds of products are in the shopping trolley and go through the reader antenna placed
in the cash register system). To minimize the impact of these collisions, the readers in the
market implement a medium access control (MAC) mechanism based on the worldwide
standard EPCglobal Class-1 Gen-2 [31]. It defines an MAC mechanism for RFID readers
working at UHF that organize the tags responses by a Frame Slotted Aloha (FSA) protocol [32],
controlled by the reader. This is a very simple mechanism with a low rate of identification,
which has led the scientific community to propose new alternatives compatible with the
standard that significantly increase the rate of identified tags per time unit [33-36].

When two or more readers are operating in the same environment, reader-to-tag and reader-
to-reader collisions occur. The former happens when the tags are located in the overlapping
coverage area of two or more readers, for example, in Figure 3, when a tag is located in the
overlapping coverage area of readers R1 and R2, the tag receives the signal from both readers
but, since the tag is a very simple device, is not able to select a reader to send its EPC code,
even though readers are working at different frequency. The reader-to-reader collisions occur
by the interfering signals of those readers transmitting at the same frequency and time instant
(see Figure 4). Readers are configured with a specific transmit power (Ptx), defined by the
standards and regulations. For instance, in Europe the ETSI-EN 302-208 regulation [37] sets
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the maximum Ptx to 3.2 W Equivalent Isotropic Radiated Power (EIRP), while in the USA is
the FCC-Part 15 [38], which sets to 4 W EIRP.

Max. Distance for energyzing tags

Figure 3. Example of reader-to-tag collision.

Max. Reader-to-Reader interference distance

Figure 4. Example of reader-to-reader collision.
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The readers’ output power limits the maximum reader-to-tag read range, that is, the maximum
distance in which readers can feed the tags circuits in order to respond with their EPC codes.
But the Ptx also sets the maximum distance in which readers can interfere with each other. In
general, in an indoor environment, 3.2 W EIRP allows readers to reach tags placed up to 10-m
distance, and interfere with other readers located up to 1000-m distance [39]. In order to
minimize the effects of reader-to-reader interferences, the EPCglobal Class-1 Gen-2 standard
suggests a communication protocol for scenarios with multiple readers based on the frequency
hop spread spectrum (FHSS) mechanism [31]. Readers fix an operating frequency from a set,
and they may jump randomly or in a programmed sequence to any frequency set by its ITU
region [15]. If the band is wide enough, the probability that two readers were operating at
exactly the same frequency is small. This happens in the UHF band in the USA. However, the
UHF bands in Europe and Japan are much smaller, so this technique is not effective for
preventing reader interferences. The simplicity of this mechanism and its lack of efficiency to
address the reader-to-tag collisions have led the scientific community to suggest a number of
alternatives to improve the performance of RFID systems in these environments [40-43].

5. RFID middleware

The RFID middleware plays an important role in the global identification and traceability. The
EPCglobal Network [14] states the network architecture and the elements in the global RFID
traceability network, as well as the communication protocols used among the elements,
security issues, and so on.

EPC Network

Marafaciurer Ratailer (SURPERMARKET)

1. Manufacturer tags the product
2. Manufaclurer records product informalion (e.g. manufaciune date, expiration date, location]
into its EPC IS (database)

3. EPC I5 reglsters EPC "knowledge” with EPC Regisiry (Entity reconds traceabilily every
EFC product in the world)

Figure 5. Manufacturer side: recording EPC codes in its EPC-IS and informing to EPC Discovery Services.
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When a tag is identified, the reader only gets from it the EPC code [10] of its product (the tag
is attached —and customized —to a product). The rest of the data of the identified product is
obtained through the middleware, which performs a query to the system database, where all
the product data are stored. In the case study that concerns us, this is the database managed
by the supermarket. In this case, every EPC code registered is linked to a price. Other data of
interest, for example, expiration date, nutritional value, recommended recipes, and so on, are
obtained when the supermarket middleware makes a direct query to the manufacturer’s EPC-
IS (see Figures 5 and 6) [11]. For this, the supermarket middleware needs to know the URL or
IP that gives access to the EPC-IS. The middleware obtains this sensitive information by
querying to a server in the EPCglobal Cloud called root object name server (Root ONS) [44].
This server works like the typical domain name servers (DNS) in the Internet: you ask for a
company (sending the company code), and it answers with the IP or URL associated to it (see
Figures 7 and 8).

EPC Network

Manufacturer Raotailer (Supermarket)

4, Manufacturer sends product o Retailer
5. Retailer records “receipt” of product into EPC 15 (database)
6. Retaller's EPC IS then registers product “knowledge” with EPC Discovery Service

Figure 6. Supermarket side: recording identified tags in its EPC-IS and informing to EPC Discovery Services.

On the other hand, if the data of interest are a record about the product traceability, it is
necessary that the middleware makes a query to the EPC Discovery Services [45], a server in
the EPCglobal Cloud that stores a traceability record of every product in the world, labelled
with RFID tags and storing an EPC code. The EPC Discovery Services stores the locations and
other relevant information in the products life, starting at the moment that the product is
labelled and recorded at the factory. The products location is updated at the moment that the
product is moved, for example, from the factory to the provider, or from the supplier to the
supermarket. For instance, when a good enters the supermarket store, it is registered by the
middleware in the EPC Discovery Services, indicating its new location.
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As a conclusion, if the supermarket is going to operate under the EPCglobal Network, it is
necessary to set the agreements between the supermarket and the suppliers, in order to
have access to the products information stored in the EPCglobal Network. On the other
hand, there are still latent problems in the EPCglobal Network architecture that must be
solved to reach a proper functioning: global network synchronization, scalability, security
access to the EPC-IS and ONS, and so on. There are some outstanding works in the scientific
literature that attempt to minimize and address these problems [46-50].

— EPC -Netwurk'm

- — Retailer
; . ok Application
B~

Manufacturer . Raotaller [Supermarket)
7. Retailer must query lo Rool ONS. This antity angwer 8 [P address 1o connec! wilh tha
Manufacturer’s Local ONS
8. Manutacthwer's Local ONS Is queried for location of EPC-IS

Figure 7. Supermarket queries about the EPC collected to the ONS.

~" EPC Network

Retailer
Application

Manadaciurer

9. Reladler quendes Manufacturer EPC IS for desired produd] information (e.9.. manufaciure
date, expiration date, elc.)

Figure 8. Supermarket gets the added-value information about the EPC collected.
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6. Security and privacy issues

In addition to the security issues to solve in the EPCglobal Network, it is necessary to clarify
the doubts about data security and privacy of customers, suppliers, and companies in general.
Corporations feel vulnerable to the following:

1. Spoofing (industrial espionage). It may happen when there are unauthorized reading
products to know their type, composition, quantities, among others.

2. Tampering data that means to destabilize the supply chain or to disturb the operations by
rewriting or deleting the EPC codes in tags by a malicious reader, for example, changing
the EPC code of a tag by other linked to a product with lower price.

Customers also feel vulnerable to the following;:

1. Tracking: customers fear that malicious readers can identify them, for example, with the
RFID passport or an identity card, with the aim of being controlled (their habits or
movements) by a higher entity (e.g., the government).

2. Hostlisting/profiling: customers fear they can be traced and classified according to the
items labelled with RFID that they buy or they have.

The current security and privacy challenges focus on the establishment and management of
keys, certificates of authorization, and the use of cryptographic algorithms for encrypting
reader-to-tag communications [50-52].

7. Guide of Good Practices for implementing an RFID-UHF system in a
supermarket

After reviewing the factors influencing the performance of RFID in supermarkets, this section
proposes a Guide of Good Practices (GGP) for the design and implementation of RFID-UHF
passive systems in supermarkets. Note that the rules described in this section must be applied
once the scenario is defined, as well as the traceability/identification zones/points, for example,
like the description addressed in Section 2.

The first step (Task 1 in Figure 9) is to decide the operating frequency, since it will determine
the entire system. As it was explained in Sections 1 and 3.1, UHF is the most extended and
used frequency band in these environments, offering the maximum reading distances between
passive RFID tags and readers. Hence, the supermarket and its suppliers should agree about
the operation mode, that is, if they will work at the same UHF band under the ITU region (see
Figure 2). If a provider works with LF or HF, it should use tags with dual antennas, which are
able to transmit/receive in HF/UHF or LF/UHF [19, 20]. Moreover, if the supermarket sells
products labelled outside the ITU-working region, they must be labelled with tags that work
in the whole UHF band [16-18]. On the other hand, the suppliers should address measure-
ments about the absorption and reflection effects in their products labelled with RFID tags
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(Task 2 in Figure 9). Suppliers must verify the successful identification of their products with
liquids or metals. It is necessary something like a certificate of “quality of identification,” where
suppliers officially state that the tags used to label their products are not susceptible to the
absorption and reflection phenomena [23-25].
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Figure 9. Guide of Good Practices: an RFID-UHF system implementation in a supermarket.
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In the globalized world, it seems obvious that both supermarkets and suppliers want to be part
of the global network of traceability, the EPCglobal Network. In such case, both must register
their EPC-IS [11], designing their databases and middleware compatible for operating with
the EPCglobal Network, according to the standard defined in [14] (Task 3 in Figure 9). Besides,
they must have read/write access in the EPC Discovery Services [45] and they must be
registered in order to query to the ONS Root [44]. If a provider does not belong to the network,
it cannot ensure global traceability of its products, nor can it provide information about the
manufacturer, product type, and so on. However, the products can be identified by the
supermarket and a price can be assigned to them through the internal database used in the
supermarket.

Regarding secure communications, both the RFID system installed in the supermarket and the
suppliers should use security systems to avoid spoofing and/or tampering, but without
neglecting the global products visibility (Task 4 in Figure 9). This entails that both parties have
to manage certificates of authorization for accessing to the EPC-IS, ONS, among others. In
addition, for the reader-to-tag communications, a data encryption algorithm must be used and
shared by the parties, suppliers, and supermarket [50-52].

If the above points are satisfactorily achieved, it means that both, suppliers and supermarket,
can work together under a global identification RFID-UHF system. The following steps (which
can be addressed in parallel to the above) are

1. Studying the electromagnetic noise (Task 5 in Figure 9). It is necessary to analyze the noise
environment where the reader antennas will be installed, detecting all elements of the area
which are the source of interferences. This comprises, for instance, the use of a spectrum
analyzer connected to a half-wave dipole antenna and to a PC. The analyzer captures the
interfering signals and the data are stored on the PC. It is desirable to make measurements
at times of the day where there is more work activity, and when more electronic devices
are working. In [53], it is described in detail how to perform these measurements.

2. Designing the identification areas (Task 6 in Figure 9). Although the starting point is the
plan with the ideal deployment described in Section 2 (see Figure 1), the results of the
previous step determine the final reader antennas location. Those zones where the effects
of interferences are the lowest will be the initial identification zones. In each of them, a
one-fourth wave dipole antenna, put on the center of a metal plate, will be placed, using
a tripod. A signal generator and a PC will be used to capture the measurement data. The
aim is to create a coverage map to decide how to properly orient the antennas and how
to align them to offer the best performance. In [53], it is described how to perform these
measurements in detail. If the measurement results are optimistic, it is time to choose the
hardware, installation, startup, and identification tests.

3. Selecting RFID hardware (Task 7 in Figure 9). This task encompasses having an extensive
knowledge about how the RFID readers and tags work (physical and logical operation).
It is recommended to use bistatic antennas, with circular polarization, and a distance
between the reader and the reader antennas (cable) less than 5 m. The reader will have at
least 4 I/O ports, and it will work to the maximum output power according to the ITU
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region where it is operating. The reader-to-tag communication protocol must be EPCglo-
bal Class-1 Gen-2 [31] or an improved version, compatible with the standard, that permits
to modify the frame-length parameter (Q) [32-34]. Readers must implement a reader-to-
reader anti-collision protocol based on FHHS or a similar technique, being compatible
with the current standard [31]. Finally, readers should be able to run the EPCKill command,
defined by the EPCglobal standard. This command enables that those readers placed at
the exit doors of the supermarket can automatically disable tags leaving the supermarket.
Then, those tags cannot be read anymore, preventing customers from Tracking and
Hostlisting.

4. Installation and identification tests (Task 8 in Figure 9). It is recommended to make the
installation antenna by antenna. For every new reading point installed, the coverage range
must be tested, and an intensive reading identification test is required. The performance
is usually measured by the number of identified tags per time unit. The testing procedure
will be conducted by varying the following parameters: frame-length (Q), number of tags
per pallet/shopping trolley, speed pallet/trolley, tag-antenna distance, tag position
according to the antenna, and so on.

5. Write/Read database/EPC-IS (Task 9 in Figure 9). If, after performing the previous steps
the identification results are acceptable, it is time to implement the databases, the mid-
dleware, and the EPC-IS, to enable the supermarket operations through the EPCglobal
Network. Note that the supermarket can use a unique database with all products data,
distinguishing those data that will not be shared by the EPCglobal Network, for example,
price of product, in/out-of-stock, for sale, sold, and so on. The databases must be tested
(read/write operations), as well as the readings in the EPC-IS of the suppliers, Root ONS,
and EPC Discovery Services.

If all the above steps are addressed and the testing results are satisfactory, the system is ready
to operate. Figure 9 shows a specification and description language (SDL) diagram with the
GGP explained here.

8. Conclusions

This chapter has addressed a complete analysis of those hardware, software, and environ-
mental factors that degrade the performance of passive RFID systems, focusing the study on
a scenario of great potential for RFID technology and of interest to the society: a supermarket.
In general, in the scientific literature these factors are studied individually or only a set of them
and most of the works are usually focused on a communication layer. By contrast, this chapter
provides a study in-depth about the set of factors affecting RFID performance in a specific
scenario but contemplating the entire communication layer stack, and taking into account the
requirements and needs of suppliers, supermarket companies, and final customers.

Throughout this chapter, the most remarkable works in the scientific literature that address
how to eliminate or minimize the impact of the problems at physical, communication, or
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middleware layer have been reviewed: frequencies incompatibility, electromagnetic noise,

reader-to-reader and reader-to-tag collisions, data security, scalability, global synchroniza-

tion, and so on. As a result of this study, a protocol for implementing RFID systems in super-

markets is proposed as a Guide of Good Practices composed of nine defined tasks. It gives a

complete vision for addressing, step by step, a successful RFID system implementation

project, being useful for researchers, developers, and installers.
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