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Reliability of Fingerprint Biometry  
(Weibull Approach) 

Robert Brumnik 1, Iztok Podbregar2 and Teodora Ivanuša2 
1�0�H�W�U�D���L�Q�ç�H�Q�L�U�L�Q�J���/�W�G����

2University of Maribor,  
�)�D�F�X�O�W�\���R�I���&�U�L�P�L�Q�D�O���-�X�V�W�L�F�H���D�Q�G���6�H�F�X�U�L�W�\��

�6�O�R�Y�H�Q�L�D��

1. Introduction 

Biometrics refers to the identification of a person on the basis of their physical and 
behavioural characteristics. Today we know a lot of biometric systems which are based on 
the identification of these, for everyone's un ique identity. Some biometric systems include 
the characteristics of: fingerprints, hand geometry, voice, iris, etc., and can be used for 
identification. Most biometric systems are based on the collection and comparison of 
biometric characteristics which can provide identification. This study begins with a 
historical review of biometric and radio fr equency identification (RFID) methods and 
research areas. The study continues in the direction of biometric methods based on 
fingerprints. The survey parameters of reliability, which may affect the results of the 
biometric system in use, prove the hypothesis. A summary of the results obtained the 
measured parameters of reliability and the efficiency of the biometric system we discussed. 
Each biometric system includes the following th ree processes: registration, preparation of a 
sample, and readings of the sample. Finally the system provides a comparison of the 
measured sample with digitized samples stored in the database. Also in this chapter we 
show the optimization of a biometric system with neural networks resulting in multi-
biometric or multimodal biometric systems. Th is procedure combines two or more biometric 
methods in the form of a more efficient and more secure biometric system. 
During our research we carried out a »Weibull« mathematical model for determining the 
effectiveness of the fingerprint identification system. By means of ongoing research and 
development projects in this area, this study is aimed at confirming its effectiveness 
empirically. Efficiency and reliability are impo rtant factors in the reading and operation of 
biometric systems. The research focuses on the measurement of activity in the process of the 
fingerprint biometric system, and explains what is meant by the result achieved. 
The research we refer to reviews relevant standards, which are necessary to determine the 
policy of biometric measures and security mechanisms, and to successfully implement a 
quality identification system. 
The hypothesis, we have assumed in the thesis to the survey has been fully confirmed. 
Biometric methods based on research parameters are both more reliable and effective than 
RFID identification systems while en abling a greater flow of people. 
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2. Theoretical overview 

Personal identification is a means of associating a particular individual  with an identity. The 
term “biometrics” derives from Bio,(meaning “life” and metric being a “measurement”. 
Variations of biometrics have long been in use in past history. Cave paintings were one of 
the earliest samples of a biometric form. A signature could presumably be decifered from 
the outline of a human hand in some of the paintings. In ancient China, thumb prints were 
found on clay seals. In the 14th century in China, biometrics was used to identify children to 
merchants (Daniel, 2006). The merchants would take ink and make an impression of the 
child’s hand and footprint in order to dist inguish between them. French police developed 
the first anthropometric system in 1883 to id entify criminals by measuring the head and 
body widths and lengths. Fingerprints were  used for business transactions in ancient 
Babylon, on clay tablets (Barnes, 2011).  
Throughout history many other forms of biometrics, which include the fingerprint 
technique, were utilized to identify criminals and these are still in use today. The fingerprint 
method has been successfully used for many years in law enforcement and is now a very 
accurate and reliable method to determine an individual’s identity in many security access 
systems.  
The production logistics must ensure an effective flow of material, tools and services during 
the whole production process and between companies. Solutions for the traceability of 
products and people (identification and auth entication) are very important parts of the 
production process. The entire production efficacy and final product quality depends on the 
organization and efficiency of the logistics proc ess. The capability of a company to develop, 
exploit and retain its competitive position is the key to increasing company value (Polajnar, 
2005). Globalization dictates to industrial management the need for an effective and lean 
manufacturing process, downsizing and outsou rcing where appropriate. The requirements 
of modern times are the development and use of wireless technologies such as the mobile 
phone. The intent is to develop remote maintenance, remote servicing and remote 
diagnostics (Polajnar, 2003). With the increasing use of new identification technologies, it is 
necessary to explore their reliability and efficacy  in the logistics process. With the evolution 
of microelectronics, new identification syst ems have been achieving rapid development 
during the last ten years thus enabling practical application in the branch of automation of 
logistics and production. It is necessary to research and justify every economic investment in 
these applications. 
Biometrics is not really a new technology. With the evolution of computer science the 
consecutive manner in which we can now use these unique features with the aid of 
computers contemporaneousness. In the future, modern computers will aid biometric 
technology playing a critical role in our society to assist questions related to the identity of 
individuals in a global world.  
“Who is this person?”, “Is this the person he/she  claims to be?”, “Should this individual be 
given access to our system or building?”, etc. These are examples of the every day questions 
asked by many organizations in the fields of  telecommunication, financial services, health 
care, electronic commerce, governments and others all over the world. 
The requirements and needs of quantity data and informatio n processing are growing by 
the day. Also, people’s global mobility is becoming an everyday matter as is the necessity to 
ensure modern and discreet identification sy stems from different real and virtual access 
points on a global basis. 
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3. Quality parameters of biometrics technologies (ER, FRR, FAR, SL, EC) 

In order to adopt biometric technologies such as fingerprint, iris, face, hand geometry and 
voice etc., we will evaluate some factors includin g the ease of use, error rate and cost. When 
we evaluate the score for each of the biometric technologies, we find that there is a range 
between the upper and lower scores for each item evaluated. Therefore we have to 
recognize that there is no perfect biometric technology. 
For example, if a biometric system uses fingerprint technology, we will determine several 
factors as follows: 
a. What is the error rate (ER), as we use the False Acceptance Rate (FAR) or False Rejection 

Rate (FRR) that the system will allow? 
b. False Acceptance Rate (FAR) is the probability that a biometrics verification device will 

fail to reject an impostor. 
c. False Rejection Rate (FRR) is the probability that a biometrics verification device will 

fail to recognize the identity, or verify  the claimed identity, of an enrolee. 
d. What is the security level (SL) to protect privacy and fraud that the system will require? 
e. Which environmental conditions (EC) for sensin g fingerprints will be considered as dry 

or wet and dusty on the glass of a fingerprint scanner? 
In the last ten years, new identification systems have been achieving extremely rapid 
development. The evolution of microelectroni cs has enabled practical application in the 
branch of automation of logistics and producti on. It is necessary to research and justify 
every economic investment in these applications. In this work the most important 
quantitative characteristics of reliability are explained. The authors also show the 
methodology for defining the reliability and efficacy of biometric identification systems in 
the process of identification and provide experi mental research of personal identification 
systems1 based upon reliability and efficacy parameters. Furthermore, a real identification 
system was upgraded based on automation and informatization. 
In this article based on Biometric Identification Systems, we: 
�x show the availability and efficacy of anal yses in the identification processes, 
�x extend reliability estimations of biometric identification systems based on significant 

reliability characteristics, 
�x provide a contribution to science by researching the biometric automated identification 

process to ensure optimal procedures. 
A review of scientific databases shows that the area of assessing the reliability of identification 
systems in the process of production and logistics is not well explored. In modern production 
and logistics processes (automobile industry, aerospace industry, pharmacy, forensics, etc.) it 
is necessary to have fast and reliable control over the flow of people. 

4. Defining the problem and research parameters 

The availability of a production-logistic process is the probability that the system is 
functioning well at a given moment or is capa ble of functioning when used during certain 
                                                                 
1 Personal Identification Systems; Recent events have heightened interest in implementing more secure 
personal identification (ID) systems to improve confiden ce in verifying the identity of individuals 
seeking access to physical or virtual locations in the logistic process. A secure personal ID system must 
be designed to address government and business policy issues and individual privacy concerns. The ID 
system must be secure, provide fast and effective verification of an individual’s identity, and protect the 
privacy of the individual’s identity information. 
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circumstances. Reliability, by definition, is pr obability (capability) of the system to perform 
under the stated conditions defined by functi on and time (Hudoklin & Rozman, 2004). It is 
one of the most important characteristics of efficacy of identification systems and has an 
impact on safety and efficiency of the system. Military standard MIL HDBK 217 is also used 
to estimate the inherent reliability of electr onic equipment and systems based on component 
failure data. It consists of two basic prediction methods: Parts-Count Analysis and Part-
Stress Prediction. Increasing the system’s reliability means less improper use, greater safety, 
fewer repair procedures and shorter identifi cation times, consequently causing higher 
system availability. Implementing higher reliability in early development phases and its 
assurance during the use of the identification system, requires the knowledge of methods 
and techniques of reliability theory and their interactions. 
Many different characteristics are used to measure the reliability of identification systems 
and their components. Some of them are connected to time functions others represent 
average time functions. Which of these characteristic are relevant in specified cases depends 
on the set goals, selected method of analysis, and the availability of data. 
Characteristics of reliability are based on mean time intervals to the occurrence of failure. 
Time to failure is a random magnitude and we will mark it with the symbol “t i”. In this 
article we give definitions and statistical estimations of basic reliability characteristics. 
Reliability characteristics used in this research are: 
�x MTTF - mean time to failure 
�x MTBF - mean time between failures 
�x MTTR - mean time to repair 
�x F(t) - unreliability function 
�x �Ì(t)- failure rate 
�x �Ã - shape parameter 

a. �Ã<1 temporary failure frequency �Ì(t) decreases (early period, system 
implementation) 

b. �Ã=1 temporary failure frequency �Ì(t) is constant (normal system operation) 
c. �Ã >1 temporary failure frequency �Ì(t) increases (exploitation, ageing) 

The shape parameter (�Ã) changes the configuration of the temporal distribution of 
operational failures.  

5. Quantitative reliability characteristics  

The theory of reliability was obtained by  the authors Hudoklin  and Rozman (2004): 
Unreliability function F(t) is defined by the equation: 

 ( ) ( )F t P X t� �d  (1) 

F(t) is therefore the probability of a system to become non-functional in the interval between 
0 and t. 
If we observe a number of systems, or system components, we can calculate the statistical 
estimation for the unreliability function by the equation: 

 0

0

( )
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N N t
F t

N
��
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��

 (2) 

N(t) - number of working/functional samples in the interval (0,t) 
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N0 - number of samples at the start of observation at t=0 
Reliability function R(t) is complementary to the unreliability function. We can define it 
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The mean time to failure (MTTF) of the system reliability is a characteristic and not a 
function of time, but the average value of the probability density function for the times to 
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circumstances. Reliability, by definition, is pr obability (capability) of the system to perform 
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During normal operation,  the MTTF is equal to: 

 
1

MTTF
�O

� �˜ (11) 

For many systems, or system parts, the function �Ì(t) has a characteristic “bathtub” 
configuration (Figure 1.). The lif e cycle of systems can be divided into three periods: an early 
damaging period, a normal workin g period and an ageing or exploitation period. In the first 
period �Ì(t) decreases, in the second period �Ì(t) is constant, and in the third period �Ì (t) rises.  
 

 
Fig. 1. ”Bathtub“ curve (FIDES, 2006). 

5.1 Reliability of biomet ric identification systems 
Definitions used in reliability calculatio n of biometric identification systems and 
terminology: 
�x FAR2 is defined as the percentage of identification instances in which false acceptance 

occurs, 
�x FRR3 is defined as the percentage of identification instances in which false rejection 

occurs, 
�x Mean time to failure (MTTF), mean time between failures (MTBF) and mean time to 

repair (MTTR),  
�x classification of failures,  
�x failures data bases.  
In biometric methods, in contrast to the classic methods of identificati on, probability needs to 
be considered. All sensors are subject to noise and errors. The largest problem is the 
development and implementation of a safe crypto-algorithm. A ll limitations are summarized 
in the two terms: FRR and FAR. If a system is highly sensitive, the FAR value is low, but FRR 
is higher. In a system of low sensitivity the situ ation is reversed. Such a system is accepted by 
almost everyone (FAR>FRR). It is therefore necessary to make a compromise in the sensitivity 
of a system. It can also be regulated so that the FAR and FRR values are equal, the so-called 
EER (Equal Error Rate). Lower EER means a more accurate system. In an application where 
the speed of identification is more important th an safety (e.g. hotel rooms), the high FAR value 
                                                                 
2 FAR (False Aceptance Rate); This can be expressed as a probability. For example, if FAR is 0.1 percent, it 
means that on average, one out of every 1000 impostors attempting to breach the system will be successful. 
3 FRR (False Recetion Rate); For example, if FRR is 0.05 percent, it means that on average, one out of 
every 2000 authorized persons attempting to access the system will not be recognized by that system. 
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can be allowed (Hicklin et al., 2005). Graphic presentation of both errors depending on the size 
of the error threshold of biometric system can be seen in Figure 2. 
 

 
Fig. 2. Calculating EER from FAR – FRR intersection. 

5.2 Usability and reliability characteristi cs of a biometric system reader  
To fully understand user-centered design, it is essential to understand the features inherent 
in a usable system. Usability helps to ensure that systems and products are easy to learn, 
effective to use and enjoyable from the user’s perspective. This is defined as: “The extent to 
which a product can be used by specified users to achieve specified goals with effectiveness, 
efficiency, and satisfaction in a specified context of use.” (ISO 13407:1999). Additional 
attributes of usability that may also be considered include:  
�x effective to use (effectiveness),  
�x efficient to use (efficiency),  
�x enjoyable to use (satisfaction),  
�x easy to learn (learnability) and  
�x easy to remember (memorability).  
The table on the next page lists each of these usability goals and provides a short description 
of each, along with a few questions for biometric system designers to consider. Usability 
testing not only provides insights into users’ behaviour, but it also allows project teams to 
quantifiably measure the success of a system, including capturing metrics such as error 
rates, successful performance on tasks, time to complete a task, etc. (NIST, 2008). For 
quantitative testing, many teams use the Common Industry Format (CIF) (ISO/IEC 
25062:2006) to document the performance of the system. The CIF provides a standard way 
for organizations to present and report quantitative data gathered in a usability test, so that 
it can later be compared to the results gathered in subsequent tests.  
A review of the literature and standards fo r design and anthropometric measurements 
provided guidance on proper an gles for fingers or palm placement. Standards focus on line 
of sight and reach envelopes including sloping control panels for cockpits or nuclear power 
stations (NISTIR 7504). 
To determine the reliability characteristics, we used the Weibull model, which is useful in 
cases where �Ì(t) cannot be illustrated by the constant function. For the resulting 
measurements we will take advantage of Weibull analysis, which provides a simple 
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graphical method. The analysis will be provided (with a reasonable error analysis) to obtain 
good estimates of parameters, despite the small sample size (in our case, thirty pieces of 
biometric modules). These solutions enable us to identify early signs of potential problems, 
so we can prevent more serious systemic failures and predict the maintenance cycle 
(increasing the availability of the system). The study was of a relatively small sample size 
also enabling cost-effective test curves. Testing is complete when the observed system fails 
(sudden failure) in each of the three groups (the first module of each series) biometric reader 
components and proceeds with the Weibull analysis. 
Reliability of a biometric system depend s on three factors (Chernomordik, 2002): 
�x uniqueness and repeatability, which means that the characteristic used should provide 

for different readings for different people, and the readings obtained for the same 
person at different times and under di fferent conditions should be similar, 

�x reliability of the ma tching algorithm and 
�x quality of the reading device. 
Failures, which we have taken into account in determining the characteristics of MTTF and 
MTTR of a biometric system (Table 1): 
�x failure of the software (the inability to read the sample), 
�x failure of hardware (biometric reader, PCBs) and 
�x errors due to sensor reading settings: FAR, FRR. 
 

Ser. No. 
Time to first failure

(days) 
Time to second 
failure (days) 

Time to third 
failure (days) 

Average value 
(days) 

36365 53 89 88

88,8 

36359 60 106 73

36366 87 106 88

36364 86 161 88

36368 102 130 13

36369 99 102 98

36360 56 150 93

36345 57 90 126

36381 81 52 117

36384 90 65 105

Ser. No. 
Time to first repair

(days) 
Time to second 
repair (days) 

Time to third 
repair (days) 

Average value 
(days) 

36365 1 1 1

1,2 

36359 0 1 0

36366 1 3 2

36364 1 0 1

36368 1 3 1

36369 2 1 1

36360 2 1 1

36345 3 1 1

36381 2 1 1

36384 2 0 1 
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Ser. No. 
Time to restart 

(days) 
Time to restart 

(days) 
Time to restart 

(days) 
Average value 

(days) 

36365 56 90 89 

90,1 

36359 60 105 73 

36366 88 107 90 

36364 85 161 89 

36368 103 133 16 

36369 101 103 99 

36360 58 151 96 

36345 60 91 127 

36381 83 53 118 

36384 92 65 106 

Table 1. Data for the MTTF, MTTR estimates determine for biometric system. 

 
TIME TO FIRST FAILURE (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti (days) 53 56 57 60 81 86 87 90 99 102 

Fi 7 16 26 36 45 55 64 74 84 93 

TIME TO SECOND FAILURE (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti (days) 52 65 89 90 102 106 106 130 150 161 

Fi 7 16 26 36 45 55 64 74 84 93 

TIME TO THIRD FAILURE (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti (days) 13 73 88 88 88 93 98 105 117 126 

Fi 7 16 26 36 45 55 64 74 84 93 

Table 2. The times to failure and the associated estimates points for F(t) of the biometric 
system. 

 
TIME TO FIRST ACTIVE REPAIR (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti 1 0 1 1 1 2 2 3 2 2 

TIME TO SECOND ACTIVE REPAIR (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti 1 1 3 0 3 1 1 1 1 0 

TIME TO THIRD ACTIVE REPAIR (days) 

i 1 2 3 4 5 6 7 8 9 10 

ti 1 0 2 1 1 1 1 1 1 1 

Table 3. The times of active repairs for the biometric module. 
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Assuming that the times to failure in Tables 2 are exponentially distributed couples (t i, Fi). 
We join them together and rank them in Table 4 and estimate parameters �Ã and �È for a 
biometric system with the software Weibull++7. 
Time to first failure is �Ã = 4.6 and �È = 72, while they are behind the times to failure of 
another parameter �Ã = 3.23 and �È = 117.2. For the third time to failure, the values of 
parameters �Ã = 2 and �È = 101. Table 4 shows the ranking values of times to failure of 
biometric systems (ti; i=1,2,3) and times to failure of the biometric identification system and 
the corresponding estimation point estimates of F(t). 
 

biometric module
i ti (days) Fi

1 13 2,3
2 52 5,6
3 53 8,9
4 56 12,2
5 57 15,5
6 60 18,8
7 65 22,0
8 73 25,3
9 81 28,6
10 86 31,9
11 87 35,2
12 88 38,5
13 88 41,8
14 88 45,1
15 89 48,4
16 90 51,6
17 90 54,9
18 93 58,2
19 98 61,5
20 99 64,8
21 102 68,1
22 102 71,4
23 105 74,7
24 106 78,0
25 106 81,3
26 117 84,5
27 126 87,8
28 130 91,1
29 150 94,4
30 161 97,7

Table 4. Ranking times to failure for the biometric system and estimation point estimates of 
F(t). 

 
Reliability of Fingerprint Biometry (Weibull Approach) 13 

For the biometrics module we provide an estima ted point of the average time of repairs: 

� � � �
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30

r

i
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MTTR t days
r � 

�  �  � � � � �  �¦  

Estimates point for the availability of a biometric module for the period of observation is: 

88,8ˆ 0,987
88,8 1,2

MTTF
A

MTTF MTTR
� � � 
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With the Weibull++7 analysing tool we modeled probability density for time to failure of a 
biometric system with a distribution law and with the Weibull parameters �Ã and �È (Figure 
3). At 100% probability, a failure of a biometric system, appears at �Ã = 2.8 and �È = 101.7. 
 

 
Fig. 3. Weibull model of failure appear for biometric system. 

5.3 MTTF model calculation of system with  two equivalent parts in parallel 
configuration 
In practice, a request is made for the smooth functioning of the identifi cation system, despite 
the likelihood of failure of a biometric card reader (airports, local government units, police 
stations, etc.). To increase the reliability of the biometric system and ensure the continuous 
operation despite the failure, we can associate two equivalent unit biometric module 
dynamic readings in the event of termination of the first reader to function by another 
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3). At 100% probability, a failure of a biometric system, appears at �Ã = 2.8 and �È = 101.7. 
 

 
Fig. 3. Weibull model of failure appear for biometric system. 

5.3 MTTF model calculation of system with  two equivalent parts in parallel 
configuration 
In practice, a request is made for the smooth functioning of the identifi cation system, despite 
the likelihood of failure of a biometric card reader (airports, local government units, police 
stations, etc.). To increase the reliability of the biometric system and ensure the continuous 
operation despite the failure, we can associate two equivalent unit biometric module 
dynamic readings in the event of termination of the first reader to function by another 
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reader. We will show the probability graph for the biometric reader unit, which will be tied 
in parallel to achieve better reliability parameters of the identification system. Consider a 
system consisting of two equivalent units. From the failure rate �Ì of each dynamic reading 
module, the frequency of repairs and �Í conclusions we can construct a corresponding 
probability graph for reliability (Figure 4) and availability (Figure 5) in the passive parallel 
configuration with an absolutely reliable switch.  
 

 
Fig. 4. Probability graph fo r the availability of two pa rallel biometric components. 

 

 
Fig. 5. Probability graph for the reliability of two parallel biometric components. 

The probability graph for the availability of tw o parallel biometric components is shown in 
Figure 4. S3 state no longer abyss, the probability of transition from state S3 to state S2 is 
2�Í�¦ t. The probability graph for the reliability of two parallel biometric components is 
shown in Figure 5. 
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6. Summary and future work 

The reliability and availability of assessing iden tification systems is an area that is very 
important and essential in choosing an access control system. In this article we have used 
statistical methods for assessing the effectiveness of biometric access by assessing the 
reliability and availability of all parts of the identification system with the Weibull model. 
The Weibull function of two variables well describes the characteristic s of reliability of 
biometric identification systems. Data visualization using graphs give a clear correlation 
between the measurements and the Weibull distribution. The gr eater the slope of the line, 
which means a higher Weibull parameter �Ã, the greater the reliability of the products and 
also the lower the risk (with the same parameter �È) that the identifica tion system will 
terminate in shorter time. This is due to enhancing the value of the Weibull parameter 
leading to longer times to failure. In assessing the statistical parameters we must be aware 
that this appraisal is a deviation from actual values. It is clear that the expected interval of 30 
data (with 90-percent confidence) for real values of the Weibull parameter allowing for a 
variation of about 10 percent of the calculated values of this parameter, while calculating the 
second parameter, the Weibull distribution is more reliable. 
By calculating estimated times to failure and between failures of identification systems 
according to the Weibull methodology, we arrive at the following results for the assessment 
of the reliability and availability: 
1. Estimated time to failure (reliability), of a biometric system by calculating the 

characteristics MTTFS = 88.8 days. 
2. Estimated time to repair of a biometric system by calculating the characteristics MTTRS 

= 1.2 days. 
3. Assessment of the availability of the biometric system by calculating the characteristics 

of A S = 0.987. 
During our research we carried out different models for estimating reliability and 
availability, which were designed using the Weibull approach. As a novelty in the field of 
design reliability estimates of the identification system, we also designed and applied a 
graphic Weibull model, which is independent of the calculated Weibull method and serves 
to check the calculations of the Weibull model. In the application model in the field of 
biometrics, we discussed the usefulness in a real domain. 
The usefulness of biometric systems is shown in identification-logis tic environments where 
personal identification is needed . From this research it is evident that the ageing period of 
biometric systems begins relatively quickly. The results also show that the availability of 
biometric identification systems is therefor e lower and maintenance costs are higher. The 
functional and ergonomic advantag es of biometry are clear because there is neither the need 
for cards nor any other elements of identificati on in the identification  process. The use of 
biometric systems will make identification simple and at the same time increase reliability 
due to non-transferability of identification elem ents (e.g. fingerprints) and prevent improper 
use.  
It can be expected that Slovenia will attain biometric technology despite the doubts 
expressed by some institutions (Office for Personal Data Protection). Many open ethical 
questions arise, mostly regarding human personality, privacy and control. However 
research such as this on reliability and availability show, unequivocally, that biometric 
technology has an advantage both in practical use and data safety. Not only do usability 
improvements lead to better, easier-to-use products, they also lead to improved user 
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reader. We will show the probability graph for the biometric reader unit, which will be tied 
in parallel to achieve better reliability parameters of the identification system. Consider a 
system consisting of two equivalent units. From the failure rate �Ì of each dynamic reading 
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probability graph for reliability (Figure 4) and availability (Figure 5) in the passive parallel 
configuration with an absolutely reliable switch.  
 

 
Fig. 4. Probability graph fo r the availability of two pa rallel biometric components. 

 

 
Fig. 5. Probability graph for the reliability of two parallel biometric components. 

The probability graph for the availability of tw o parallel biometric components is shown in 
Figure 4. S3 state no longer abyss, the probability of transition from state S3 to state S2 is 
2�Í�¦ t. The probability graph for the reliability of two parallel biometric components is 
shown in Figure 5. 

 
Reliability of Fingerprint Biometry (Weibull Approach) 15 

6. Summary and future work 

The reliability and availability of assessing iden tification systems is an area that is very 
important and essential in choosing an access control system. In this article we have used 
statistical methods for assessing the effectiveness of biometric access by assessing the 
reliability and availability of all parts of the identification system with the Weibull model. 
The Weibull function of two variables well describes the characteristic s of reliability of 
biometric identification systems. Data visualization using graphs give a clear correlation 
between the measurements and the Weibull distribution. The gr eater the slope of the line, 
which means a higher Weibull parameter �Ã, the greater the reliability of the products and 
also the lower the risk (with the same parameter �È) that the identifica tion system will 
terminate in shorter time. This is due to enhancing the value of the Weibull parameter 
leading to longer times to failure. In assessing the statistical parameters we must be aware 
that this appraisal is a deviation from actual values. It is clear that the expected interval of 30 
data (with 90-percent confidence) for real values of the Weibull parameter allowing for a 
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graphic Weibull model, which is independent of the calculated Weibull method and serves 
to check the calculations of the Weibull model. In the application model in the field of 
biometrics, we discussed the usefulness in a real domain. 
The usefulness of biometric systems is shown in identification-logis tic environments where 
personal identification is needed . From this research it is evident that the ageing period of 
biometric systems begins relatively quickly. The results also show that the availability of 
biometric identification systems is therefor e lower and maintenance costs are higher. The 
functional and ergonomic advantag es of biometry are clear because there is neither the need 
for cards nor any other elements of identificati on in the identification  process. The use of 
biometric systems will make identification simple and at the same time increase reliability 
due to non-transferability of identification elem ents (e.g. fingerprints) and prevent improper 
use.  
It can be expected that Slovenia will attain biometric technology despite the doubts 
expressed by some institutions (Office for Personal Data Protection). Many open ethical 
questions arise, mostly regarding human personality, privacy and control. However 
research such as this on reliability and availability show, unequivocally, that biometric 
technology has an advantage both in practical use and data safety. Not only do usability 
improvements lead to better, easier-to-use products, they also lead to improved user 
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performance and satisfaction as well as substantial cost savings. By designing a biometric 
system with usability in mind, development teams can enhance ease of use, reduce system 
complexity, improve user performance and satisfaction, and reduce support and training 
costs. 
Personal responsibility and accuracy in fields such as legislation, regulation adjustment, and 
production and supply chain management in gl obal technical operations are more easily 
controlled using automated identification. With the automation of identification there are 
also possibilities for merging and comparing current process data with that from integral 
information systems (ERP, MRII, etc.) or other business applications.  
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performance and satisfaction as well as substantial cost savings. By designing a biometric 
system with usability in mind, development teams can enhance ease of use, reduce system 
complexity, improve user performance and satisfaction, and reduce support and training 
costs. 
Personal responsibility and accuracy in fields such as legislation, regulation adjustment, and 
production and supply chain management in gl obal technical operations are more easily 
controlled using automated identification. With the automation of identification there are 
also possibilities for merging and comparing current process data with that from integral 
information systems (ERP, MRII, etc.) or other business applications.  
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1. Introduction  

Fingerprint recognition refers to the automa ted method of verifying a match between two 
human fingerprints. Fingerprints  are one of many forms of biometrics used to identify an 
individual and verify the iden tity. Because of their uniqueness and consistency over time, 
fingerprints have been used for over a century, more recently becoming automated 
biometric due to advancement in computing ca pabilities. Fingerprint identification is 
popular because of the inherent ease in acquisition, the numerour sources available for 
collection. In order to design a Fingerprint reco gnition system, the choice of feature extractor 
is very crucial and extraction of pertinent fe atures from two-dimensional images of human 
finger plays an important role. A major challenge in Fingerprint recognition today is to 
select the low dimensional representative features and to reduce the search space for 
identification process.  
The framework for the Fingerprint recognition sy stem, as shown in Fig.1.1 consists of three 
phases. i) Feature extraction and representation phase, ii) Featurelevel Clustering, iii) 
Indexing and Fingerprint Matching. The three phases of fingerprint recognition framework 
are detailed in the following sections. 

1.1 Fingerprint feature extraction  
To detect the machine-readable representation completely capture the invariant and 
discriminatory information in the input measur ements is the most challenging problem in 
representing fingerprint data. This representation issue constitutes the essence of system 
design and has far reaching implications on the design of the rest of the system. The 
unprocessed measurement values are typically not invariant ov er the time of capture and 
there is a need to determine salient features of the input measurement which both 
discriminate between the identities as well as remain invariant for a given individual. Thus, 
the problem of representation is to determine a measurement(feature) space which is 
invariant for input signals belonging to the same identity and which differ maximally for 
those belonging to different identities (higher interclass) variation and low interclass 
variation.  
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1. Introduction  

Fingerprint recognition refers to the automa ted method of verifying a match between two 
human fingerprints. Fingerprints  are one of many forms of biometrics used to identify an 
individual and verify the iden tity. Because of their uniqueness and consistency over time, 
fingerprints have been used for over a century, more recently becoming automated 
biometric due to advancement in computing ca pabilities. Fingerprint identification is 
popular because of the inherent ease in acquisition, the numerour sources available for 
collection. In order to design a Fingerprint reco gnition system, the choice of feature extractor 
is very crucial and extraction of pertinent fe atures from two-dimensional images of human 
finger plays an important role. A major challenge in Fingerprint recognition today is to 
select the low dimensional representative features and to reduce the search space for 
identification process.  
The framework for the Fingerprint recognition sy stem, as shown in Fig.1.1 consists of three 
phases. i) Feature extraction and representation phase, ii) Featurelevel Clustering, iii) 
Indexing and Fingerprint Matching. The three phases of fingerprint recognition framework 
are detailed in the following sections. 

1.1 Fingerprint feature extraction  
To detect the machine-readable representation completely capture the invariant and 
discriminatory information in the input measur ements is the most challenging problem in 
representing fingerprint data. This representation issue constitutes the essence of system 
design and has far reaching implications on the design of the rest of the system. The 
unprocessed measurement values are typically not invariant ov er the time of capture and 
there is a need to determine salient features of the input measurement which both 
discriminate between the identities as well as remain invariant for a given individual. Thus, 
the problem of representation is to determine a measurement(feature) space which is 
invariant for input signals belonging to the same identity and which differ maximally for 
those belonging to different identities (higher interclass) variation and low interclass 
variation.  
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In [1], fingerprint features are classified in to three classes. Level 1 features show macro 
details of the ridge flow shaped, Level 2 features(minutiae point) are discriminative enough 
for recognition, and Level 3 features(pores) complement the uniqueness of Level 2 features. 
The popular fingerprint representation scheme  have evolved from an intuitive system 
developed by forensic experts who visually ma tch the fingerprints. Th ese schemes are either 
based on predominantly local landmarks(e. g. minutiae-based fingerprint matching 
systems[1] or exclusively global information (fingerprint classificati on based on the Henry 
System [2]). The minutiae-based automatic identification techniqu es first locate the minutiae 
points and then match their relative placemen t in a given finger and the stored template. 
The global representation of fingerprints (e.g. whorl. Left loop, right loop, arch, and tented 
arch) is typically used for indexing, and does not offer good individual discrimination. The 
global representation schemes of the fingerprint used for classification can be broadly 
categorized into four main categories: (i) knowledge-based, (ii) structure-based, (iii) 
frequency-based, and (iv) syntactic. The different type of fingerprin t patterns are described 
below. 
 

 
Fig. 1.1. Fingerprint Recognition System. 

1.1.1 Global ridge pattern 
A fingerprint is a pattern of alternating convex  skin called ridges and concave skin called 
valleys with a spiral-curve-like line shape (Fig. 1.2). There are two types of ridge flows: the 
pseudo-parallel ridge flows and high-curvature  ridge flows which are located around the 
core point and/or delta points. This represen tation relies on the ridge structure, global 
landmarks and ridge pattern characteristics. The commonly used global fingerprint features 
are: 
� Singluar points - discontinuities in the orientation field. There are two types of singular 

point. A core is the uppermost of the innermost curving ridge[3], and a delta point is 
the junction point where three ridge flows meet. They are usually used for fingerpirnt 
registration, fingerprint classification. 
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Fig. 1.2. Global Fingerprint Ridge Flow Patterns. 

� Ridge orientation map - local direction of the ridge-valley structure. It is 
commonlyutilized for classification, image enhancement, minutia feature verification 
and filtering. 

� Ridge frequency map – the reciprocal of the ridge distance in the direction 
perpendicular to local ridge orientation. It is formally defined in [4] and is estensively 
utilized for contextual filtering of fingerprint images. 

This representation is sensitive to the quality of the fingerprint images. However, the 
discriminative abilities of this representation are limited due to absence of singular points. 

1.1.2 Local ridge pattern 
This is the most widely used and studied fing erprint representation. Local ridge details are 
the discontinuities of local ridge structure referred to as minutiae. Sir Francis Galton was the 
first person who observed the structures and permanence of minutiae. Therefore, minutiae 
are also called „Galton details“. They are used by forensic experts to match two fingerprints. 
There are about 150 different types of minutiae categorized based on their configuration. 
Among these minutiae types, ridge ending and ridge bidurcation are the most commonly 
used, since all the other types of minutiae can be seen as combinations of ridge ending and 
ridge bifurcations. Some minutiae are illustrated in Fig.1.3. 
 

 
                                                  Ending                                Bifurcation 

��  
               Cross over                                Spur                                  Lake                   Island 

Fig. 1.3. Common Minutiae Types. 

1.1.3 Intra-ridge detail 
On every ridge of the finger epidermis,th ere are many tiny sweat pores and other 
permanent details. Pores are considered to be highly distinctive in terms of their number, 
position, and shape. However, extracting pores is feasible only in high-resolution fingerprint 
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               Cross over                                Spur                                  Lake                   Island 

Fig. 1.3. Common Minutiae Types. 

1.1.3 Intra-ridge detail 
On every ridge of the finger epidermis,th ere are many tiny sweat pores and other 
permanent details. Pores are considered to be highly distinctive in terms of their number, 
position, and shape. However, extracting pores is feasible only in high-resolution fingerprint 
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images and with very high imag e quality. Therefore, this ki nd of representation is not 
adopted by currently depolyed automatic fi ngerprint identification systems. Some 
fingerprint identification algorithm(such as FFT) may require so much computation. 
Discerete Cosine Transform based algorithm may be the key to making a low cost 
fingerprint identification system.  

1.2 Feature level clustering 
With the increase in the size of the Fingerprint database, reliability and scalability issues 
become the bottleneck for low response time, high search and retrieval efficiency in addition 
to accuracy. Fingerprint classification refers to the problem of assigning fingerprints to one 
of several prespecified classes. It is an important stage in automatic fingerprint identification 
systems(AIFS) because it significantly reduces the time taken in identification of 
fingerprints, especially where accuracy and speed are critical. Traditionally Fingerprint 
identification systems claims identity of an individual by searching templates of all users 
enrolled in the database. These comparisons increase the data retrieval time along with the 
error rates. Thus a size reduction technique must be applied to reduce the search space and 
thus improve the efficiency. Conventiona lly databases are indexed numerically or 
alphabetically to increase the efficiency of retrieval. However, Fingerprint databases do not 
possess a natural order of arrangement which negates the idea to index them 
alphabetically/numerically. Reduction of se arch space in databases thus remains a 
challenging problem. Considering the classification issues [5], several methods have been 
proposed in the past couple of years to address the fingerprint classification issues. Most of 
these methods classify the images based on the ridges, local feature (i.e. minutiae) and 
global features (i.e. singular points). Model based approaches based on the global features 
(singular points) of the fingerprints have b een found more effective in classifying the 
fingerprints into different known classes.  Structure-based approaches based on the 
estimated orientation field in a fingerprint imag e can be found capable to classify the images 
into one of the five classes. The role of the estimated orientation field for fingerprint 
classification is generic. However, if the images are of poor quality then the orientation field 
estimation could not be done properly. Also, in such case difficulties encountered during 
extraction of other features like minutiae, fi nger code, Poincare index for singular points 
detection etc. Exclusive fingerprint classificati on is a traditional approach that has been 
widely investigated in the literature [5-7]. It cl assifies each fingerprint exclusively into one of 
the predefined classes such as Henry classes. Although it has some advantages such as 
human-interpretability, fast retrieval and rigid database partitioning, most automated 
classification algorithms are able to classify fingerprints into only four or five classes. 
Moreover, fingerprints are not evenly distributed in these classes. Thus, the exclusive 
classification cannot sufficiently narrow down the search of database.Most of the existing 
fingerprint classification approaches make use of the orientation image [8]. The main 
drawback of classification is that it is the supervised method where number of classes has to 
be known in advance. Further the data within each class is not uniformly distributed so the 
time required to search some classes is comparatively large. The limitations of classification 
can be addressed with unsupervised approach known as Clustering. It involves the task of 
dividing data points into homogeneous classes or clusters so that items in the same class are 
as similar as possible and items in different classes are as dissimilar as possible. Intuitively it 
can be visualized as a form of data compression, where a large number of samples are 
converted into a small number of representative prototypes.  
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1.3 Fingerprint database indexing 
Identification refers to determine the identity of an individual from the database of persons 
available to the system. With the increase in the size of database, the number of false 
acceptances grows geometrically. Further, the time required to claim an identification is 
directly proportional to the size of the data base. Thus efficiency of such systems can be 
improved either by minimising the error rates or  by reducing the search space. The former is 
dependent on the efficiency of the algorith m and cannot be reduced consider ably. Hence 
more emphasis can be laid on reducing the search space for improving performance as it is 
not possible to retrieve each element from probe set and compare with all elements of 
gallery set to determine the identity. There already exist few indexing schemes to partition 
the biometric database.  
Rajiv Mukherjee et al [9] reported that iris database indexing generated from mean vector 
constructed from each row of the Iris Code and iris feature vector. Unsupervised clustering 
is performed on these index vectors. Puhan et al [10] proposed iris indexing based on the iris 
color with chrominance components is generated as index code. Amit et al. [11] reported 
Indexing hand geometry database by pyramid technique. Gupta et al. [12] proposed an 
efficient indexing scheme for binary feature templa te with the help of B+ tree. Umarani et al. 
[13] employed a modified B+ tree biometric database indexing. The higher dimensional 
feature vector is projected to lower dimension and the reduced dimensional feature vector is 
used to index the database by forming B+ tree. All of the aforementioned tree-like data 
structures lead to “curse of dimensionality”. While they work reasonably well in a 2-D or 3-
D space, as the dimensionality of the data increases, the query time and data storage would 
exhibit an exponential increase. 

1.4 Fingerprint matching 
In order to improve fingerprint recognition performance, many techniques have been 
designed. The most popular matching strategy for fingerprint verification is minutiae 
matching. The simplest pattern of the minutiae-based representation consists of a set of 
minutiae, including ridge ending s and bifurcation defined by their spatial coordinates. Each 
minutiae is described by its spatial location associated with the direction and minutiae type. 
In correlation based matching, correlation betw een the corresponding pixels is computed for 
different alignments. In feature based matching  features of the fingerprint ridge pattern, 
texture information may be extracted more reliably than minutiae.  

2. Significant fingerprint feature extraction with discrete cosine transform 

2.1 Discrete cosine transform 
In this section the discrete cosine transform that can be used for analyzing the Fingerprint 
image and to extract the local features in the transform domain is described. The Discrete 
cosine transform that has already been well established by Chaur-Heh for image 
compression [14] is extended in this model to extract the deterministic fingerprint feature. In 
order to extract the features of fingerprint image, block DCT-based transformation is 
employed. Each image is divided into sub blocks with (N x N) size. There are n x n 
coefficients in each block after DCT is applied. Only some of the DCT coefficients are to be 
computed for feature extraction, and they are enough to represent the information that are 
needed from the block. The equation used for the DCT calculation for each pixel is given as 
follows: 
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adopted by currently depolyed automatic fi ngerprint identification systems. Some 
fingerprint identification algorithm(such as FFT) may require so much computation. 
Discerete Cosine Transform based algorithm may be the key to making a low cost 
fingerprint identification system.  

1.2 Feature level clustering 
With the increase in the size of the Fingerprint database, reliability and scalability issues 
become the bottleneck for low response time, high search and retrieval efficiency in addition 
to accuracy. Fingerprint classification refers to the problem of assigning fingerprints to one 
of several prespecified classes. It is an important stage in automatic fingerprint identification 
systems(AIFS) because it significantly reduces the time taken in identification of 
fingerprints, especially where accuracy and speed are critical. Traditionally Fingerprint 
identification systems claims identity of an individual by searching templates of all users 
enrolled in the database. These comparisons increase the data retrieval time along with the 
error rates. Thus a size reduction technique must be applied to reduce the search space and 
thus improve the efficiency. Conventiona lly databases are indexed numerically or 
alphabetically to increase the efficiency of retrieval. However, Fingerprint databases do not 
possess a natural order of arrangement which negates the idea to index them 
alphabetically/numerically. Reduction of se arch space in databases thus remains a 
challenging problem. Considering the classification issues [5], several methods have been 
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color with chrominance components is generated as index code. Amit et al. [11] reported 
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D space, as the dimensionality of the data increases, the query time and data storage would 
exhibit an exponential increase. 
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In order to improve fingerprint recognition performance, many techniques have been 
designed. The most popular matching strategy for fingerprint verification is minutiae 
matching. The simplest pattern of the minutiae-based representation consists of a set of 
minutiae, including ridge ending s and bifurcation defined by their spatial coordinates. Each 
minutiae is described by its spatial location associated with the direction and minutiae type. 
In correlation based matching, correlation betw een the corresponding pixels is computed for 
different alignments. In feature based matching  features of the fingerprint ridge pattern, 
texture information may be extracted more reliably than minutiae.  

2. Significant fingerprint feature extraction with discrete cosine transform 

2.1 Discrete cosine transform 
In this section the discrete cosine transform that can be used for analyzing the Fingerprint 
image and to extract the local features in the transform domain is described. The Discrete 
cosine transform that has already been well established by Chaur-Heh for image 
compression [14] is extended in this model to extract the deterministic fingerprint feature. In 
order to extract the features of fingerprint image, block DCT-based transformation is 
employed. Each image is divided into sub blocks with (N x N) size. There are n x n 
coefficients in each block after DCT is applied. Only some of the DCT coefficients are to be 
computed for feature extraction, and they are enough to represent the information that are 
needed from the block. The equation used for the DCT calculation for each pixel is given as 
follows: 



 
Biometric Systems, Design and Applications 

��

38

 
1 1

0 0

(2 1)2 (2 1)
( , ) ( ) ( ) ( , )cos cos

2 2

n n

y x

y vx u
F u v u v f x y

n n n

��
� �

� �

� �

��
� � ¦ � ¦  (2.1) 

  
1

( )
2

u� �      if u=0 (2.2) 

         ( ) 1u� �         otherwise 

( , )F u v  is the DCT domain representation of f(x,y) image and u,v represent vertical and 
horizontal frequencies that have values ranges from 0 to 7. The DCT coefficients reflect the 
compact energy of different frequencies. The first coefficient (0, 0), called DC, is the mean of 
visual gray scale value of pixels of a block. And the other values denoted as AC coefficients, 
representing each spatial characteristic including vertical, horizontal and diagonal patterns. 
Having described the discrete cosine transform, the feature extraction technique is presented 
in the next section. 

2.2 Statistical feature extraction 
The feature set is based on a measure of DCT coefficients excluding DC (0, 0). The features 
derived from the DCT computation are limited to an array of summed spectral energies 
within a block in frequency domain. The given input image is applied to DCT by 
considering non-overlapping N by N blocks (where N=8). 
To ensure adequate representation of the image, each block non-overlaps horizontally and 
vertically with the neighboring blocks, thus for an image which has RN  rows and CN  
columns, there are BN  blocks found by following formula: 
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The input image is divided into sub-image blocks: F (u, v), u = 1 to N and v = 1 to N, and 
then the DCT is performed independently on the sub-image blocks. For each sub-block 
considering AC coefficients, the DCT feature set is extracted. The proposed feature 
descriptor F consisting of the following features are denoted as feature set. 
 

 
Fig. 2.1. Feature Set. 

The features are denoted as Signal Energy, Edge Orientation, Ridge Frequency Estimation, 
Ridge Orientation Estimation, Non-Coherence Factor, Angular Bandwidth and Directional 
Strength Orientation respectively.  

2.2.1 Signal energy  
DCT is a reversible transform which obey the “Energy Preservation Theorem” – Total 
energy in pre-transform domain is equal to to tal energy in post transform domain [15]. The 
energy is one of the image properties using signal processing technique, and it means 
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characteristics of images. From the result of DCT transformed from image F(u,v) of size N x 
N, the energy using DCT coefficients is defined as following equation [16]. 
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2.2.2 Edge orientation 
Edge is a strong feature for characterizing an image, which can be used to construct an 
important clus to understand the content of fingerprint image. The edge information from 
an image can be directly extracted by some simple measurements on the AC coefficients of 
each block in the compressed domain. Thus the following relationship determine the 
presence of edge in a block. Accurate edge orientation information is computed as follows:  
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2.2.3 Ridge fequency estimation 
The ridge frequency estimates the curve dominant flow in a block. The highest DCT peak of 
highest frequency spectrum is given by [16]: 

 F3 = 2 2
0 0u v�  (2.6) 

where ,o ou v  is the coordinate of the highest DCT peak value. 

 

 
Fig. 2.2. 1) and 3) Represents blocks of a fingerprint image with different frequency,  
2) and 4) DCT coefficients of (1) and (3) respectively. 

2.2.4 Ridge orientation estimation 
The dominant orientation of parallel ridges, are closely related to a peak-angle in DCT 
coefficients, where �  is measured counterclockwise (if �  > 0) from the horizontal axis to 
the terminal side of the highest spectrum peak of highest frequency (DC in excluded). 
However �  and o�  relationship is not one-to-one mapping. The ridge orientation which 
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characteristics of images. From the result of DCT transformed from image F(u,v) of size N x 
N, the energy using DCT coefficients is defined as following equation [16]. 
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varies in the range of 0 to /2�  is projected into the peak-angle �  which varies in the range 
of 0 to �  . Relationship between ridge orientation �  in spatial domain and peak angle 0�  in 
frequency domain is given by: 
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2.2.5 Non-coherence factor 
The factor represents how wide ridge orientatio n can be in the block that has more than one 
dominant orientation. This factor is in the ra nge of 0 to 1, where 1 represents highly non-
coherence or highly curved region and 0 represents orientation region. The non-coherence 
factor is given by: 
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where ,c cu v is the center position of the block, ,i ju v is the thi and thj position of neighbor 
blocks within N x N.  

2.2.6 Angular bandwidth 
High ridge curvature occurs where the local ridge orientation changes rapidly, i.e. near 
cores and deltas. Away from these singular points, ridge curvature tends asymptotically to 
zero. In regions of higher curvature, a wider range of orientations is present. Away from 
singular points, the angular bandwidth is /8� . The angular bandwidth must equal to � is 
calculated by the following equation: 

 16 sin ( 5)F F��  (2.9) 

 

 
Fig. 2.3. Core Region. 

2.2.7 Directional strength orientation 
To identify the quadrant and avoid influence of interference, two 2-D perpendiculars 
diagonal vectors 1D and 2D are formed with size of 5 x 3 pixels center at the peak position.  
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Fig. 2.4. 2-D perpendicular diagonal vectors at 45� and 135� . 

The average directional strengths of each vector iDS  
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Then the quadrant can be classified and the actual fingerpr int ridge orientation can be 
identified as [16]:  
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where ,o ou v is the coordinate of the highest DCT peak value, ,c cu v is the center position of 
the block, ,i ju v is the thi and thj position of neighbor blocks within N x N, perpendicular 
diagonal set 1 2,D D  with size 5 x 3 pixels and 1 2,DS DS  average directional strength 
respectively. 
The feature is extracted for each N x N block and its average of the total number of blocks of 
that image is finally derived. The Non-Coherence Factor represents ridge orientation of how 
wide can be in that block. The maximum value occurred on a block represents highly curved 
region which is considered as a reference block for indexing. The significant statistical 
feature values are summerized in the following table. 
 
Feature1 Feature2 Feature3 Feature4 Feature5 Feature6 Feature7 IndexCode 

680 60 83 2.0965 43 0.6839 21 9200002114 

1205 62 92 1.9354 42 0.7269 20 1400000711 

1089 65 83 2.2276 37 0.6879 20 1896304005 

1116 64 87 2.4107 41 0.6758 21 2120284181 

1127 64 88 2.2014 43 0.6962 19 4783545190 

Table 2.1. Significant Statistical Feature Set. 
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3. Clustering categorical fingerprint features  

3.1 Robust clustering (ROCK) 
The main aim of cluster analysis is to assign objects into groups (clusters) in such a way that 
two objects from the same cluster are more similar than two objects from different 
clusters.There are different ways of classifying the cluster analysis methods. It can 
distinguish partitioning methods (denoted as flat) which optimize assignment of the objects 
into a certain number of clusters, and methods of hierarchical cluster analysis with graphical 
outputs which make assignment of objects into different numbers of clusters possible. The 
partitioning method includes k-means, fuzzy c mean, k-medians, k-medoids. The 
hierarchical method can be agglomerative (step-by-step clustering of objects and groups to 
larger groups) or divisive (step-by-step splitting of the whole set of objects into the smaller 
subsets and individual objects).  
The ROCK [17], algorithm is an agglomerative hierarchical clustering algorithm for 
clustering categorical data. ROCK is based on links between pairs of data objects and the 
agglomerative process of merging clusters terminates either when there is no pair of clusters 
with links between them or when  the required number clusters is obtained. Informally, the 
number of links between two tu ples is the number of common neighbors they have in the 
dataset. After an initial computation of the nu mber of links between the data objects, the 
algorithm starts with each cluster being a single object and keeps merging clusters based on 
a goodness measure for merging. The merging is continued till one of the following two 
criteria is reached. 
�  A specified number of clusters are obtained (or) 
�  No links remain between the clusters. 
Instead of working on the whole dataset, clusters a sample randomly drawn from the 
dataset and then partitions the entire dataset based on the clusters from the sample. 

3.2 Categorical fingerprint feature representation 
In the cluster analysis phase, a cluster representative is generated to characterize the 
clustering result. However, in the categorica l domain, there is no common way to decide 
cluster representative. Based on the assumption, the numerical data are converted into 
categorical data [22] as described below: 
 

Orientation Range (in degrees) Angle (in degrees)  Label 

0 to 22.5 & 157.5 to 180 0 Q1 

22.5 to 67.5 45 Q2 

67.5 to 112.5 90 Q3 

112.5 to 157.5 135 Q4 

Table 3.1. Orientation Label. 

 
Range 1 2 3 4 5 6 7 8 9 

Label F1 F2 F3 F4 F5 F6 F7 F8 F9 

Table 3.2. Frequency Label. 
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Feature 1: Signal Energy 
By considering the first 5 minimum values from the training test, image is set to low else high.  

F1= {high, low} 

Feature 2: Edge Orientation 

F2= {Q1, Q2, Q3, Q4} 

Feature 3: Ridge Frequency  

F3= {F1, F2, F3, F4, F5, F6, F7, F8, F9} 

Feature 4: Ridge Orientation 

F4= {Q1, Q2, Q3} 

Algorithm: Categorical Data  
Input: Numerical Data { 1 2 3, , .......... nN N N N } 

Output: Categorical Data { 1 2 3, , ........... nC C C C } 

Step 1: Read the dataset N  
Step 2: Convert Numerical Data into Categorical Data based on condition 
Step 3: Assign Label to each numerical data 

 
IMAGE 
NAME 

SIGNAL 
ENERGY 

EDGE 
ORIENTATION 

RIDGE 
FREQUENCY 

RIDGE 
ORIENTATION 

Image 1 High Q3 F1 Q2 

Image 2 High Q2 F2 Q3 

Image 3 High Q4 F2 Q1 

Image 4 High Q1 F3 Q1 

Image 5 High Q2 F4 Q2 

Table 3.3. Categorical Data. 

3.3 Feature level clustering algorithm 
3.3.1 Robust clustering 
Algorithm 1: ROCK 
Procedure: Cluster(S,k) 
Let S = {set of n sampled feature} 
      k = {number of clusters} 
Input: Feature vector Fv 
Output: Clusters C1, C2......., Cn 
 

Step1: Read Fv 
Step2: Compute links 

link:= compute_links(S) 
Step3: for each s �Æ S do 

 q[s]:=build_local_heap(link,s) 
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Feature 1: Signal Energy 
By considering the first 5 minimum values from the training test, image is set to low else high.  

F1= {high, low} 

Feature 2: Edge Orientation 

F2= {Q1, Q2, Q3, Q4} 

Feature 3: Ridge Frequency  

F3= {F1, F2, F3, F4, F5, F6, F7, F8, F9} 

Feature 4: Ridge Orientation 

F4= {Q1, Q2, Q3} 

Algorithm: Categorical Data  
Input: Numerical Data { 1 2 3, , .......... nN N N N } 

Output: Categorical Data { 1 2 3, , ........... nC C C C } 

Step 1: Read the dataset N  
Step 2: Convert Numerical Data into Categorical Data based on condition 
Step 3: Assign Label to each numerical data 

 
IMAGE 
NAME 

SIGNAL 
ENERGY 

EDGE 
ORIENTATION 

RIDGE 
FREQUENCY 

RIDGE 
ORIENTATION 

Image 1 High Q3 F1 Q2 

Image 2 High Q2 F2 Q3 

Image 3 High Q4 F2 Q1 

Image 4 High Q1 F3 Q1 

Image 5 High Q2 F4 Q2 

Table 3.3. Categorical Data. 

3.3 Feature level clustering algorithm 
3.3.1 Robust clustering 
Algorithm 1: ROCK 
Procedure: Cluster(S,k) 
Let S = {set of n sampled feature} 
      k = {number of clusters} 
Input: Feature vector Fv 
Output: Clusters C1, C2......., Cn 
 

Step1: Read Fv 
Step2: Compute links 

link:= compute_links(S) 
Step3: for each s �Æ S do 

 q[s]:=build_local_heap(link,s) 
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Step4: Q:=build_global_heap(S,q) 
Step5: Find the best cluster to merge 

while size(Q)>k 
 do 
  u:=max(Q) 
  v:=max(q[u]) 
  delete(Q,v) 
  w:=merge(u,v) 
 for each x �Æ q(u) U q(v) 
  do 
   link[x,w]:=link[x,u]+link[x,v] 
   delete(q[x],u ,v) 
   insert(q[x],w,g[x,w]) 
   insert(q[w],x,g[x,w]) 
   update(Q,x,q[x]) 
 insert(Q,w,q[w]) 
deallocate() 
Step 6: End 

3.3.2 K-Mean clustering for categorical data 
Let X= (F1, F2, F3, F4, F5) be a feature vector where the scalars F1, F2, F3, F4, F5 represent 
the individual features of each object. Let V= ( 1 2, ,........ kv v v ) be the set of k clusters where 

1 2, ,........ kv v v  represent the centroid of each cluster [18]. 

The centroid of a cluster is defined as: 
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 (3.1) 

The above formula simply computes the mean or the average of the values of features 
belonging to the particular cluster. 
The objective function to be minimized is defined below: 
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For categorical attributes, the similarity measure is defined as: 
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where ( , ) 0a b� � for a=b and ( , ) 1a b� � for a � b. 
n
ijd and n

kjv are values of numeric attributes and c
ijd and c

kjv are values of categorical attributes 
for the object o and cluster k. kN  is the number of elements in cluster k. The equation can be 
rewritten as: 

 2
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Algorithm 2: K Means- for Categorical Data 
Inputs:  
 I = , 2{ ,...... }i ki i i  (Instances to be clustered) 

 N (Number of clusters) 
Outputs: 
 C = { 1,......... }nc c  (Cluster Centroids) 

 m: I�DC (Cluster Membership) 
 

 Step 1: Set C to initial value (e.g. random selection of I) 
 Step 2: For each ji I�  

{1.. } 1

( ) arg min ( , ) ( , )
C

c c
j j k ij k

k n k

m i d i c wt d C�
� �

� � � �¦  

  End 
 Step 3: While m has changed 
  For each j �Æ {1...n} 
   Recompute ji  as the centroid of {i�Rm(i) = j} 

 End 
  Return C 

3.3.3 Fuzzy C-means clustering for categorical data 
A variant of K-Means that performs fuzzy  clustering is called Fuzzy C-Means (FCM). The 
output of a fuzzy clustering is not a partition bu t still a clustering with each object having a 
certain degree of membership to a particular cluster [20]. The objective function being 
minimized in FCM is given below: 
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where d(vk , Fi) is the distance function similar to the one discussed above and uki is the 
degree of membership of object i to cluster k subject to the following constraints: 
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which means that the sum of the membership values of the objects to all of the fuzzy clusters 
must be one. m is the fuzzifier which determines the degree of fuzziness of the resulting 
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Step4: Q:=build_global_heap(S,q) 
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the individual features of each object. Let V= ( 1 2, ,........ kv v v ) be the set of k clusters where 
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where ( , ) 0a b� � for a=b and ( , ) 1a b� � for a � b. 
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Inputs:  
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Outputs: 
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 End 
  Return C 

3.3.3 Fuzzy C-means clustering for categorical data 
A variant of K-Means that performs fuzzy  clustering is called Fuzzy C-Means (FCM). The 
output of a fuzzy clustering is not a partition bu t still a clustering with each object having a 
certain degree of membership to a particular cluster [20]. The objective function being 
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clusters. The objective function can be minimized by using Lagrange multipliers. By taking 
the first derivatives of J with respect to iku  and vk and setting them to zero results in two 
necessary but not sufficient conditions for J to be at the local extrema. 
The result of the derivation is given below: 
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which computes the centroid of cluster k . 
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computes the membership of object i to cluster k. For categorical data, Let X = (F1, F2, F3, F4, 
F5) be a set of categorical objects.  
Let 1 2[ , ,...... ]k k k kpF F F F�  and 1 2[ , ,...... ]l l l l pF F F F�  be two categorical objects. 
The matching dissimilarity be tween them is defined as: 
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where ( , ) 0a b� �  for a=b and ( , ) 1a b� �  for a �  b. 

Algorithm 3: Fuzzy C Mean- for Categorical Data 
 Inputs:  

I = 1 2{ , ,...... }ki i i  (Instances to be clustered) 

 N (Number of clusters) 
Outputs: 
C = { 1,......... }nc c  (Cluster Centroids) 

 
 Step 1: Select m and �Æ to initial value.
 

 Step 2: Initialize the modes �Yi (1�” i�” c) 
 

 Step 3: Calculate the membership degrees iku  and determine ( , )mJ U V  
 

 Step 4: Set ( , ) ( , )old
m mJ U V J U V�  

 

 Step 5: Update the cluster centers �Yi (1 �” i �” c) 
 

 Step 6: Calculate the membership degrees iku (1 �” i �” c, 1 �” k �” n) 
 

 Step 7: Update the ( , )mJ U V ��
 

 Step 8: If ( , ) ( , )old
m mJ U V J U V �� �  Go to Step 4 
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3.4 Similarity measures 
The algorithm finds all the combinations of fe ature values in an object, which represent a 
subset of all the attribute valu es, and then groups the database using [21] the similarity of 
these combinations by constructing the Jaccard coefficient matrix. Objects in a cluster have 
not only similar attribute value sets but also strongly associated attribute values (feature). 
The similarity measure of the ROCK algorithm is found using Jaccard Coefficient  

( , ) i j
i j

i j

o o
sim o o

o o

�
�

�
 

The measure is computed using Single, Complete and Average Linkage. 
 

 I1 I2 I3 I4 I5 I6 

I1 1 0.4 0.4 0.6 0.8 0.4 

I2 0.4 1 0.2 0.4 0.4 0.8 

I3 0.4 0.2 1 0.6 0.4 0.8 

I4 0.6 0.4 0.6 1 0.2 0.4 

I5 0.8 0.4 0.4 0.2 1 0.6 

I6 0.4 0.8 0.8 0.4 0.6 1 

 

 I1 I2/I3 I4/I5 I6 

I1 1 0.4 0.6 0.4 

     

I2/I3 0.4 1 0.2 0.4 

I4/I5 0.6 0.2 1 0.4 

I6 0.4 0.4 0.4 1 

 

 I1 I2/I3/ I4/I5 I6 

I1 1 0.2 0.4 

I2/I3/I4/I5 0.2 1 0.4 

I6 0.4 0.4 1 

 

 
Table 3.4. Jaccard Coefficient Matrix: Single Linkage. 

An exhaustive analysis of the proposed method in terms of false acceptance rate (FAR) vs 
classification accuracy was also carried out FVC datasets. The results and its comparison 
with its other counterparts are reported in Fig. 3.1. 
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with its other counterparts are reported in Fig. 3.1. 
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Fig. 3.1. FAR Vs Accuracy for fingerprint classification. 

An algorithm performs well compared to anothe r one has higher intra cluster similarity and 
lower inter cluster similarity compared to other algorithm. From the graphs (Fig 3.2 & 3.3) it 
is obvious that ROCK algorithm consistently pe rforms better than other algorithms in both 
intra cluster and inter cluster similarity measur e. For k =2 and 3 bisecting K Means performs 
slightly better than ROCK algorithm in intra cluster similarity measure but overall ROCK 
algorithm outperforms other algorithms. 
 

 
Fig 3.2. Intra Cluster Similarity for vari ous algorithms on fingerprint database. 

 

 
Fig 3.3. Inter Cluster Similarity for vari ous algorithms on fingerprint database. 
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The FAR and FRR curve as claimed by the algorithm is shown in (Fig. 3.4). To evaluate the 
matching performance of the algorithm on da tabase of FVC 2004, experiments have been 
conducted. The experiment considers all fingerprints in the database, leading to 95 matches 
and 5 non-matches. In this case, FAR and FRR values were 30-35% approximately and the 
equal error rate is 0.36.  
 

 
Fig. 3.4. FAR and FRR Curve. 

4. Indexing and matching  

4.1 Indexing scheme 
It is expected that the query response time should depend upon the templates similar to the 
query template and not the total number of te mplates in the database. Thus the database 
should be logically partitioned such that images having similar patterns are indexed 
together. To search the large visual databases, content based image indexing and retrieval 
mechanism based on sub block of DCT coefficients are used. The scheme provides fast 
image retrievals. In this indexing technique feature vector which comprises of global and 
local features extracted from offline fingerprint databases ar e used by Robust clustering 
technique to partition the database. As biometric features posses no natural order of sorting, 
thus it is difficult to index them alphabetically or numerically. Hence, indexing is required 
to partition the search space. At the time of identification the fuzziness criterion is 
introduced to find the nearest clusters for declaring the identity of query sample. The 
system is tested using bin-miss rate and performs better in comparison to traditional k-
means approach. 
This method relies on the use of a small set of DCT coefficients for indexing a fingerprint 
image. By considering a reference block extracted using non-coherence factor, we only 
extract 0,0 0,1 1,0 2,0 1,1 0,2 0,3 1,2 3,0, , , , , , , ,F F F F F F F F F  for indexing and retrieval. All these 
coefficients are quantized finally.  
The fingerprint image associated with an identity is su bjected to the procedure above in 
order to generate the index code. The index code is stored in the fingerprint database along 
with the identity of the associated fingerpr int. When a query image is presented to the 
system, initially image get categorized to which cluster belong to, in turn search with index 
code reference. During training phase, the images taken are grouped under various bins 
based on their index key. During testing phase, the index key is generated for the query 
image and the respective bin is located. The fingerprint temp late of the test image is 
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Fig. 3.1. FAR Vs Accuracy for fingerprint classification. 
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The FAR and FRR curve as claimed by the algorithm is shown in (Fig. 3.4). To evaluate the 
matching performance of the algorithm on da tabase of FVC 2004, experiments have been 
conducted. The experiment considers all fingerprints in the database, leading to 95 matches 
and 5 non-matches. In this case, FAR and FRR values were 30-35% approximately and the 
equal error rate is 0.36.  
 

 
Fig. 3.4. FAR and FRR Curve. 
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compared only with the finger print templates matched bin. Th e accuracy analysis of the 
recognition system with and without indexing (Exhaustive search) is presented in Table 4.1. 
 

 
Fig. 4.1. Index Code. 

 

Method Without indexing With indexing 

Accuracy (%) 91 97 

Table 4.1. Accuracy of recognition system with and without indexing scheme. 

Table 4.1 shows that the system with indexing provides 97% accuracy; whereas the system 
without indexing scheme provides only 91%  of accuracy. This indexing mechanism 
considerably increases the recognition accuracy of the proposed feature extraction scheme. 
Also the number of comparisons made during the testing phase is reduced in the proposed 
recognition system with the help of indexing  than the system using exhaustive search. 

4.2 Greedy matching 
The approach used is based on the general combination technique [22]. The function called 
greedy matching algorithm which integrates  different matching criteria based on 
heterogeneous features. Different representations are often related to different features of 
the fingerprints in determining appropriat e matching criteria. Generally, matching 
algorithm has to solve two problems: correspondence and similarity computation. For the 
correspondence problem, assign two descriptors: edge-based and ridge-based, and use an 
alignment-based greedy matching algorithm to establish the correspondences between 
blocks. From the similarity computation, a matching score is computed. 

4.2.1 Alignment 
Alignment is a crucial step for the proposed al gorithm, as misalignment of two fingerprints 
of the same finger certainly produces a false matching result. In the proposed approach, two 
fingerprints are aligned using the top n most similar orientation pair. If none of the n pairs is 
correct, a misalignment occurs. The test is conducted using orientation-based, frequency-
based and combined descriptors. It can be concluded that alignment based on combined 
descriptors is very reliable. 
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4.2.2 Block pairing 
For matching, the fingerprint should be cropped to 64 x 64 from the obtained reference 
block. With the registered orientation field with respect to ridge and edge, the procedure 
identifies the corresponding orientation bloc k pairs is straightforward. Let denote the 
corresponding orientation block pair, kp  from test fingerprint, block kq  from template 
fingerprint respectively. The similarity degree S( , )k kp q  of the two blocks is calculated as 
follows: 
To compute the similarity between two samplin g blocks, first compute the similarity of 
orientation and the similarity of frequency as follows: 

( ) /( /16)( , ) k k
o k ks p q e � � � �� ��  

/3( , ) k kv w
f k ks p q e� ��  

Then the similarity is defined as 

 ( , ) . ( , ) (1 ) ( , )t o fs p q s p q s p q� �� � �  (4.1) 

where � is set to 0.5. 
To compute the similarity between two sampling blocks, the similarity of non-coherence as 
follows: 
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 (4.2) 

where pm and qm represent the number of matching factor of N(p) and N(q), respectively, and 
Mp and Mq represent the total number of non-coherence of N(p) and N(q) that should be 
matching respectively. All terms plus  1 means that two central blocks p and q are regarded 
as matching. Here pm  and qm  are different because do not establish one-to-one 
correspondence. Since orientation-based descriptors and frequency-based descriptors 
capture contemporary information, further im prove the discriminating ability of descriptors 
by combining two descriptors using the product rule: 

 .c t ms s s�  (4.3) 

1... 1; 1... 2{( ( , ))}c p N j NL S p q � ��  

A list is used to store the normalized similari ty degrees and indices of all block pairs. 
Elements in L are sorted in decreasing order with respect to ( , )cS p q . The first block pair 
(p1,q1) in L is used as the initial block pair, and two blocks are aligned using the initial pair. 
A pair of block is said to be matchable, if they are close in position and the difference of 
direction is small. The greedy matching algo rithm is used to find  match. Two arrays flag1 
and flag2 are used to mark block that have been matched, in order that no block can be 
matched to more than one block. As the initial pair is crucial to the matching algorithm, the 
block pairs of the top Na elements in L are used as the initial pairs, and for each of them, a 
matching attempt is made. Totally Na attempts are performed, Na scores are computed and 
the highest one is used as the matching score between two fingerprints. 
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4.3 Matching process 
Input: Orientation Value, Frequency Value, Non-coherence Factor (i0,i1....in), (j1,j2......jn) 
Output: Matching Score (MS) 
 

function GreedyMatch (i0, j0) 
 

Step1: Initialize flag1 and flag2 with 0; 
Step 2: flag1[i0] = 1; 

flag2[j0] = 1; 
Step 3: for m = 1 to N1×N2 

       i = L(m).i; j = L(m).j; 
       if (flag1[i]=0) & (flag2[j]=0)& (pi and qj are matchable) 

Step 4: Insert (i, j) into MP; 
Step 5: flag1[i] = 1; 

flag2[j] = 1; 
end if 
end for 

4.4 Conclusion  
Fingerprint identification is one of the most  well-known and publicized biometrics. Because 
of their uniqueness and consistency over time, fingerprints have been used for identification 
for over a century, more recently becoming automated due to advancements in computing 
capabilities. The fingerprint image is divided into sub-blocks and allow evaluating the 
statistical features from the DCT Coefficients. The feature space emphasizes meaningful 
global information by considering AC coeffici ents. The presented approach requires only a 
small number of parameters for global ridge pattern. The numerical data transformed into 
categorical data to produce the discrimination between the intra and inter class cluster with 
ROCK based algoirhtm. The system is performing comparatively superior as compared to 
K-Means and Fuzzy C Mean clustering technique for categorical attributes. The performance 
of the ROCK method for classification based on complete linkage is better than the other 
linkage measures. The matching results based on the FVC database using testing data sets 
for images with different orientations and tr anslation shows the system outperforms better 
in recognition rate and requires short time for both the training and querying process. 
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1. Introduction  

For the last decade, researchers of many fields have pursued the creation of systems capable 
of human abilities. One of the most admired humans' qualities is the vision sense, something 
that looks so easy to us, but it has not been fully understood jet. In the scientific literature, 
face recognition has been extensively studied and; in some cases, successfully simulated.  
According to the Biometric International Grou p, nowadays Biometrics represent not only a 
main security application, but an expanding business according to Fig. 1a. Besides, as it can 
be seen in Fig. 1b, facial identification has been pointed out as one of the most important 
biometric modalities (Biometric International Group 2010). 
However, face recognition is not an easy task. Systems can be trained to recognize subjects 
in a given case. But along the time, characteristics of the scenario (light, face perspective, 
quality) can change and mislead the system. In fact, the own subject's face varies along the 
time (glasses, hats, stubble). These are major problems with which face recognition systems 
have to deal using different techniques. 
Since a face can appear in whatever position within a picture, the first step is to place it. 
However, this is far from the end of the problem, since within that location, a face can 
present a number of orientations. An approach to solve these problems is to normalize space 
position; variation of translation, and rotation  degree; variation of rotation, by analyzing 
specific face reference points (Liun & He, 2008). 
There are plenty of publications about gender classification, combining different techniques 
and models trying to increase the state of the art performance. For example, (Chennamma et 
al., 2010) presented the problem of face or person identification from heavily altered facial 
images and manipulated faces generated by face transformation software tools available 
online. They proposed SIFT features for efficient face identification. Their dataset consisted 
on 100 face images downloaded from http://www.thesmokinggun.com/mugshots, 
reaching an identification rate up to 92 %. In (Chen-Chung & Shiuan-You Chin, 2010), the 
RGB images are transformed into the YIQ domain. As a first step, (Chen-Chung & Shiuan-
You Chin, 2010) took the Y component and applied wavelet transformation. Then, the 
binary two dimensional principal components  (B2DPC) were extracted. Finally, SVM was 
used as classifier. On a database of 24 subjects, with 6 samples per user, (Chen-Chung & 
Shiuan-You Chin, 2010) achieved an average identification rate between 96.37% and 100%. 
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1. Introduction  

For the last decade, researchers of many fields have pursued the creation of systems capable 
of human abilities. One of the most admired humans' qualities is the vision sense, something 
that looks so easy to us, but it has not been fully understood jet. In the scientific literature, 
face recognition has been extensively studied and; in some cases, successfully simulated.  
According to the Biometric International Grou p, nowadays Biometrics represent not only a 
main security application, but an expanding business according to Fig. 1a. Besides, as it can 
be seen in Fig. 1b, facial identification has been pointed out as one of the most important 
biometric modalities (Biometric International Group 2010). 
However, face recognition is not an easy task. Systems can be trained to recognize subjects 
in a given case. But along the time, characteristics of the scenario (light, face perspective, 
quality) can change and mislead the system. In fact, the own subject's face varies along the 
time (glasses, hats, stubble). These are major problems with which face recognition systems 
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Since a face can appear in whatever position within a picture, the first step is to place it. 
However, this is far from the end of the problem, since within that location, a face can 
present a number of orientations. An approach to solve these problems is to normalize space 
position; variation of translation, and rotation  degree; variation of rotation, by analyzing 
specific face reference points (Liun & He, 2008). 
There are plenty of publications about gender classification, combining different techniques 
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images and manipulated faces generated by face transformation software tools available 
online. They proposed SIFT features for efficient face identification. Their dataset consisted 
on 100 face images downloaded from http://www.thesmokinggun.com/mugshots, 
reaching an identification rate up to 92 %. In (Chen-Chung & Shiuan-You Chin, 2010), the 
RGB images are transformed into the YIQ domain. As a first step, (Chen-Chung & Shiuan-
You Chin, 2010) took the Y component and applied wavelet transformation. Then, the 
binary two dimensional principal components  (B2DPC) were extracted. Finally, SVM was 
used as classifier. On a database of 24 subjects, with 6 samples per user, (Chen-Chung & 
Shiuan-You Chin, 2010) achieved an average identification rate between 96.37% and 100%. 
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Fig. 1. Evolution on Biometric Market and Modalities according to International Biometric 
Group. 

In (Zhou & Sadka, 2010) approach, while diffusi on distance is computed over a pair of 
human face images, shape descriptions of these images were built using Gabor filters 
consisting of a number of scales and levels. (Zhou & Sadka, 2010) used the Sheffield 
Database, which is composed of 564 face images from 20 individual persons, mixed 
race/gender/appearance, along with the MIT-CBCL face recognition database that contains 
images of ten subjects and 200 images per user. They run experiments comparing the 
proposed approach against several competing methods and the proposed Gabor diffusion 
distance plus k-means classification (“GDD-KM”), reaching a success rate over 80%. 
(Bouchaffra, 2010) presented a machine learning paradigm that extends an HMM state-
transition graph to account for local structures as well as their shapes. This projection of a 
discrete structure onto a Euclidean space is needed in several pattern recognition tasks. In 
order to compare the COHMMs approach proposed with the standard HMMs, they made a 
set of experiments using different wavelet filt ers for feature extraction with HMMs-based 
face identification. GeorgiaTech, Essex Faces95 and AT&T-ORL Databases were used. 
Besides, FERET Database was used on evaluation or test. Identification accuracies over 
92.2% by CHMM-HMM, and 98.5% by DWT/COHMM were achieved. 
In (Kisku et al., 2007), the database and query face images are matched by finding the 
corresponding feature points using two constrai nts to deal with false pair assignments and 
optimal feature sets. BANCA database was used. For this experiment, the Matched 
Controlled (MC) protocol was followed. Computing the weighted Error Rate prior EER on 
G1 and G2 for the two methods: gallery image based match constraint, and reduced point 
based match constraint, the error reached was between 8.52% and 4.29%. In (Akbari et al., 
2010), a recognition algorithm based on feature vectors of Legendre moments was 
introduced as an attempt to solve the single image problem. A subset of 200 images from 
FERET database and 100 images from AR database were used in their experiments. The 
results achieved 91% and 89.5% accuracy for AR and FERET, respectively. 
In (Khairul & Osamu, 2009) the implementation of moment invariants in an infrared-based 
face identification system was presented to develop a face identification system in thermal 
spectrum. A hierarchical minimum distance measurement method for classification was 
used. The performance of this system is encouraging with 87% of correct identification rate 
for test to registered image ratio of 2:1 and 84% of correct identification rate for test to 
registered image ratio of 4:1. Terravic facial IR database was used on this work. (Shreve et al, 
2010) presented a method for face identification under adverse conditions by combining 
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regular, frontal face images with facial stra in maps using score-level fusion. Strain maps 
were generated by calculating the central difference method of the optical flow field 
obtained from each subject’s face during the open mouth expression. Extended Yale B 
database was used on this work, only the P00A+000E+00 image of each of the 38 subjects 
were used for the gallery and the remaining 2376 images were used as probes to test the 
accuracy of the identification system. Success rates achieved between 88% and 98% 
depending of the level of difficulty. 
(Sang-Il et al., 2011) presented an approach that can simultaneously handle illumination and 
pose variations to enhance face recognition rate (Sang-Il et al., 2011). The proposed method 
consists of three parts which are pose estimation (projects a probe image into a low-
dimensional subspace and geometrical distribution of facial components), shadow 
compensation (first they calculate the light dire ction) and face identification. This work was 
implemented under CMU-PIE and Yale B Databases, reaching a success rate between 99.5% 
and 99.9%. In (Yong et al., 2010) a three solution schemes for LPP (mathematical), using a k-
nearest-neighbour as classifier was proposed and checked with ORL, AR, and FERET 
Databases. The success rates were 90%, 76% and 51%, respectively. (Chaari et al., 2009) 
developed a face identification system and used the reference algorithms of Eigenfaces and 
Fisherfaces in order to extract different features describing each identity. They built a 
database partitioning with clustering methods which split the gallery by bringing together 
identities with similar features and separating dissimilar features in different bins. Given a 
facial image that they want to establish its id entity, they computed its partitioning feature 
that they compared to the centre of each bin. The searched identity is potentially in the 
nearest bin. However, by choosing identities that belong only to this partition, they 
increased the probability of an error discard of  the searched identity. XM2VTS database was 
used reaching over 99% of success rate. 
Techniques introduced in (Kurutach et al., 2010) were composed of two parts. The first one 
was the detection of facial features by using the concepts of Trace Transform and Fourier 
transform. Then, in the second part, the Hausdorff distance was employed to measure and 
determine of similarity between the models and tested images. Finally, their method was 
evaluated with experiments on the AR, ORL, Yale and XM2VTS face databases. The average 
of accuracy rate of face recognition was higher than 88%. In (Wen-Sheng et al, 2011), as each 
image set was represented by a kernel subspace, they formulate a KDT matrix that 
maximizes the similarities of within-kernel su bspaces, and simultaneously minimizes those 
of between kernel subspace. Yale Face database B, Labeled Faces in the Wild and a self-
compiled database. Success rates were achieved between 98.7% and 97.9%. 
In (Zana & Cesar, 2006), polar frequencies descriptors were extracted from face images by 
Fourier–Bessel transform (FBT). Next, the Euclidean distance between all images was 
computed and each image was then represented by its dissimilarity to the other images. A 
pseudo-Fisher linear discriminant was built on this dissimilarity space. The performance of 
discrete Fourier transform (DFT) descriptors and a combination of both feature types was 
also evaluated. The algorithms were tested on a 40- and 1196-subjects face database (ORL 
and FERET, respectively). With five images per subject in the training and test datasets, 
error rate on the ORL database was 3.8, 1.25, and 0.2% for the FBT, DFT, and the combined 
classifier, respectively, as compared to 2.6% achieved by the best previous algorithm. In 
(Zhao et al., 2009), feature extraction was carried out on face images respectively through 
conventional methods of wavelet transform, Fo urier transform, DCT, etc. Then, these image 
transform methods are combined to process the face images. Nearest-neighbour classifiers 
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database was used on this work, only the P00A+000E+00 image of each of the 38 subjects 
were used for the gallery and the remaining 2376 images were used as probes to test the 
accuracy of the identification system. Success rates achieved between 88% and 98% 
depending of the level of difficulty. 
(Sang-Il et al., 2011) presented an approach that can simultaneously handle illumination and 
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consists of three parts which are pose estimation (projects a probe image into a low-
dimensional subspace and geometrical distribution of facial components), shadow 
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implemented under CMU-PIE and Yale B Databases, reaching a success rate between 99.5% 
and 99.9%. In (Yong et al., 2010) a three solution schemes for LPP (mathematical), using a k-
nearest-neighbour as classifier was proposed and checked with ORL, AR, and FERET 
Databases. The success rates were 90%, 76% and 51%, respectively. (Chaari et al., 2009) 
developed a face identification system and used the reference algorithms of Eigenfaces and 
Fisherfaces in order to extract different features describing each identity. They built a 
database partitioning with clustering methods which split the gallery by bringing together 
identities with similar features and separating dissimilar features in different bins. Given a 
facial image that they want to establish its id entity, they computed its partitioning feature 
that they compared to the centre of each bin. The searched identity is potentially in the 
nearest bin. However, by choosing identities that belong only to this partition, they 
increased the probability of an error discard of  the searched identity. XM2VTS database was 
used reaching over 99% of success rate. 
Techniques introduced in (Kurutach et al., 2010) were composed of two parts. The first one 
was the detection of facial features by using the concepts of Trace Transform and Fourier 
transform. Then, in the second part, the Hausdorff distance was employed to measure and 
determine of similarity between the models and tested images. Finally, their method was 
evaluated with experiments on the AR, ORL, Yale and XM2VTS face databases. The average 
of accuracy rate of face recognition was higher than 88%. In (Wen-Sheng et al, 2011), as each 
image set was represented by a kernel subspace, they formulate a KDT matrix that 
maximizes the similarities of within-kernel su bspaces, and simultaneously minimizes those 
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compiled database. Success rates were achieved between 98.7% and 97.9%. 
In (Zana & Cesar, 2006), polar frequencies descriptors were extracted from face images by 
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computed and each image was then represented by its dissimilarity to the other images. A 
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discrete Fourier transform (DFT) descriptors and a combination of both feature types was 
also evaluated. The algorithms were tested on a 40- and 1196-subjects face database (ORL 
and FERET, respectively). With five images per subject in the training and test datasets, 
error rate on the ORL database was 3.8, 1.25, and 0.2% for the FBT, DFT, and the combined 
classifier, respectively, as compared to 2.6% achieved by the best previous algorithm. In 
(Zhao et al., 2009), feature extraction was carried out on face images respectively through 
conventional methods of wavelet transform, Fo urier transform, DCT, etc. Then, these image 
transform methods are combined to process the face images. Nearest-neighbour classifiers 
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using Euclidean distance and correlation coefficients used as similarity are adopted to 
recognize transformed face images. By this method, five face images from a face database 
(ORL database) were selected as training samples, and the rest as testing samples. Success 
recognition rate was 97%. When five face images were from Yale face database, the correct 
recognition rate was up to 94.5%.  
The methodology proposed in (Azam et al., 2010) is a hybrid approach to face recognition. 
DCT was applied to hexagonally converted images for dimensionality reduction and feature 
extraction. These features were stored in a database for recognition purpose. Artificial 
Neural Network (ANN) was used for recognition. Experiments and testing were conducted 
over ORL, Yale and FERET databases. Recognition rates were 92.77% (Yale), 83.31% 
(FERET), and 98.01% (ORL). In (Chaudhari & Kale, 2010) the process was divided in two 
steps: 1) Detect the position of pupils in the face image using geometric relation between the 
face and the eyes and normalizes the orientation of the face image. Normalized and non 
normalized face images are given to holistic face recognition approach. 2) Select features 
manually. Then determine the di stance between these features in the face image and apply 
graph isomorphism rule for face recognition. Then apply a Gabor filter on the selected 
features. This Algorithm takes into account Gabor coefficient as well as Euclidean distance 
between features for face recognition. Brightness normalized and non normalized face 
images were given to feature based approach face recognition methods. ORL database was 
used, reaching over 99.5% for the best model. (Chi Ho Chan & Kittler, 2010) combined 
sparse representation with a multi-resolution histogram face descriptor to create a powerful 
representation method for face recognition. The recognition was performed using the 
nearest neighbour classifier. Yale Face Database B and the extended Yale Face Database B 
were used, achieving a success rate up to 99.78%. 
In this chapter, we present a model to identify subjects from TV video sequences and images 
from different public databases. This model basically works with three steps: detect faces 
within the frames, undergo face recognition for each extracted face, and for videos, use 
information redundancy to increase the recognition rate. The main goal is the use of 
transform domains in order to reach good result s for facial identification. Therefore, this 
chapter aims to show that our best proposal, applied on face images, can be extended to be 
used on videos, in particular on TV videos, developing for this purpose a real application. 
Results presented on the experiment sections show the robustness of our proposal on 
illumination, size and lighting variations of facial images.. Finally, we have used the inter-
frame information in order to improve our appr oach on its use for video mode. Therefore, 
the whole system presents a good innovation.  
The fist experimental setting is based on images from ORL and Yale databases; in order to 
determinate the best transform domains under illumination changes and without it. 
Besides, those databases have been used widely; therefore, we show our good results vs 
other approaches. We have applied different Transform Domains Feature Extractions, as 
Discriminative Common Vectors (DCV), Discrete Wavelet Transform (DWT), Independent 
Component Analysis (ICA), Discrete Cosine Transform (DCT), Linear Discriminant 
Analysis (LDA), and Principal Components Analysis (PCA). For the supervised 
classification, we have used Support Vector Machine (SVM), Neural Network (NN) and 
Euclidean Distance methods. Our proposal adjusts both parameterization and 
classification steps, and our best approach is finally applied to our TV video database (V-
DDBB), composed of 40 videos. 
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2. Facial pre-processing 

The first block is the pre-processing block. It gets the faces samples ready for the 
forthcoming blocks, reducing the noise and even transforming the original signal in a more 
readable one. An important prop erty of this block is that it tries to reduce lightning 
variations among pictures. In this case, samples are first resized to standard dimensions of 
20x20 pixels. This ensures that the training time will not reach unviable levels. Then images’ 
grey scale histograms are equalized. Fig. 2 female face (left) shows the effect of apply this 
process to a given sample. 
 

 
Fig. 2. Example of Pre-processed image. 

Finally, for a new set of experiments, a local normalization function is added at the end of 
the block (Xiong, 2005). This function is based on a double Gaussian filtering, and makes the 
local mean and variance uniform along the pictur e. The effect of this new tool is dramatic 
and it can be seen in Fig. 2 male face (right). 

3. Feature extraction 

Once the samples are ready, the feature extractor block transforms them in order to obtain 
the best suited information for the classification step. Six types of feature extraction 
techniques are shown in this section. 

3.1 Principal Component Analysis (PCA) 
Principal components analysis (PCA) is a technique used to reduce multidimensional data 
sets to lower dimensions for analysis (Banu & Nagaveni, 2009). The applications include 
exploratory data analysis and generating predictive models. PCA involves the computation 
of the eigenvalue decomposition or singular value decomposition of a data set, usually after 
mean centering the data for each attribute. The results of a PCA are usually discussed in 
terms of scores and loadings. This process applied to face recognition is named blind source 
separation, where there are fewer sources than input channels.  
The blind source separation consists in several sources that are mixed in a system, these 
mixtures are recorded together and they have to be separated to obtain the estimations of 
the original sources. The following figure shows the mixing system; 
 

 
Fig. 3. Two Sources in a two mixtures system. 

�2�U�L�J�L�Q�D�O���,�P�D�J�H�V�� �3�U�H���S�U�R�F�H�V�V�H�G���,�P�D�J�H�V��

X1

X2

Y1 

Y2 

�+



 
Biometric Systems, Design and Applications 

��

60

using Euclidean distance and correlation coefficients used as similarity are adopted to 
recognize transformed face images. By this method, five face images from a face database 
(ORL database) were selected as training samples, and the rest as testing samples. Success 
recognition rate was 97%. When five face images were from Yale face database, the correct 
recognition rate was up to 94.5%.  
The methodology proposed in (Azam et al., 2010) is a hybrid approach to face recognition. 
DCT was applied to hexagonally converted images for dimensionality reduction and feature 
extraction. These features were stored in a database for recognition purpose. Artificial 
Neural Network (ANN) was used for recognition. Experiments and testing were conducted 
over ORL, Yale and FERET databases. Recognition rates were 92.77% (Yale), 83.31% 
(FERET), and 98.01% (ORL). In (Chaudhari & Kale, 2010) the process was divided in two 
steps: 1) Detect the position of pupils in the face image using geometric relation between the 
face and the eyes and normalizes the orientation of the face image. Normalized and non 
normalized face images are given to holistic face recognition approach. 2) Select features 
manually. Then determine the di stance between these features in the face image and apply 
graph isomorphism rule for face recognition. Then apply a Gabor filter on the selected 
features. This Algorithm takes into account Gabor coefficient as well as Euclidean distance 
between features for face recognition. Brightness normalized and non normalized face 
images were given to feature based approach face recognition methods. ORL database was 
used, reaching over 99.5% for the best model. (Chi Ho Chan & Kittler, 2010) combined 
sparse representation with a multi-resolution histogram face descriptor to create a powerful 
representation method for face recognition. The recognition was performed using the 
nearest neighbour classifier. Yale Face Database B and the extended Yale Face Database B 
were used, achieving a success rate up to 99.78%. 
In this chapter, we present a model to identify subjects from TV video sequences and images 
from different public databases. This model basically works with three steps: detect faces 
within the frames, undergo face recognition for each extracted face, and for videos, use 
information redundancy to increase the recognition rate. The main goal is the use of 
transform domains in order to reach good result s for facial identification. Therefore, this 
chapter aims to show that our best proposal, applied on face images, can be extended to be 
used on videos, in particular on TV videos, developing for this purpose a real application. 
Results presented on the experiment sections show the robustness of our proposal on 
illumination, size and lighting variations of facial images.. Finally, we have used the inter-
frame information in order to improve our appr oach on its use for video mode. Therefore, 
the whole system presents a good innovation.  
The fist experimental setting is based on images from ORL and Yale databases; in order to 
determinate the best transform domains under illumination changes and without it. 
Besides, those databases have been used widely; therefore, we show our good results vs 
other approaches. We have applied different Transform Domains Feature Extractions, as 
Discriminative Common Vectors (DCV), Discrete Wavelet Transform (DWT), Independent 
Component Analysis (ICA), Discrete Cosine Transform (DCT), Linear Discriminant 
Analysis (LDA), and Principal Components Analysis (PCA). For the supervised 
classification, we have used Support Vector Machine (SVM), Neural Network (NN) and 
Euclidean Distance methods. Our proposal adjusts both parameterization and 
classification steps, and our best approach is finally applied to our TV video database (V-
DDBB), composed of 40 videos. 
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Generally, there are n source signals statistically independent 1( ) [ ( ),..., ( )]ns t s t s t� , and m 
observed mixtures that are linear and instantaneous combinations of the previous signals 

1( ) [ ( ),..., ( )]nx t x t x t� . Beginning with the linear case, the simplest one, we have that the 
mixtures are: 

 
1

( ) ( )
n

i i j j
j

x t h s t
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Now, we need to recover s(t) from x(t). It is necessary to estimate the inverse matrix of H, 
where hij are contained. Once we have this matrix: 

 ( ) ( )y t W x t� �  (2) 

where y(t) contains the estimations of the original source signals, and is the inverse mixing 
matrix. Now we have defined the simplest case, it is time to explain the general case that 
involves convolute mixtures. The process is defined as follows: 
 

 
Fig. 4. BSS General Problem. 
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The hij are FIR filters, each one represents a signal transference multi-path function from 
source, i, to sensor, j. i and j represent the number of sources and sensors. 

3.2 Discrete Wavelet Transform (DWT) 
The Wavelet transform is another preprocessing and feature extraction technique wich can 
be directly applied to face images. The Discrete Wavelet Transform (DWT) (González & 
Woods, 2002) is defined as follows: 
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where ,j k�  is the transform function: 
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The application of different moth er families on pre-processing (artefacts elimination) and on 
the feature extraction has got a set of good and discrimi nate parameters.  
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3.3 Lineal Discriminate Analysis (LDA) 
The objective of LDA is the reduce of sample dimensionality while preserving all the 
information among possible classes (Huang et al., 2003). As opposed to the components 
analysis, the discriminate analysis seeks chiefly a projection that separates the data in the 
way of the quadratic error. Therefore in LDA, a different point of view is taken with respect 
to PCA.  
LDA is a popular mapping technique when the labels of the different classes are known. 
This is an advantage since it can make use of this previous information, which gives a 
description of the disposition of the data.  
It is obtained the “with dispersion” and “without dispersion” matrixes between classes, 
maximizing the first one and di minishing the second. This is carried out with the measure of 
the ratio among the projection of the “with d ispersion” matrix determinant between classes 
and the projection of the “without dispersion ” matrix determinant, which does that the 
projection among separation of classes be maximum.  
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Generally, there are n source signals statistically independent 1( ) [ ( ),..., ( )]ns t s t s t� , and m 
observed mixtures that are linear and instantaneous combinations of the previous signals 

1( ) [ ( ),..., ( )]nx t x t x t� . Beginning with the linear case, the simplest one, we have that the 
mixtures are: 
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The hij are FIR filters, each one represents a signal transference multi-path function from 
source, i, to sensor, j. i and j represent the number of sources and sensors. 

3.2 Discrete Wavelet Transform (DWT) 
The Wavelet transform is another preprocessing and feature extraction technique wich can 
be directly applied to face images. The Discrete Wavelet Transform (DWT) (González & 
Woods, 2002) is defined as follows: 
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3.3 Lineal Discriminate Analysis (LDA) 
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where W* are the auto-values of Sw-1Sb. 
Considering Sw as nonsingular, the base-vectors of W correspond to the M greater eigen-
values of Sw-1Sw=W*. The representation of M-dimensional space is obtained with the 
projection of the original  data on the sub-space W, with M eigen-vectors; where M is lower 
than n. 
This technique provides a tool for the classification that permits to diminish in a 
considerable way the calculation of the characteristics of the different samples. Moreover, it 
conserves the information among each class, what provides a greater level of discrimination 
among the samples.  

3.4 Discrete Cosine Transform (DCT)  
We have applied Discrete Cosine Transform (DCT) for noise elimination and details of high 
frequency (González & Woods, 2002). Besides, this transform has a good energy compaction 
property that produces uncorrelated coefficien ts, where the base vectors of the DCT depend 
only on the order of the transformation selected, and not of the statistical properties of the 
input data.  
Another important aspect of the DCT is its capacity to quantify the coefficients utilizing 
quantification values, which are chosen of visual way. This transformation has had a great 
acceptance inside the image digital processing, because there is a high correlation among 
elements for the data of a conventional image. 

3.5 Independent Component Analysis (ICA) 
The main objective of the blind source separation (BSS) is to obtain, from a number of 
observations, the different signals that compose these observations. This objective can be 
reached using either a spatial or a statistical approach. The former is based on a microphone 
array and depends on the position and separation of them. It also uses the directions of 
arrival (DOA) from the di fferent audio signals. 
On the other hand, the statistical separation supposes that the signals are statistically 
independent, that they are mixed in a linear wa y and that it is possible to get the mixtures 
with the right sensors (Hyvärinen et al., 2001) (Parra, 2002). This technique is the newest and 
it is in a continuous development. It is used in different fields such as real life applications 
(Saruwatari et al., 2003) (Saruwatari et al., 2001), natural language processing (Murata et al., 
2001), bioinformatics, image processing (Cichocki & Amari, 2001), etc. 
Two main types of BSS problem can be differentiate: with linear and the nonlinear signal 
mixture. The former presents linear mixtures where the data is mixed without echoes or 
reverberations, while the mixtures of the la tter are convolutive and they are not totally 
independent due to the propagation of the signal through dynamic environments. This 
more complex case is known as the “Cocktail party problem”. 
Depending on the mixtures, there are several methods to solve the BSS problem. The first 
case can be seen as a simplification of the second one. 
In this work the statistical approach name d Independent Component Analysis (ICA) is 
studied. ICA comes from the previously introduced PCA (H yvärinen et al., 2001) (Smith, 
2006). The BBS based on ICA is also divided into three groups; the first one are those 
methods that works in the time domain, the second are those who works in the frequency 
domain and the last group are those methods that combine frequency and time domain 
methods. 
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3.6 Discriminative Common Vectors (DCV) 
The DCV approach was first introduced as a solution for the small sample size problem. 
This tool performs a double transformation on the training set. One transformation relies in 
the within-class properties, while the other plays in role in the inter-class domain. 
In the first step, the DCV appr oach extracts the common properties of each class, making 
within-class samples more alike (Cevikalp et al., 2005) (Travieso et al., 2009). Let C denotes 
the number of classes, NC the number of samples of each class, and xnc a d-dimensional 
column vector that represents the nth samples of cth class. Assume that the small sample 
size problem is present, thus d > M – C. In this case, the within-class SW, between-class SB, 
and total ST projection matrixes can be defined as: 
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where �Í  is the mean of all samples, and  �Íc is the mean of samples in the ith class. In order 
to obtain a common vector for each class, it is interesting to know that every sample can be 
decomposed as follow: 
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where ync denotes the rank of SW and  znc  the null space of  SW .Therefore, the common 
vectors will be obtained in the null space as: 
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and the rank space can be obtained using the eigenvectors corresponding to the no null 
eigenvalues of  SW  as a projecting matrix Q. 
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It can be proven [8] that this formula drives to one unique vector for each class, the common 
vector. 
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And the within-class dispersion matrix of these new common vectors is null: 
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In the second transformation, the differences between classes are magnified in order to 
increase the distance between common vectors, and therefore increase the inter-class 
dispersion. To achieve this, it is necessary to project into the rank of SWcom , or similarly into 
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independent, that they are mixed in a linear wa y and that it is possible to get the mixtures 
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case can be seen as a simplification of the second one. 
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the rank space of  SWcom  (remember equations (14) and (19)). This can be accomplished by an 
eigenanalysis of SWcom . Using eigenvectors corresponding to no null eigenvalues to form a 
new projecting matrix W, and apply it to the common vectors: 

 C T c
comW x� �  (20) 

Because all common vectors are the same for each class, the  STcom  function is calculated 
using only one common vector for each class. 
This approach maximizes the DCV criterion: 
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4. Classification system 

For this work, we have studied three supervised  classification systems, based on Euclidean 
Distance (lineal classification), Neural Network (Bishop, 1991), and Support Vector 
Machines (Hamel, 2009) (Cristianini & Shawe-Taylor, 2000). With this set of classifiers, we 
can observe the behaviour of parameterization techniques versus the illumination 
conditions of a facial image. 
The first classifier is a linear classifier; in particular, it is a Euclidean Distance. Its expression 
is, 
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Another classifier is the Neural Network, in pa rticular the perceptron score. The perceptron 
of a simple layer establishes its correspondence between classes with a lineal discrimination 
rule. However, it is possible to define discriminations for not lineally separable classes 
utilizing multilayer perceptrons, which are netw orks without refreshing (feed-forward) with 
one or more layers of nodes between the input layer and exit layer. These additional layers 
contain hidden neurons or nodes, which are directly connected to the input and output 
layer.  
A neural network multilayer perceptron (NN-MLP) of three layers is shown in the figure 5 
(Bishop, 1991), with one hidden layer. Each neuron is associated with a weight and a bias, 
these weights and biases of the connections of the network will be trained to make their 
values suitable for the classification between the different classes. 
Particularly, the neural network used in the experiments is a Multilayer Perceptron (MLP) 
Feed-Forward with Back-Propagation training algorithm, and with only one hidden layer. 
The third classifier is a SVM light. SVM light is an implementation of Vapnik's Support 
Vector Machine (Hamel, 2009) (Cristianini & Shawe-Taylor, 2000) for the problems of 
pattern recognition, regression, and learning a ranking function. The optimization 
algorithms used in SVM light are described in (Hamel, 2009) (Cristianini & Shawe-Taylor, 
2000). The algorithm has scalable memory requirements and can handle problems with 
many thousands of support vectors efficiently. For this reason is very interesting for this 
applications, because we are going through thousands of parameters. The program is free 
for scientific use (Joachims, 1999) (svmlight, 2007). 
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Fig. 5. Multilayer Perceptron. 

In Fig. 6, we can see the detection of support vectors and the creation of boundary, one per 
each class, because this is a bi-class classifier. In our implementation, we have built a multi-
classes classification module, from this SVM light. 

5. Experimental settings 

Our experiments are done on images and videos. The first step has been to study the effect 
of Transform Domain on facial im ages, and the best results to study on facial videos. In this 
work, six feature extractions and three classifiers have been used. All the experiments were 
done under automatic supervised classification. 

5.1 Image and video face databases 
Two data databases have been used for the first experiments, allowing to study the effects 
of illumination conditions on different te chniques. These databases are ORL and Yale 
databases (AT&T Laboratories Cambridge, 2002) (Face Recognition Homepage, 2011). 
ORL is composed by 40 faces with 10 samples by face, having a total of 400 samples. The 
images are in grey scale (8 bits), and all the images have a dimension of 92� 112 pixels. 
This database is independent of illumination conditions, because its light focus is fixed. 
Yale is composed by 15 faces with 11 samples by face, in total, it has 165 images. Again, 
the database is in grey scale with 8 bits, and the size of the images is 243� 320 pixels. Each 
sample of this database has a different focus of illuminations. Samples from both 
databases are showed in Fig. 7. 
We have also acquired a video database (V-DDBB) composed by 40 videos; 10 for each 4 
subjects. This database is divided in two sets regarding the quality of the picture. Videos 
from the lower resolution V-DDBB present 32 frames per second with dimensions 208x160 
and variable data speed between 39 and 46 kbps, while videos from the higher resolution V-
DDBB present 29 frames per second with dimensions 320x240 and a constant speed rate of 
2000 kbps. Information about length, size, and used can be find in tables 1, 2, 3, and 4, where 
‘Tr/Test‘ means that the use of the video can be either training or test depending on the  
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the rank space of  SWcom  (remember equations (14) and (19)). This can be accomplished by an 
eigenanalysis of SWcom . Using eigenvectors corresponding to no null eigenvalues to form a 
new projecting matrix W, and apply it to the common vectors: 
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Another classifier is the Neural Network, in pa rticular the perceptron score. The perceptron 
of a simple layer establishes its correspondence between classes with a lineal discrimination 
rule. However, it is possible to define discriminations for not lineally separable classes 
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one or more layers of nodes between the input layer and exit layer. These additional layers 
contain hidden neurons or nodes, which are directly connected to the input and output 
layer.  
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these weights and biases of the connections of the network will be trained to make their 
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Particularly, the neural network used in the experiments is a Multilayer Perceptron (MLP) 
Feed-Forward with Back-Propagation training algorithm, and with only one hidden layer. 
The third classifier is a SVM light. SVM light is an implementation of Vapnik's Support 
Vector Machine (Hamel, 2009) (Cristianini & Shawe-Taylor, 2000) for the problems of 
pattern recognition, regression, and learning a ranking function. The optimization 
algorithms used in SVM light are described in (Hamel, 2009) (Cristianini & Shawe-Taylor, 
2000). The algorithm has scalable memory requirements and can handle problems with 
many thousands of support vectors efficiently. For this reason is very interesting for this 
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Fig. 6. Separate lineal Hyperplane in SVM. 

 

 
Fig. 7. Samples from both databases. (a) Yale Database. (b) ORL Database. 

experiment. In any case, it is important to clarify that videos used for tests were not used for 
training the system. 
Videos were originally captured from regu lar analogical TV emissions. However, the 
capture process was not the same for every video. Even though the aspect ratio range of AVI 
files remains almost constant, picture's resolution goes from a fuzzy image to an acceptable 
one. Moreover, lightning and background are ve ry changing aspects from both inter-subject 
and intra-subject V-DDBB since each video came from a different TV program. 
 

SUBJECT 1 

Lower Definition Data Base Higher Definition Data Base 

Video Length Size Used for Video Length Size Used for 

1 02:35 5.75 MB Training 1 01:17 12,40 MB Training 

2 01:01 2,51 MB Training 2 01:41 14,00 MB Training 

3 01:21 3,81 MB Training 3 01:03 4,80 MB Training 

4 01:43 4,56 MB Tr/Test 4 02:45 28,80 MB Tr/Test 

5 01:40 4,43 MB Test 5 01:21 12,40 MB Test 

Table 1. V-DDBB information for subject 1. 
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SUBJECT 2 

Lower Definition Data Base Hi gher Definition Data Base 

Video Length Size Used for Video Length Size Used for 

1 01:35 4,09 MB Training 1 01:03 5,51 MB Training 

2 01:42 4,06 MB Training 2 00:58 4,45 MB Training 

3 02:00 4,70 MB Training 3 01:06 4,49 MB Training 

4 02:07 4,95 MB Tr/Test 4 01:40 12,0 MB Tr/Test 

5 01:27 3,47 MB Test 5 01:40 14,0 MB Test 

Table 2. V-DDBB information for subject 2. 

 

SUBJECT 3 

Lower Definition Data Base Hi gher Definition Data Base 

Video Length Size Used for Video Length Size Used for 

1 01:33 3,87 MB Training 1 02:42 14,5 MB Training 

2 03:28 10,2 MB Training 2 02:30 16,0 MB Training 

3 02:10 5,53 MB Training 3 10:03 40,3 MB Training 

4 02:39 7,26 MB Tr/Test 4 01:24 10,5 MB Tr/Test 

5 03:01 9,27 MB Test 5 00:46 2,38 MB Test 

Table 3. V-DDBB information for subject 3. 

 

SUBJECT 4 

Lower Definition Data Base Hi gher Definition Data Base 

Video Length Size Used for Video Length Size Used for 

1 01:54 4,59 MB Training 1 01:37 10,3 MB Training 

2 01:01 2,58 MB Training 2 00:59 6,52 MB Training 

3 02:10 5,38 MB Training 3 02:26 12,1 MB Training 

4 02:20 5,46 MB Tr/Test 4 00:20 2,65 MB Tr/Test 

5 01:00 2,58 MB Test 5 00:56 5,05 MB Test 

Table 4. V-DDBB information for subject 4. 

Focus was a major issue too as subjects were not always presented in the same way. Thus 
our system has to be tuned to recognize characters only from close up pictures. On Fig. 8 
different examples with lower and higher definition are shown. 
For the video database, OpenCV library were used to build up the Face Extractor Block 
(FEB), a library of programming functions mainly  aimed at real time computer vision. For 
face detection, it uses Haar-like features to encode the contrasts exhibited by a human face 
and their spacial relationships. Basically, a classifier is first trained and subsequently applied 
to a region of interest (Bradski, 2011). 
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Fig. 6. Separate lineal Hyperplane in SVM. 

 

 
Fig. 7. Samples from both databases. (a) Yale Database. (b) ORL Database. 

experiment. In any case, it is important to clarify that videos used for tests were not used for 
training the system. 
Videos were originally captured from regu lar analogical TV emissions. However, the 
capture process was not the same for every video. Even though the aspect ratio range of AVI 
files remains almost constant, picture's resolution goes from a fuzzy image to an acceptable 
one. Moreover, lightning and background are ve ry changing aspects from both inter-subject 
and intra-subject V-DDBB since each video came from a different TV program. 
 

SUBJECT 1 

Lower Definition Data Base Higher Definition Data Base 

Video Length Size Used for Video Length Size Used for 

1 02:35 5.75 MB Training 1 01:17 12,40 MB Training 

2 01:01 2,51 MB Training 2 01:41 14,00 MB Training 
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5 01:40 4,43 MB Test 5 01:21 12,40 MB Test 

Table 1. V-DDBB information for subject 1. 
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Focus was a major issue too as subjects were not always presented in the same way. Thus 
our system has to be tuned to recognize characters only from close up pictures. On Fig. 8 
different examples with lower and higher definition are shown. 
For the video database, OpenCV library were used to build up the Face Extractor Block 
(FEB), a library of programming functions mainly  aimed at real time computer vision. For 
face detection, it uses Haar-like features to encode the contrasts exhibited by a human face 
and their spacial relationships. Basically, a classifier is first trained and subsequently applied 
to a region of interest (Bradski, 2011). 
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Fig. 8. (a) Pictures from two different subjects of the higher quality Video Database. (b) 
Pictures from two different subjects of the lower quality Video Database. 

The FEB receives an AVI XVID MPEG-4 video file and a sample rate parameter (SR) as 
inputs. It checks frames for faces every SR seconds. If any face is found, the FEB extracts and 
saves it as a JPEG picture. The number of the studied frame sequence is saved for the future 
time analysis. In order to delimit the quality of our future face database we imposed an 
aspect ratio of the extracted face and a minimum face size. 

5.2 Experiments on facial images 
The goal of this present work is to study and search a good identification system for different 
illumination conditions. Therefore, we have test ed all parameterization tools with different 
classification techniques. In particular, our classification syst em has been tested with three 
different methods, Euclidean Distance (lineal classification), Neural Network (Bishop, 1991), 
and Support Vector Machines (Hamel, 2009) (Cristianini & Shawe-Taylor, 2000).  
These classification systems have been used with supervised classification; and therefore, 
we have developed two modes in this process. The first mode is the training mode, where 
the system is trained with 50% of the database in use, while the remainder is used during 
the test mode. Our experiments have been repeated 10 times, and therefore, our results are 
showed as mean and variance. 
Table 5 shows the results achieved for each classifier with different parameterization 
systems. It can be observed that the best system is that using SVM, for all parameterizations 
and both databases. Therefore, the best classifier with independency of illumination 
conditions is a SVM, based on Radial Basis Function (RBF) kernel. However, the same 
cannot be said for the parameterization technique, as there is not one dominant tool along 
different scenarios (see table 5). Besides, from this table 5 we can observe that in general the 
obtained results are quite robust.  
About the computational time, we have studied th e mean value with the best classifier. With 
the train mode, it has been obtained 30 seconds and with test mode, 0.5 seconds. Those 
computational times have been reached with MATLAB language (Matlab, 2011), which is an 
interpretative programming language. On fu ture works, we expect to decrease the 
computational times by 5 to 7 times by migrating to C++ programming language. 
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Type of 
parameters 

ORL Database Yale Database 

EDC NN SVM EDC NN SVM 

DWT - Haar 
95,30% 
� 2,84 

86,50% 
� 14,95 

97,20% 
� 0,96 

97,73% 
� 3,58 

< 50% 
98,67% 
� 1,58 

DWT – Bior 
96,80% 
� 1,23 

< 50% 
98,90% 
� 0,79 

98,27% 
� 9,17 

< 50% 
99,07% 
� 1,60 

LDA 
95,00% 
� 6,83 

90,90%� 5,10 
96,10% 
� 3,16 

98,80% 
� 1,36 

94,13% 
� 17,55 

99,20% 
� 0,87 

PCA 
95,90% 
� 3,04 

86,40%� 11,82 
96,15% 
� 2,89 

98,13% 
� 4,43 

89,60% 
� 10,59 

98,80% 
� 2,15 

DCT 
94,90% 
� 3,04 

95,55% 
� 1,69 

96,96% 
� 1,19 

97,87% 
� 3,64 

78,67% 
� 19,40 

99,07% 
� 1,60 

ICA 
87,85% 
� 6,95 

< 50% 
92,50% 
� 4.94 

97,60% 
� 12,82 

70,67% 
� 19,27 

99,33% 
� 0,89 

DCV 
95,47% 
� 1,23 

< 50% 
98,21% ± 

1,67 
95,34% 
� 4,93 

88,25% 
� 7,32 

98,12% 
� 2,93 

Table 5. Success Rates for ORL and Yale Databases. 

From the Table 5, it is observed that DWT gives good success for image without 
illumination changes using SVM (ORL Database). For data with illumination changes (Yale 
Database), we can see ICA gives the better modelling. Therefore, those two techniques will 
be used on the next section. 

5.3 Experiments on facial videos 
As it is specified in tables 1, 2, 3, and 4, different videos were used for either training or test. 
A number of models with different setups were created in order to find the best 
configuration. Results for each experiment are presented in the following tables. Some of 
these videos present public events, therefore doing the pool of subjects immeasurable. 
Both for ICA and DWT experiments different set ups were used, varying the training / test 
ratio. Moreover, for ICA experi ments (see Table 6) the number of principal components 
used were also a parameter of configuration; ranging from 5 to 40. Higher classification rates 
of 76,87 % and 83,12 % were obtained for lower and higher resolution databases 
respectively. 
For DWT experiments (see Table 7) the number of iterations ranged from 1 to 3. On the 
other hand, both ‘bior 4.4’ and ‘haar’ filters were used. In this case, higher classification rates 
of 86,25% and 98,75 % were obtained for lower and higher DDBBs respectively. 
In order to further understand the results, a few more experiments were done reducing the 
registered subjects from 4 to 3 and 2. Here, it was shown that the identification rate increases 
while the number of subjects decreases. However, and exception occurs for DWT 
experiments and higher quality DDBB. This exception appears due to a lower performance 
of the system when particular subjects were modelled to be detected. In other words, the 
system appeared to have problems differencing between two specific subjects. When these 
two subjects were presented in the experiment, the system performs extremely badly, and 
therefore decreasing the mean identification rate. 
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Fig. 8. (a) Pictures from two different subjects of the higher quality Video Database. (b) 
Pictures from two different subjects of the lower quality Video Database. 

The FEB receives an AVI XVID MPEG-4 video file and a sample rate parameter (SR) as 
inputs. It checks frames for faces every SR seconds. If any face is found, the FEB extracts and 
saves it as a JPEG picture. The number of the studied frame sequence is saved for the future 
time analysis. In order to delimit the quality of our future face database we imposed an 
aspect ratio of the extracted face and a minimum face size. 

5.2 Experiments on facial images 
The goal of this present work is to study and search a good identification system for different 
illumination conditions. Therefore, we have test ed all parameterization tools with different 
classification techniques. In particular, our classification syst em has been tested with three 
different methods, Euclidean Distance (lineal classification), Neural Network (Bishop, 1991), 
and Support Vector Machines (Hamel, 2009) (Cristianini & Shawe-Taylor, 2000).  
These classification systems have been used with supervised classification; and therefore, 
we have developed two modes in this process. The first mode is the training mode, where 
the system is trained with 50% of the database in use, while the remainder is used during 
the test mode. Our experiments have been repeated 10 times, and therefore, our results are 
showed as mean and variance. 
Table 5 shows the results achieved for each classifier with different parameterization 
systems. It can be observed that the best system is that using SVM, for all parameterizations 
and both databases. Therefore, the best classifier with independency of illumination 
conditions is a SVM, based on Radial Basis Function (RBF) kernel. However, the same 
cannot be said for the parameterization technique, as there is not one dominant tool along 
different scenarios (see table 5). Besides, from this table 5 we can observe that in general the 
obtained results are quite robust.  
About the computational time, we have studied th e mean value with the best classifier. With 
the train mode, it has been obtained 30 seconds and with test mode, 0.5 seconds. Those 
computational times have been reached with MATLAB language (Matlab, 2011), which is an 
interpretative programming language. On fu ture works, we expect to decrease the 
computational times by 5 to 7 times by migrating to C++ programming language. 
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parameters 

ORL Database Yale Database 
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Table 5. Success Rates for ORL and Yale Databases. 

From the Table 5, it is observed that DWT gives good success for image without 
illumination changes using SVM (ORL Database). For data with illumination changes (Yale 
Database), we can see ICA gives the better modelling. Therefore, those two techniques will 
be used on the next section. 

5.3 Experiments on facial videos 
As it is specified in tables 1, 2, 3, and 4, different videos were used for either training or test. 
A number of models with different setups were created in order to find the best 
configuration. Results for each experiment are presented in the following tables. Some of 
these videos present public events, therefore doing the pool of subjects immeasurable. 
Both for ICA and DWT experiments different set ups were used, varying the training / test 
ratio. Moreover, for ICA experi ments (see Table 6) the number of principal components 
used were also a parameter of configuration; ranging from 5 to 40. Higher classification rates 
of 76,87 % and 83,12 % were obtained for lower and higher resolution databases 
respectively. 
For DWT experiments (see Table 7) the number of iterations ranged from 1 to 3. On the 
other hand, both ‘bior 4.4’ and ‘haar’ filters were used. In this case, higher classification rates 
of 86,25% and 98,75 % were obtained for lower and higher DDBBs respectively. 
In order to further understand the results, a few more experiments were done reducing the 
registered subjects from 4 to 3 and 2. Here, it was shown that the identification rate increases 
while the number of subjects decreases. However, and exception occurs for DWT 
experiments and higher quality DDBB. This exception appears due to a lower performance 
of the system when particular subjects were modelled to be detected. In other words, the 
system appeared to have problems differencing between two specific subjects. When these 
two subjects were presented in the experiment, the system performs extremely badly, and 
therefore decreasing the mean identification rate. 
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ICA 

Principal 
Components 

Lower Resolution Higher Resolution 

80 for training / 
20 for test 

60 for training / 
40 for test 

80 for training / 
20 for test 

60 for training / 
40 for test 

5 5 % ± 0 30,62 % ± 0 41 % ± 4,76 58,12 % ± 0 

10 47,08 % ± 4 51,25 % ± 0 33,33 % ± 3,14 62,29 % ± 0.36 

20 58,75 % ± 0 46,25 % ± 0 25,83 % ± 5,05 64,37 % ± 0 

30 57,5 % ± 0 64,37 % ± 0 17,5 % ± 0 83,12 % ± 0 

40 58,75 % ± 0 76,87 % ± 0 15 % ± 0 79,37 % ± 0 

Subjects Using the best combination Using the best combination 

3 subjects 77,08 % ± 4,34 84,56 % ± 1,99 

2 subjects 80 % ± 15,41 89,68 % ± 13,2 

Table 6. Identification results for ICA experiments and lower and higher Resolution V-
DDBB. 
 

DWT 

Using ‘bior 4.4’ 

Principal 
Iterations / 
Coefficients 

Lower Resolution Higher Resolution 

Lower Resolution Higher Resolution 

80 for training / 
20 for test 

60 for training / 
40 for test 

80 for training / 
20 for test 

60 for training / 
40 for test 

1 / 1764 85 % ± 0 75,62 % ± 0 97,5 % ± 0 76,25 % ± 0 

2 / 638 76,25 % ± 0 66,25 % ± 0 98,75 % ± 0 75,62 % ± 0 

3 / 285 45 % ± 0 40,625 % ± 0 93,75 % ± 0 71,87 % ± 0 

Using ‘haar’ 

Iterations / 
Coefficients 

Lower Resolution Higher Resolution 

80 for training / 
20 for test 

60 for training / 
40 for test 

80 for training / 
20 for test 

60 for training / 
40 for test 

1 / 1440 86,25 % ± 0 81,25 % ± 0 93,75 % ± 0 74,37 % ± 0 

2 / 368 86,25 % ± 0 80,62 % ± 0 90 % ± 0 76,25 % ± 0 

3 / 96 81,25 % ± 0 76,25 % ± 0 86,25 % ± 0 74,37 % ± 0 

Subjects Using the best combination Using the best combination 

3 subjects 87,08 % ± 10,3 95,41 % ± 5,16 

2 subjects 93,12 % ± 6,88 98,12 % ± 3,75 

Table 7. Identification results for DWT experiments and lower and higher Resolution  
V-DDBB. 
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Finally, Testing Process, these are not the final identification rates of the whole system. The 
results coming out of the SVM section are processed in the TU. After applying the TU’s 
double condition the identification rate is dr amatically increased. The new probability of 
success is P(X�•2); two or more recognitions in 3 seconds. 

 P(X�•2) = 1 – [P(X=0) + P(X=1)] (23) 

For our case, with 6 faces analyzed in 3 seconds, (4) can be expressed as: 

 P(X�•2) = 1 – [(1 – p)6 + 6(1 – p)5p] (24) 

Here, ‘p’ is the probability of success in one attempt (percentages shown in Tables 6 and 7). 
Applying (5) to the results obtained with best combinations of ICA and DWT experiments 
with both lower and higher resolution DD BBs, really encouraging performances are 
obtained (see Table 8). 

 
SYSTEM’S PERFORMANCE 

Lower Resolution 
DWT ‘haar’: 1 Iteration / 1440 Coefficients 
80 for training / 20 for test 

99,97 % 

ICA: 40 Principal Components 
60 for training / 40 for test 

99,68 % 

Higher Resolution 
DWT ‘bior 4.4’: 2 Iterations / 838 
Coefficients 
80 for training / 20 for test 

100 % 

ICA: 30 Principal Components 
60 for training / 40 for test 

99,93 % 

Table 8. Identification results for the whole system using best configuration. 

6. Discussions and conclusions 

A number of experiments have been done using different databases and configurations. In 
general terms, the results show very high standard deviations. This fact points out that 
results are highly dependent on the set of samples used for training and test. However, this 
may not be due system’s instability, but due the experimental procedure. This refers to the 
fact that the same number of samples has been used to build up both positive and negative 
classes in an unbalance problem, where different classes need different number of training 
samples. 
For experiments based on image databases, we have obtained a classification system, which 
can be used for arbitrary illumination conditions . We have searched a classifier with a good 
efficacy for fixed and dynamic illumination conditions, though the parameterization has to 
be different for reaching a better success rate. In particular, ICA has been used for a database 
with arbitrary illumination conditions, and DW T- Bior has been used for a database with 
fixed illumination conditions. The results are upper 98.9% for the studied cases.  
For experiments based on videos databases, we have used the DWT and SVM classifier; we 
have created a system implemented in Matlab which is able to detect a subject in a video 
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Finally, Testing Process, these are not the final identification rates of the whole system. The 
results coming out of the SVM section are processed in the TU. After applying the TU’s 
double condition the identification rate is dr amatically increased. The new probability of 
success is P(X�•2); two or more recognitions in 3 seconds. 

 P(X�•2) = 1 – [P(X=0) + P(X=1)] (23) 

For our case, with 6 faces analyzed in 3 seconds, (4) can be expressed as: 

 P(X�•2) = 1 – [(1 – p)6 + 6(1 – p)5p] (24) 

Here, ‘p’ is the probability of success in one attempt (percentages shown in Tables 6 and 7). 
Applying (5) to the results obtained with best combinations of ICA and DWT experiments 
with both lower and higher resolution DD BBs, really encouraging performances are 
obtained (see Table 8). 
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6. Discussions and conclusions 

A number of experiments have been done using different databases and configurations. In 
general terms, the results show very high standard deviations. This fact points out that 
results are highly dependent on the set of samples used for training and test. However, this 
may not be due system’s instability, but due the experimental procedure. This refers to the 
fact that the same number of samples has been used to build up both positive and negative 
classes in an unbalance problem, where different classes need different number of training 
samples. 
For experiments based on image databases, we have obtained a classification system, which 
can be used for arbitrary illumination conditions . We have searched a classifier with a good 
efficacy for fixed and dynamic illumination conditions, though the parameterization has to 
be different for reaching a better success rate. In particular, ICA has been used for a database 
with arbitrary illumination conditions, and DW T- Bior has been used for a database with 
fixed illumination conditions. The results are upper 98.9% for the studied cases.  
For experiments based on videos databases, we have used the DWT and SVM classifier; we 
have created a system implemented in Matlab which is able to detect a subject in a video 
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sequence with an accuracy of 100%. The major errors detected here were maximum delay 
around 2 seconds. Even though for our V-DDBB subjects were always detected, more tests 
with a wider DDBB is needed before came to a conclusion in this aspect, and ensure that the 
system performance in perfect. For example, as it has been said before, the FEB does not 
perform perfectly, which means that the system  does not always have 6 pictures of the 
subject’s face in 3 seconds. Obviously, this plays against system’s accuracy rate. 
However, computing time has turned up to be a handicap of the resulted system. With and 
actual processing time of 5 times the length of the video, more research is needed in order to 
speed it up. One solution could be sharp the Face Extractor Block in order to increase its 
accuracy, reducing the number of false face founds. Tuning Training and Testing Blocks are 
always an interesting point, and along with  the Face Extractor Block improvement the 
number of analyzed faces per second could be reduced, and therefore the whole processing 
time will be reduced to without decrease the system’s accuracy. 
Finally, processing time will be shorted again once the Matlab code has been translated to 
C++ and run as a normal application. 
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sequence with an accuracy of 100%. The major errors detected here were maximum delay 
around 2 seconds. Even though for our V-DDBB subjects were always detected, more tests 
with a wider DDBB is needed before came to a conclusion in this aspect, and ensure that the 
system performance in perfect. For example, as it has been said before, the FEB does not 
perform perfectly, which means that the system  does not always have 6 pictures of the 
subject’s face in 3 seconds. Obviously, this plays against system’s accuracy rate. 
However, computing time has turned up to be a handicap of the resulted system. With and 
actual processing time of 5 times the length of the video, more research is needed in order to 
speed it up. One solution could be sharp the Face Extractor Block in order to increase its 
accuracy, reducing the number of false face founds. Tuning Training and Testing Blocks are 
always an interesting point, and along with  the Face Extractor Block improvement the 
number of analyzed faces per second could be reduced, and therefore the whole processing 
time will be reduced to without decrease the system’s accuracy. 
Finally, processing time will be shorted again once the Matlab code has been translated to 
C++ and run as a normal application. 
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Solutions for Iris Segmentation 

Milena Bueno Pereira Carneiro, Antônio Cláudio P. Veiga,  
Edna Lúcia Flôres and Gilberto A. Carrijo 

Federal University of Uberlândia – Department of Electrical Engineering, 
Brazil 

1. Introduction  

The growing concern with security and access control to places and sensitive information 
has contributed for the increased utilization of biometric systems. Biometry is the name 
given to the techniques used to recognize people automatically through physical and 
behavioural characteristics of the human body such as those found on the face, fingerprint, 
hand geometry, iris, signature or voice. From all the biometric options, iris recognition 
deserves special attention as the iris contains a huge and unique richness of characteristics, 
which do not change over time and enables the construction of extremely reliable and 
accurate systems.  
The iris recognition process is relatively complex and involves several stages of processing 
as illustrated in Figure 1. The first stage corresponds to the localization of the region of the 
iris on the image of the eye, which also involv es the extraction of the regions corrupted by 
the superior and inferior eyelids and eyelashes. 
 

 
Fig. 1. Processing stages of an iris recognition system. 

Once the region of the iris has been located, it must go through the normalization process. 
This stage is responsible for solving the problem of dimensional inconsistencies that are 
generally provoked by the variation of the distance between the individual and the image 
capture device and also by the variation of the size of the pupil due to varying levels of 
luminosity of the environment. The most utilized normalization method is called the 
“rubber sheet model” which was first suggested by Daugman (Daugman, 1993). In this 
model, all the annular region of the iris is uniformly sampled, in the radial direction as well 
as the angular direction, and is represented through the polar coordinate system, 
consequently generating a rectangular image. 
After the normalization, the information from th e iris is extracted and encoded so that the 
comparison of the images can finally be possible. 
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Iris Recognition System Using  
Support Vector Machines 

Hasimah Ali and Momoh J. E. Salami 
University Malaysia Perlis (UniMAP), International Islamic University Malaysia (IIUM) 

Malaysia 

1. Introduction  

In the modern world, a reliable personal identification infrastructure is required to control 
the access in order to secure areas or materials. Conventional methods of recognizing the 
identity of a person by using passwords or cards are not altogether reliable, because they 
can be forgotten, stolen, disclosable, or transferable (Zhang, 2000). Biometric technology, 
which is based on physical and behavioral features of human body such as face, fingerprint, 
hand shapes, iris, palmprint, keystroke, signature and voice, (Lim et al., 2001, Zhang, 2000, 
Zhu et al., 1999) has now been considered as an alternative to existing systems in a great 
deal of application domains such as bank Automatic Teller Machines (ATM), 
telecommunication, internet security and airport security.  
Each biometric technology has its own advantages and disadvantages based on their 
usability and security. Among the various traits , iris recognition has attracted a lot of 
attention. Iris is an internal (yet externally visible) organ of the eye, which is well protected 
from the environment and its pa tterns are apparently stable throughout the life. The iris 
consists of variable sized hole called pupil. The average diameter of the iris is 12 mm, and 
the pupil size can vary from 10% to 80% of the iris diameter. It has the great mathematical 
advantage that its pattern variability amongst people is enormous (Daugman, 2002).  
The number of features in human iris is large. Its complex pattern can contain many 
distinctive features such as arching, ligaments, furrows, ridges, crypts, rings, corona, 
freckles and zigzag collarette (Wildes, 1999, Daugman, 2002) for personal identification. Fig. 
1 is an example of human iris. That is because every iris has fine unique texture and does 
not change over time. In addition, iris patte rn can have up to 249 independent degrees of 
freedom. Because of high randomness in the iris pattern, it has made the technique more 
robust and it is very difficult to deceive an iris pattern (Daugman, 2003). Unlike other 
biometric traits, iris recognition is the most accurate and non–invasive biometric for secure 
authentication and positive id entification. This proposed system use a publicly availably 
library for iris recognition wr itten in MATLAB (Masek, 2003). ��
Due to the advantages of iris recognition systems which offer reliable and effective security 
in the present day, this research proposed the use of iris-based as verification system system 
to identify the person’s identity. This rese arch work adopts Support Vector Machines 
(SVMs) as pattern classification techniques which are based on  iris code model which the 
feature vector size is transformed to one-dimension vector which reduces to 1 x 480 by using 
averaging techniques (each segment is divided by 20) contains the average value to 
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based on the close set and open set. In the close set, the typing biometric of an authorized 
person uses other authorized person identity. On other hand, the open set is referred as 
typing biometric of the impostors use authorized person.  
The obtained feature vector of iris code comprises matrix of 20 x 480. This feature vector 
consists of bits 0 and 1. It was observed in all the experiments conducted that the feature 
vector size which containing high dimensionality often contributed to high FRR and FAR 
values with long processing time.  
To overcome this problem, feature vector size is transformed to one-dimension vector which 
reduces to 1 x 480 by using averaging techniques (each segment is divided by 20) contains 
the average value. Experimental results are subsequently discussed in the following section. 

9.1 SVM-based iris code model 
SVMs are classifiers which have demonstrated high capability in solving variety of 
problems that include the object recognition problems. Experimental results of training and 
testing based on iris code using SVMs are discussed.  
In developing user models based on iris code, a SVM with polynomial kernel function of 
order 8 is used. Each authorized user has its own SVM–based model characterized by a set 
of support vectors. By using quadratic programming in the MATLAB environment, 
appropriate support vectors are determined. The penalty term C of 10 15 is used to anticipate 
misclassified data. Table 2 shows the training performance when the SVM is employed to 
develop user’s models based on their iris code.  
 

Authorized User Training Time(sec) Classification 
Result (%) 

User 1 0.0781 100 

User 2 0.0781 100 

User 3 0.0625 100 

User 4 0.1094 100 

User 5 0.0781 100 

Average 0.0812 100 

Table 2. Training performances of iris code.��

These results indicate that all of the SVM–based user models give perfect classifications as 
there are no errors in recognizing all the users. Besides, all of the SVM– based models can be 
trained in a very short time of about 0.1 second. Consequently, the SVM model should be 
further investigated and adopted for use in the proposed system. 
A series of experiments is conducted using the testing data which have not been used 
during the training phase. Table 3 shows the testing performances of the SVM-based 
authorized user models.  
The SVM–based authentication gives very good results for FAR of close set and open set 
conditions. This implies that the proposed system is well protected from attacking by 
impostors. In contrast, the FRR values are very high percentage with an average value of 
about 19.80%. Hence, the system seems to have poor usability. Experimental results show 
that the first, second and fourth users produce maximum FRR values of about 33%. Further 
study and improvement should be done before incorporating this model to the system.  
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Authorized User FRR (%) FAR (%) 
Close Set 

FAR (%) 
Open Set 

User 1 33 0 0 

User 2 33 0 0 

User 3 0 0 0 

User 4 33 0 0 

User 5 0 0 0 

Average 19.80 0 0 

Table 3. Testing performances of iris code. 

10. Conclusion 

This chapter has presented an iris recognition system, which was tested using database of 
grayscale eye images in order to verify the authorized user of iris recognition technology. 
Firstly segmenting method was used to localize the iris region from the eye image. Next, the 
localized iris image was normalized to eliminate dimensional inconsistencies between iris 
regions using Daugman’s rubber sheet model. Finally features of the iris region were 
encoded by convolving the normalized iris region with 1D Log-Gabor filters and phase 
quantizing the outp ut in order to produce a bit-wise biometric template.  
The Support Vector Machine was adopted as classifier in order to develop the user model 
based on his/her iris code data. Experimental study using CASIA database is carried out to 
evaluate the effectiveness of the proposed system. Based on obtained results, SVM classifier 
produces excellent FAR value for both open and close set condition. Thus, the proposed 
system seems in a good level of security. However, further study has to be done to improve 
level of usability by reduce the value of FRR.  
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Portable Biometric System of  
High Sensitivity Absorption Detection  

Der Chin Chen 
FENG CHIA University, 

Taiwan, R.O.C 

1. Introduction  

The traditional bio-chemical detecting methods include two methods. One method is to use 
a meter to measure the change of voltage that is converted from the bio-chemical energy. 
The other method is to use the testing agent applied on the sample. For example, a chemical 
testing agent or testing paper can be used to measure the density of a target object in the 
sample. After which, a quantitative analysis ca n be done by using some optical techniques. 
The first method is easy, compact, fast, and no pollution generated by the testing agent or 
paper. However, its disadvantages include low precision and not suitable for repeated 
testing. The second method is good in the quantitative analysis and suitable for mass 
detection. It is widely used in different automatic detecting equipments in the bio-chemical 
industry. Also, it is the major method used in current medical and bio-chemical related 
fields. But, its disadvantages include the testing device is complex, it is not suitable for 
dynamic testing, it will cause certain pollution from the testing agent, and its operation is 
complicated. The basic principle of the optical technique is to measure the absorbance as a 
scale to determine the density of a specific colored object in the sample. Furthermore, it can 
be classified into the following methods, such  as colorimetric analysis method, spectral 
analysis method, fluorescent analysis method, turbidity analysis method, etc. The devices 
about all these methods are quite similar to the conventional spectrometer. 
The current commercial spectrometer for bio-chemical testing has many kinds. The large 
spectrometer is expensive and occupies a huge space. However, the micro spectrometer is 
light-weighted, small, fast, easy to operate, suitable for mass detection and non-expensive 
[1-2]. But, its precision and sensitivity is not good due to the technical limitation of its micro 
light detector. So, it is still not suitable for most bio-chemical testing. The conventional 
spectrometer main specification was shown in Table 1.  
Referring to Fig. 1, it illustrates the structure of  a conventional micro spectrometer. It contains 
two parts, namely the optical sy stem and the electrical system (not shown). The optical system 
includes a traditional light source having the tu ngsten filament, a condenser and filter, spatial 
filter, a self-focusing blazed reflection grating,  and a linear CCD detector. The traditional light 
source provides an enough light (or beam) for the micro spectrometer and will cover the 
wavelength range of the linear CCD detector. The condenser can collected the incoming light 
into the micro spectrometer. Light from the inpu t fiber enters the optical bench through this 
condenser. Also, the numerical aperture (N.A.) value of the condenser should match with the 
one of the input fiber. The filter is a device th at restricts light to pre- determined wavelength  
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The key features of the system have :(1) Non-contact luminance and chromaticity 
measurement for color recognition.(2) Memory fo r storing 7 channels of reference color data 
recognizable.(3) High-quality sing le-chip voice IC to increase the recognizable data output. 
(4) Convenient user interface that switches the mode select by a single button. (5) Noise 
immunity: RFI and light source. Developed with the most advanced micro-processor, data 
comparison technique and the technology of optoelectronic detection and circuit design, the 
devise is capable of performing accurate stable and high speed color tests. According to the 
arrangement, there are seven kinds of color ball producing 5040 combinations in this 
system. The detection error of the system is less than 0.1%. 

5. Conclusion 

This paper designed the high-resolution visi ble portable biometric system to measure the 
specific portions of the spectrum that feature sharper and better-resolved bands—the first 
time to use double optical path technique. This spectrum region is key for the qualitative 
and quantitative analysis of the gold colloid and blue latex solution. Miniature, rugged, and 
reliable, portable biometric technology has immediate application in industrial quality 
assurance and control, particularly in the emerging field of distributed process analytical 
spectroscopy in the chemical, food industry and pharmaceutical industries. The portable 
biometric system offer high speed, signal-to-noise, and resolution comparable to a 
traditional spectrophotometer.  
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Design and Evaluation of a Pressure Based 
Typing Biometric Authentication System 

Momoh J. E. Salami, Wasil Eltahir and Hashimah Ali 
International Islamic University Malaysia (IIUM) 

Malaysia 

1. Introduction 

Although a variety of authentication devices to verify a user’s identity are in use today for 
computer access control, passwords have been and probably would remain the preferred 
method. Password authentication is an inexpensive and familiar paradigm that most 
operating systems support. However, this method is vulnerable to intruder access. This is 
largely due to the wrongful use of passwords by many users and to the unabated simplicity 
of the mechanism which makes such system susceptible to unsubstantiated intruder attacks. 
Methods are needed, therefore, to either enhance or reinforce existing password 
authentication techniques. 
There are two possible approaches to achieve this, namely by measuring the time between 
consecutive keystrokes “latency” or measuring the force applied on each keystroke. The 
pressure-based biometric authentication system (PBAS) has been designed to combine these 
two approaches so as to enhance computer security. PBAS employs force sensors to measure 
the exact amount of force a user exerts while typing. Signal processing is then carried out to 
construct a waveform pattern for the password entered. In addition to the force, PBAS 
measures the actual timing traces, which are often referred to as “latency”. 
Two approaches to construct user typing pattern have been implemented with PBAS. First 
approach utilizes a waveform acquired for user keystroke pressure along with time between 
each keystroke “latency“ to create a unique user password typing pattern for authentication. 
An auto-regressive (AR) classifier is used for the pressure pattern, while a latency classifier 
is used for the time between keystrokes. The results of both classifiers are combined to 
authenticate the user typing pattern. 
The second approach combines the pressure and latency by creating a pattern of peak 
keystroke force and latency. By combining the force and time features other classifiers have 
been tested with PBAS, namely support vector machines (SVM), artificial neural network 
(ANN), adaptive neuro-fuzzy inference system (ANFIS). Figure 1 illustrates how these 
classifiers are integrated to develop the system. 
As compared to conventional keystroke biometric authentication systems, PBAS has 
employed a new approach by constructing a waveform pattern for the keystroke password. 
This pattern provides a more dynamic and consistent biometric characteristics of the user. It 
also eliminates the security threat posed by breaching the system through online network as 
the access to the system is only possible through the pressure sensor reinforced keyboard 
“biokeyboard”. 
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