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Preface

The term “forensic” has a double meaning. In the most popular sense, forensic science 
is understood as a particular scientific discipline that is applied to the needs of civil 
or criminal law. Therefore, an obvious synonym is a legal medicine. In a broader and 
deeper sense, all the disciplines that can have implications in the judicial field can have 
a “forensic” terminological connotation. Forensic experts are obliged to explain the 
smallest details of the methods used, substantiate the choice of the applied technique, 
and give their unbiased conclusions. Common forensic science disciplines include 
pathology, anthropology, chemistry, toxicology, nursing, psychiatry, entomology, and 
engineering. Forensic scientists may be tasked with identifying drugs in the living as 
well as the deceased and examining molecular biology (DNA), trace evidence, latent 
fingerprints, firearm and tool marks, handwriting, ballistics and explosives, and 
computer and digital evidence. Forensic practitioners are often found in laboratories, 
coroner’s offices, universities, or private practices. The introduction of new, sometimes 
revolutionary, scientific practices is essential for progress in the legal world; in the core 
pillars of science, and research-based crime prevention and justice systems, forensic 
teams are a critical component of the law enforcement value chain in support of the 
timely identification of offenders and their motivations.

This book presents critical and challenging information on certain methods in various 
disciplines of forensic science.

Roberto Scendoni
Institute of Legal Medicine,

Department of Law,
University of Macerata,

Macerata, Italy

Francesco De Micco
Bioethics and Humanities Research Unit,

Campus Bio-Medico,
University of Rome,

Rome, Italy
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Chapter 1

Introductory Chapter: Forensic and 
Legal Medicine – State of the Art, 
Practical Applications, and New 
Perspectives
Roberto Scendoni and Francesco De Micco

1. Introduction

Forensic medicine is a scientific discipline characterized by continuous evolution 
due not only to advances in medical knowledge but also to changing legal and social 
needs. On a theoretical level, it is a discipline that contributes to the formation of new 
laws and the interpretation of existing ones by providing the best scientific evidence. 
This allows legal norms to be adapted to advances in biological sciences and the social 
needs of mankind.

From a strictly applicative point of view, forensic medicine using scientific notions 
has an irreplaceable supporting function for justice.

The perimeter of disciplines pertaining to forensic sciences is progressively 
expanding. The traditional fields of forensic pathology, forensic anthropology, foren-
sic toxicology, forensic genetics, medical professional responsibility, and bioethics 
may be complemented and modified by developments in digitalization in healthcare, 
such as artificial intelligence, virtual reality, and robotics.

The future of forensic science could change radically.
In forensic anthropology, dental age estimation is currently the most widely used 

method because it is inexpensive and easily applied, and can be applied to both the 
dead and the living. Age estimation in undocumented individuals undergoing autopsy 
or in victims of mass disasters are the most common scenarios in which dental age 
estimation is applied to the dead; in the case of the living, dental age estimation is 
often used for unaccompanied minors. There are several methods that are based on 
dental characteristics and development using diagnostic imaging, and their combina-
tion allows for increased accuracy of estimation. A multidisciplinary and holistic 
approach is recommended worldwide, although many health professionals consider 
medical age assessment, especially when performed through radiology, to be highly 
invasive and ethically questionable because it is conducted without medical purpose 
or therapeutic benefit [1–3]. DNA analytical techniques are constantly evolving. In 
order to offer increasingly reliable tools to investigators, particular attention is being 
paid to the identification of phenotypic characteristics of the alleged offender [4]. 
Many authors showed the prospects of the DNA phenotyping technique. With DNA 
phenotyping, it is possible to predict the phenotypic traits of the alleged offender but 
also to infer biogeographic ancestry and age estimation using epigenetic markers. 
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Future studies will presumably lead to increasingly accurate descriptions of a person’s 
appearance from DNA, offering greater value for judicial investigations (homicide, 
violence, missing persons, etc.).

Emerging/convergent technologies constitute a new field of techno-science 
characterized by the synergetic integration of several previously separate scientific 
fields, envisaged as a broad innovation that will lead to a radical modification of 
mankind and humanity itself. The trends in techno-scientific progress are delineat-
ing a new chapter of applied ethics in comparison with the “traditional” topics of 
biomedical ethics, in the face of which there are composite critical issues emerging, 
such as the speed of technological evolution, the complexity of technologies, the 
breadth of applications, the indeterminacy of the traditional boundaries between 
the medical and nonmedical spheres, the uncertainty related to the lack of data and 
evidence, and the pervasiveness of technology. The COVID-19 pandemic has greatly 
increased the use of digital health tools to support communication, information, 
surveillance, monitoring, and healthcare strategies [5–8]. Some authors demon-
strated the development of a new identification models through the integration of 
artificial intelligence systems and imaging, proceeding to automated image analysis 
for decision-making-mindedness, and distinguishing in this way positive patients 
from a negative one [9].

On the other hand, some authors showed the negative implications and threats 
that can arise from the use of new technologies. Individual behaviors, personality 
traits, online activities, and attitudes toward technology have an impact on vulner-
ability. Mental illness can increase vulnerability to cybercrime. In fact, individuals 
with mental disorders may not be fully aware of the dangers of cybercrime or mea-
sures to reduce the risk of certain online behaviors. Cybercrime, so, can promote the 
transition from virtual sexual aggression to physical sexual aggression. It is, therefore, 
mandated to develop means to protect people from cyber sexual crimes [10].

In the field of forensic sciences, forensic pathology is an important branch of 
criminal investigation and has a lot of room for growth with artificial intelligence 
systems. The traditional way of performing an autopsy and rendering an opinion has 
many limitations, which can be overcome with machine learning models. Various 
forensic procedures such as poison analysis, collection of cadaveric biological speci-
mens, detection of pathological changes in the corpse, calculation of post-mortem 
interval, and detection of a weapon used as a means to injure or kill are the fields 
where artificial intelligence will play a key role in formulating various judgments 
of forensic interest [11]. That of forensic autopsies is a minefield, as quality is often 
questioned [12]; therefore, increasingly innovative and sophisticated approaches will 
be needed in the near future.

2. Reflection on forensic sciences

Given the nature of the discipline, this book through a multidisciplinary approach 
aims to offer the reader some reflections on forensic pathology, forensic anthropology, 
forensic genetics, and the use, positive or negative, of new technologies. Knowing 
how technological advances can affect this scientific discipline, its criticalities and 
potential, will enable those who practice it to drive change while always pursuing the 
protection of the human being.

It is not possible at the moment to predict the technological and scientific discov-
eries that will shape and advance forensic science in the near future, nor can it be 
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predicted what the footprint will be left by innovative approaches through artificial 
intelligence systems, but we are convinced that there will be a forensic science based 
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the dynamic nature of scientific reconstructions and interpreting the complexity of 
forensic scientific evidence will be a stimulating challenge.
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Chapter 2

Accuracy and Limits of Lamendin’s
Age Estimation Method in a Sample
of Nigerian Population
Tochukwu Egbobe, Gabriel S. Oladipo,
Olufemi G. Omitola and Eric O. Aigbogun Jr

Abstract

This study compared the accuracy and limits of Lamendin’s age estimation method
to age estimation by subset regression analysis in a sample of Nigerian population. The
research was a cross-sectional study involving 81 single-rooted teeth obtained from 45
females and 36 males between ages 20 and 90 years. Extracted teeth samples were
disinfected and stored, and directly measured using a digital vernier caliper on a 16 W
X-ray box. Periodontosis (P) and Translucency (T) were derived using standard
formulae from the root height (RH), translucency height (TH), and periodontal
height (PH). Data were managed in an excel spreadsheet, then analyzed (stratified by
sex) using Lamendin’s equation (Age = 0.18P + 0.42 T + 25.53) in SPSS (IBM® version
23, Armonk, USA) and Minitab® 2017 (version 18.1) best subset regression for males
(Age = 6.23TH + 0.113P + 7.7) and females (Age = 14.90PH + 0.330 T � 2.12). Chi-
square analysis tested the distributional deviations from actual age (using error
ranges). From the analysis, 33.3% of the total population (M: 30.0% and F: 35.6%)
were predicted within the suggested limit compared to 61.7% (M: 75.0% and F: 51.0%)
for the best subset model. The distributional errors difference in both methods was
not significant for males (χ2[df = 3] = 1.810, P = 0.405), females (χ2[df = 3] = 1.275,
P = 0.528), and total samples (χ2[df = 3] = 4.960, P = 0.084). Lamendin’s formula did
not provide accurate age estimates for a large proportion of sample population. More
accurate estimates were limited to age ranged between 30 and 70 years. The study
recommended that further studies using a larger sample be conducted to validate the
findings of this study.

Keywords: age estimation, Lamendin, best subset, regression, Nigerian population

1. Introduction

Human identification falls under the preview of forensic science, which is simply
“the application of science to law” [1]. This means that for forensic science to thrive
there must be a legal framework that gives it the spine for functionality, and for the
law to truly work, it needs the best practice of forensic science to guide judgment [2].
Unfortunately, this is not globally established. While most developed nations have a
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legal framework for the practice of forensic sciences, in Nigeria, there is no such law
governing forensics, except for the coroner’s law that exists in Lagos State, which
covers mostly death investigation and not the broader Forensic science application
[3]. In the country, there are several lacunae in human identification with little or no
database for documentation of such activities.

To solve the puzzles associated with human remains there is the need to determine
identity. Therefore, personal identification is necessary for social, legal, and forensic
reasons [4]. A massive quest to solve age-related issues about unknown skeletons and
living individuals has been on the increase, especially in the field of Forensic Anthro-
pology [5–8]. Matching missing person profiles to biological profiles of unknown
remains essential as it provides an informative description for establishing identity.
However, this has remained a challenge, especially when there is no comparative
information such as dental profile [7, 9].

Over the years, forensic scientists simply match personal information, medical
records, and DNA profiling to age [10]. However, in recent times, supplementary
methods based on the developing and deteriorating skeleton [11–13], and dental
materials [14, 15] have become very useful. Unfortunately, skeletal age indicators are
often affected by biological and environmental factors, which vary the rate and degree
of age-related changes in the skeleton and can render age estimation inaccurate in
adults [16]. Some underlying factors affecting the accuracy of skeletal techniques
are high inter- or intra-observer error, higher age ranges, the overlapping of age
stages as well as preservation [5, 17]. It is also noted that the discrepancies in age
estimation among populations are associated with factors such as economic status,
living standards, and pressure of disease, which are known to correlate with age at
death [18–20].

In the last 30 years, there has been a significant transformation in forensic
odontology, from just occasional dental identification into a wider role, involving
building biological profiles [4]. In the living, estimating age in children and adoles-
cents by dental means is usually based on the developmental stages of teeth [21–23],
while adults are based on the degenerative changes in teeth like attrition, periodonti-
tis, transparency of the root, secondary dentin, cementum apposition, and root
resorption [15, 21, 24–26]. The choice of dental material as an alternative for age
estimation becomes necessary when bone-age indicators cannot provide reliable and
accurate information [7, 9, 27]. The choice of dental tissues is associated with its self-
preserving nature even if the deceased person is skeletonized, decomposed, burnt, or
dismembered [28–30]. Thus, dental parameters have become a reliable alternative
tool for estimation of sex, age, and ethnicity [19, 31–33].

In 1994, Kvaal and Solheim developed a method for estimating the chronological
age of adults based on the relationship between age and the pulp size on periapical
dental radiographs [34]. Kvaal et al. method was established by indirectly measuring
secondary dentin deposition on radiographs and a number of length and width mea-
surements of teeth and pulp was also proposed. In the Kvaal method, the pulp-to-
tooth ratio was calculated using six mandibular and maxillary teeth. They included the
maxillary second premolars; maxillary central and lateral incisors; mandibular canine;
mandibular lateral incisor; and the first premolar.

Using the pulp-to-tooth ARs in the formula for age determination, age was
derived. Using intraoral periapical radiographs, the variables r = complete pulp
length/complete tooth length, P = complete pulp length/root length (from enamel-
cementum junction [ECJ] to root apex), a = complete pulp length/root width at ECJ
level, b = pulp/root width at midpoint level between ECJ level and mid-root level, and

6
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c = pulp/root width at the mid-root level and pulp/tooth AR for all six teeth were
measured as designed in Kvaal’s and Cameriere’s methods of age estimation, respec-
tively [34, 35]. Lastly, a simple linear regression analysis was employed, wherein the
variables mean (M) (mean of variables complete pulp length/root length [from ECJ to
root apex] [p], complete pulp length/complete tooth length [r], complete pulp length/
root width at ECJ level [a], pulp/root width at midpoint level between ECJ level and
mid-root level [b], and pulp/root width at mid-root level [c]) and the difference
between width and length (W � L) were found to contribute significantly to the
chronological age estimation and were utilized in the regression equation for Kvaal’s
method as per the given formula: Age = 129.8 � (316.4 � M) (6.8 � [W � L]). Other
Authors like Bosmans et al. [36], Landa et al. [37], and Li et al. [38] used measure-
ments made on a panoramic radiograph instead of periapical radiographs used in the
original formula of Kvaal’s technique, thus avoiding the cumbersome full mouth
radiographs.

Harris and Nortje and Van Heerden evaluated the mesial root of the third molar for
age estimation. They argued that eruption of permanent dentition completes by the age
of 17 years, after which it becomes problematic to estimate age from dental radiographs
age [39, 40]. One major guide to ascertain the age of an individual after such age is
through the examination of the development of the third molar. The Harris and Nortje,
and Van Heerden methods involve five stages of third molar root development with
corresponding mean ages and mean length: the stages include: Stage 1—cleft rapidly
enlarging (one-third root formed); Stage 2—half root formed; Stage 3—two-third
root formed; Stage 4—diverging root canal walls; and Stage 5—converging root canal
walls [41].

Gustafson in 1947 and 1950 first established a technique for age estimation based
on the assessment of certain regressive alterations in teeth. This method is mostly
employed on single-rooted teeth using histomorphological approaches [24]. Six age-
related parameters; attrition (A), secondary dentin formation (S), periodontal reces-
sion (P), cementum apposition (C), root resorption (R), and root transparency (T)
were macroscopically assessed using the formula: An + Pn + Sn + Cn + Rn + Tn = points
(0, 1, 2, 3), and found significant correlations [24]. Gustafson deduced that estimating
age using these six criteria appeared equally accurate and effective and that the rates
at which the individual criteria change are equal, prompting the addition or summa-
tion of the obtained data [42–44]. Gustafson’s method has had a major impact on the
field of forensic odontology, particular with regards to dental age estimation in adults
[45, 46]. Ever since, several studies have considered dental translucency as an impor-
tant age indicator, making it a pivot for various studies [7, 46–49].

Lamendin et al.’s technique utilize two of the characteristics described by
Gustafson [24]; however, his technique is less destructive, uses only one single-rooted
tooth, and requires no special technical instrument [50, 51]. Lamendin et al. reduced
the number of variables by using root height, periodontal recession, and root trans-
parency, and index values based on actual physical measurements made from the
labial aspect of the tooth, then applied a multiple regression analysis to develop his
equation which was suitable for both sexes. Lamendin’s regression formula for age
assessment is as follows: A (age) = (0.18 � P) + (0.42 � T) + 25.53; where P = peri-
odontal height � 100/root height, T = translucency height � 100/root height [46]. In
the study, they investigated the accuracy of the method on 306 single-rooted teeth of
European (French) and African Ancestry origin, and 45 teeth from 24 forensic cases.
The result yielded a mean error of 10 years on their working sample and 8.4 years on
their forensic control sample. Furthermore, the application of this data set on
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individuals below age 40 and above age 70 decreased in accuracy, suggesting cautious
use of the method for ages below 40 and above 70 years [46].

Prince and Ubelaker [52] modified Lamendin’s method of age assessment. Their
new regression formulas incorporated root height (RH) into the equation and calcu-
lated the variables “P” and “T” in the same manner as Lamendin et al. [46]. The study
results from this modification indicated that age estimation was improved when
ancestry and sex of the individual are considered. The formulae was given as

Male African Ancestry: Age= 1.04 (RH) +0.31(P) +0.47(T) + 1.70 =4.97 years
Male European Ancestry: Age =15 (RH) + 0.29(P) + 0.39 (T) +23.17 =5.92 years
Female African Ancestry: Age =1.63 (RH) + 0.48(P) + 0.48 (T) + (�8.41) =7.17
years
Female European Ancestry: Age =1.10 (RH) + 0.39(T) +11.82= 6.21 years

The results of this investigation verified this technique and produced a mean error
of 8.23 years and a standard deviation of 6.87 years when Lamendin’s formula was
utilized. Accuracy was best observed between the chronologic ages of 30 and 69.
Higher error rates were observed in subjects younger than 30 and older than 69 years
of age [52].

A disadvantage of Lamendin’s method is its inapplicability in young individuals
(since root translucency occurs from the age of 20) but provides acceptable confi-
dence ranges in adults over the age of 30 [50, 53, 54]. This is argued as one of the
benefits of the methods over skeletal age estimation methods which lose their accu-
racy in adults past age 30 [50, 51]. In a separate study of the accuracy of Lamendin’s
technique on French autopsy sample of individuals of known age at death, Baccino
et al. [51] found that the method produced more accurate estimates than some
methods such as estimating age from ribs [55–57], the pubic symphysis [58], and long
bone cortical histology [59].

2. Study rationale

Since age estimation is a fundamental requirement in biological profiling of the
living and dead; this study opens the basis for the development of national database
for different accurate age estimation techniques for the Nigerian population. This
study would aid in identifying mutilated bodies of a victim and estimating the age of
dead persons in cases of mass disaster. In anthropological studies/research, knowledge
of age will assist in the designation of age to Cadavers without anti-mortem informa-
tion as seen in some gross anatomy labs across Nigerian Universities.

Although there is no legal framework for forensic investigation in Nigeria, this
study would provide the impetus for the inclusion of dental methods in solving
criminal cases, immigration, and juvenile law enforcement. This will ensure that all
legal procedures to which an individual’s age is relevant can be properly attained.

Lamedine’s age estimation remains the most popular and applied dental age esti-
mation technique, however, there have been a varied degree of accuracy in age
estimation using Lamendin’s method for different populations [5, 12, 28, 52–54,
60–64]. While in other studies it provided valid and accurate estimates [54, 61, 62], in
others the results were described as significantly poor [5, 12, 28, 52, 53, 60, 63, 64].
This study, therefore, comparatively evaluates the accuracy and limits of Lamendin’s
age estimation method in a sample of the Nigerian Population.
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3. Materials and methods

3.1 Study design and protocol

The study research adopted a cross-sectional retrospective research design, which
involved the use of dental (teeth) samples obtained from the odontology department
of hospitals within the South East and Middle Belt Regions of Nigeria between the
months of June 2020 to March 2021. Before carrying out the study, ethical approval
with reference numbers UPH/R and D/REC/283 and informed consent were obtained
from the University of Port Harcourt Research Ethics Committee and the individual
dental centers, respectively. The departments also issued consent forms for the indi-
viduals whose samples were included in the study, thus, the pool from which teeth
samples were collected had a special number associated with the signed consent.

Dental centers that gave consent to participate in the study collected samples from
patients referred for essential clinical care such as periodontal, periapical, orthodontic,
and prosthesis construction reasons within the duration of the 3-month study period.
The study excluded persons who reported mobile tooth due to trauma and fractured
tooth, teeth affected by caries, abscess, root resorption, and abrasion or other patho-
logical processes causing exposure of the root to the oral environment, and teeth
presenting any alteration in the root apex, such as ankylosis. The study included all the
cases involving dental extraction procedures done as part of essential dental care for
permanent teeth, males and females of Nigerian origin, single-rooted maxillary and
mandibular teeth, extracted tooth with complete root, and the absence of any patho-
logical conditions in the cervical margin of the tooth or dental restorations. They
obtained the following medical information; sex, date, and reason for extraction, and
age of the subject at extraction.

Extracted teeth were rinsed in running water and any attached tissue to the root
was removed using a pair of tweezers and scalpel. The tooth was then disinfected in
3% hydrogen peroxide (H2O2) [11], which is a proven dental health hygiene thera-
peutic agent which break down dental plaque and calculus, clean gingival tissues, and
eliminate bacteria without altering the dental formation [65, 66]. Each tooth was
closed in separate small plastic tubes filled with normal saline at 4°C [67] to avoid
alteration of the mineral concentration of the tooth surfaces, as demineralization
interferes with root translucency (RT).

3.2 Data collection and measurements

The dental measurements were taken using a pair of digital vernier calipers by
direct observation with a 16 W X-ray box (Figure 1). The measurements were made
on the labial surface of the extracted tooth without any preparations (no sections, no
microscope).

The study obtained a total of 81 single-rooted permanent teeth (maxillary and
mandibular) from the dental centers. The teeth sample comprised of 45 females and
36 males of ages 20–90 years. The root height (RH) is the distance between the apex of
the root and the cementoenamel junction, measured on the surface (labial) toward the
lips [46, 64, 68]. The periodontal height (PH) which is used to describe the gingival
tissue degeneration [46, 61, 64] is obtained from the periodontitis, which is the
yellowish area that is darker than the enamel, but lighter than the rest of the root
[46, 61], and it is the maximum distance from the cementoenamel junction to the line
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left by the soft tissue attachment on the neck and/or root of the tooth. The translu-
cency height (TH) is traditionally measured manually and it is identified as the length
of the transparent zone extending from the junction between the translucent and
opaque areas of the root to the tip of the root [46, 69]. That is, the distance between
the apex of the root and the cementoenamel junction, measured on the surface (labial)
toward the lips (Figure 2). The indices were derived using the formulae:
P Periodontosisð Þ ¼ PH

RH � 100 and T Translucency
� � ¼ TH

RH � 100 were derived [46].
To assess inter-observer error, two independent observers collected the data

twice—on different occasions. Inter-observer precision was determined by comparing
the results obtained by the two observers. The study compared the average of both
measurements for inter-observer reliability.

Figure 1.
Light box-aided collection data from stored teeth samples.

Figure 2.
Measurement of (a) periodontal height (p; PH) and root height (r; RH), (b) translucency height (t; TH) [61].
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3.3 Statistical analysis

The measurements were entered into an excel spreadsheet and organized, then
imported into Statistical Package for Social Sciences (IBM® version 23, Armonk,
USA) and Minitab® 2017 (version 18.1) for statistical analysis. To determine inter-
observer precision, paired sample t-test evaluated differences in measurements
between the two observers. Lamendin’s formula was inputted into SPSS and used to
estimate age. The set of variables with the most accurate age estimation combinations
was determined using Minitab best subset regression, which was used for the regres-
sion model. The study employed the Real statistics [70, 71]—directed scatterplot to
determine the relationship between the actual age and the estimates from both
methods, and the extent of agreement of the two measurements of both methods
using Bland–Altman plot [70].

4. Results

The mean age for the male sample was 35.28 � 20.84 years, while for females the
mean age was 41.42 � 20.89 years. The ratios; periodontitis (P) and translucency (T)
entered into Lamendin’s equation for age estimation were derived from the linear
dimensions. The measurements from both observers yielded a high inter-observer
correlation (r) of 0.980, 0.979, and 0.998 for RH, PH, and TH, respectively (Table A1).

To determine how well a regression model would estimate age; using both the
linear dimensions and ratios, best subset regression was used to build a model that
provided a list of the estimates (RH, PH, TH, P, and T), prediction accuracy and
regression for variables (single and multiple; Tables A2 and A3). The regression
model built for males in Table A2 yielded low estimate for age using the dental
parameters (linear dimensions and ratios). However, the chosen (observed best)
estimate was j2, which had an adjusted accuracy of 53.3% and a predicted accuracy of
48.8%. The parameters that produced this model summary were TH (transparency
height) + P (periodontosis). The regression model for females that produced the most
accurate estimate was g2; with an adjusted accuracy of 51.2% and a prediction
accuracy of 46.6%. The parameters that produced this model summary were PH
(periodontal height) + T (translucency) (Tables A3).

In Table 1, the age estimation error differences for Lamendin’s method (A [age in
years] = 0.18P + 0.42 T + 25.53) and the best subset regression for males (A [age in
years] = 6.23 TH + 0.113 P + 7.7) were compared, and there was underestimation using
Lamendin’s method for males starting at age greater than 40 years, then at age 56
using best subset regression; however, larger estimate error was found in the best
subset (age 90; at �52 and � 43) when compared to Lamendin’s estimate (�50
and � 45) for the same age. For females, the outcome of the calculations from the
regression equation for age estimation using Lamendin’s method (A [age in
years] = 0.18P + 0.42 T + 25.53) and the best subset regression equation (A [age in
years] = 14.90 PH + 0.330 T � 2.12) were compared. The result indicated a constant
negative error difference (�actual age) started at age 44 using Lamendin’s formulae,
but age 28 for the best subset. A larger estimate error for age was found in Lamendin’s
estimate (�35 to �42) when compared to the best subset (age 90; at �23 to �27) for
different ages (Table 2).

The distribution of the estimates with the error margin using the Lamendin’s range
of ≤ � 10 years obtained from both methods revealed that only about 33.3% of the
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Sex Actual
age

Lamedine’s Estimation
A (age in

years) = 0.18P + 0.42 T + 25.53

d1 Regression (from Subset)
A (age in years) = 6.23 TH + 0.113

P + 7.7

d2

M1 20 33 13 24 4

M2 20 35 15 28 8

M3 21 37 16 30 9

M4 21 36 15 29 8

M5 21 37 16 32 11

M6 22 36 14 23 1

M7 22 41 19 39 17

M8 23 36 13 28 5

M9 23 37 14 30 7

M10 24 35 11 23 �1

M11 24 37 13 27 3

M12 25 35 10 27 2

M13 25 35 10 25 0

M14 25 34 9 22 �3

M15 25 35 10 22 �3

M16 25 36 11 27 2

M17 26 38 12 28 2

M18 26 33 7 19 �7

M19 26 40 14 32 6

M20 26 38 12 27 1

M21 27 35 8 23 �4

M22 27 39 12 27 0

M23 27 39 12 33 6

M24 27 39 12 29 2

M25 28 45 17 39 11

M26 30 36 6 32 2

M27 40 58 18 56 16

M28 40 47 7 51 11

M29 56 49 �7 57 1

M30 56 48 �8 56 0

M31 57 55 �2 51 �6

M32 61 41 �20 40 �21

M33 80 57 �23 93 13

M34 80 47 �33 70 �10

M35 90 40 �50 38 �52

M36 90 45 �45 47 �43

Table 1.
Error differences in the estimated age of males using Lamendin’s method and best subset regression equation.
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Sex Actual
Age

Lamedine’s Estimation
A (age in

years) = 0.18P + 0.42 T + 25.53

d1 Regression (from Subset)
A (age in years) = 14.90 PH + 0.330 T

� 2.12

d2

F1 20 32 12 18 �2

F2 20 33 13 31 11

F3 20 38 18 34 14

F4 21 35 14 32 11

F5 21 40 19 29 8

F6 22 38 16 34 12

F7 22 36 14 30 8

F8 23 46 23 44 21

F9 23 49 26 43 20

F10 24 59 35 48 24

F11 24 51 27 41 17

F12 25 37 12 24 �1

F13 25 36 11 32 7

F14 25 38 13 43 18

F15 26 40 14 32 6

F16 27 35 8 31 4

F17 28 42 14 38 10

F18 29 47 18 48 19

F19 30 39 9 30 0

F20 28 36 8 23 �5

F21 29 41 12 44 15

F22 30 36 6 24 �6

F23 34 43 9 31 �3

F24 36 48 12 43 7

F25 36 44 8 31 �5

F26 38 55 17 48 10

F27 42 47 5 35 �7

F28 44 42 �2 27 �17

F29 48 48 0 52 4

F30 49 46 �3 25 �24

F31 50 32 �18 38 �12

F32 50 51 1 57 7

F33 51 44 �7 54 3

F34 53 44 �9 32 �21

F35 55 51 �4 37 �18

F36 56 43 �13 34 �22

F37 56 40 �16 32 �24
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total population (M: 30.0% and F: 35.6%) fell within the error margin for Lamendin’s
method and 61.7% (M: 75.0% and F: 51.0%) for best subset regression. The extent of
deviation from the actual age ranges for the group �11 to �20 years was 51.9% (42
samples) and 23.5% (19 samples) for Lamendin’s method and best subset regression,
respectively. For the > � 20 years range, there were equal sample deviations for both
Lamendin’s method and best subset; 12 samples (14.8%). The difference in the range
of sample error in males and females was not significantly different for both methods
(Lamendin; χ2 = 1.275, P = 0.528 and best subset; χ2 = 4.960, P = 0.084; Table 3).

The differences in the proportion of the ranges (error estimate) using both tech-
niques significant for male samples (χ2[df = 3] = 15.213, P = 0.0005) and the total
samples (χ2[df = 3] = 15.542, P = 0.0004) but not females (χ2[df = 3] = 3.198, P = 0.202)
(Table 4). The age ranges 20–24 years, 25–29 years, 30–70 years, and > 30 years were
populated and observed for proportion of the Lamendin’s estimates that fell within the
limit (�10 years). The result showed that age 30–70 years for both males (71.4%) and

Sex Actual
Age

Lamedine’s Estimation
A (age in

years) = 0.18P + 0.42 T + 25.53

d1 Regression (from Subset)
A (age in years) = 14.90 PH + 0.330 T

� 2.12

d2

F38 57 65 8 56 �1

F39 66 51 �15 63 �3

F40 75 74 �1 85 10

F41 83 45 �38 56 �27

F42 83 51 �32 60 �23

F43 83 47 �36 56 �27

F44 90 48 �42 77 �13

F45 90 73 �17 82 �8

Table 2.
Error differences in the estimated age of females using Lamendin’s method and the regression equation obtained
from the best subset.

Variables Error difference (approximated range) and distribution χ2 (P-value)

�1 to � 10 (%) �11 to � 20 (%) > � 20 (%)

Lamendin’s method

Male 11 (30.6) 21 (58.3) 4 (11.1) 1.275 (0.528)

Female 16 (35.6) 21 (46.7) 8 (17.8)

Total 27 (33.3) 42 (51.9) 12 (14.8)

Best subset method

Male 27 (75.0) 6 (16.7) 3 (8.3) 4.960 (0.084)

Female 23 (51.1) 13 (28.9) 9 (20.0)

Total 50 (61.7) 19 (23.5) 12 (14.8)

Table 3.
Sex-associated distributional differences in error margins for the estimations using Lamendin’s formula and best
subset regression.
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females (68.4%); however, lower proportion of the general sample fell within the
range (33.3%) (Table 5).

The accuracies of the methods are presented in Figure 3, while the extent of
agreement (Bland–Altman plot) between the two measurements was presented in
Figure 4. The Scatterplot with regression analysis of the estimated ages using both
methods indicated a lower accuracy (R2) 12.96% for Lamendin’s methods when com-
pared to best subset regression (42.62%) (Figure 3). The mean difference (bias) for
both measures was 3.85 (�12.64 and 20.35 for the lower and upper limits, respec-
tively), and several values were found close to and outside the upper and lower
agreement limits (�2SD), which is an indication of discordance in estimates. This was
evident as the difference in population mean was statistically significant (t = 3.45;
P = 0.001; Figure 5).

Variables Error difference (approximated range) and distribution χ2 (P-value)

�1 to � 10 (%) �11 to � 20 (%) > � 20 (%)

Male

Lamendin’s method 11 (30.6) 21 (58.3) 4 (11.1) 15.213 (0.0005)

Best subset method 27 (75.0) 6 (16.7) 3 (8.3)

Female

Lamendin’s method 16 (35.6) 21 (46.7) 8 (17.8) 3.198 (0.202)

Best subset method 23 (51.1) 13 (28.9) 9 (20.0)

Total

Lamendin’s method 27 (33.3) 42 (51.9) 12 (14.8) 15.542 (0.0004)

Best subset method 50 (61.7) 19 (23.5) 12 (14.8)

Table 4.
Comparison of the distribution of the error differences between Lamendin’s methods and best subset regression.

Limit (�10 years)

Sex Age group within (%) outside (%) Total (%)

Male 20–24 years 0 (0) 11 (100) 11 (30.6)

25–29 years 6 (42.9) 8 (57.1) 14 (38.9)

30–70 years 5 (71.4) 2 (28.6) 7 (19.4)

>70 years 0 (0) 4 (100) 4 (11.1)

Female 20–24 years 0 (0) 11 (100) 11 (24.4)

25–29 years 2 (22.2) 7 (77.8) 9 (20.0)

30–70 years 13 (68.4) 6 (31.6) 19 (42.2)

>70 years 1 (16.7) 5 (83.3) 6 (13.3)

Total 27 (33.3) 54 (66.7) 81

Table 5.
Lamendin’s estimation using the �10 years error margin.
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Figure 3.
Scatterplot with regression analysis of Lamendin’s (YL; blue); best subset (YSS; red) estimated ages versus Actual
age.

Figure 4.
Bland–Altman plot of the measurement agreement between best subset and Lamendin’s method.
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5. Discussion

Accuracy and precision are the most important criteria for accepting an age esti-
mation method [50]. This study evaluated the accuracy Lamendin’s age estimation
method and compared the outcome to that of best subset regression analysis.
Although Lamendin et al. (1992) reported unsuitable age estimates for young adults,
some studies reported narrower mean error for the estimate [61].

The results for the estimated age using Lamendin’s method revealed a wide range
of deviations from the error limit (�10 years) of about �11 to �20 (51.9%), ≥ � 21
(14.8%), with 33.3% falling with the �10 years age range. The distributional differ-
ences for males and females were not significant; however, best subset regression
produced more estimates that fell within the error limits for males and the general
population compared to Lamendin’s method. The original research by Lamendin et al.
(1992) which analyzed 306 single-rooted teeth aged 22–90 years, of European Ances-
try (French), and African Ancestry proposed that an error of �10 was obtained,
however, 66.7% of the study sample fell outside of this error margin. Garizoain et al.
[48] and De Angelis [60] reported wide error ranges of 11.88–15.37, and 10.7–
36.8 years, respectively, using Lamendin’s method. Wide error margins in age estima-
tion methods have been reported in several studies [5, 12, 28, 52, 53, 60, 63, 64].

When the results from Lamendin’s estimates were compared to the best subset
regression analysis, the margin of error decreased using the best subset; thus,
suggesting a poor age estimation by Lamendin’s method in the studied population.
Nevertheless, some studies found accurate age estimation using Lamendin’s formula
[5, 28, 61, 63, 72, 73] and improvement in accuracy and variation when the population
had individuals between 40 and 45 years, suggesting that the technique for this age
group was very efficient [5, 28, 61–63]. Other studies found more estimates with
smaller error margins in groups over 50 years of age [12, 52, 74]. Additional studies
have yielded poor age estimation using Lamendin’s formulae compared to
indigenously derived formulae [63, 75].

Figure 5.
Interval plot of the mean age prediction for Lamendin’s and best subset methods.
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According to Prince and Ubelaker [52], Lamendin’s method yielded the most
accurate age estimates for the 30–69-year-old age groups, which is consistent with
Lamendin’s original study and the Terry Collection sample. In this study, Lamendin’s
method did not give predictions lower than age 30 and greater than 74 years. In an
attempt to further investigate the age limits for accurate estimates using Lamendin’s
method, the study restricted the age range to ≥25 years and we found that a more
accurate estimate (within �10 years) was between age 30 and 70 years. The tendency
to overestimate age in young adults and underestimate it in older ones is well-
documented [6, 48, 49, 60]. Prince and Ubelaker [52] found that when samples were
below ages 30 and above 70 years, the mean errors significantly increases. The study
also noted differences in error estimates at different age ranges with regard to sex and
ancestry, suggesting sex and ancestry could have influenced the age estimation. Pre-
vious studies found that sex and ancestry influence error estimate margins [52, 64],
but a recent study by Garizoain et al. [48] reported that sex had no influence in age
estimation.

The study compared the estimates from both methods and found larger propor-
tions of age estimates outside the previously reported error margin by Lamendin’s
method; however, the differences in the distribution of the error margins were not
significant for males, females, and the total populations. In comparing the accuracy of
the actual age to estimates of both methods, the accuracy (R2) of the estimated age
using Lamendin’s methods and the best subset were 12.96% and 42.62%, respectively,
thus, indicating a poor estimate for the study population using Lamendin’s methods
and wide difference in age estimates for both methods.

6. Conclusion

With only about 33.3% of the sample age estimated within the error limits, it
could be concluded that Lamendin’s formula was not accurate for estimating the age in
the studied sample of the Nigerian population. The observation of Prince and
Ubelaker on the age range (30–70 years) for accurate estimate holds true, as found in
our population. The study noted that the regression analysis considered ages 80–
90 years as outliers and this could be because of static dentine translucency at this age
range.

The study, therefore, recommends further studies using larger sample size from
both heterogenous and homogenous populations of Nigerian descent, and that sam-
ples that are below 25 years and above 70 years may be excluded, as this study found
high proportion of over-estimation for ages below 25 years, and under-estimation for
samples above age 70.

6.1 Study limitation

The study noted with concern the difficulty in obtaining single-rooted teeth which
significantly reduced the sample population. The uneven distribution of the age of the
dental samples posed a concern to the researcher.

There are often more stressful logistics challenges associated with approvals from
dental clinics to use their facilities and collection and preservation of samples than
carrying out the actual dental measurement. Often times one would be required to
wait for weeks before approvals are given and samples are available.
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Appendices

Vars R2 R2 (adj) R2 (pred) Mallows Cp S RH PH TH P T

a 1 55.9 54.6 50.3 �1.0 14.1 X

b 1 43.3 41.6 34.4 7.9 15.9 X

c 1 10.7 8.1 0 30.8 20.0 X

e 1 6.1 3.3 0 34.0 20.5 X

f 1 2.3 0 0 36.7 20.9 X

g 2 56.2 53.6 45.6 0.8 14.2 X X

h 2 56.2 53.6 46.7 0.8 14.2 X X

i 2 56.1 53.4 48 0.9 14.2 X X

j 2 56 53.3 48.8 1.0 14.3 X X

k 2 53 50.2 44.6 3.0 14.7 X X

l 3 56.6 52.5 43.7 2.5 14.4 X X X

m 3 56.5 52.5 41.9 2.6 14.4 X X X

n 3 56.4 52.3 43.4 2.6 14.4 X X X

o 3 56.4 52.3 44.3 2.7 14.4 X X X

p 3 56.3 52.2 45.4 2.7 14.4 X X X

q 4 56.9 51.3 34.3 4.3 14.6 X X X X

r 4 56.6 51 37.1 4.5 14.6 X X X X

s 4 56.6 51 36.4 4.5 14.6 X X X X

t 4 56.4 50.8 37.6 4.6 14.6 X X X X

u 4 53.3 47.2 31.4 6.9 15.2 X X X X

v 5 57.3 50.2 25.6 6.0 14.7 X X X X X

RH, root height; PH, periodontal height; TH, translucency height; P, periodontosis; T, translucency.

Table A2.
Best subset regression analysis for age estimation for males using the measured dimensions and derived indices.

Pairs Variable Paired differences Paired sample t-test Paired samples correlations

N MD � SD df t-value P-value Pair r P-value

Pair 1
(OB1–OB2)

RH1–RH2 81 �0.076 � 0.43 80 �1.622 0.109 RH1 and RH2 0.986 <0.001

Pair 2
(OB1–OB2)

PH1–PH2 81 �0.006 � 0.15 80 �0.352 0.726 PH1 and PH2 0.979 <0.001

Pair 3
(OB1–OB2)

TH1–TH2 81 0.022 � 0.18 80 1.096 0.276 TH1 and TH2 0.998 <0.001

OB, observer; RH, root height; PH, periodontal height; TH, translucency height; N, distribution; MD, mean difference;
SD, standard deviation; df, degree of freedom; r, correlation.

Table A1.
Inter-observer measurement difference (error) and correlation (precision).
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Vars R2 R2 (adj) R2 (pred) Mallows Cp S RH PH TH P T

a 1 43.5 42.2 38.1 7.5 16.0 X

b 1 35.6 34.1 29.1 14.3 17.1 X

c 1 26.6 24.9 20.5 22 18.3 X

e 1 21.6 19.7 13.2 26.4 18.9 X

f 1 1.1 0 0 43.9 21.2 X

g 2 53.4 51.2 46.6 1 14.7 X X

h 2 53.2 51 46.4 1.2 14.7 X X

i 2 52.7 50.4 46.3 1.6 14.8 X X

j 2 48.7 46.3 39.7 5 15.4 X X

k 2 47.6 45.1 40.3 6 15.6 X X

l 3 54.5 51.1 45.3 2.1 14.7 X X X

m 3 54.4 51 44.7 2.2 14.7 X X X

n 3 54.1 50.8 45.6 2.4 14.8 X X X

o 3 54 50.7 43.9 2.5 14.8 X X X

p 3 53.6 50.3 44.8 2.8 14.9 X X X

q 4 54.6 50 42.1 4 14.9 X X X X

r 4 54.5 49.9 41.6 4.1 14.9 X X X X

s 4 54.5 49.9 41.7 4.1 14.9 X X X X

t 4 54.2 49.6 40.9 4.3 15.0 X X X X

u 4 53.7 49 41.9 4.8 15.0 X X X X

v 5 54.6 48.8 37 6 15.1 X X X X X

RH, root height; PH, periodontal height; TH, translucency height; P, periodontosis; T, translucency.

Table A3.
Best subset regression analysis for age estimation for females using the measured dimensions and derived indices.
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Abstract

The basis for DNA analysis used in forensic research is the concept that everyone, 
excluding monozygotic twins, shares a genetic makeup. By directly comparing the 
genetic profile of short tandem repeats obtained from biological samples of unknown 
origin to a reference sample profile, DNA collected from biological samples can indi-
vidually identify this material. The requirement for a reference sample for comparison 
is one of the main drawbacks of this method. Studies looking at the connection 
between specific polymorphisms and specific phenotypic traits are multiplying, and 
the results are encouraging for forensic sciences. Externally visible characteristics 
(EVCs), such as skin color, eye color, hair color, height, facial features, and male 
baldness pattern, can be inferred from biological samples for forensic purposes. 
This technique is called “forensic DNA phenotyping” (FDP). Therefore, without 
the necessity for a reference sample for comparative analysis, FDP offers additional 
information about the subject to which a specific biological sample belongs. So that 
this new technology does not encourage segregation or ethnic persecution of certain 
population groups, several ethical and legal considerations need to be made. Despite 
this, using these techniques to guide investigations and identify both suspects and 
victims has helped in a number of actual incidents.

Keywords: deoxyribonucleic acid, skin color, eye color, polymorphism, biological 
samples

1. Introduction

The basic goal of forensic DNA analysis is to create DNA profiles for identifica-
tion using biological evidence. The ultimate objective is to identify the source of that 
biological stuff, which is the individual. Short tandem repeats (STRs), which make 
up most conventional DNA profiles, can fail to match suspects or entries in DNA 
databases when created from crime scene samples. In these situations, the donor of 
the crime scene sample is still unknown, and the evidence cannot be used to support 
the case any further. The prediction of outwardly visible characteristics (EVCs) from 
DNA is known as forensic DNA phenotyping [1].

Forensic DNA phenotype (FDP) looks at certain regions of the genome that are 
connected either directly or indirectly for normal variance in physical appearance 
between individuals, circumventing the limits of DNA databases and ancestry testing 
alone. In order to forecast head hair pigmentation, skin pigmentation, eye pigmenta-
tion, and other phenotypic features, researchers have created systems like IrisPlex and 
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Snipper 2.5 that leverage single nucleotide polymorphism (SNP) multiplexing [2, 3]. 
Additional traits may be predicted through further research.

SNPs, which are single base alterations, or INDELS, which are insertions or 
deletions that take place at a particular region in the genome, are used in these 
experiments. These variants not only provide novel leads but also enable the 
generation of phenotypic profiles from DNA materials as little as 60 pg./l, which is 
a significant reduction from the published ranges required for a conventional STR 
profile [3, 4].

2. Advancements in forensic DNA typing

Molecular biology techniques are always improving, opening up new ways to 
effectively genotype difficult forensic materials and extract genetic material. These 
have mainly concentrated on the study of genetic marker types that are different 
from those used in traditional STR typing to help identify humans [5–7]. SNP typ-
ing provides an alternate tool for investigations in circumstances where STR typing 
is unsuccessful. Due to the smaller amplicon size, SNPs can be useful in genotyping 
highly degraded DNA [8–10].

2.1 Identity informative SNPs

Comparative to conventional testing, which is still difficult, the identification of 
informative SNPs could be a substantial tool for the identification of individuals [11]. 
These SNPs will have minimal heterogeneity within particular groups but strong 
heterozygosity across populations. Consequently, to research the heterozygosity and 
heterogeneity of various human groups, population-specific informative SNPs are 
needed [12].

2.2 SNPs for intelligence gathering

SNPs examined for forensic purposes do not directly establish identity, but they can 
give information that helps detectives focus their search for a positive match. When 
STR profiling cannot reliably identify an individual, this is advantageous (either from 
no matches to a database or where no profile can be obtained from degraded remains). 
Due to the uniqueness of these alleles for particular groups [9, 13–16] or due to their 
relationship with variations in hair and eye color [2, 16], certain SNP markers found 
on nuclear and mitochondrial DNA have been employed in forensic investigations of 
genetic ancestry.

2.3 Phenotype-informative SNPs

Genes implicated in complex traits like EVCs have been identified by genome-
wide association studies (GWAS) [17, 18]. The combined effects of several genes that 
regulate the synthesis or localization of melanin determine the human pigmentation 
in skin, hair, and eye color [17]. Differential skin, hair, and eye color have been found 
to be substantially correlated with a number of SNPs [18]. The discovery of genetic 
markers that infer height, hair and shaft shape [17], facial features [19], and male pat-
tern baldness [20, 21] is a further area of potential SNP typing for externally apparent 
attributes.
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3. DNA phenotyping

3.1 Eye color

Eye color is one the most valuable colors among the phenotypic characteristics, 
which ranges from dark shades to a light blue shade through intermediate (such as hazel, 
gray, green, and yellow) colors. These differences follow a similar pattern to the color 
of hair and skin due to the number of melanosomes and the amount of melanin pres-
ent in the outer layer of the iris; brown eye color has high melanin amount than blue 
eye color [22]. This phenomenon was conformed through phenotyping tools (Irisplex) 
developed and validated. The Irisplex system consisted of six SNPs present among 
different genes (IRF4, TYR, OCA2, SLC24A4, SLC45A2, and HERC2). The accuracy 
(>90%), was checked both on admixed and on homogeneous population throughout 
the world [23–27]. Along with these results, some Asian population did not demonstrate 
the same results [28]. When the accuracy of intermediate eye color was matched with 
blue and brown, it showed very lower accuracy [4, 29, 30]. A study by Popiech et al. 
[31] revealed gene–gene interaction among the three primary pigment genes (OCA2, 
TYRP1, and HERC2) related with green eye color, despite the difficulty in predicting 
these intermediate colors, encouraging the development of future prediction models. 
Gender is another topic that has been considered in relation to the manipulation of eye 
pigmentation. It has been noted that men tend to have lighter eyes than women do in 
various European countries [25, 31, 32]. More research will be required to assess this link 
because no genetic element has yet been identified to account for this variation.

3.2 Hair color

One of the most noticeable EVCs with a wide range of phenotypes is hair color, 
along with skin and eye colors. Red/yellow pheomelanin and brown/black eumelanin 
are two distinct types of proteins that are primarily responsible for defending hair 
color [32]. People with red hair have more pheomelanin than eumelanin, whereas 
people with dark hair have more eumelanin than those with red hair, and people with 
blond hair have less of each form of melanin overall [33]. These changes in hair color 
increased in Europe, which changed from ancestral hair color due the human mating 
preferences [32]. In the process of melanogenesis control by numerous genes, MC1R 
was one of the first to determine a strong perceptive rule for red hair, freckles, and 
fair skin. Later, successive associations of other genes were also found such as HERC2, 
SLC24A5, and SLC45A2, and based on 22 SNP, a predictive model was developed, 
which showed 81–93% accuracy for each hair color category [34]. In 2013, modifica-
tion was made in the Irisplex system by adding 18 hair color markers, and the name 
was changed to HIrisplex System. This system consisted of markers such as SLC45A2, 
MC1R, OCA2, HERC2, TYRP1, IRF4, TYR, ASIP, SLC24A4, and EXOC2 genes, and 
some genes were added from the model previously created by Branicki et al. [35]. It can 
reach similar accuracy values (75–92%) [36]. Despite good result of HIrisplex System, 
there were some difficulties in the prediction of hair color, which changes with age 
(mainly in childhood). Majority of the studies avoid younger population for sampling 
reason because they have different phenotypes in the early stage of life. So prediction 
model used for phenotyping showed accurate results for adult samples as compared to 
childhood; the markers of age-dependent phenotypes partially predict that the blond 
hair color and accuracy for hair color is lower (80% for black, 78% for red, and 69% for 
brown) through HIrisplex. In a study carried out on young population aged 6 to 13, the 
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result explained that hair color darkening occurred at stage of life above then 13 year of 
age. Hirisplex incorrectly predicted blond hair color of the younger population aged 6 
to 13. So additional new SNP sets are needed to overcome this error rate [3].

3.3 Skin color

One of the most diversely researched pigmentation phenotypes is skin color. The 
development of skin pigmentation is thought to have resulted from an evolution-
ary reaction to the concentration of ultraviolet light between various planet zones. 
Contrarily, in locations distant from the Equator, where UV light intensity is lower 
and lighter skin is permitted, areas adjacent to the Equator would have higher UV 
intensity and a higher frequency of dark hair color [37].

The evolutionary factor makes the phenotype/genotype linkage research difficult; 
besides, this phenomenon also creates difficulties in the correlation studies that are only 
applicable to a single specific population. However, the linkage found in admixed popula-
tions did not have the same bias as in more homogeneous populations, such as Europeans 
[38]. Beside these research studies, other studies were performed on same populations, 
which were not able to distinguish skin color among different groups of African, Native 
Americans, and Asian [39]. Based on these evolutionary differences, a skin prediction 
model was created consisting of 36 SNPs from 16 pigmentation genes [4]. The developed 
prediction model has the ability to predict skin color; colors were categories of scale, three 
category scale (dark, light, and dark-black) to five category scale (dark-black, pale, dark, 
intermediate, and very pale). The prediction accuracies for the three-category scales have 
72%–97%, while that for five-category scales have 83%–97. Some of the previous stud-
ies have been found associated with admixed population for genes such as HERC2 [40], 
SLC24A5 [39, 41], and SLC45A2 [42, 43]. These studies can be used for future applica-
tions. HIrisplex-s, HIrisplex, and Irisplex were grouped into a single tool, which is openly 
available for hair, skin, and eye color prediction using genotypes date from DNA (from 
https://hirisplex.erasmusmc.nl/); different eye, hair, and skin colors are predicted on the 
basis of probability values obtained from the prediction model having 41 markers.

3.4 Height

Until 2008, various investigations were conducted and found a few genes to be 
associated with human height. The results of various association studies revealed that 
54 loci had a direct correlation with height variance. The number of genetic markers 
rose over time, reaching 180 in 2010 and 700 in 2014 [40, 43–46]. The discovered 
genes played a major role in the growth signaling pathway as well as the expression of 
genes in crucial tissues including fibroblast growth factor [40]. Despite the enormous 
number of height-related variants, they have little scientific significance. While the 
initial studies obtained accuracy values of ~65%, the most current studies failed to 
increase this value >75%, demonstrating the large number of SNPs still to be discov-
ered and how complex this trait may be [47]. Moreover, human height may have a 
different etiology other than genetic aspects, such as gestational (placental features 
and maternal health aspects such as nutrition, pathologies, and drugs), hormonal, and 
environmental factors (nutrition and lifestyle) mainly during childhood [48]. Among 
all EVCs, the facial shape prediction is one of the major objectives when studying 
phenotyping, glimpsing the final “DNA facial composite”. The face morphology is 
studied from the distances between facial landmarks, as nostril width, lip width, 
distance between eyes, and face height. Some of the genetic markers associated with 
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facial features are initially found in syndromes and facial deformity disease studies 
(such as cleft palate, cleft lip, and other craniofacial dysplasia). Some of these markers 
are then correlated to craniofacial development and consequently linked to the normal 
variation of facial shape [19]. For example, PAX3 gene encodes a transcription factor 
present in neural crest cells, which was also related to Waardenburg syndrome and 
was later associated with the nasion position [49]. Other candidate genes have been 
identified following patterns similar to PAX3, such as PRDM16 and TP63. However, 
similar to height determination, each of these genetic markers seems to have a small 
contribution toward the total face morphology [19]. The approach used by Claes et al. 
[50] based primarily on data obtained from admixed populations employs a first step 
in which the sample ancestry and gender are used to create a base face, in which data 
from 24 SNPs will subsequently be used, to convey nose, lips, face roundness, jaw, 
chin, and supraorbital crest information to this primary face. Other studies also found 
significant associations with facial width, eyebrow width, distance between eyes, 
columella inclination, nose bridge width, nostril width, and mouth shape [51, 52].

3.5 Baldness

According to research, the genetic basis of male pattern baldness, also known as 
androgenic alopecia, is significant and accounts for roughly 80% of its heritability. 
The X chromosomes q12 region, which contains the genes AR and EDA2R, which are, 
respectively, directly linked to the synthesis of androgen receptor and ectodysplasin 
A2 receptor, the 20p11 region, and the genes EBF1, TARDBP, and HDAC9, which have 
the potential for prediction, are among the many loci that may be implicated. These 
five SNPs exhibit the highest association values as yet, with a total accuracy of 76.2%. 
The accuracy rises to 86.4% with the inclusion of 10 markers (rs1050286, rs1160312, 
rs4679955, rs962458, rs6625150, rs12007229, rs913063, rs6945541, rs1041668, and 
rs966881), showing that when paired with stronger markers, even SNPs with low 
prediction accuracy can have high accuracy [20, 52, 53].

3.6 Age estimation

It has been shown that age estimation of an individual benefits from epigenetic 
study using DNA methylation detection methods, which take a different approach 
from those previously shown here (SNP typing mostly). Because it completes the data 
gathered by the EVCs outlined here, age estimation is essential in the forensic context. 
By establishing the age range of the sample source, one may reduce the number of 
potential suspects while simultaneously improving the final face composite [54]. 
DNA methylation changes during the course of an individual’s life; levels increase 
during childhood and then decrease once they reach adulthood [55]. These changes 
can be detected and used to determine an individual’s age from biological samples 
with as few as seven markers and a variety of origins (tissues and bodily fluids) and 
in a variety of contexts (either from human remains or from a crime scene) with high 
accuracy (deviation of 3.15 years relative to the real chronological age) [56].

3.7 Ancestry

Certain DNA markers can disclose an individual’s ancestry, allowing for a thor-
ough investigation of their biogeographic contributions (Africa, Europe, Asia, and 
Amerindian). As a result, ancestry informative markers (AIMs) can be utilized to 
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infer someone’s ancestry, providing evidence to support potential witnesses or even 
providing fresh information regarding forensic evidence [54]. But when evaluat-
ing someone’s appearance, ancestry knowledge cannot be the only thing taken into 
account. One must understand the difference between ancestry and the false notion 
of race: a person’s percentage of ancestry will not always match how they appear on 
the outside. When AIMs demonstrate that there is no correlation between exterior 
traits (ethnic background) and evolutionary biogeographic origin, this is especially 
clear in samples of admixed populations (Figures 1 and 2) [54].

4. Conclusion

A complete “DNA facial composite” is already a spectacle for forensic prediction, 
according to the research presented here on genetic phenotyping. A set of genetic 
markers were found to be used to precisely predict the majority of human extremely 
visible characteristics for forensic use faster than ever. To confirm data from the 
global population and to examine the relationship between genetic markers and 
ancestry or other populations, additional diverse population studies are needed. 
These techniques are still utilized in forensic investigations with excellent accuracy, 
despite some ethical and legal challenges.

Figure 2. 
Current and emerging trends in human identification.

Figure 1. 
Flowchart showing the search results and screening process.
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Developing a Universal 
Identification Model: Integrating 
AI and IoT Tools with DNAFIDs to 
Recognize COVID-19 Patients
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Abstract

DNA fingerprinting identification systems based on artificial intelligence infuse 
almost every facet of life. Its impact on various aspects of human health can be seen 
today. It has also found its importance in the identification of global COVID-19 infec-
tions, whether suspected or proven, in patients. Because of the IoT and the applica-
tion of sophisticated filtering techniques to big data, it’s conceivable. The technology 
of DNA profiling, which creates detailed profiles of individual characteristics, is a 
necessity. This can be incredibly helpful in the acquisition process in certain circum-
stances when paired with other data. Many candidates’ medical and physiological 
factors are included in the Human Clinical Profile (HCP), as are social profile-related 
services. The government spends significant tax dollars vetting the physical and 
medical characteristics of various candidates for clinical care and purposes related to 
public health response. We propose a technique that may help analyze the physical 
traits of candidates preemptively and conduct forensic investigation for human iden-
tification, which may help reduce the cost of check-ups and other medical processes. 
This technique combines DNA profiling with artificial intelligence tools to pre-screen 
candidates for COVID-19 patients who require physical and remote monitoring. 
Further experiments done in a targeted manner are justification for the hypothesis.

Keywords: DNAFIDs, IoT, AI, COVID-19, HCP

1. Introduction

Compared to entirely distinct virus outbreaks or the vast majority of diverse 
ancient tragedies, pandemics like COVID-19 are current issues of a completely dif-
ferent sort. These diseases wreak havoc on communities around the world that lack 
immunity to them as a result, and their spread may be far faster and frequently more 
deadly than that of any comparable condition outbreak. It is imperative for our coun-
try to create a human database based on the medical and DNA fingerprinting ID mod-
els, which helps multi-purpose as per the requirements. India’s Aadhaar Card-Unique 
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Identification Authority of India is required to create a twelve-digit unique number 
for each resident of the country in order to continuously provide benefits to hun-
dreds of people through the use of various government insurance policies like Direct 
Benefit Transfer, Aadhaar with Aarogya Setu App-Enabled Biometric Group Action, 
and Registration Tool Methodology to be used through Central Authority Agencies. 
According to the following figure, discussions around Aadhaar have been contentious 
for a some now and are likely to continue for some time. This chapter’s goal is not to 
get involved in that debate, but rather to highlight the urgent need for emergency 
protection in social programmes against “Aadhaar-related problems.” Numerous such 
annoyances exist, frequently causing millions of people inconvenience or worse, espe-
cially those from underprivileged communities. A number of them have been listed 
in a number of surveys, papers, articles, statements, audits, petitions, tweets, and 
videos, but the warnings have largely gone unheeded. Even fervent Aadhaar propo-
nents should give these concerns more attention (Figure 1).

In this chapter, we will pay particular attention to and harness India’s identification 
models, such as the Aadhar Card, Voter ID, Passport, etc., and surpass their limita-
tions by synchronizing IoT for practical uses through DNAFIDs in order to stop the 
spread of COVID19 [1, 2]. AI technology that can recognize polymers can be used to 
identify patients as being ill.

Many international locations perform rhetorical DNA-databases to know pro-
prietors of crime associated stains [3]. Victimization compound to hint persons 
administrative body unit of measurement suspected of committing a criminal 
offense has been a basic boost in policing. Once compound identification is used 
accurately, it’ll assist to convict humans administrative body have dedicated serious 

Figure 1. 
Aadhaar challenges.
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crimes or discharge person’s administrative body unit of measurement harmless [4]. 
Compound data is also a pc data containing data of compound profiles. Generally 
there unit of measurement two distinctive sources of these compound profiles: crime 
scene compound samples and individuals’ compound samples. The employment of 
compound databases in crook investigations desires associate individual’s identifica-
tion to be discovered completely if there’s a healthy between their compound profile 
and a criminal offense scene compound profile. The rhetorical compound data also 
can assist crook investigators to line up hyperlinks between a singular suspect of a 
selected crime and fully completely different unresolved crimes, or can grant assist 
to become tuned in to plausible suspects whereas clearing fully completely differ-
ent suspects inside the first degrees of associate Investigation [5]. The political and 
economic investments inside the implementation of rhetorical deoxyribonucleic 
acid databases and so the moral troubles associated to their use and growth justify 
inquiries into their overall performance and ancient utility. The primary character-
istic of the rhetorical deoxyribonucleic acid data is to provide fits between persons, 
crime scene stains, that desires a delicate, enter of character profiles, and crime scene 
stains [5]. Our ride through these two instances indicates that rhetorical deoxyribo-
nucleic acid statistics base accustomed be integral to become tuned in to the killers. 
There’s associate degree current would like for higher public and coverage dialog 
as deoxyribonucleic acid databases amplify round the world. Some safeguards unit 
of measurement disbursed at the country wide or regional level, however there is 
associate degree absence of international requirements and a desire for larger social 
engagement and dialog [2]. Extensive data and deoxyribonucleic acid identification 
of criminals and assortment them will assist to pace up crime detection [6]. Larger 
deoxyribonucleic acid databases decrease crime rates, within the main in classes 
the place rhetorical proof is probable to be collected at the scene—e.g., murder, 
rape, assault, and automobile law-breaking. The prospect of beautiful a suspect in 
new crimes falls as databases grow, all told chance attributable to resolution effects. 
Back-of-the-envelope estimates of the marginal worth of stopping every crime 
endorse that deoxyribonucleic acid databases unit of measurement tons additional 
worth effective than altogether completely different frequent regulation group action 
instrumentality [5]. Forensic deoxyribonucleic acid databases have the manageable to 
forestall and see crime The introduction and growth of rhetorical deoxyribonucleic 
acid databases would possibly contain plausible threats to the protection of a vary 
of human rights. At the identical time, such databases have social edges. Supported 
statistics accumulated via associate degree on-line kind utilized to 628 humans in 
land, this paper targets to analysis the citizens’ temperament to relinquish voluntarily 
a pattern for identification and inclusion inside the National rhetorical deoxyribo-
nucleic acid data and so the views underpinning such a decision. Nearly one-quarter 
of the respondents would signify ‘no’, and this terrible response improved appreciably 
with age and education. The dominant temperament to be the inclusion of the person 
or girl genetic profile suggests associate degree acknowledgement of the inquiring 
realizable of rhetorical deoxyribonucleic acid applied sciences and a relegation of civil 
liberties and human rights to the background, as a result of the perceived blessings 
of defensive each society and so the character from crime. This reason is typically 
expressed by methodology of the thought that everybody residents have to be com-
pelled to be compelled to form a contribution to the growth of the National rhetorical 
deoxyribonucleic acid data for motives that change from the larger define assumption 
that donating a pattern for identification would be useful in struggle crime to the 
larger concrete recommendation that everybody folks (criminals and non-criminals) 
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have to be compelled to be compelled to be inside the data. The issues with the risks 
of exceptive the donation of a pattern for procedure and inclusion inside the National 
rhetorical deoxyribonucleic acid data unit of measurement further generally than 
not associated to lack of manage and inadequate or unsure pointers with reference to 
safeguarding individuals’ facts and oversight the get right of entry to and makes use 
of genetic info. By activity associate degree empirically-grounded grasp of the atti-
tudes involving temperament to relinquish voluntary a pattern for identification and 
inclusion throughout a National rhetorical deoxyribonucleic acid data, this resolve 
on the point of boot considers the citizens’ perceived blessings and dangers of opera-
tive rhetorical deoxyribonucleic acid databases. These collective views is also useful 
for the formation of worldwide frequent moral requirements for the advance and 
governance of deoxyribonucleic acid databases throughout a framework throughout 
that the citizens’ views unit of measurement taken into thought. DNA data coverage 
needs to search out a smart stability between these two positions, based entirely on 
the arrival of {a moral an moral} and ethical spectrum involving each consultants 
inside the neighborhood of forensics and regulation group action [7] and so the 
general public [8], especially, social businesses that unit of measurement a great deal 
of less concerned in biology [9]. DNA data for all residents than authorities concerned 
inside the fitness zone and in neighborhood and broad protection and regulation 
group action ([10], p. 601); older and immature contributors (more than sixty five or 
between fifteen and twenty four years, respectively) area unit these administrative 
body most often united with the transferring of records from deoxyribonucleic acid 
profile databases to native and State Security Agencies ([11], p. 143); and cognizance 
of the employment of deoxyribonucleic acid identification inside the identification of 
people accelerated markedly with employment.

In the case of Covid-19, AI functions just like the employment of facial cognizance 
to tune humans not sporting masks publically, or AI-based fever detection systems, 
as nicely as a result of the method of statistics gathered on digital systems and cell 
networks to music people’s latest movements, have contributed to the lawgiver group 
action of restraining measures inside the course of the confinement aimed toward 
containing the happening, for one durations. Chinese net search Brobdingnagian 
Baidu has developed a tool the utilization of infrared and facial cognizance tech-
nological ability that scans and takes footage of larger than 2 hundred humans per 
minute at the Qinghai train depot in capital of Red China. In Moscow, authorities unit 
of measurement the usage of automatic facial cognizance technological ability to scan 
investigation digital footage in academic degree try and choose out current arrivals 
from China, positioned at lower place quarantine for worry of Covid-19 infection. 
The assessment resolve regarding explored this digital or IoT-based applied sci-
ences that unit of measurement obtaining used for containment of pandemic unfold 
of COVID-19 round the globe. IoT intervention to fight the pandemic unfolds of 
COVID-19 and to grant fitness offerings at some purpose of this vulnerable quantity. 
AI (AI) is collaborating in several roles to limit the human interaction and involve-
ment to battle con to the COVID-19 pandemic. Services like disorder investigation, 
early warnings and alerts, digital tending facilitate, prognosis and prognosis, facts 
verification over social media, dominant social distancing and activity the lock-
down, remedy and cures, method and inspecting COVID-19 take a look at samples, 
investigation and observation folks even once a personal is carrying a face-mask and 
so the likes unit of measurement obtained from the AI-based technologies. Native use 
of IVR as if Aaroyga Setu in land has been in addition placed tremendous for tending 
facilitate, coverage and knowledge series on COVID-19.
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1.1 However computing will assist combat COVID-19

Artificial brain is contributory to combat the COVID-19 pandemic. Comes associ-
ated to material medical, scientific and consultation room care, or quality analysis 
to attenuate contagion has determined an essential ally in statistics science to make 
development and supply results. The pandemic brought on through COVID-19 is that 
the initial world public fitness disaster of the twenty 1st century. And today, a number 
of AI-powered initiatives based entirely on records science, computer learning or ‘big 
data’, area unit being used across an enormous vary of fields to predict, offer associ-
ate degree proof for and management the one among a kind eventualities caused by 
suggests that of the fitness crisis. As regards coding system of AI to analysis, work 
appears to be progressing at a modest pace.

2.  DNAFIDs (DNA fingerprinting identification system) database: 
functions and uses

In 1989, the first instance of a parentage dispute resolved by victimization in 
India used compound procedure technology. Since then, compound science has 
been employed to establish person identity, from crook instances to natural rhetori-
cal identification, as well as to decrease the incidence of paternity and maternity 
disputes [12].

The innovative development in forensic science of DNA fingerprinting aids in 
identifying people and is a crucial tool for molecular research that promotes human 
breeding. By analyzing distinctive DNA patterns, the DNA fingerprinting model 
was essential in identifying specific persons among millions of others. A technique 
called DNA fingerprinting finds several minisatellites in a genome at once to create 
a pattern that is specific to a certain person. In this research project, we analyzed 
DNA fingerprinting-based identification and developed a DNA fingerprinting-
based identification model together with a DNA database management system for 
360-degree interlinking, meaning that all services and advancement will be advanced 
by DNAFIDs and database.

Y. Pal, S. Kumar, M. Singh et al. [2] To improve all administrations and innova-
tions, for instance, DNAFIDs and data sets will be utilized. The UML class model 
approval process through FSM has been addressed by Yogesh Pal [1]. This is dem-
onstrated by a production of the progress table examined for Interlinking of DNA 
Models with Aadhaar Real-Time Records for Enhanced Authentication.

3. IoT and AI-based smart healthcare: applications

DNA Profiling, artificial intelligence (AI), and the internet of things (IoT) are 
interconnected research areas that have a significant influence on the creation of 
improved personalized healthcare systems. Research into smart healthcare is exten-
sive [12], there is a vast body of literature in the field of smart health care that covers 
IoT, IoMT, medical signals, AI, edge, and cloud computing at varying rates and 
utilizing various methodologies. To the best of our knowledge, there has not been a 
comprehensive review of contemporary edge and cloud computing, IoT, IoMT, medi-
cal signal utilization and fusion, privacy, and security in the field of smart health care. 
The goal of this survey was to provide a formal classification, a detailed comparative 
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context, and privacy and security in smart health care for IoT, IoMT, edge and cloud 
computing. The study examined the utilization of IoT, IoMT, and medical signals as 
well as the combination of sensors, edge computing [13]. The use of artificial intel-
ligence (AI) technologies in the medical industry has a long history of advancement. 
Diverse research teams have also been motivated to keep investigating AI in-depth as 
a result of several persistent issues and obstacles in the medical industry. AI technol-
ogy has become increasingly frequently used in the medical industry as a result of the 
development of cutting-edge technologies like the Internet of Things (IoT), cloud 
computing, big data, and 5G mobile networks. Additionally, the comprehensive inte-
gration of AI and IoT technology enables the steady enhancement of medical diagno-
sis and treatment capacities in order to deliver services to the public more successfully.

4.  Proposed model: Integrating AI and IoT tools with DNAFIDS to 
recognize COVID-19 patients

An RDBMS was used to build the DNA fingerprinting database system. Based on the 
current widely used open source programme SQL Server, the database is implemented. 
Entity relationship model is shown in Figure 2. (ERD). First, we determined the 10 
entities and 4 relationships that Chen’s ERD notation used to express the ERD. Using the 
ERD as a foundation, a table-like model is built. In Figure 2, the “PCR” and “CE” entities 
are divided into two tables, respectively: “PCR” and “PCR well” and “CE” and “CE well”. 
The wells in the plate are described and precisely located using these tables, which also 
provide extra information. The source of the sample connects all the parties, and they 
are all linked together by fundamental details like primers, panels, and detection tools.

Figure 2. 
E-R diagram for DNA fingerprinting database system.
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Basic data, testing data, and fingerprint data are all included in the DNA finger-
print database. Bar code numbers or IDs are used to link these databases together. 
The DNA Fingerprinting Database System holds fingerprint data and fingerprint 
picture information in separate files in order to address the issue of fingerprint data 
compatibility with various human primers. The fingerprint data file is linked to the 
fingerprint image’s storage path information, and after that, the fingerprint data 
file path information is saved in the fingerprint data’s basic information table. The 
fingerprint data file only has to be updated with new data when loading and updat-
ing fingerprint data and fingerprint images. The issue of slow operations, such as 
those caused by queries that access a database, is avoided by this method. With the 
use of the Adhaar Card database, DFD of AI & IoT, DNAFIDs, and other technical 
support, we examine the theoretical foundations of the suggested model (Figure 3).

From the aforementioned DFD and ER diagram, it can be inferred that DFD is an 
effective modeling technique for a variety of research topics, allowing one to show both 
the static and dynamic behavior of the system. The work mentioned above is based on 
the validation method used by DFD for Integrating AI and IoT Tools with DNAFIDS to 
Recognize COVID-19 Patients. Additionally, this DFD created a DNAFIDs model that 
illustrates the entire process of DNA profiling [2]. A variety of test cases taken from the 
FSM are used to validate the proposed model for DNA profiling/DNAFIDs.

Figure 3. 
DFD: Integrating AI and IoT tools with DNAFIDS to recognize COVID-19 patients.
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5. Conclusion

The modular architecture efficiently demonstrated the benefits of combining AI 
and IoT tools with DNAFIDS to identify COVID-19 patients. DNA biometrics for 
more uniqueness in USID to add an additional layer of security With the aid of API, 
contemporary security technologies, and internet accessibility, the integrated tech-
nique aids in communicating a state of concern to the government. There will be no 
need to use several IDs.
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Chapter 5

Comparison of Risk Factors  
and Preventable Causes of 
Unnatural Deaths from 1990 to 2017
Nimra Ishfaq

Abstract

The aim of this study is to identify the possible risk factors and preventable 
causes of unnatural deaths. By doing so recommendations can be made to authori-
ties to help create a safer environment for society. A retrospective, descriptive study 
was carried out and randomized samples were collected. A total of 772 medico-legal 
autopsy reports from 1990 to 2017 were divided into two groups for analysis and 
data collection. Group A consists of autopsy reports from 2016 to 2014 and Group B 
consists of autopsy reports from 1990 to 1996. Information such as age, sex, occupa-
tion, and brief facts about the case were collected. Nature of violence and cause of 
death were also studied. The trends between the two groups were then noted and 
compared and discussed. The commonest cause of death is homicidal in nature. The 
second highest nature of violence is accidental cases for example falling from trees, 
roofs, or brawling or falling due to old age. Firearms are the most commonly used 
weapons. The most likely to be at risk of unnatural death is a young, healthy male 
adult of age group of 21–30 and 31–40. Females of age group of 21–30 and 11–20 are 
more at risk.

Keywords: risk factors, preventable causes, unnatural deaths, firearms,  
sharp-edged weapons

1. Introduction

Over the past few decades, there has been a noticeable rise in crime and a  
corresponding rise in cases of unnatural deaths. In a study carried out in Karachi in 
2009, out of 2090 medico-legal autopsies 98.7% were found to be unnatural deaths 
[1]. A death is considered unnatural if it is homicidal, suicidal, accidental, or due 
to some other violent or unexplained cause [2]. It is in the best interest of society to 
work toward reducing the number of medico-legal deaths. This will lessen not only 
the economic burden but also the psychological and emotional stress that results in 
depression and post-traumatic stress disorder [3]. Such circumstances reduce the 
overall productivity and mental health of a society. It is necessary to reduce deaths. 
A risk factor is anything that increases the likelihood to suffer harm. It may be sex, 
occupation, or even geographical location.
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In a study for risk factors of unnatural deaths, fatal accidental intoxication 
was found to be associated with male gender, use of heroin, and use of cannabis. 
Death from intoxication/injury of undetermined intent was associated with 
heroin use as well as binge drinking of alcohol and previous psychiatric hospi-
talization. Death from suicide was associated with previous suicide attempts and 
sedative use [4].

The aim of this study is to identify possible risk factors and preventable causes of 
unnatural deaths. By doing so recommendations can be made to authorities to help 
create a safer environment for society.

2. Materials and methods

• Study type: A retrospective, descriptive study

• Sampling technique: Randomized samples were collected. A total of 772 medico-
legal autopsy reports from 1990 to 2017 were divided into two groups for analysis 
and data collection. Group A consists of autopsy reports from 2016 to 2014 and 
Group B consists of autopsy reports from 1990 to 1996.

• Information like age, sex, occupation, and brief facts about the case was col-
lected. Nature of violence and cause of death were also studied. The trends 
between the two groups were then noted and compared and discussed.

• Place of study: Conducted in Forensic Medicine department KEMU, Lahore, 
Pakistan.

• Duration of study: 5 months from March to June (2017)

• Inclusion and exclusion criteria: Severely decomposed bodies and cases where 
cause of death was unidentified were excluded

3. Results

Table 1 illustrates the age wise distribution that shows that most likely healthy 
young male adults are at risk to suffer death. For analysis, the data has been divided 
into two groups. Group A comprises of 665 cases from the year 2014–2016 and Group 
B comprises of 107 cases from 1990 to 1996. Group A shows that the highest number 
of unnatural deaths for males was in 2014 (210, 91.7%). However, the highest number 
of deaths for females was in 2016 (44, 18.6%). The ratio of male to female deaths is 
the same for Group B (4.35:1) and for the year 2016 in Group A highlighted in yellow 
in Table 1. It is interesting to note that two samples of data almost 20 years apart 
have presented with the same ratio and could provide basis for further study. The age 
group most likely to be affected for males is 21–30 with 2014 presenting with the most 
cases (57) followed by 2015 (43), 2016 (41), and group B (34). The second highest 
affected age group is 31–40. The most cases are presented in 2014 (51) followed by age 
group 41–50.
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The trend seems to be similar for both Group A and B for males but the trend is 
different for females. For females, the age group most likely affected is also 21–30 but 
this time the highest number of cases is seen to be in 2015 (16) followed by 2016 (11), 
2014 (7), and group B (5). It is followed by 11–20 as the second highest affected age 
group with 2015 of group A again presenting the most number of cases (9).

Table 2 illustrates the nature of violence in which homicide is the commonest for 
both sexes. The year with the highest number of cases for males is 2014 (92) followed 
by 2016 (88) and Group B (82). 2015 has the lowest number of cases (77) for males. 
Females present with the highest cases in 2016 (31) followed by 2015 (27), 2014 (18), 
and group B with 16 cases.

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

Range 
(years)

Female Male Female Male Female Male Female Male

0–10 8 3 4 5 2 8 3 2

11–20 7 14 9 11 4 12 5 12

21–30 11 41 16 43 7 57 5 34

31–40 5 43 5 39 3 51 2 14

41–50 6 37 2 37 1 34 3 12

51–60 5 32 1 17 0 28 2 10

61–70 2 22 0 9 1 19 0 3

>70 0 0 1 1 1 1 0 0

Total 44 
(18.6%)

192 
(81.3%)

38 
(19.0%)

162 
(81.0%)

19
(8.3%)

210 
(91.7%)

20
(18.6%)

87
(81.3%)

Table 1. 
Age-wise distribution.

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

Type Female Male Female Male Female Male Female Male

Homicide 17 53 19 61 15 79 9 59

Suicide 0 0 0 0 0 0 0 0

Accidental 1 14 1 4 0 5 0 13

RTA 0 12 3 0 0 1 2 9

Industrial 0 0 0 0 0 0 0 1

Burn 6 6 1 4 0 0 5 0

Strangulation 7 3 3 8 3 7 0 0

Total 31 88 27 77 18 92 16 82

Table 2. 
Nature of violence.
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Line chart 1.

The highest number of homicidal cases is 79 in 2014 for males and 19 cases in 2015 
for females. The lowest number of homicidal cases is 53 in 2016 for males and 9 cases 
in group B for females. The second highest nature of violence is accidental cases for 
example falling from trees and roofs or brawling or falling due to old age. The highest 
number of cases was present in 2016 (14) followed by group B (13) for males. RTA (road 
traffic accidents) is third commonest with the highest number in 2016 (12) followed 
by group B (9) for males. The trend seems similar to that seen in accidental cases. 
Strangulation is the fourth commonest with the highest number of cases being 8 in 2015 
for males and 7 in 2016 for females. The trend for burn cases is erratic. Both males and 
females presented with equal number of cases (6) in 2016 but in 2015 the ratio for males 
to females is 4:1 and in Group B only 5 female burn cases were found. 2014 presented 
zero burn cases. Number of cases due to industrial causes and suicide was almost zero.

Table 3 illustrates the commonest mechanism of death is hemorrhagic vascular 
with the most number of cases being 75 for males in 2014 followed by Group B (69). 
For females, the highest is 16 in 2016 followed by 14 in 2015. However, there is only 
1 case of hemorrhage in 2014 for females. The second most common mechanism is 
neurogenic/shock/coma. Both 2016 and group B have the highest cases for males (15). 
For females, the highest number of cases is 10 in 2015. Septicemia/infection is highly 
uncommon in Group A but is prominent with 10 cases for males in Group B. Asphyxia 
is more common in females in 2016 (7 cases) but more common in males in 2015 (8) 
and 2014 (7). In Group B, there are zero cases of deaths by asphyxia.

Table 4 shows that firearms are the most commonly used weapons in 2014 (54 
cases) and Group B (53 cases) followed by 29 cases in 2015 and 28 cases in 2016. 
The highest number of cases with blunt weapon/means used are in 2015 (46 cases) 
and 2014 (44). Compared to the other choice of weapons, sharp edge weapons are 
uncommon with the highest number of cases being only 17 in Group B and the lowest 
number of cases being 6 in 2014.
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In Table 5 in Group A, the organ with the highest rate of damage is the brain. 
2015 presents with the highest number of cases 48 followed closely by 2014 with 47 
cases and 2016 with 39 cases. But Group B has only 17 cases that involve the brain, 
while the organ most damaged is the lung with 40 cases followed by 2014 (30 cases), 
2015 (16), and 2016 (18). For liver highest number of cases is 24 in Group B and 
13 in Group A (2014). The second highest organ damaged in Group B is heart with 
26 cases but the cases decrease in number in Group A with the highest number of 
cases being only 14 in 2014. Most number of cases involving intestines in Group B is 
18. The number of cases involving kidneys decrease from Group B (10) to Group A 
(2016 with 4 cases).

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

Type Female Male Female Male Female Male Female Male

Hemorrhagic/
Vascular

16 48 14 52 1 75 2 69

Neurogenic/
Shock/coma

0 15 10 9 2 9 8 15

Septicemia/
Infection

1 1 0 2 0 0 3 10

Asphyxia 7 3 3 8 3 7 0 0

Total 24 67 27 71 6 84 13 94

Table 3. 
Mechanism of death.

Table 4. 
Nature of weapon.
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Table 6 illustrates that deaths involving head injury alone are the highest in group 
A with 30 cases in 2016 followed by 2015 (22) and 2014 (20). In Group B deaths 
involving abdominal injury and bony fractures are more common with 20 cases each.

Table 7 highlights that tuberculosis has been a major cause of death in 2016 with 
45 cases and in 2014 with 33 cases. Chronic inflammatory lung disease is the second 
commonest cause with 35 cases in 2016 (Table 8).

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

Brain 39 48 47 17

Heart 8 5 14 26

Lungs 18 16 30 40

Liver 9 5 13 24

Diaphragm 1 3 6 12

Stomach 7 3 8 21

Intestines 12 4 12 18

Kidney 4 5 2 10

Table 5. 
Organs and viscera involved.

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

Chest injury 17 9 11 10

Abdominal injury 11 10 15 20

Head injury 30 22 20 13

Multiple injuries 12 8 10 10

Bony fractures 10 6 8 20

Limbs 2 4 2 0

Table 6. 
Associated injuries.

Group A Group B

2016 (236) 2015 (200) 2014 (229) 1990–1996 (107)

T. B 45 29 35 4

COPD 22 23 30 0

CILD(lung) 35 34 35 3

CILD (liver) 12 8 14 0

Meningitis/ encephalitis /
coronary disease

3 2 5 0

Table 7. 
Natural deaths.
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4. Discussion

The most likely to suffer from an unnatural death is a healthy young male adult. 
The age group with the most frequent deaths is 21–30 for both sexes with the second 
highest age group being 31–40 for males and 11–20 for females. For the highest age 
group, 21–30 for males, 2014 presented with the most cases (57) followed by 2015 
(43), 2016 (41), and group B (1990–1996) showed 34 cases.

A study carried out in Peshawar, Pakistan studied a total of 3265 autopsies. 2839 
were male and 426 were female showing a ratio of 6.66:1 [5]. In a study carried out in 
India in 2020, 10.3% of total deaths were unnatural and were greater in the population 
aged 10 to 45 years. The unnatural mortality rate was found to be 0.84 per 1000 among 
the male population and 0.49 per 1000 among the female population [6]. However, in 
another study in India in 2014, 74% of the victims of unnatural deaths were found to 
be adolescents and were 3 times more common than other age groups [7]. In a study in 
Shanghai, China in 2015, the male-to-female ratio of unnatural deaths was 2.02:1, and 
the average age was 40.9 [8]. These findings may probably reflect the more active role 
males have in society. Young men are more prone to imitate violent acts displayed on 
entertainment media or peer pressure to participate in criminal activities [9].

The commonest nature of violence as shown in Table 2 is homicide followed by 
strangulation, burn, accidental, and then RTA (road traffic accident) in Group A. The 
trend is similar in Group B, however, there are zero strangulation cases and accidental 
cases are the second commonest. The trend in homicidal cases as seen in Table 2 indi-
cates that homicidal cases involving females are much less in number than males. This 
is similar to several other studies in Pakistan indicating that this may be significant 
[10–12]. The slope rises from right to left, which shows that female homicidal cases 
have increased in the last 30 years but it is the opposite case for males. In addition, 
there is a sharp increase in male homicidal cases in 2014 (79 cases).

A study conducted in South Africa noted the frequency of death from homicide and 
factors associated with homicide death. The study took place between 2000 and 2008 
and reported 536 homicide-related deaths. The overall homicide rate was 66 deaths per 
100, 000 person-years of observation [13]. A study in the Netherlands among 2130 
homeless persons found the most frequent cause of death to be unnatural deaths (26%). 
Of these suicide and homicide were responsible for 50% [14]. Another study in Ontario, 
Canada investigated homicide cases over a period of 1999 to 2012 and found that 

Group A Group B

Geographical Locations 2016 (236) 2015 (200) 2014 (229) 1990–1996
(107)

Total

City Division 131 90 115 42 378

Civil Lines Division 52 35 44 23 155

Cantonment Division 33 30 29 15 107

Iqbal Town Division 10 24 15 14 68

Model Town Division 8 10 11 11 40

Sadar Division 10 11 15 2 38

Total 234 200 229 107 772

Table 8. 
Geographical locations.
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victims were mostly young males of 15–29 years. The trend of homicides followed an 
upward increase and the overall rate was found to be 3.85 per 100,000 population [15].

A study by Kleeman and Fischer in 1994 examined a group of homicide victims 
over the years 1978–1988 to determine the causes of their injuries. Out of 251 cases, 
they found that 51.4% of homicide victims had injuries due to blunt trauma, 31.9% 
were due to sharp trauma and 29.5% were from strangulation. Shootings were found 
to be less common (18.7%) and other types of traumas were around 4.0%. The most 
common victims of blunt force trauma and sharp trauma were male, 51.9% and 
33.6%, respectively. Females demonstrated injuries due to blunt trauma (50.8%) as 
well as strangulation (47.5%). Women were commonly murdered by the aggressor’s 
bare hands within the setting of conflicts in relationships. In 36.7% of all cases, 
injuries were caused by a combination of aggressive traumas [16].

In yet another study from Western Norway, cases of 196 homicide victims from 
1985 to 2009 were investigated. The median age of the victims was 35 years, including 
both genders. 113 of the victims were male and 83 were female. Most of the victims 
were killed by blunt trauma, sharp injury, or gunshot wound. The body region most 
often injured was found to be the head area. Female victims were more likely to be 
killed by strangulation than male victims [17].

An analysis of female homicide victims during a 10-year period was carried out 
in Taiwan. Among 220 adult victims, 114 were killed by intimate partners and 106 
were killed by non-intimate partner offenders. The most common site of injuries was 
the neck and the upper limbs, respectively. The most common causes of death were 
strangulation and sharp force injury. The area of heart was injured more frequently in 
victims attacked by intimate partners than by other types of offenders [18].

The male-to-female ratio for burn cases in 2016 is 1:1 but in Group B, the only 
burn cases were of 5 females. This may be due to the honor killings that are now less 
common because of a more educated society. Burn victims accounted for 10.79% of 
medico-legal deaths studied in Kanpur, India over a period of 1 year [19]. In a study in 
Cairo, Egypt over a five-year period (2006–2010), around 3981 cases of autopsies were 
investigated. Out of these cases, 106 (2.66%) were found to be burn victims [20].

A total of 109 cases of death due to fatal burns were studied in Mumbai, India 
from 2014 to 2015. Cases were studied with respect to marital status, alleged history 
of dowry death, manner of death, history of psychiatric illness, chronic diseases, 
previous suicidal attempts, etc. Out of the 109 cases, females accounted for 92 cases 
(84.4%). Accidental deaths were 71 in number (65.14%). Sixty-seven cases (61.47%) 
of death due to septicemia and 42 (38.53%) died due to shock [18].

In yet another study in Nagpur, India, 384 cases of medicolegal deaths were 
studied. It was found that deaths due to burning accounted for 21.6% of all cases. 
Female victims were seen more than males (74.2%) with a male–female ratio equal to 
1:2.9. Most of the victims of burn deaths were between 11 and 40 years with peak at 
21–30 years (47.1%). The commonest manner of death by burning was accidental in 
nature (75%) by suicidal and homicidal burning [21].

Table 3 illustrates that the most common mechanism of death is hemorrhagic/
vascular followed by neurogenic shock/coma and then asphyxia while septicemia is 
the least common in both groups. The results of Tables 2 and 3 can be explained after 
looking at Table 4, which presents the choice of weapon. Firearm is the most frequently 
used weapon in both group B and 2016 of group A, whereas blunt weapon/means is the 
more common choice of weapon in 2015 and 2014 of group A. This reflects that owner-
ship of firearms in society is not kept under proper supervision and may be in the hands 
of unlicensed owners. Theft and robberies are carried out more and more with firearms 
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[22]. In 2016, 251,000 people died from firearm injuries around the world [23]. Blunt 
weapons and means are now more common than they were 30 years ago in group B. 
This may be due to the increase in violence and crime rates and gangs. In 2020, around 
1,313,105 violent crimes were reported in the United States, which was an increase from 
the year 2019 when 1,250,393 violent crimes were reported [24].

Table 5 reveals that in the last 30 years, the most likely damaged organ has 
changed from lungs to the brain. Also, cases involving the heart, liver, stomach, 
intestines, and diaphragm have decreased but cases involving kidneys have increased 
in number. Table 6 of associated injuries helps to shed light on the findings of Table 
5. These cases are where the major injury related to death is abdominal injury alone or 
head injury alone or chest injury alone. The cases of head injuries (20 cases) in group 
B have shown an increase of almost 50% that is up to 72 cases in Group A. Abdominal 
injuries on the other hand occurred more frequently in group B. Cases involving chest 
injuries are second most frequently occurring.

There is plenty of data in similar studies carried out in Pakistan that corresponds 
to our findings that head injuries are most common in homicidal cases followed by 
Chest injuries. A study carried out in Karachi in 2012 found that head injuries were 
at 44.2% and the second commonest were chest injuries at 28.5% [25]. In Brazil from 
2015 to 2018, head injuries were identified in 168 homicide victims and accounted for 
68.3%. The study also found an association between the presence of head injuries and 
number of injuries (p < 0.05) [26].

Table 7 titled natural deaths showcases interesting results. Out of 772 medico-
legal autopsies, there were 113 cases (14.6%) of tuberculosis [TB] and 75(9.7%) 
cases of chronic inflammatory lung disease [CILD]. This displays that TB and other 
respiratory diseases are risk factors. The incidence of increase in Tb may be largely 
due to the rise in population that the economy cannot support resulting in cramped 
living spaces. In 2019, approximately 1.21 million HIV-negative patients died of TB 
[27]. According to World Health Organization (WHO), the association between TB 
and poverty is mediated by overcrowding, poorly ventilated housing, malnutrition, 
smoking, stress, social deprivation, and poor social capital [28]. For effective control 
of spread of TB, there is need for development of an effective surveillance system, 
improved speed of diagnoses of cases, improved healthcare in rural areas, and 
increased provision of healthcare staff and laboratory facilities [29].

According to data collected in the United States in 2020, the top 3 causes of 
preventable deaths were poisoning, motor vehicles, and falls accounting for 86% of 
all preventable causes [30]. According to a study carried out in Finland, accidental 
deaths and suicide mortality rates of men were 2–13 and 2–3 times those of women, 
respectively. Deaths due to homicide were less prevalent among either sex [31]. In 
2010, a study in Germany reported a total of 14,441 unnatural deaths (suicide, traffic 
accidents, and homicide). Of those, 10,021 subjects (69.4%) committed suicide, 3942 
(27.3%) died in traffic accidents, and 478 (3.3%) were murdered. Suicide death rates 
were 3 times higher in men than women [32]. A Suicide appears to be a risk factor 
for unnatural deaths and may be prevented by awareness of mental health issues. 
Seminars may be held on mental health awareness and pamphlets can be published 
with information on recognizing suicidal tendencies in people prone to anxiety and 
depression. A study in the United Kingdom investigated the prevalence of suicide 
ideation in patients with psoriasis. Patients with psoriasis were found to have an 
increased risk of depression, anxiety, and suicidality. The study took place from 1987 
to 2002 and estimated 10, 400 diagnoses of depression, 7100 diagnoses of anxiety, 
and 350 diagnoses of suicidality and were attributable to psoriasis annually [33].
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Study of risk factors and preventable causes of unnatural death allows for making of 
health policies, which may help to prevent rise in cases of unnatural deaths. A death is 
considered unnatural if it is homicidal, suicidal, accidental, or due to some other violent 
or unexplained cause. The preventable causes include homicide, suicide, accidents, 
etc. Homicide death is death at the hands of one human being to another human being. 
Accidental deaths are described as deaths occurred due to accidents. Suicide is death 
voluntarily or intentionally by a human being to his or herself. Some unnatural deaths 
may have an undetermined cause that cannot be found by autopsy [34]. A study con-
ducted in Germany aimed to identify frequency and causes of unnatural deaths among 
infants, 339 cases were investigated over a three-year period (from 1998 to 2001). The 
frequency of unnatural deaths was found to be 5.0% (n = 17). The causes of death 
included head injury (n = 7), where n = number of cases, suffocation (n = 5), poisoning 
(n = 2), neglect (n = 2), and septicemia due to aspiration of a foreign body (n = 1) [35].

Homicide, Suicide, and accidental deaths or undetermined causes of unnatural 
deaths may decrease the mental health of a society. A study carried out in Denmark, 
in 2001 by Hiroeh and Appleby, showed that 25% of 17,892 psychiatric patients died 
from unnatural causes. Patients with schizophrenia or other diagnosed mental dis-
orders were shown to be at increased risk for death by homicide. Alcoholics and drug 
users were at increase for death by both homicide and accidents, and risk of death by 
suicide was highest among drug users [36].

Suggestions can be made to health policymakers to decrease such causes. Homicide 
can be prevented by improved law enforcement and surveillance of areas where homi-
cide deaths are more likely to occur. In a study, in 2018 in United States, data on 54,170 
deaths was collected and 24% were found to be due to homicide. Increased security 
around areas where homicidal deaths are more likely to occur will help to decrease the 
frequency of homicidal deaths [37].

According to a study carried out in the United States by Post and Mason in 2021, 
surveillance on gun usage and gun policy may decrease homicide due to firearms. 
The results of the study showed that the Federal Assault Weapons Ban (FAWB) 
(1994–2004) had a positive impact in discouraging firearms. The FAWB prevented 11 
public mass shootings during the decade it was in effect. Linear regression analysis of 
the data showed that continued implementation of the FAWB would have prevented 
30 public shootings and saved the lives of 339 people and 1139 injured people [38].

Deaths from unnatural causes are preventable. Identifying risk factors may allow 
health policymakers a greater depth of understanding of the needs of the population 
when designing public health guidelines. Appropriate safety measures can be put 
into effect more easily. Previous literature on the subject is sparse. The aim of this 
study is to address this gap and identify the risk factors associated with unnatural 
deaths in a third-world country. In this study, factors such as male gender, younger 
age, and geographical areas with higher crime rates have been identified to increase 
the likelihood of unnatural death. In a study by Wilson and Gaugrhan in 2019, factors 
associated with unnatural mortality in patients with serious mental disorders were 
studied. Patients with serious mental disorders who died from unnatural causes were 
likely to be of younger age, male or have a psychiatric diagnosis, or have been recently 
discharged from a psychiatric hospital [39].

The importance of reducing deaths related to unnatural causes is many folds. 
Firstly, the economic burden on society can be reduced and psychological stress of 
families suffering from loss of loved ones can be reduced. Such emotional distress 
leads to mental distress furthering the risk of mental health disorders. The overall 
productivity of society can be reduced if these stressors remain prevalent. A study 
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analyzing pattern of deaths in Dhaka Medical College, India found 1725 unnatural 
deaths out of 1772 total deaths. The frequency of causes was 69% road traffic acci-
dents, 12% homicide, 8% suicide, and 3% natural. Burn, electrocution, and others 
causes comprised the rest [40].

Identifying factors and their reduction can help to increase the socioeconomic 
wealth and leads to improved well-being of a society. A healthy society can lead to 
improvement in functioning and can lead to further success such as in economy and 
infrastructure. A study in Lucknow India from 2008 to 2012 identified the causes 
and epidemiological aspects of unnatural deaths in the elderly. There were 3165 male 
victims and 1240 female victims. Unnatural deaths were higher in rural (64%) than 
in urban (37%) areas. Accidental deaths were the most common manner of unnatural 
deaths (59%), followed by suicidal deaths (34%) and homicidal deaths (7%) [41]. 
Rural areas where socioeconomic wealth is low show higher risk of unnatural deaths 
indicating that improvement in socioeconomic wealth of society will improve well-
being and will likely decrease the risk of unnatural deaths.

This present study aims to fill the gap in current research on preventable causes of 
unnatural deaths and their associated risk factors. Further research on this topic can 
benefit society by helping to further supplement understanding of the areas that need 
improvement and can, therefore, decrease the likelihood of unnatural deaths.

5. Conclusion

The most likely to be at risk of unnatural death is a young, healthy male adult of 
age group of 21–30 and 31–40. Females of age group of 21–30 and 11–20 are more at 
risk. The most common nature of violence is homicide followed by strangulation, 
burn, accidental, and then RTA (road traffic accident). The commonest mechanism 
of death is hemorrhagic/vascular followed by neurogenic shock/coma and then 
asphyxia while septicemia is the least common. Firearm is the most frequently used 
weapon followed by blunt means/weapon and Sharp-edge weapon. Frequently associ-
ated injury is head injury followed by chest injury. TB, CILD, and other respiratory 
diseases are likely to be preventable causes.

© 2023 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 6

Perspective Chapter: Sexual 
Cybercrime – The Transition 
from the Virtual Aggression to the 
Physical Aggression
Mohammed Hedidi

Abstract

Cybercrime is all criminal offenses committed on telecommunications networks 
in general and more particularly on the Internet. Sexual cybercrime promotes the 
transition from virtual sexual assault to physical or bodily assault, the victims of 
which are often women and children through intimidation and harassment as well as 
the absence of consent. The damage caused by the cybersex crime of the victims can 
lead to serious repercussions on their physical and mental health. The obligation of 
the fight against this social scourge has imposed its analysis on several ways to gener-
ate the means of protection because it is the only way to preserve our families and our 
children particularly from being victims of sexual cybercrime.

Keywords: cybercrime, sexual cybercrime, virtual aggression, physical aggression, 
women, children

1. Introduction

Cybercrime is a polymorphic concept that can concern classic offenses committed 
through digital technologies, as well as new offenses, born from the very essence of 
computing. it concerns all the criminal offenses committed on telecommunications 
networks in general and more particularly on the Internet, such a space known by 
the importance of the use of social networks by Internet users whose object is to 
carry out communications, share information, and develop private and professional 
relationships.

Several types of cybercrime have been counted and promote the transition from 
virtual sexual assault to physical or bodily assault, the victims of which are often 
women. In addition, the child, in the absence of consent, can be a target of cyber 
predators or even an object of sexual abuse and pornographic exploitation.

The psychological damage caused by psychotrauma due to sexual cybercrime 
isolated or associated with physical bodily aggression can manifest itself in serious 
psychological or even psychiatric disorders on the health of the victims.
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The obligation to fight against this social scourge has imposed its analysis in order 
to seek means of prevention and protection of victims through the development of 
cyber security and the creation of legislative texts devoted to the protection of sexual 
cybercrime.

2. The concept of cybercrime

2.1 The cyberspace

Cyberspace is a domain where data is stored, changed, and exchanged via physical 
infrastructures connected to networks and systems and the electromagnetic and elec-
tronic spectrum. The Internet is a vast, unending area known as cyberspace. You can 
think of computer transactions as taking place in space, especially when they happen 
between various computers. Cyberspace is where text and images on the Internet exist. 
The phrase serves as a moniker for the made-up space in which a virtual object lives 
when used in connection with virtual reality. A building is considered to be in cyber-
space if a computer generates a picture of it that enables the architect to virtually “walk 
in” and assess the nature of a design. An organized criminal attack on cyberspace and 
cyber security is known as cybercrime. Cybercrime, such as hacking into computers, 
can be committed through a network system, clicking on strange links, connecting to 
unauthorized WiFi, downloading software and files from dubious websites, consum-
ing energy, emitting electromagnetic radiation, and other methods [1].

The National Security Presidential Directive (NSPD), published on January 
9, 2008, Cyberspace is described as “the interdependent network of information 
technology infrastructures, including the Internet, telecommunications networks, 
computer systems, and embedded processors and controllers in critical industries” in 
the National Security Presidential Directive (NSPD), which was released on January 
9, 2008. However, there is not a single definition of cyberspace in place right now. 
Cyberspace can be viewed as both a collection of all information systems and as the 
information environment in which people live in the information age. It is therefore 
preferable to think of cyberspace as both an information space and a network space. 
The first conception emphasizes the fundamental quality of information, while the 
second emphasizes the crucial component of network-based interconnectedness [2].

2.2 The cybercrime

The word “cybercriminal” sounds like it should be used to describe a character 
from a William Gibson novel, but these individuals are all too real and regularly 
cause havoc in our increasingly online society. In order to combat the growing use of 
the Internet for criminal activity, the government announced a £25 million program 
in April 2001 that included the establishment of a National High-Tech Crime Unit. 
With 43% of the population labeling cybercrime as a “concern,” the internet world is 
becoming more open to criminal activities [3].

At an organizational level, there are differences globally in cybercrime definitions. 
Additionally, some organizations do not even define cybercrime. For instance, there is no 
official definition of cybercrime provided by the U.S. government, making it impossible 
to distinguish it from other common criminal offenses or other types of cyberthreats [4].

For the council of Europe cybercrime convention, cybercrime is defined as action 
directed against the confidentiality, integrity and availability of computer systems, 
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networks and computer data as well as the misuse of such systems, networks, and 
data by providing for the criminalization of such conduct [5].

Cybercrime is a term used to describe criminal activity in which computers or 
computer networks are utilized as a tool and in the commission of the crime. The 
prevalence of online crime has increased as the PC has become essential to business, 
government, and entertainment. The three main components of computer crime are 
unauthorized access to computer systems, information alteration, and theft of pro-
tected intellectual property. Cybercrime encompasses a wide range of profit-driven 
criminal activity, including identity theft, email and internet fraud, efforts to steal 
financial accounts, and data theft from businesses. Cybercriminals employ a variety 
of methods to carry out cyberattacks and are constantly looking for new methods and 
talents to master without being concerned about being detained or arrested. Malware 
infection of systems and networks is a technique used to harm installed software or 
data. Cybercriminals also try to target websites in an effort to alter or remove infor-
mation, gain unauthorized access to, or modify databases. Cybercrime also frequently 
takes the form of illegal gaming, the sale of illegal goods including narcotics and 
firearms, and the creation, possession, or dissemination of child pornography. It 
might also involve the illicit global use of remote technologies to steal corporate or 
governmental secrets. Additionally, cybercrime includes anything from downloading 
unlawful music to stealing money from online bank accounts [6].

2.3 The classification of cybercrime

The Wall three-category classification system was one of the first reported in 
academic literature and is therefore often cited. However, the two-category clas-
sification system (“cyber-enabled” vs. “cyber-dependent” crime) is the most widely 
used having been adopted by both researchers and policymakers. Wall’s classification 
scheme, therefore, makes a distinction between [7]:

• “Crimes against the machine,” also known as computer integrity crimes, for 
example, hacking, cracking, and Denial of Service (DoS)/Distributed Denial of 
Service (DDoS);

• “Crimes using the machine,” also known as computer-assisted crimes, for 
example, piracy, robberies, and scams;

• “Crimes in the machine,” also known as computer content crimes, for example, 
online hate, harassment, and pornography.

• Cybercrime is categorized as follows [8].

2.3.1 Crimes against money

Since the advent of the Internet, most commercial transactions are carried out 
through this network, such as buying and selling. In the midst of this financial trad-
ing, some criminals took advantage of the opportunity to seize them through theft of 
credit card numbers, illegal electronic transfer of funds, gambling and money laun-
dering, theft and robbery of bank funds, in addition to drug dealing via the Internet.

Financial crimes include a variety of Internet fraud based on so-called “phish-
ing,” as well as “Social Engineering” aimed directly at users as well as businesses. 
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This type of fraud also includes what corrupt employees of financial institutions 
do by entering wrong data or unauthorized instructions or using unauthorized 
operations with the aim of stealing, as well as modifying or deleting stored data, 
or misusing existing system tools, software packages or writing code for fraud 
purposes.

2.3.2 Crimes against persons

Among the most important of these crimes are:

• The crime of threatening, harassment, and persecution by instilling fear in the 
soul by pressing the will of the person and intimidating him, as if the perpetrator 
sends an email to the victim containing frightening and horrific phrases.

• Impersonation, deception, and lure, where the criminal intends to impersonate 
another person to take advantage of his reputation, for example, his money, his 
powers, or his influence.

• The manufacture and dissemination of pornography through sites that incite 
sex for adults and children alike, and these sites publish explicit sexual images of 
adults and children that can be circulated through various electronic media. The 
sexual exploitation of children on the Internet takes many forms, from pictures 
to video recordings of violent sexual crimes.

• Offenses of slander, cursing, and defamation, which are used to harm the honor 
or dignity and consideration of others. Insults and slander are done through 
direct lines of communication or be in writing.

2.3.3 Crimes against states

The most notable are:

• Terrorism: At the present time, it has become a global cross-border phenomenon, 
and the culture of terrorism is broadcast electronically by establishing virtual 
sites that represent terrorist organizations. Through these sites, they announce 
their responsibility for one of the attacks that were committed or statements 
denying that. Terrorist groups also recruit terrorist elements through the 
Internet. New technologies help them carry out their criminal acts, in addition 
to publishing visual materials depicting the detention or assassination of the 
kidnappers.

• Organized crime: This is done where organized crime gangs exploit the available 
electronic capabilities in planning, passing, and directing criminal schemes and 
executing and directing criminal operations easily.

• Espionage: In this case, it is intended to see information about the unsecured 
in another electronic device, and it is not allowed for those who are not autho-
rized to view it, as criminals spy on people, countries, organizations, bodies, or 
international or national institutions. The espionage crime also includes military 
espionage, political espionage, and economic espionage.
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2.3.4 Crimes against intellectual security

It is through the Internet and various electronic media, cultural, and civiliza-
tional attacks that may destabilize the intellectual security of oppressed peoples, 
and through which the dominant forces spread their thought, language, and values 
(electronic cultural invasion).

• Electronic warfare: It is already a war between many countries, but through com-
puters and Internet networks, the most prominent example of which was the attack 
on the infrastructure in Estonia in 2007 by what are believed to be Russian hack-
ers. Analysts believe that this type of attack may become the norm in future wars 
between countries, where electronic armies will form with the goal of penetrating 
other countries and destroying their infrastructure, and military leaders may be 
assigned to lead such wars in the future, and among the most prominent examples 
of which are currently pirate groups which are called “Syrian Electronic Army,” 
“Iranian Electronic Army,” and “Chinese People’s Liberation Army Unit” . What 
can be pointed out is that there are security risks to which information systems are 
exposed, most notably, viruses, piracy, data fraud, and their use.

According to the 21st note from the National Observatory of Delinquency and Criminal 
Responses on cybercrime and offenses related to the fraudulent use of the Internet in 2016, 
Cybercrime can be defined as a set of offenses likely to be committed or facilitated through 
the use of a computer system, usually connected to a network. Thus defined, it can refer to 
a wide variety of offenses. Lighting them requires distinguishing between [9]:

• Offenses related to information systems and automated data processing systems 
originating from the development of computer networks and in particular the 
Internet. This type of offense means, for example, the alteration of a system, the 
attack by denial of service, etc.

• Offenses related to “traditional” forms of crime, which may have evolved with 
new information and communication technologies or been facilitated by them, 
and therefore constitute a new vector of crime. This second category contains 
several varieties, including:

• Forms of scams that have emerged with the use of the Internet (fraudulent use of 
credit cards online, phishing, etc.).

• Threats and insults of any kind disseminated via new means of electronic  
communication (messaging, forums, social networks, etc.).

• The dissemination of child pornography images facilitated by new communica-
tion networks and the Internet.

3. The sexual cybercrime

3.1 Cyberstalking

Cyberstalking is the practice of unwelcome online communication that is 
persistent. It may involve a variety of incidents, including threats, libel, slander, 



Forensic and Legal Medicine - State of the Art, Practical Applications and New Perspectives

70

sexual harassment, or other attempts to intimidate, control, or deceive their 
victim. A person being stalked online could also be physically followed. It is 
prohibited in many states and countries, and anyone caught doing it faces crimi-
nal prosecution under laws against harassment and stalking or as a designated 
offense [10].

Cyberstalking has been defined as “the repeated use of the Internet, email, 
or related digital electronic communication devices to annoy, alarm, or threaten 
a specific individual.” Although some authors, like Bocij et al., describe it as “a 
totally new form of deviant behavior,” it is typically seen as a continuation of more 
common stalking behaviors that can be carried out through physical presence, 
telephone, and mail. Perhaps, when viewed objectively, cyberstalking should be 
seen as a fresh variation on a well-established pattern of criminal behavior, with 
both similarities and differences to its “terrestrial” cousin. Various commentators, 
including Koch and Best, have stated that cyberstalking is a “trivial,” “rare,” or 
even totally “imaginary” problem. Others, however, contend that internet stalking 
is becoming more prevalent and that it also has major implications and repercus-
sions for individuals who become victims of it. Because there are relatively few 
systematic and accurate data from large-scale research, determining the magnitude 
of cyberstalking occurrences is challenging. We encounter further methodologi-
cal issues when we consider the various definitions of cyberstalking employed by 
different analysts, which makes it challenging to cross-compare or aggregate data 
from multiple analysts. The view of Bocij and McFarlane is more constrained than 
that of D’Ovidio and Doyle, which covers behaviors that just “annoy,” leaving aside 
the issue of who counts as “reasonable.” Therefore, while analyzing the data that 
is currently accessible, we cannot always be convinced that various measurements 
of cyberstalking activities are founded upon the same or similar notions of what 
constitutes appropriate behavior. Nevertheless, we can take note of analyses and 
projections that provide a general sense of how pervasive a cyberstalking problem 
may actually be [11].

The Internet gives stalkers the chance to bother their targets while pretending to 
be anonymous. “The repeated use of the Internet, email, or related digital electronic 
communication means to annoy, scare, or threaten a particular individual or group of 
individuals” is the definition of cyberstalking. All 50 States and the federal govern-
ment have passed laws intended to protect victims of cyberstalking since this crime 
has grown so pervasive. In a study WHO analyze 201 closed cases of aggravated 
harassment between January 1996 and August 2000 that were investigated by the 
New York Police Department’s Computer Investigation and Technology Unit (CITU). 
The majority of the offenders in these cases were men (80%), 74% of whom were 
White, 13% Asian, 8% Hispanic, and 5% Black. Although 26% of these offenders 
were minors, the average age of the cyberstalkers was 24. Females made up 52% of 
the victims of cyberstalking, although many of the targets were institutions includ-
ing universities, businesses, and government organizations. The victims comprised 
85% White people, 6% Asian people, 5% Black people, and 4% Hispanic people. The 
victims were 32 on average. The majority of cases (92%) solely employed one type of 
technology. In 79% of the cases, email was utilized, and in 13% of the cases, instant 
messaging was used. The difficulties that law enforcement encounters while han-
dling cyberstalking cases are also covered by the authors. The two biggest obstacles 
to obtaining account data and user information from Internet service providers 
are stated as jurisdictional problems and privacy problems. The growing use of 
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technology and the anonymity of cyberstalking will probably continue to drive up the 
rate of this kind of crime [12].

How technology is misused in cases of sexual assault, cyberbullying, or stalking, as 
well as domestic violence Here is a research scenario that uses specific abuse strategies 
and dynamics to show how abusers exert power and influence over victims, particu-
larly women [13]:

Sentimental or meaty abuse: Situations that put down the use of technology may 
develop into this form of abuse. Using technology to portray you as dependent on it or 
as a threat.

Disjunction: The abuser discovers the victim’s secret location. Use technology to 
ruin both your personal and professional reputation. Unwanted emails or texts tend 
to be abusive or pornographic in nature.

Criminal force or threat: The abuser discovers the victim’s secret location. Use 
technology to ruin both your personal and professional reputation. Unwanted emails 
or texts tend to be abusive or pornographic in nature.

Abusage in the context of profitability: This type of abuse is happening more 
frequently by impersonating or following profitable online financial accounts. By 
impersonating fraudulent activity, it can lower your credit and loan ratings.

Using advantage and unjust treatment: By seeming to be something to make you 
feel foolish, incapable of understanding things readily, or wary of technology, it 
performs a very important function.

Taking advantage of others: This abuse can be used as an optional category by 
preying on others, such as children, friends, or family members, to annoy them and 
set up devices to obtain information about their account information through the use 
of technology.

Stalking or bullying and Intimidating: And finally, one type of abuse involves 
employing technology to observe or report. Diminishing technology or referring to 
gadgets by secretly altering information or device settings Constant contact with you 
could be another form of abuse that is minimized, denied, or blamed.

3.2 Child sexual abuse material

In the official INHOPE website specializing in child protection, it is mentioned 
that Child Sexual Abuse Material (CSAM) has different legal definitions in different 
countries. The minimum defines CSAM as imagery or videos which show a person who 
is a child and engaged in or is depicted as being engaged in explicit sexual activity.

Sometimes CSAM is referred to as child pornography. However, the term “child 
pornography” should be avoided for the following reasons:

The term child pornography fails to convey the content’s true nature and down-
plays how serious the abuse is from the child’s point of view.

The term “pornography” is typically used to refer to content that is distributed for 
the aim of evoking sexual pleasure and showing consenting persons in sexual activity. 
Using this phrase in relation to kids has the risk of normalizing, trivializing, and even 
legitimizing child sexual abuse and exploitation.

Kid pornography implies consent, which a child is unable to offer in a legal sense. 
The term child pornography is still used in legislation in some countries. For this 
reason, CSAM is sometimes referred to as child pornography for legal purposes. 
In non-legal contexts, such as in media publications, the term Child Sexual Abuse 
Material (CSAM) should be used.
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One of the issues that cause disagreement is the age of consent to sexual relations. 
For this reason, the age at which an individual is considered a child differs from 
country to country.

Legislation also differs in regard to images of children who have been instructed 
to pose in sexualised ways. In many countries, images and videos of children who 
are completely or partially undressed and in sexualized poses, and images which are 
focused on children’s sexual organs are also illegal and should be reported to your 
national hotline. A further area where legislation differs is whether an actual child has 
to be depicted in the image, or whether artificially created images constitute CSAM. 
The legal sanctions for production, distribution, and possession of CSAM also differ 
from country to country [14].

Child sexual abuse material is obtained and shared in several ways:

• The sexual abuse of a child is caught on camera by the predator, who subse-
quently uploads or spreads it online.

• Through an app or service on a connected device, a predator makes contact with 
a youngster and tricks or coerces them into creating and distributing sexually 
explicit photographs and videos of themselves. This is encouraged by predators 
who manipulate and threaten children while “grooming” them to trust them. A 
predator shares images or videos of children “stolen” from social media accounts.

Online child sex abuse material is sold all over the world and is repulsive. Demand 
for fresh and more violent material is increased every time a picture or video of a 
child being molested is uploaded or spread [15].

3.3 Sexual solicitation

The Internet provides young persons with abundant possibilities while also 
increasing their exposure to risks, such as being solicited for sexual purposes. Online 
sexual solicitation concerns acts “of encouraging someone to talk about sex, to do 
something sexual, or to share personal sexual information.” The effects on victims 
have been shown to include anxiety, post-traumatic stress disorder, depression, and 
developmental disruption.

The Internet is an integral part of everyday life activities. The upsurge of routine 
Internet use among youth affords solicitation offenders an unlimited source of poten-
tial victims at any time or place, while capable guardians are often lacking online. As 
routine activity theory postulates, crime rates increase when suitable targets, absent 
guardians, and motivated offenders converge. This has been applied effectively to 
various forms of cybercrime, such as fraud or bullying. Plausibly, the Internet may 
also provide an ideal criminogenic context for sexual solicitation of minors [16].

3.4 Sextortion

Sextortion is actually defined differently by different people. There are two 
widely used definitions of sextortion: (1) sextortion is when a perpetrator threatens 
to share a victim’s private sexual images in order to extort something from them 
or (2) sextortion is when a victim is coerced into sending sexual material to the 
perpetrator, either through the threat of sharing private sexual images or some 
other threat of harm. Depending on whether the culprit must genuinely own the 
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photographs or can only claim to own the images, the initial view can have a differ-
ent scope. Scholars, the media, and the general public occasionally mix up sextortion 
and revenge porn, but even though these crimes are frequently associated, they must 
be distinguished from one another. The nonconsensual sharing of a victim’s porno-
graphic material is known as “revenge porn,” a term that is less widely used but more 
appropriately described as “nonconsensual porn.” Because sextortion frequently 
involves the threat of retaliatory pornography against a victim unless they comply 
with demands made of them, this relationship between the two crimes contributes 
to their confusion. Both sextortion and revenge porn are sex-related cybercrimes, 
however, unlike revenge porn, sextortion relies heavily on coerced quiet to succeed. 
The goal of sextortion is typically to gain sexual material or money, and the victim’s 
silence and fear of embarrassment are vital to attaining that goal. Therefore, even if 
the sextortionist has access to the victim’s private information, they will not neces-
sarily publicize it. In contrast, the goal of revenge porn is to disseminate the victim’s 
sexually explicit content, and the victim’s silence does not significantly hinder this 
goal from being accomplished [17].

3.5 Grooming

According to the definition of child sexual grooming, it is “a communication 
process by which a perpetrator uses affinity seeking strategies, while concurrently 
engaging in sexual desensitization and gathering information about targeted victims 
with the aim to develop relationships that result in need fulfillment, such as physical 
sexual solicitation.” Therefore, the labels “pedophile” or “sexual predator” are fre-
quently used to refer to such individuals [18].

Grooming, or pedotrapage, refers to the solicitation of children for sexual pur-
poses by a stranger or an acquaintance, its psychological manipulation. If this practice 
occurs mainly on the Internet, it can also take place in everyday life. Concretely, 
the offender will first do everything to put the child in trust to create an emotional 
relation with him. He will make sure to gradually separate him from his family and 
friends in order to create a feeling of dependence in him. Grooming can take differ-
ent forms. It generally results in the purchase of gifts, compliments, the sharing of 
secrets, a benevolent listening. In a way, the offender takes on the role of “protector.” 
If the attack takes place online, the offender may ask the child for pornographic pho-
tos, including pretending to be someone his own age and he can use these to blackmail 
him or to distribute them on the Internet. The offender does not always intend to meet 
the young person in person to “take action.” The problem is that the child is not aware 
of the harmful nature of this relationship [19].

3.6 Cybersex trafficing

The live online sexual exploitation of children is known as “cybersex trafficking.” 
Nowadays, predators and pedophiles can conduct searches online and wire a secure 
payment to an adult who organizes the event. Children as young as 2 years old are 
subjected to maltreatment or forced to engage in sex activities in front of webcams. 
The customer pays more the more abusive the show is. Cybersex trafficking victims 
can be relocated to and mistreated everywhere there is an internet connection, a 
webcam, or even just a cell phone, unlike victims of bars or brothels with a fixed 
address. Trafficking in virtual sex has developed into a lucrative cottage industry that 
is frightening [20].
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3.7 Cybersex tourism

According to the United Nations World Tourism Organization, “trips organized 
from within the sector, or from outside this sector but using its structures and net-
works with the primary purpose of effecting a commercial sexual relationship by the 
tourist with the residents at the destination,” are considered sex tourism. As a result, 
sex tourism is an activity that involves people traveling domestically and internation-
ally to engage in sexual activity that is both against the law and unethical for them. 
Sex tourism is regarded as one of the top five largest illicit and criminal activity-
involved enterprises in the world. Sex tourism includes both human trafficking, 
including the sale of men, women, and even children, in addition to travel arrange-
ments made particularly for sex or novel sexual encounters for clients. Involvement 
in forced labor and commercial sexual servitude affects over 20.9 million people and 
children globally [21].

Growingly more people are using the Internet, which has made it easier to exploit 
minors live via new technology. The International Union of the United Nations 
Telecommunications predicts that by the end of 2014, there will be 3 billion Internet 
users, with two-thirds coming from poorer nations. New behaviors are produced 
by these technological advancements, such as webcam child sex tourism (WCST). 
Additionally, globalization has boosted cross-cultural interactions, uniting many 
communities. Another element that encourages child commercial sexual exploitation 
is poverty. Due to the financial crisis, many people have turned to being exploited or 
becoming exploiters in order to make money. Financially unstable times also result in 
court system instability, which breeds corruption and makes it more challenging to 
bring offenders to justice [22].

3.8 Sexting

Sexting has developed as a result of the easy accessibility of mobile communica-
tion technology and the rise in internet usage. Using mobile devices or the Internet 
to send or upload sexually explicit text messages and images, including nude or 
semi-naked photos, is known as sexting. When the photographs from “sexting” 
are released without the victim’s knowledge, it becomes an issue and is considered 
a kind of cybercrime. This may occur by “hacking,” in which the photographs are 
taken from the intended recipient without their permission, or it may occur when 
the intended receiver shares the images (with friends, on internet forums, etc.) 
without the sender’s knowledge. Senders may be ignorant that their photographs 
may be distributed, or a previously trusted recipient may be unworthy of that trust 
(e.g., an ex-partner who shares images; this is commonly referred to as “revenge 
pornography”). According to research, women only typically send sexual photo-
graphs in the context of relationships where there is trust; as a result, the sender 
has little reason to believe that the images will be shared without their knowledge 
at the time they are sent. However, because the photographs uploaded online are 
permanent, the damage is ongoing and intensified. Even if the original pictures or 
movies are taken down, duplicates may still exist and be shared forever. Since the 
victim’s reputation could be permanently damaged on both a personal and profes-
sional level, the long-term effects of such a crime may be much more detrimental 
than they were intended to be [23].
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4. The transition from sexual cybercrime to physical assault

Sexual, psychological, or emotional abuse of women online is also common. It 
has the ability to cause abuse and violence offline, as well as bodily harm. The same 
tendencies exist both online and offline; for instance, technology makes intimate 
partner violence more prevalent online. Because of this, it is impossible to separate 
online abuse and violence against women from what occurs offline; both online and 
offline locations can become the scene of such behavior. Women’s abuse and violence 
online must be considered a form of physical abuse and violence [24].

Cyberviolence can cause enormous damage to victims and often precedes episodes 
of physical violence or even homicide, especially in the context of separation [25].

Physical violence against women may occur simultaneously with, aggravate, or 
be caused by cyberviolence. The 23-year-old Pennsylvania guy waited outside her 
house with a boxcutter and a revolver after his Facebook threats to get his ex-partner 
to return by posting sexual photographs of her failed. Similarly, a 31-year-old woman 
in Seattle who was the target of revenge porn while being cyberstalked by her ex-
police partner was choked and knocked to the ground during a physical altercation 
with him. 3.3% of women experienced physical abuse that was made worse by online 
violence, whereas 5% of women suffered bodily hurt and abuse as a result of online 
violence. A significant percentage of women (12%) also mentioned getting sick physi-
cally as a result of violence [26].

An example of cyberbullying which was represented by the newspaper named 
Le Parisien which reports the suffering of a young girl from the suburbs of Rouen 
(Seine-Maritime) on the verge of suicide who had filed a complaint in November 2015 
against an Internet user who demanded a sexual relationship her under penalty of 
sharing on the Internet all her photos if she refuses his request [27].

So cybersex crime can go from harassment on the internet to the risk of real sexual 
assault, especially if the victim does not file a complaint against the cyber offender 
and submits to his demands. The very vulnerable position of the victim is explained 
by the fact of the feeling of shame and fear.

Blackmail, in particular through cyber-harassment, can be considered an aggra-
vating circumstance of physical or sexual assault.

Children who have WCST may suffer exceedingly dire outcomes. First off, victims 
of sexual abuse and assault may experience a wide range of physical consequences, 
including genital injury, deformities, unintended pregnancies, and an increased 
risk of catching the AIDS virus. Even when there is no direct interaction between 
the abuser and the victim in TSW, the child may nonetheless experience abuse from 
middlemen. Sexual abuse can also result in a variety of psychological problems. 
Indicators of hostility, anxiety, and depression are seen in children from WCST. 
The psychological effects of sexual abuse may also include remorse, anxiety, and 
low self-esteem. As a result of these long-lasting psychological impacts, which may 
also result in nightmares, suicidal, anorexic, or other physically dangerous inclina-
tions, the child’s health will be permanently impacted. Additionally, photos of child 
pornography created and spread by modern technologies never fully vanish from 
the Internet, which has especially negative effects on the child because there may be 
a sensation of abuse with each new viewing. In terms of their social development, 
children who have trouble trusting adults run the danger of isolating themselves or 
acting aggressively, which hinders their ability to build relationships with others. 
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In order for governments to effectively address emerging problems like WCST, the 
reintegration of juvenile victims of commercial sexual exploitation must continue to 
be a top priority [22].

Sex tourism leads in both the infringement of human rights and freedoms as well 
as the exploitation of people. On a national and worldwide scale, studies have shown 
that sex tourism contributes to the spread of teen pregnancy as well as the so-called 
sexually transmitted illnesses. The development of mental and emotional illnesses in 
its victims, such as substance misuse, depression, and suicide, is also attributed to sex 
tourism [21].

A technique known as grooming involves an adult purposefully approaching kids 
and controlling them for sex. The groomers try to establish a relationship of trust 
with the child by showing interest, giving compliments in order to gradually lead 
him to questions and acts with a sexual connotation. Grooming can lead to sexual 
violence online (via webcam, chat, email, etc.) or in real life (via physical encounter). 
In addition, the groomer can create or spread images, which makes the child again a 
victim. In this setting, the culprit tries to limit his own risks by revealing as little as 
possible about himself. He also encourages the child not to talk about their friendship 
under the guise of “our little secret” [28]. The purpose of the physical encounter is 
not necessarily immediate sexual contact, but sometimes it requires a new period of 
socialization before the criminal act [29].

Another consequence, once the predator and the child have formed a bond, the 
predator may start introducing the youngster to pornography and then recommend 
taking pictures of the child in a sexually suggestive position. This procedure aims to 
desensitize the child to nudity, pique their interest in sex, and normalize adult–child 
sexual interactions [30].

In an odd instance, the accuser was found guilty of rape without physical contact 
after coercing a 15-year-old girl into engaging in sexual self-penetration. Without 
any consent during a webcam conversation, after he threatened to spread compro-
mising photos. The presiding judge in the case considered such an act of raping, 
stating that even though there was no physical contact. There was no consent and 
he manipulated the youngster through real blackmail, so he forced her to digitally 
penetrate herself [31].

A study on forensic intelligence-led prevention of drug-facilitated sexual assaults 
applies information from both criminology and forensic science, and it encourages 
interdisciplinary discussion between the two fields. These days, there are not many 
initiatives that support this interdisciplinary conversation between forensic science 
and criminology. This framework serves two purposes: it may be used as a research 
tool to gather forensic and criminological data in order to comprehend a criminal 
phenomenon and it can serve as a platform for strategic thought and action in order 
to combat it. In a similar vein, additional approaches suggested for promoting inter-
disciplinary interaction between forensic science and criminology also collect and 
evaluate pertinent data from both fields regarding a particular crime occurrence to 
later produce well-targeted, evidence-based preventive measures [32].

Finally, in my opinion as a forensic pathologist, it emerges from this general 
analysis that cybercrime against people, particularly of a sexual nature, has a major 
impact on the real lives of victims, whether through physical aggression at the origin 
of bodily injuries, sexual assault or even disabling psychological damage or sexually 
transmitted diseases. the transition from online virtual aggression to aggression in 
real life is obvious and the risk is major especially if the victim is a child because he 
does not have the consent nor the discernment to judge his relationships and the 
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extent of the risks of his environment. Cybersex crimes attract victims to lose their 
decision-making control because of the shame and harassing pressure imposed by the 
aggressor and they can responding to the claims of the aggressors or entering into a 
conflict that generates violence and physical harm to the victims. Moreover, in order 
to combat the phenomenon of sexual cybercrime, a partnership between forensic 
medicine and cybersecurity is urgently advised.

5. Conclusion

Sexual cybercrime is a scourge that can ravage our society if we do not react 
against crime in cyber space and particularly against cybersex crime, which mainly 
targets young women and children.

The transition from the virtual form of sexual cybercrime to the form of real 
physical (bodily and psychological) assault is often a predictable and very dangerous 
development with serious harm to the victims.

The obligation to fight against this social scourge has imposed the development of 
cyber security as well as the establishment of legislative texts devoted to the protec-
tion of cybercrime and particularly of the sexual type.
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