
Edited by Tang-Chuan Wang

Telehealth includes clinical and non-clinical services, such as monitoring, diagnosis, 
and treatment, as well as delivery of preventative care and health promotion. 

Telemedicine is a more common term that describes remote clinical services. The 
major impact of COVID-19 has caused telemedicine to become mainstream since 

the end of 2019. Clinicians are having to use tele-consultation, tele-monitoring, tele-
pharmacy, tele-rehabilitation, tele-surgery and other remote methods and technologies 

to assess and treat patients. In patient-centric telehealth/telemedicine, personalized 
data generated by the various monitoring technologies are jointly managed by 

patients and medical staff, moving us ever closer to the ideal of precision medicine. 
With contributions from many respected authors, this book incorporates updated 

developments as well as future prospects for the ever-expanding field of telehealth/
telemedicine. It can also serve as a reference for anyone involved in this field, whether 

they are clinicians, researchers or patients.

Published in London, UK 

©  2023 IntechOpen 
©  blackdovfx / iStock

ISBN 978-1-80356-194-3

Telehealth and Telem
edicine - Th

e Far-Reaching M
edicine for Everyone and Everyw

here

Robert Koprowski, Biomedical Engineering Series Editor

ISSN  2631-5343

IntechOpen Series  
Biomedical Engineering, Volume 16

Telehealth and Telemedicine 
The Far-Reaching Medicine for Everyone  

and Everywhere

Edited by Tang-Chuan Wang





Telehealth and 
Telemedicine - The Far-
Reaching Medicine for 

Everyone and Everywhere
Edited by Tang-Chuan Wang

Published in London, United Kingdom



Telehealth and Telemedicine - The Far-Reaching Medicine for Everyone and Everywhere
http://dx.doi.org/10.5772/intechopen.100663
Edited by Tang-Chuan Wang

Contributors
Rene Ivan Gonzalez-Fernandez, Margarita Mulet-Cartaya, Gisela Montes de Oca-Colina, Jose Luis 
Hernandez-Caceres, Jorge Aguilera-Perez, Juan Dayron Lopez-Cardona, Maria Cecilia Vega-Corredor, 
Alison Watkins, Simon Hoermann, Melanie Tomintz, Somprakas Basu, Sudhir Kumar Singh, Navin Kumar, 
Farhanul Huda, Jyoti Sharma, Lokavarapu Manoj Joshua, Intan Sabrina Mohamad, Irma Ruslina Defi, 
András Fittler, Márton Fittler, Róbert György Vida, Xiaoni Zhang, Haoqiang Jiang, Gary Ozanich, Idar 
Mappangara, Andriany Qanitha, Oseghale Igene, Aimee Ferguson, Lua Perimal-Lewis, Patricia A.H. 
Williams, Ginger Mudd, Gihan Gunasekara

© The Editor(s) and the Author(s) 2023
The rights of the editor(s) and the author(s) have been asserted in accordance with the Copyright, 
Designs and Patents Act 1988. All rights to the book as a whole are reserved by INTECHOPEN LIMITED. 
The book as a whole (compilation) cannot be reproduced, distributed or used for commercial or 
non-commercial purposes without INTECHOPEN LIMITED’s written permission. Enquiries concerning 
the use of the book should be directed to INTECHOPEN LIMITED rights and permissions department 
(permissions@intechopen.com).
Violations are liable to prosecution under the governing Copyright Law.

Individual chapters of this publication are distributed under the terms of the Creative Commons 
Attribution 3.0 Unported License which permits commercial use, distribution and reproduction of 
the individual chapters, provided the original author(s) and source publication are appropriately 
acknowledged. If so indicated, certain images may not be included under the Creative Commons 
license. In such cases users will need to obtain permission from the license holder to reproduce 
the material. More details and guidelines concerning content reuse and adaptation can be found at 
http://www.intechopen.com/copyright-policy.html.

Notice
Statements and opinions expressed in the chapters are these of the individual contributors and not 
necessarily those of the editors or publisher. No responsibility is accepted for the accuracy of 
information contained in the published chapters. The publisher assumes no responsibility for any 
damage or injury to persons or property arising out of the use of any materials, instructions, methods 
or ideas contained in the book.

First published in London, United Kingdom, 2023 by IntechOpen
IntechOpen is the global imprint of INTECHOPEN LIMITED, registered in England and Wales, 
registration number: 11086078, 5 Princes Gate Court, London, SW7 2QJ, United Kingdom

British Library Cataloguing-in-Publication Data
A catalogue record for this book is available from the British Library

Additional hard and PDF copies can be obtained from orders@intechopen.com

Telehealth and Telemedicine - The Far-Reaching Medicine for Everyone and Everywhere
Edited by Tang-Chuan Wang
p. cm.

This title is part of the Biomedical Engineering Book Series, Volume 16
Topic: Bioinformatics and Medical Informatics
Series Editor: Robert Koprowski 
Topic Editor: Slawomir Wilczynski

Print ISBN 978-1-80356-194-3
Online ISBN 978-1-80356-195-0
eBook (PDF) ISBN 978-1-80356-196-7
ISSN 2631-5343



Selection of our books indexed in the Book Citation Index 
in Web of Science™ Core Collection (BKCI)

Interested in publishing with us? 
Contact book.department@intechopen.com

Numbers displayed above are based on latest data collected. 
For more information visit www.intechopen.com

6,200+ 
Open access books available

156
Countries delivered to

12.2%
Contributors from top 500 universities

Our authors are among the

Top 1%
most cited scientists

169,000+
International  authors and editors

185M+ 
Downloads

We are IntechOpen,
the world’s leading publisher of 

Open Access books
Built by scientists, for scientists

BOOK
CITATION

INDEX

 

CL
AR

IVATE ANALYTICS

IN D E X E D





IntechOpen Book Series  

Biomedical Engineering
Volume 16

Aims and Scope of the Series
Biomedical Engineering is one of the fastest-growing interdisciplinary branches 
of science and industry. The combination of electronics and computer science 
with biology and medicine has improved patient diagnosis, reduced rehabilitation 
time, and helped to facilitate a better quality of life. Nowadays, all medical imag-
ing devices, medical instruments, or new laboratory techniques result from the 
cooperation of specialists in various fields. The series of Biomedical Engineering 
books covers such areas of knowledge as chemistry, physics, electronics, medicine, 
and biology. This series is intended for doctors, engineers, and scientists involved 
in biomedical engineering or those wanting to start working in this field.





Meet the Series Editor

Robert Koprowski, MD (1997), Ph.D. (2003), Habilitation (2015), 
is an employee of the University of Silesia, Poland, Institute of 
Computer Science, Department of Biomedical Computer Systems. 
For 20 years, he has studied the analysis and processing of bio-
medical images, emphasizing the full automation of measurement 
for a large inter-individual variability of patients. Dr. Koprowski 
has authored more than a hundred research papers with dozens in 

impact factor (IF) journals and has authored or co-authored six books. Additionally, 
he is the author of several national and international patents in the field of biomed-
ical devices and imaging. Since 2011, he has been a reviewer of grants and projects 
(including EU projects) in biomedical engineering.





Dr. Tang-Chuan Wang is an otolaryngologist (head and neck sur-
geon) in Taiwan. He is also a research scholar at Harvard Medical 
School and the University of Iowa Hospital. During his career, he 
has worked at Stanford University, the University of Pennsylva-
nia, Boston Children’s Hospital and Massachusetts Eye and Ear. 
In addition to his clinical work, in recent years he has branched 
out into public health in Taiwan, with a focus on innovation and 

telemedicine. He always says that “in theoretical or practical aspects, no innovation 
is a backward step”. As a result of his contribution to biodesign, he was invited to join 
the Executive Committee of Taiwan’s Advanced Joint R & D Center.

Meet the Volume Editor





Preface XV

Section 1
The Far-Reaching Telehealth and Telemedicine on Health Education, 
Consultation and Monitoring 1

Chapter 1 3
Design Insights to Support the Development of Effective Virtual Reality  
Nicotine and Vaping Dependency Therapy Scenarios for Future Telehealth
by Maria Cecilia Vega-Corredor, Simon Hoermann, Alison Watkins  
and Melanie Tomintz

Chapter 2 23
Tele-electrocardiography in South-East Asia Archipelago: From a Basic 
Need for Healthcare Services to a Research Implementation
by Idar Mappangara and Andriany Qanitha

Chapter 3 37
Low-cost Approaches to Follow-up Cardiac Patients in Low-Income  
Countries Using Public Data Networks
by Rene Ivan Gonzalez-Fernandez, Margarita Mulet-Cartaya,  
Gisela Montes de Oca-Colina, Jorge Aguilera-Perez, Juan Dayron Lopez-Cardona 
and Jose Luis Hernandez-Caceres

Section 2
The Far-Reaching Telehealth and Telemedicine on Pharmacy, Rehabilitation 
and Surgery 63

Chapter 4 65
Stakeholders of the Online Pharmaceutical Market
by András Fittler, Márton Fittler and Róbert György Vida

Chapter 5 79
Telerehabilitation in Low- and Middle-income Countries
by Intan Sabrina Mohamad and Irma Ruslina Defi

Contents



Chapter 6 99
Telesurgery and Robotics: Current Status and Future Perspectives
by Sudhir Kumar Singh, Jyoti Sharma, Lokavarapu Manoj Joshua,  
Farhanul Huda, Navin Kumar and Somprakas Basu

Section 3
The Far-Reaching Telehealth and Telemedicine on Services  
and Technologies 115

Chapter 7 117
Clinical Decision Support Systems for Diabetes Care: Evidence and  
Development between 2017 and Present
by Xiaoni Zhang, Haoqiang Jiang and Gary Ozanich

Chapter 8 133
Application of Systemic Accident Analysis (SAA) Approaches in  
Telemedicine/Telehealth
by Oseghale Igene and Aimee Ferguson

Chapter 9 151
Addressing Pain Points: Thinking outside the Telehealth Box
by Lua Perimal-Lewis, Patricia A.H. Williams, Ginger Mudd  
and Gihan Gunasekara

IIXIV



Preface

Telehealth allows clinicians to care for patients at a distance via electronic information 
technologies. The term covers clinical and non-clinical services, including monitor-
ing, diagnosis, and treatment, as well as delivery of preventative care and health 
promotion. Telemedicine is a more common term which describes remote clinical 
services.

The major impact of COVID-19 has caused telemedicine to become mainstream since 
the end of 2019. Clinicians are having to use tele-consultation, tele-monitoring, tele-
pharmacy, tele-rehabilitation, tele-surgery and other remote methods and technolo-
gies to assess and treat patients. We now have an opportunity to re-assess whether 
existing telemedicine is sufficient to meet higher-level medical needs in theory and 
practice.

The patient-centric model of care means that information and interaction originate 
from the patient. Personalized data generated by various monitoring technologies are 
jointly managed by patients and medical staff. Medical staff will supervise artificial 
intelligence (AI) algorithms to understand the patient’s specific condition and provide 
the best decision-making and treatment, moving us ever closer to the ideal of preci-
sion medicine.

This book incorporates new developments as well as future prospects in the ever-
expanding field of telehealth and telemedicine. It will be a resource for medical staff 
(physicians, surgeons, family doctors, ENT doctors, audiologists, psychologists, 
registered nurses, technologists), specialists in sleep medicine, social workers, public 
health practitioners, researchers in basic medicine, experts in science, students, and 
even patients themselves.

I would like to thank all the authors who have dedicated their time and expertise to 
this book, as well as everyone who has contributed to the editorial process, includ-
ing the author service manager, the publishing process manager, the commissioning 
editor, and the technical editor. Their efforts have resulted in a successful academic 
work. Finally, I am grateful as ever to everyone who has been part of my own journey, 
including my family, teachers and colleagues.
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Chapter 1

Design Insights to Support the 
Development of Effective Virtual 
Reality Nicotine and Vaping 
Dependency Therapy Scenarios for 
Future Telehealth
Maria Cecilia Vega-Corredor, Simon Hoermann, 
Alison Watkins and Melanie Tomintz

Abstract

Vaping, or the use of electronic nicotine delivery systems (ENDS), has grown 
rapidly worldwide and is becoming an epidemic among youth in many countries. 
Invented as a method to help to quit smoking, ENDS are very popular, reaching 
increasing numbers of users and becoming a health concern. Virtual reality technology 
(VRT) represents an important tool for conducting addiction-associated interventions, 
including telemedicine. The design and quality of virtual reality scenarios (VRS) used 
for VR interventions are fundamental. How well VRS can replicate real-world scenarios 
has an impact on how realistic the VR immersion experiences are. Thus, VRS develop-
ment influences therapeutic outcomes. VRT is used for interventions and treatments 
for smoking-related nicotine addiction but has yet to be validated for vaping-related 
disorders. Since vaping represents a technological step forward in nicotine consump-
tion, the accurate contextualization of environments surrounding vapers is funda-
mental for developing advanced VR tools for the prevention and treatment of vaping 
disorders. Here, we present the results of focus group discussion with young vapers in 
New Zealand. The knowledge gained from this study will be used to design VRS for cue 
exposure and reactivity as a first step toward developing effective solutions for vaping 
disorders using VR interventions and telemedicine.

Keywords: virtual reality (VR), electronic nicotine delivery systems (ENDS), vaping, 
nicotine dependence, interventions, VR in telemedicine

1. Introduction

Vaping, which refers to the use of electronic nicotine delivery systems (ENDS, 
e-cigarettes, vapes, or nicotine vaping devices), has grown rapidly worldwide [1, 2], 
and is currently considered to be an epidemic among teens and young adults in 



Telehealth and Telemedicine - The Far-Reaching Medicine for Everyone and Everywhere

4

countries, such as the United States [3]. From an initial cig-a-like device, developed to 
help to quit smoking, ENDS evolved rapidly into a wide spectrum of gadgets that are 
used either as tobacco cigarette replacements or for recreational purposes, transform-
ing vaping into a paradigm of its own. Despite being relatively new, ENDS have been 
subjected to extensive study, with research topics ranging from vaping demographics 
to their latest technological developments. Nonetheless, as the number of vapers 
grows, many gaps exist in what is known about vaping, especially in fundamental 
issues such as those related to long-term health effects [4] and addiction. However, 
vaping has been shown to be a multifactorial practice that not only relates to a physi-
ological need for nicotine but also responds to different cultural, socio-economic, 
and psychological aspects that are yet to be fully understood. In order to characterize 
vaping contexts, some consumers’ features, such as ENDS or smoking habit (tobacco 
cigarettes, hookah, or waterpipe tobacco), use history and status may be of help by 
providing some evidence in the effort to achieve a better understanding of this trend. 
Thus, vaper status, such as if they are ex-smokers, dual users, or vape only, has been 
identified [5]. According to the user status, the context surrounding vaping, prefer-
ences, habits, and behavior may change. Therefore, the approach to study vaping-
related problems should be adjusted accordingly.

Aside from conventional methods used in interventions and treatment of behavioral 
and health disorders, virtual reality technology (VRT) represents a reliable and more 
personalized technique that can be used under well-developed and lifelike controllable 
settings [6]. VRT has already been used satisfactorily for craving assessments, cue 
exposure, and cue reactivity therapy for smoking-associated interventions and treat-
ments [7]. As vaping is associated with smoking and mainly with nicotine use, VRT 
may be suitable for the study of vaping-related disorders. Nevertheless, a key factor 
in the implementation of VRT for the study of behavioral and substance use disorders 
depends on how well real-life situations, locations, and features associated with the 
targeted condition are identified and characterized. Realistic representations are 
fundamental to inform the development of virtual reality scenarios (VRS) in which the 
VR studies take place. These technical systems provide a 3D vision, 360-degree range, 
and head tracking where the recreated real-life situations are presented [8]. The design 
and technical development of the VRS will determine how inclusive, extensive, and 
vivid the resemblances that the system generates are. Thus, it determines how good the 
VR immersion experience can be and influences the perceptions and reactions experi-
enced by each patient. Recently VR and telehealth have effectively been used to provide 
different types of interventions, which not only can help improve health conditions 
but also enable social connectedness and psychological support. For many, in-person 
consultations may be difficult and costly. VR in telehealth allows the interactive use of 
online scenarios that represent a cost-effective solution for those who need treatment 
but for some reason are unable to visit their therapist or doctor’s office [9].

As vaping is relatively new but growing at a rapid rate, the situations, locations, and 
reasons why people vape may be dynamic and changing according to time and geograph-
ical location. In New Zealand (NZ), nicotine e-liquids started being sold legally in 2018 
[10]. Since then, the country’s policies have been changing, and more recently, additional 
regulations toward vaping products have been put in place [11]. In recent years, NZ 
has experienced a sharp increase in ENDS use, mostly in teens [12]. In parallel, tobacco 
cigarette taxes were increased under a plan to achieve a smoke-free country by 2025. This 
plan included campaigns to switch to vaping as a way to stop smoking tobacco cigarettes 
[13]. As ENDS evolved rapidly, vaping represents a technological step forward into a new 
way of nicotine use and dependence [14], which although presented as a less harmful 
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and disruptive way to use nicotine, may signify an underlying cause of long-term health 
issues. Understanding and accurately characterizing the environments and contexts in 
which people vape, and the reasons why is fundamental for developing strategies and 
advanced aid tools in the current and future health issues associated with vaping.

This qualitative study was part of a wider project that aimed to develop and test 
VRS associated with vaping. The aim of this study was to perform focus group discus-
sions to inform our research about real environments where young people vape in NZ. 
Thus, we interviewed a diverse sample of university students who had experimented 
with ENDS, to learn about their vaping experiences. The final VRS will be used for 
the study of vaping cue exposure and reactivity in VR and telehealth interventions 
and treatments.

2. Methods

Focus group discussions were conducted to gain knowledge directly from young 
adults about their motivations, habits, behavior, contexts, and views associated with 
vaping. Grounded theory was used as the conceptual research approach [15] since 
at the time of the study, vaping characteristics and contexts in NZ were not fully 
identified and a better understanding of the concepts surrounding this practice 
was necessary to inform the development of realistic vaping VRS. Four focus group 
sessions were conducted from September to November 2019 at the University of 
Canterbury (UC - Christchurch, NZ). Recruitment of participants was conducted via 
an advertisement on UC’s social media, TV media, and an event management website. 
The theoretical sampling method [15], a qualitative method for data collection based 
on obtaining concepts from data, was used to gain insights into NZ’s vaping contexts. 
We recruited university students that have previously used ENDS.

2.1 Recruitment

Inclusion criteria: being 18+ years having vaped in the past or at the study’s time.
Exclusion criteria: having addictions different from smoking or vaping, suffer-

ing from mental illness, being associated with a vaping company, and using other 
nicotine replacement products (nicotine patches, chewing gum, or lozenges). At first 
contact, all prospective candidates were informed about the project and the focus 
group aims and checked for inclusion and exclusion criteria.

2.2 Participants

Nine students were selected to participate in the focus group discussions, from 
whom 7 were males (M) and 2 females (F). The groups composition was: group 1: 
n = 3 (M); group 2: n = 3 (1F, 2 M); group 3: n = 1 (M); group 4: n = 2 (1F, 1 M). The 
groups were not arranged by any specific participant characteristics related to vaping 
habits or views.

2.3 Focus groups procedure

All sessions were scheduled to last up to 2 hours. Before each session, consent 
forms and questionnaires regarding demographics were distributed and completed by 
all participants. At the beginning of each session, the moderator gave an introduction, 
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informing each group about the project aim and explaining the focus group objec-
tives, procedures, and ground rules. Verbal consent was requested for video and 
audio recording. Additionally, participants were assured of anonymity and data 
confidentiality. Everyone chooses a nickname to be addressed during the discussions. 
All participants were informed that nicknames will be replaced by codes during the 
transcription process. The raw recorded data can only be used as material for publica-
tions related to the research project.

While any assumptions about users’ views, experiences, and behavior associated 
with vaping were not pre-established, semi-structured interviews [16] were con-
ducted throughout the focus group sessions. Thus, with the aim to cover the study’s 
objectives, an interview guide was developed. Four main topics were considered: 
background, current context, triggers, and reactions. For each topic, questions were 
elaborated, aiming to prompt each participant to provide open, free, and in-depth 
answers. The semi-structured interview scheme helped to steer the discussions while 
allowing for flexibility [16]. Questions were not necessarily asked in the same order 
and the moderator was free to follow digressions or asked for clarification if required. 
Probes were used in some questions to facilitate the process. All participants were free 
to give any personal opinions. At the end of each session, a small financial token was 
given to the participants to compensate them for their time. The UC Human Ethics 
Committee approved this study.

2.4 Transcriptions and coding

All focus group interviews were transcribed into text documents and coded using 
NVIVO software. At first, using the interview guide, all participants’ answers were 
grouped by related questions. Next, codes were created by finding and grouping 
similar responses, as well as individual/uniquely relevant answers. Once the data 
search was exhausted and all possible codes were defined, codes were grouped by 
theme/topic.

3. Results

3.1 Demographics

The total number of participants was nine (2F and 7 M). The mean age was 
24 years; hence, most participants were considered as young adults, from which four 
were New Zealanders, four Indians, and one German. All participants were students 
at UC (3 undergraduate and 6 postgraduate) (Table 1).

3.2 Participants’ vaping profile

In this study, for data analysis, all participants were classified according to their 
vaping profile:

• Smoking and vaping habits: tobacco and e-cigarettes, hookah, and ENDS.

• Status: dual user, ENDS (only), and hookah.

• Current use: active and inactive; and
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• Current frequency of use: frequent (few times per week/daily), occasional (some-
times per month), and rare. Thus, according to the habit type, there were five 
dual users (tobacco and e-cigarettes), two ENDS users only and two hookah 
users. One of the dual users (FG1M1) presented himself as a predominantly 
tobacco cigarette smoker (occasional e-cigarette user), and one hookah user 
(FG3M1) stated that he rarely used tobacco cigarettes, therefore, he was classi-
fied as a hookah user (Table 2).

3.3  Background: length of use, vaping factors associated with start  
and continuing vaping

The earliest and latest first use of ENDS by participants were reported around 
2009 (FG1M1) and 2018 (FG2M1). Reasons to start vaping were not necessarily 
associated with one aspect only. Instead, they were a combination of different fac-
tors, for six participants the financial aspect was the main reason to start vaping. All 
five dual users associated high prices of tobacco cigarettes and how ENDS prices help 
them save money. Other main reasons were: ENDS are more socially acceptable (4 
participants), peer pressure (3 participants), and out of curiosity (2 participants). 
Moreover, only two dual users mentioned quitting smoking as an additional reason 
to start vaping and one dual user mentioned the need to reduce the intake of tobacco 
cigarettes. In particular, one participant mentioned a personal relationship: “I wanted 
to switch because my girlfriend was like really piss off at me smoking and then so it didn’t 

Participants 
code*

Gender Age 
group

Country 
of birth

Educational 
level

Current 
occupation

Time 
in NZ 

(years)

FG1M1 M 40–44 NZ Undergraduate Postgraduate 
student

>10

FG1M2 M 21–24 Germany Postgraduate Postgraduate 
student

<1

FG1M3 M 18–20 NZ Secondary Undergraduate 
student

>10

FG2M1 M 18–20 NZ Secondary Undergraduate 
student

>10

FG3F1 F 25–29 India Undergraduate Postgraduate 
student

<1

FG3M1 M 21–25 India Undergraduate Postgraduate 
student

<1

FG3M2 M 21–24 India Undergraduate Postgraduate 
student

<1

FG4F1 F 21–24 India Undergraduate Postgraduate 
student

<1

FG4M1 M 18–20 NZ Secondary Undergraduate 
student

>10

*The participants’ nicknames were replaced by codes.

Table 1. 
Demographics of ENDS users who participate in vaping focus group discussions (UC, Christchurch NZ, 2019).
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really come from me” (FG1M2). Another mentioned the technological convenience of 
it, and smell: “The fact that you don’t have to carry a lighter where you go, it seems like a 
technology advance which was interesting […] smells good” (FG3F1). Only one participant 
mentioned health as an important reason to start vaping. Among dual users, three 
participants experienced an intermittent pattern of ENDS use, for example, “Yeah, so 
I probably have been vaping for about 263 days but, before that, I had probably vaped half 
a year before and then stopped after a party sort of went out of track. [I] started smoking 
cigarettes with friends and then sort of went back to rolling cigarettes for about 3–4 months 
and just went back to vaping because I’ve had a bit of breakdown about it. I don’t want to 
be wasting money and the fact that I had a lot at stake…” (FG1M3). In relation to factors 
associated with continuing vaping, after the initial onset, these included: nicotine 
(3 dual users), flavor (2 hookah users and 1 dual user), hanging out with friends or 
socializing (2), convenience and enjoyment (1 dual user): “It’s more convenient than 
sitting down to have a cigarette because you can vape in the car […] without like, stinking 
like tobacco smoke, so that’s probably the main reason why I’m still using […]. Like it’s fun 
so I mean I use it for enjoyment” (FG4M1). In addition, two participants had already 
stopped vaping.

Code Habits User status Current use Frequency 
of use

FG1M1 Tobacco cigarettes Dual Active Frequent

ENDS Active Occasional

FG1M2 Tobacco cigarettes Dual Active Occasional

ENDS Active Frequent

FG1M3 Tobacco cigarettes Dual Inactive Frequent (in 
the past)

ENDS Active Frequent

FG2M1 ENDS ENDS Active Occasional

FG3F1 Tobacco cigarettes Dual Inactive Occasional

ENDS Inactive Occasional

FG3M1 Hookah* Hookah Inactive Occasional

Tobacco Cigarettes Active Occasional

FG3M2 Hookah Hookah Inactive Frequent (in 
the past)

FG4F1 ENDS ENDS Inactive Rare (in the 
past)

FG4M1 ENDS Dual Active Frequent

Tobacco cigarettes Active Frequent
*Hookah classification was based on the mechanism to heat and deliver the tobacco smoke used by the hookah, in which 
the tobacco is heated with charcoal and the smoke is cooled by passing it through water.

Table 2. 
Code and classification of ENDS users who participated in vaping focus group discussions (UC, Christchurch NZ, 
2019).
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3.4  Vaping context: frequency of vaping (currently or at the time of ENDS use), 
e-liquids preferences, nicotine awareness and relevance, devices used, and 
common places where participants vape

In general, the participants did not manifest having clear patterns of vaping, 
their use seemed to be irregular and related to their personal needs or convenience. 
Keeping this in mind, at the time of the discussions, four participants considered 
their ENDS use as frequent (3 active and 1 stopped), three occasional, two rare, and 
two had stopped vaping (Table 2). In relation to e-liquid preferences, fruit flavors 
were the most popular (4 participants). Strawberry, apple, grape, watermelon, and 
guava were the most commonly used. Three persons indicated menthol and mint as 
their favorites. For hookah users, bay leaves, and “chilly ice” flavors were preferred. 
Tobacco flavor was not chosen by anyone, for example, “I have tried it, like I don’t 
like the tobacco flavor, I like the taste of tobacco I don’t like the taste of tobacco vape” 
(FG4M1). “I tried tobacco [vape] [I] absolutely hated it […], smells like tobacco but it 
doesn’t taste like tobacco, not sure at all” (FG1M2). In addition, for one dual user fruit 
flavors have helped him to reduce smoking tobacco cigarettes: “… I changed to grape 
flavor and it was quite different to the actual cigarette flavor, because the tobacco vape 
doesn’t taste like a cigarette at all […] when I started using the grape flavor […] my mind 
can separate the two, vaping/smoking, so it’s sort of why I think it helped me move away 
from that” (FG1M3).

Concerning awareness of nicotine presence in e-liquids and related relevance, 
five participants were aware of it (4 dual users and 1 ENDS user) and four were not 
(2 hookah users, 1 ENDS user, and 1 dual user). Notably, one hookah user was not 
aware of nicotine presence in tobacco used in hookahs: “Because, when I used to smoke, 
that was like free of nicotine, just the flavor thing so […] that was like ok, not much harm 
that I’m doing.” Moreover, when asked about the importance of nicotine presence in 
e-liquids, most of the participants (7) found nicotine critical, for example, “I mean 
for the most part doesn’t matter the flavor, there is no vape purpose if there is not nicotine, 
[…]. There’s not really much point doing it, without the nicotine” (FG1M3). Nevertheless, 
for some participants nicotine was a matter of concern, for example, “I usually try to 
get non-nicotine. I’m just trying to not get addicted to nicotine” (FG2M1). In addition, for 
the second hookah, user nicotine content was not as important as it was flavor.

The levels of nicotine more frequently used by participants varied between low 
(0–3 mg/ml) to very high (salts) >18 mg/ml. One dual user compared his nicotine 
addiction to caffeine addiction: “I would most often buy the lowest, which is 3 mg/
ml, and that’s down to like I am addicted to nicotine but in the same way that someone 
is addicted to caffeine. Like you would not go in the morning without a cup of coffee just 
because you do not want to and so I choose the nicotine option” (FG4M1). Another dual 
user associated levels of nicotine used to circumstance: “I usually use 6 mg/ml, I also 
use 50 mg or 30 mg […], because [I] jump onto the top occasionally if I’m just stressed 
out, but because I do that I don’t know the exact amount when I do that” (FG1M3). In 
addition, two dual users were taken by surprise when they learned about different 
levels of nicotine in e-liquids: “I never considered that, because I never thought that there 
would be different levels of nicotine, or that you can get it free of nicotine. I picked fruity 
flavors because I like them, but if I knew, I’d prefer the ones with lower nicotine” (FG3F1); 
“Even the mint ones will have nicotine on it? oh” (FG1M1). In addition, two participants 
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indicated not having a vaping device, adducing that when needed they could just use 
their friend’s, for example, “If I wanted to use, I could use somebody else’s” (FG2M1).

When asked about places for vaping, more than actual locations, answers related 
to a situation: hanging out with friends (7 participants), for example, “If you are doing 
it alone, that’s sad” (FG3M2). Associated locations were at home (2), in a bar (2) out-
side (2), shisha bar (2), anywhere (2), and in the car (1). Some relevant statements 
included: “In the car mostly. Because then you don’t have to take time out of your day. […]. 
It’s quite fun to take to parties and stuff, stops you from smoking cigarettes at a party. If I’m 
like out drinking and smoking cigarettes I can [go] through like 5 or 6 [cigarettes] and it’s 
quite expensive” (FG4M1). “If I’m just walking down the street then I would have had a 
smoke or if I’m waiting somewhere, vaping is […] quick, you just sort of do it, wherever. If 
you got a cigarette, it’s a time constraint as well because you’re like burn it, it takes a couple 
of minutes, the vape is two seconds” (FG1M3). Additionally, some frustrations about 
current bar smoking/vaping rules and settings were stated: “Lots of bars I don’t quite 
like because if somebody is trying to vape exclusively and [don’t want] to come back to the 
cigarette, you are sort of forced into the cigarette area […]” (FG1M2). Interestedly, some 
participants (5) found sharing devices, a commonly accepted practice, for example, 
“I mean sometimes, if I’m at a party, somehow it gets around […] I really don’t have a 
problem with that as long as it returns to me, no one breaks it” (FG1M3).

3.5 Triggers: situations or feelings that triggered cravings for vaping

Regarding visual stimuli acting as a vaping trigger (e.g., seeing others vaping), four 
dual users answered that it does not. Conversely, seeing others smoking tobacco ciga-
rettes can be a trigger for smoking, for example, “Vaping does not really trigger me, smoking 
does trigger me for smoking” (FG1M2). Two participants found some association, for 
example, “… If I see other people vape, I feel more inclined to do it” (FG2M1); “I think that 
depends on the situation and where I am. The other day [in] a bar there were people vaping, 
I felt the temptation of vaping, but when I’m walking to the university and I see other people 
vaping I do not feel the need, because I’m coming here to study so my focus is on the studies I 
don’t feel tempted then” (FG3F1). Moreover, one dual user indicated that the ENDS “arti-
ficial” look causes him to have a mental block “… For me, it’s so robotic, the vape, it doesn’t 
have the organic, I mean the cigarettes are still a plant, still lights, but vape, just feel like you 
are taking a machine into your body, like in a hospital kind of thing, you’re check in for the 
machine. Maybe for me, that’s part of the mental block: sure, you got the nicotine hit, but it 
looks too artificial. I feel, no men no” (FG1M1). Concerning the smell of e-liquids acting as 
cravings triggers, only three participants (1 dual user, 1 hookah user, and 1 ENDS user) 
were positive, for example, “I prefer the smell of fruit, so, when I smell cigarettes, I don’t feel 
tempted, but with fruity vapes, I do feel the temptation to try again” (FG3F1). In addition, 
vaping advertising or vaping shops did not trigger vaping cravings.

To the question of stressful situations acting as vaping triggers, three participants 
found some association to unspecified stressful situations, for example, “If things are 
not great, I probably will be vaping a lot more. It’s a coping response. Again, and then it 
becomes this point there’s bigger things to worry about yeah, right?” (FG1M2). Moreover, 
two participants may use either, under highly stressful situations, for example, “It 
kind of depends on how I feel like at the time, but also like the severity of it. So, if I just 
had like a really traumatic event I probably just go straight and have a cigarette but like I 
mean, the same effect from vaping, but cigarettes are just quicker and stronger” (FG4M1). 
Two participants also found studying a stress-related vaping trigger. The remaining 
participants did not find any relation.
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When exploring deeper, views regarding the role of social contexts as vaping 
triggers, four participants’ (3 dual users and 1 ENDS user) answers were affirmative, 
for example, “It’s like the worst, being the [odd] one out […] everyone is smoking and 
you are not smoking. For sure if anyone is passing around a machine, I want a piece of the 
machine” (FG1M1). On the other hand, one dual user who previously lived overseas 
noted that, since he moved to NZ, smoking and vaping has changed from a very 
socially driven practice to a very lonely experience: “now it has become like the com-
pletely solitary thing it used to be a very special thing, very social thing … but that doesn’t 
happen that often [now]” (FG1M2). The fact that vaping can be seen as a solitary 
practice was also shared by another dual user. In addition, one dual user found that 
social situations might not necessarily represent a trigger factor or a reason to vape: 
“Probably [socializing] doesn’t really make a difference. So, I just got a vape when I feel 
like it and sometimes, I might be around a crowd of friends, that none of them vape or 
smoke, so to that event I wouldn’t bring my vape, but other times yeah, [I will] be going out 
maybe [with] people that I’m going with vape or smokes, and so I bring my vape along” 
(FG4M1). For the hookah users, rather being than a trigger, socializing was a situa-
tion in which, in order to hang out, vaping was compulsory: “being in a party, I used 
to do it. If I didn’t do it, it would be like turned down from the group […] So we have to 
participate, even if you have only one drag, you have to, it’s the kind of thing” (FG3M2).

3.6  Reactions and views associated with vaping: Moods, benefits, harms to health, 
smoking vs. vaping, quitting smoking, participants’ plans to quit vaping

Seven participants indicated feeling relaxed, as the mood most associated with 
vaping, followed by: happy (4 participants), focused (2), and stimulated (1). Some 
participants indicated more than one mood associated with vaping, for example, 
“All of the time it’s relaxing. Some of the time it can cheer you up, if you are just a bit 
moody that day or whatever, go for really nice vape [and] you’re happier because of it” 
(FG4M1). The same participant voiced some concern: “In terms of vaping you don’t 
seem to have that finish point [as] with a cigarette […], with vaping it’s not. [Instead it’s] 
‘give me another hit, give me another hit’, kind of thing. That is a big negative of vaping for 
me because I can see myself just sitting [vaping]” (FG1M1). Nevertheless, in relation to 
the benefits found with vaping, several reasons stand out: making friends, a feeling 
of belonging, peace, fun, it helps work better, psychological control, and it does not 
interfere with daily activities, such as working out as much as cigarettes can do.

The perceptions associated with harm to health from vaping vs. harm caused 
by smoking tobacco cigarettes were as follows: six participants found vaping less 
harmful than smoking cigarettes, and for two others more data/research is needed to 
determine vaping’s long-term health risk. One believed that vaping is as harmful as 
smoking tobacco cigarettes and for other, vaping represented a risk due to the e-liquid 
intake: “For me, that would be a big risk of vaping, you seem to be a seat in a trap, you 
seat there a lot more, take a lot more on” (FG1M1). In addition, when asked about their 
opinion on whether using both (ENDS and tobacco cigarettes) was healthier than 
only smoking tobacco cigarettes, four dual users answer yes, and one (dual user) said 
that using both, although it may help regulating and cutting down smoking and use 
of tobacco cigarettes, may have a nicotine addictive effect. One hookah user indicated 
that using both is less healthy than smoking only, and two more participants consid-
ered the opposite.

Dual users were asked about how ENDS helped them to quit smoking tobacco cig-
arettes. For this, two participants re-stated their relapses. In one case, the participant 
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had recently managed to quit smoking for 3 months before relapsing. Another had 
managed to exclusively vape for several months, after earlier relapses. A third one 
acknowledged a failure in this regard: “Nah, failed [I] started 10 years ago, it didn’t 
work. Now I thought about trying again, [but] it hasn’t work[ed].” For some others, quit-
ting smoking by using ENDS can only happen with discipline: “It alleviates the cravings 
pretty quick. Like, you only need to do like one puff really, to stop smoking a cigarette, so 
it’s quite effective in that regard. It feels like, if you were trying to cut out the smoking, then 
you need to be quite disciplined with the vaping because it’s pretty easy to pick up the vape 
and vape more than you should.” Moreover, when asked about how satisfying vaping 
was, six participants felt satisfied, from which two (dual users) commented: “To save 
a lot of money, exactly. Yeah, like I said before, I love it. I feel a little bit less tired. Like 
the stomach upset wise, my throat feels a little bit better than when I was smoking [only] 
and again comes down to right now I just don’t care enough, I think you really need to care 
about your health at some point if you want to quit smoking” (FG1M2). “For me, it’s been 
a financial benefit […] I guess it has brought a social benefit in the sense that I don’t feel 
the need to [smoke]. So, [it’s] mainly financially better for me, and obviously, some health 
benefit, because there was a period when I was heavily smoking for a while but I just can’t 
taste anything…” (FG1M3). Despite being positive, another dual user voiced concerns: 
“I think that it’s a good alternative, and especially as there’s more research into it. I think 
that the ban on the nice flavors is probably a good idea because I don’t like the idea, myself 
included, that people just vape for fun, because it’s just a good way to get really addicted to 
nicotine […], so if you are using it to cut out the cigarettes, I think it’s a good alternative.” 
On the contrary, one person did not find it satisfactory: “I don’t know, it just feels like, a 
waste of money you don’t get much for it […]. I don’t enjoy it as much …” (FG2M1).

In regards to recommending vaping as a way to quit smoking tobacco cigarettes, 
mixed opinions were given: for three participants it was an option, for example, “I 
think it’s a good alternative because it gets you a lot more control over exactly how much 
nicotine you get.” Three other participants had doubts, for example, “I do n’t know 
about it because I’ve got so many mates, including myself, who tried to quit that way they 
bought it and they haven’t. So, for me to recommend that to someone seems a bit disin-
genuous.” Moreover, one participant would recommend it as a way to help reduce the 
tobacco cigarettes intake. Another one recommended it with warnings: “I feel like if 
somebody is at the point where they start really caring, then I’ll tell you to use a vape to try 
to quit. For me it [has been] such a rollercoaster […] you need to know a lot of things before 
you start this and if you pick wrong on the nicotine level, you might hit your tolerance like 
crazy it’s very tempting to always do it […] like I’ve gone to hell and back with my tolerance 
based on vaping” (FG1M2).

The final question asked, was related to plans to quit vaping, to which only one 
participant considered quitting a possibility: “Yeah, probably. I don’t do it much at 
the moment […]. Well, likely to do it […] my friends are stopping doing it […] I’ll see” 
(FG2M1). Four participants were not considering quitting in the foreseeable future, 
for different reasons, such as occasional use (1 hookah user) and intermittent use (1 
dual user), do not consider nicotine addiction as a bad thing (1 dual user): “I mean, 
probably not [quitting], just because I don’t really see having a nicotine addiction as a bad 
thing […]. I enjoy it, and I think probably right now it brings me more benefits to my life 
than the negatives […], the whole reason for vaping in the first place is for the nicotine” 
(FG1M3). The final related statement was: “Now, like I said that’s one of the things I 
would really need to [quit], and I know that, but that doesn’t mean that [it] can change for 
the foreseeable future I don’t think so. When I get off the nicotine, I’m not functional at all, 
and that’s the big issue right now” (FG1M2).
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After finishing covering all focus groups’ topics, the recording systems were 
turned off and all participants were thanked for their participation and were asked 
any further questions about the project and the focus groups discussions.

4. Discussion

Analyzing the participants’ demographics, the cultural and ethnic diversity of the 
group was evident. Their diverse backgrounds allowed us to have a glimpse into dif-
ferent geographical and cultural contexts surrounding ENDS use. Cultural and geo-
graphical contexts should be considered when working toward the development of 
more targeted and personalized VRT and telehealth services, since they may influence 
the subject’s level of immersion and sense of presence during a VR intervention and, 
therefore, their physiological and psychological responses [17]. While the resulting 
information from the number of participants interviewed does not provide a compre-
hensive representation of the vaping community in NZ, it shows some of the varied 
factors influencing vaping in our universities. A limited number of participants has 
not been an impediment to carry out similar qualitative studies in the past [18]. In our 
study, despite a comprehensive recruitment campaign, only a small turnout of can-
didates was obtained. Nevertheless, the information acquired not only has provided 
valuable insights from the participants’ perspectives but also has contributed toward 
gaining a better understanding of how students from diverse backgrounds adapt their 
vaping habits for NZ university contexts. Statements gathered in these focus group 
discussions will contribute toward VRS development that resembles more accurately 
situations and environments related to vaping among young people.

The financial benefit when compared to smoking tobacco cigarettes was the main 
reason why the participants started vaping. It is remarkable how the lower prices of 
vaping products influenced the participants’ transition toward a more affordable 
source of nicotine. While higher taxes on tobacco products may be associated with 
a decline in tobacco smoking, conversely, it may have also influenced the increase 
in ENDS use [19]. In this regard, before making any assumptions, it is important 
to consider that, although ENDS have been promoted as a less harmful option than 
conventional tobacco, there are increasing concerns regarding their long-term health 
risks, which are already a matter of public health debate [20]. Advance long-term 
studies are needed to come to definitive conclusions [21]. Furthermore, our findings 
about the reasons why the participants continued using ENDS were associated mainly 
with two factors: nicotine and flavor. Together with the perception that ENDS are less 
harmful to health, these have been identified previously as some of the main reasons 
why vaping are so popular among teens and young adults [22, 23].

While vaping has become a viable nicotine alternative to many, for some of our 
dual users, ENDS did not satisfy completely their needs, and stopping smoking 
tobacco cigarettes was not seen as an option in the foreseeable future. Compared to 
tobacco cigarettes, ENDS deliver lower levels of plasma nicotine, which can produce 
an unsatisfied feeling in dual users, inducing them to increase their nicotine intake, 
either by smoking, vaping, or using more of both [24]. Thus, some dual users may 
face not only nicotine dependency issues but also potential health problems, such as 
respiratory and heart conditions [24]. Noticeably, quitting smoking was not found 
to be one of the main reasons to start vaping, similar to other studies [25, 26], where 
health, curiosity, or financial reasons had a more relevant role in making the deci-
sion. In addition, some dual users in our study indicated having a recurrent pattern of 
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intermittent phases between tobacco cigarettes and vaping and/or using both during 
the same period. In a recent study [23], similar transitions from single to dual or from 
dual to single-use were described in one out of three study participants, who were all 
adolescents (13–18 years old). In our study, the majority of participants were young 
adults and the pattern described here was spontaneously stated by them rather than 
being a pre-established assessment.

In regards to e-liquids of choice, as previously established among youth, young 
adults, and adult vapers [5, 27], flavored products were the most popular ones, 
among our study’s participants. Moreover, in relation to flavors, fruit e-liquids were 
preferred, followed by menthol, as has been reported previously [28]. Similar to the 
findings of a recent survey carried out in North America [29], tobacco flavor was not 
popular, but rather was considered unpleasant. As indicated, flavored e-liquids have 
become topics of research and discussion since they are determinant factors for vap-
ing initiation and may act as a gateway to smoking cigarettes and nicotine dependency 
[30–32]. Regardless of the source, nicotine dependency has been associated with 
disturbances of cognitive development in teens and young adults [33]. In addition, 
recent studies have reported the presence of toxic substances in vape aerosols [34] and 
the findings of traces of some chemicals in menthol mint and fruit-flavored e-liquids 
that increase the risk of cancer [22]. Nevertheless, in some cases, flavored e-liquids 
have been reported to help some users to cut down on tobacco smoking [35], as was 
reported by one of our participants. In this regard, the use of flavored e-liquids has 
been suggested for use in self-help for smoking cessation, alongside other interven-
tion types, such as educational videogames [36, 37], which may be further developed 
toward targeted VR and telehealth.

In this study, nicotine (the presence and level of) was a determining factor for 
vaping among some participants (mainly dual users). Notably, other participants 
manifested a lack of awareness about nicotine information in the e-liquid that they 
have used. Moreover, in some cases, the participants stated a lack of knowledge on 
whether or not the products they tried contained nicotine. Neither did they know 
about the nicotine levels of their preferred products, similar to previous findings [38]. 
Although consumer awareness is required in many countries, limitations in users’ 
knowledge about vaping products may be associated with the lack of proper warning 
labels for e-liquids and even mislabeling in some cases [38]. This should be a matter of 
concern, particularly since the population at higher risk to start using ENDS are teens 
and young adults. Not only should correct labeling be mandatory but also educational 
tools for information and guidance should be available for all current and potential 
users. In this regard, the NZ government is making an effort to regulate all vaping and 
smokeless tobacco through the Smokefree Environments and Regulated Products Act, 
1990 [11]. VRT and telehealth can be used as platforms for prevention and education 
for all potential health risks associated with vaping.

Hanging out with friends was a situation highly linked to vaping for our focus 
group participants. Notably for the hookah users interviewed, when hanging out 
with friends back in their country of origin, at times when vaping took place, this was 
considered a must-do activity among them. Thus, similar to the findings of previous 
studies [14, 39], it appears that among our participants, vaping is predominantly a 
social practice and is increasingly more socially accepted. Moreover, for some partici-
pants, it may be part of their socio-cultural practices. In some cases, as a social prac-
tice, sharing ENDS devices among friends was considered acceptable, and because of 
this, some participants did not consider it necessary to acquire their own devices, as 
long as sharing was an option. Conversely, in a study developed with students of the 
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University of Edinburgh, sharing ENDS was considered socially unacceptable [40], 
depending on temporal and geographical contexts. In addition, it was notable how 
vaping, unlike smoking cigarettes, was perceived as a more flexible practice that con-
veniently can be integrated into different situations or places, such as being in a bar, 
at home, studying, walking, or driving, either within social or individual contexts. 
Similar findings were reported by Keane et al. [14]. Nevertheless, the culture shock 
experienced by some of our international students seemed to have influenced their 
vaping behavior and attitudes toward it, since either the social context or the physi-
cal settings experienced in NZ do not match what they were familiar with, in their 
country of origin. This reinforces the idea that ENDS contexts and characteristics 
vary according to culture and geographical location.

In relation to vaping triggers, unlike previous reports [41], in our study, neither 
passive exposure to vaping nor vaping advertisement appeared to trigger a desire for 
vaping or smoking. This applies mainly to dual users, who also indicated that, when 
seeing others smoking tobacco cigarettes, this may trigger their desire for smoking, 
which sometimes, maybe mitigated with vaping [42]. In terms of olfactory triggers, 
only fruit e-liquids were found to have some effect. With respect to the role of stress-
ful situations as vaping craving triggers, it seems that regardless of the nature of it, 
for some of our participants, vaping may be used as a coping mechanism for stress. 
Similar findings were observed by tobacco cigarette users, which may be associated 
with nicotine [43]. Moreover, some of our participants related vaping to feeling 
relaxed, happier, focused, stimulated, and responses that have been linked previ-
ously to the effect of nicotine [44]. In addition, a highlighted concern raised by some 
participants was related to a perception of losing control over vape intake and “end-
less” vaping. Similar remarks have been observed in for dual users and young adults 
[40]. This may be associated to previous user’s sense of having control over their own 
smoking, given by the knowledge of time taken to smoke a conventional tobacco 
cigarette. Nevertheless, uninhibited vaping may induce to higher consumption of 
nicotine, which given the ever-growing popularity of vaping, may contribute to an 
overall increase in nicotine dependency, therefore, higher health risks.

In general, our participants perceived vaping as a less harmful practice than 
smoking conventional cigarettes. Even though the long-term health effects of vaping 
are under investigation, the same impression seems to be shared by many [36, 45, 46]. 
The majority of participants considered the use of both ENDS and smoking con-
ventional cigarettes healthier than to smoke tobacco cigarettes only. Although there 
is insufficient scientific evidence to support this statement, the perception may 
be associated with the idea that cigarette consumption may be reduced, despite its 
continued use of it [46, 47]. It is important to remember that vaping and its potential 
harmful effects depend on many factors, such as frequency of use, the quantity of 
nicotine consumed, flavors of preference, and type of devices used, together with 
socioeconomic and associated demographic factors. In particular vaping practice has 
been associated with youth in socioeconomic disadvantage, who have never smoked 
[46], which may serve as a gateway to nicotine dependency and consequently, associ-
ated health issues. An integrated analysis of contexts and factors influencing vaping is 
needed to advance effective future interventions and treatments for vaping disorders. 
As for the lack of success in trying to quit smoking by vaping, it appears to be a com-
mon situation among college students and adults [36, 48], who either fail, relapse, 
or become dual users. It appears that for some participants of our study, relapsing 
may be a common situation and for others, quitting smoking seems to be a challenge 
only achievable by being extremely disciplined. As the effectiveness of using vaping 
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to quit smoking appears to be debatable [46], vaping may be of better use as a tool 
to help reduce smoking. Some attributes associated with vaping, such as being more 
socially accepted, the variety of e-liquids flavors as well as different levels of nicotine 
concentration, may be of help in the effort to reduce smoking [39], nevertheless, the 
potential effect caused by these attributes should be carefully considered.

In general, our participants seemed to be satisfied with vaping. This feeling was 
primarily linked to its financial benefit compared to smoking, followed by health and 
social acceptance. As mentioned by some of our participants, due to high taxation 
on cigarettes it is possible that, in NZ, conventional cigarette smokers are switching 
to vaping, a situation that may have been further enhanced by health marketing 
campaigns [13]. How this may have affected the use of vaping by non-smokers and 
possibly influenced the increase in nicotine dependency is yet to be understood and is 
critical to be quantified. The questions about recommending vaping as a way to quit 
smoking conventional cigarettes, varied opinions were obtained in our focus groups. 
Our participants’ views agree with other studies’ report, in which vapers did not rec-
ommend it due to their own or their friends’ failed attempts [40], or even their own 
difficulties and struggles with self-controlling nicotine intake. In addition, regarding 
plans to quit vaping, there was not a clear position about it. Whether it is because of 
the benefits seen by using it (when compared to smoking conventional cigarettes), 
nicotine dependency, or their occasional use, quitting vaping does not appear to be 
considered a priority in the foreseeable future for most of our participants.

As observed in this study, vaping is a dynamic practice. The discussions that took 
place throughout our focus group sessions, provided important information that 
has helped us to identify some key social, cultural, and economic components in the 
vaping contexts of a diverse group of young adults. This material will contribute to 
the development of a more realistic and immersive VRS. The current technological 
advances achieved in the development of online VRS can enable better integration 
with telehealth for the future delivery of interventions and treatments as well as 
prevention and education campaigns for vaping-related disorders. This would build 
on recent developments using VRT in telemental health services, in areas, such as 
social anxiety, obsessive-compulsive and substance use disorders [49], and smoking 
interventions [50]. As yet, the knowledge of vaping-related disorders is limited and 
still a work in progress. Nevertheless, the use of VRT for cue exposure treatments 
could represent an alternative to help patients suffering from nicotine dependence 
caused by vaping. Moreover, in order to help achieve better results, previous studies 
developed in smoking cue exposure therapy using VRT have recommended, includ-
ing mechanisms that help patients to improve their coping skills [7, 51]. In addition, 
studies indicate a potential need to modulate negative effects and stress during cue 
exposure [7]. These recommendations are worth being considered and testing in 
future vaping treatments using VRT.

5. Limitations

The limitations of the study were primarily related to the number of vapers inter-
viewed in the focus groups and how representative the sample could be in relation to 
different types of vapers, given demographic factors and geographic location. Thus, 
we acknowledge that our findings are limited to the views, background, behavior, and 
environments surrounding a sample of local and international university students in 



17

Design Insights to Support the Development of Effective Virtual Reality Nicotine and Vaping…
DOI: http://dx.doi.org/10.5772/intechopen.106958

NZ. Nevertheless, despite how dynamic and rapidly growing vaping is, in our study, 
we found similarities with some perceptions and behaviors described in previous 
studies carried out worldwide [5, 14, 22, 23, 27, 38, 39], which help to support our 
findings and will contribute toward vaping-related VRS development.

6. Conclusion

In this study, the accessible price of vaping products was a key reason for starting 
and continuing vaping. In most cases, vaping was associated with nicotine depen-
dency by the participants, particularly for dual users. In our sample, flavored e-liquids 
were popular, especially fruit and menthol, but not tobacco flavor. Flavored e-liquids 
may be seen to help with the transition from smoking conventional tobacco into 
vaping, but they are also a concern for potential nicotine dependency. Furthermore, 
in this group, vaping appears to be mostly seen as a social practice, linked to hanging 
out with friends, regardless of the location (party, bar, house, car, etc.). On the other 
hand, for some international students, their current settings for vaping are dissimilar 
to what they were used to in their countries of origin, which, in some cases, has led to 
a change in vaping behaviors from a social context into a solitary practice.

In our study, passive exposure to vaping or vaping advertisements appears not 
to be a trigger for vaping or smoking but for dual users, seeing others smoking 
conventional cigarettes does trigger their desire for smoking conventional cigarettes, 
which may not always be mitigated by vaping. When compared to smoking, vaping 
is perceived as more socially accepted, healthier, more beneficial, and in general 
satisfying. Moreover, while vaping was not perceived as a way to quit smoking, it may 
be of help to reduce smoking conventional cigarettes, but concerns remained regard-
ing a tendency toward loss of control of nicotine intake that can occur when vaping, 
which may induce nicotine dependence. Nevertheless, quitting vaping does not seem 
to be a concern or priority among our participants, and this may lead to continued or 
even increased nicotine dependency as well as increasing the risk of health disorders 
associated with vaping. Further studies are needed to clarify and test these matters.

Vaping is an ever-changing global practice with rapid technological and social 
growth, which may be taking nicotine dependency to a new level, reaching all socio-
cultural contexts and age groups. The socio-cultural and economic background of the 
target population should become a key component to be considered when developing 
new technological tools toward enabling more inclusive and personalized online VRT 
and telehealth services for prevention, intervention, and treatment of vaping and its 
potential associated disorders. The dynamic and multifactorial character of vaping 
together with its potential associated health risks makes it a key challenge for future 
VRT and telehealth developments. Furthermore, as adolescents and young adults 
are at higher risk, the use of online VRT for telehealth represents an attractive and 
accessible technological platform that can be used to engage this age group to be better 
informed about vaping. Further technological advancements should facilitate interac-
tive access to online environments developed under more realistic and contextualized 
settings, in which prevention, control, and treatment focused telehealth programs 
can tackle commonly associated issues, such as nicotine dependence, ENDS misuse, 
health harms linked to e-liquids flavors and chemical components. Thus, further 
developments in online VRS are needed to enhance and facilitate telehealth services in 
the growing field of vaping-related disorders.
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Chapter 2

Tele-electrocardiography in  
South-East Asia Archipelago: 
From a Basic Need for 
Healthcare Services to a Research 
Implementation
Idar Mappangara and Andriany Qanitha

Abstract

The fundamental principle for telemedicine implementation in the real world is to 
address the basic needs of healthcare services. The utilization of telemedicine natu-
rally aimed to overcome distance, time, and financial constraints. Remote areas that 
are far from the cities and healthcare centers are the main regions that would mostly 
get benefit from the telemedicine program, for instance, in Indonesia, a country with 
a big archipelago area in South-East Asia. The primary healthcare center in this coun-
try is commonly available, however, the facilities and health workers are still limited. 
The health services are being centralized in big cities, and thus, the rural areas are far 
left in the context of healthcare services. Telemedicine could bring both standardized 
and specialized healthcare services nearer to the patients, irrespective of distance and 
location constraints. After receiving professional cardiology advice, implementation 
of telemedicine program, such as tele-electrocardiography (tele-ECG) at the primary 
care level, may be a financially advantageous way to identify cardiovascular disease in 
the general population and avoid overtreating patients. This is our first time adopting 
tele-ECG consultations in East Indonesia under the Makassar Telemedicine Program. 
This program allows us to maintain a big database of cohorts and connect its imple-
mentation to real-world clinical practices, and at the end, could guiding the health 
workers to improve patient’s outcomes.

Keywords: tele-ECG, telemedicine, low bandwidth, click point to point, database

1. Introduction

Telemedicine, a term that appeared in the 1970s, literally means “healing at a 
distance” [1]. In order to improve the health of people and communities, the WHO 
defines telemedicine as “the delivery of healthcare services, where distance is a criti-
cal factor, by all healthcare professionals, using information and communications 
technologies for the exchange of valid information for the diagnosis, treatment, and 
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prevention of disease and injuries, research and evaluation, and the continuing edu-
cation of healthcare workers” [2]. As defined by the WHO, telemedicine is a system 
utilized to assist the healthcare functioning, especially healthcare services, education, 
research, and even training. The need for telemedicine is basically due to obstacles 
in optimizing the function of healthcare, particularly in poor-resource populations; 
either due to the large costs, long-distance barriers, limited human resources, the 
need for immediate or 24-hour services, as well as the nature of wide-spread coverage 
area of telemedicine [3].

The fundamental rule for managing a telemedicine program in a low- and middle-
income country (LMIC) like Indonesia is whether the system can address the unmet 
needs for primary care services, how to deal with budgetary issues, how to empower 
the locals to use telemedicine, and most importantly, how to maintain and sustain 
the utilization for a long period of time [3]. This is often seen to be a problem or 
miscommunication between telemedicine-service providers who generally rely on the 
sophistication and completeness of the equipment, while the users on the other hand, 
simply ask for user-friendly devices. Unsurprisingly, the mismatch between provid-
ers’ capability, supporting infrastructure, and user needs, not rarely ends up with 
suboptimal function, and even worse, telemedicine is not working at all [4].

2. Tele-electrocardiography in low- and middle-income countries

Electrocardiography (ECG) is one of the daily needs of healthcare services, 
guiding the healthcare providers such as general practitioners (GPs), nurses, 
and even specialists to advance their diagnosis for patients with cardiovascular 
complaints [5]. The use and interpretation of ECG could be challenging, especially 
for health workers in suburban and rural areas such as Indonesia. Moreover, the 
need for real-time and quick decision-making for diagnosis and treatment for 
patients with acute cardiovascular disease (CVD) will enforce the use of tele-ECG 
in limited-resource LMICs. However, the available experts to interpret the ECG, the 
obligation for 24/7 service and quick answers are inevitable aspects of tele-ECG, 
and thus, considering these important aspects is crucial to implementing tele-ECG 
programs in LMICs.

Tele-ECG has evolved before, during, and after this pandemic era. The tele-ECG 
has been instrumental in reducing the un-need patients referral and has allowed 
better allocation of resources through early triage of patients with acute CVD, based 
on their symptoms and examinations. Our previous study showed that 100% of ECG 
recordings were transmitted successfully and qualified for analysis; and thus, we 
suggest that tele-ECG can be implemented in Indonesian primary care settings with 
limited resources [6]. In traditional manner, when tele-ECG program was not applied, 
the ECG solely interpreted by the GP in the primary care center; or even worse, the 
ECG are not available as a basis healthcare service in several primary centers. By 
implementing this tele-ECG program, the consultation to the expert cardiologists 
may assist the GPs for immediate triage, resulting in a higher rate of early hospitaliza-
tion for indicated patients, and eventually could reduce the mortality rate of acute 
CVD in Indonesia [6]. The flowchart of utilization and final purpose of tele-ECG is 
shown in Figure 1.

The implementation of telemedicine in LMICs may not encounter many obstacles 
as long as it is correlated with the needs of healthcare services, as it is fundamental 
to healthcare function. The first implementation of this tele-ECG program was 
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commenced before the Covid-19 pandemic. At that time, all patients with cardiovas-
cular risk factors who came up to the primary care centers were screened using the 
tele-ECG. During this pandemic era, this tele-ECG is even more useful and practical 
to screen and stratify the patients with cardiac symptoms. This tele-ECG guides the 
GPs to determine which patients need a referral to the cardiac center, and which ones 
need enough observation and therapy in the primary level.

What about the research aspect? Is telemedicine program appropriate to be carried 
out in that direction? We agree that clinical research is important to get a big picture 
of the current situation of cardiology clinical practice, valuable to help analyze the 
real health problems and offer possible solutions to those problems. This is an inter-
esting challenge in finding a way to implement and couple the telemedicine program 
with a research function.

The main principle in clinical research is that we get as much data as possible that 
represented the real population. The wide coverage of tele-ECG and the capability of 
providing big data allows the tele-ECG program as a preferable platform for con-
ducting research. Based on our experience, conducting clinical research in LMICs is 
rather “exhausting.” Local researchers are forced to start everything from the scratch. 
Unavailable standard systems for reliable databases as well as limited resources and 
infrastructure also contribute to the low interest and awareness of carrying out 

Figure 1. 
The utilization and final purpose of tele-ECG program.
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clinical research in LMICs. Figure 2 presents the primary care nurse performing 
tele-ECG consultation and contributing to a cornerstone database of tele-ECG in 
Indonesia.

With 17,508 islands and a population of more than 260 million, Indonesia is the 
most populous country in South-East Asia and the biggest archipelago in the world 
[7]. Java is home to more than half of Indonesia’s population, with the remaining 
residents dispersed throughout 6000 islands [7, 8]. About 11% of the Indonesian 
population living in a poor socio-economic level [9]. The leading cause of mortality in 
this lower-middle-income country, accounting for ~37% of all fatalities, is cardiovas-
cular disease (CVD) [9]. Despite the high burden of CVD in this country, there were 
only 1.5 cardiologists available per 1,000,000 people in 2016 [9] and only ~30 cardiac 
facilities (half of which located in Java) were available in 2013 to treat the >2.6 million 
prevalent cases of CAD [10, 11].

Especially in remote areas, including in some peripheral areas in Indonesia, where 
human resources, i.e. nurses, general practitioners, and specialist doctors are rarely 
available, health equipment and medical facilities are also generally inadequate 
and not evenly distributed. As is well known, the remote island is an area with very 
minimal use of technology and with all its limitations, which becomes a challenge in 
implementing telemedicine in archipelagic areas [12]. On this occasion, the author 
used the tele-ECG program as a platform to answer the challenges of implementing 
telemedicine in archipelagic areas, and more specifically to obtain a reliable database 
in terms of research function.

3.  Implementing telemedicine in the archipelago region: what’s the 
problem?

Remote islands in archipelago countries are areas that are suitable for the 
concept and purpose of the telemedicine program. These areas commonly live 

Figure 2. 
Tele-ECG consultation from the primary care center.
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in poverty with poor health services, and urgently need assistance in solving the 
local health problems. To this end, telemedicine services should be utilized as 
routine healthcare services and function in daily practice. However, there may be 
challenges to run this program. In most remote areas, the healthcare officers are 
those with a lack knowledge and are not used to using modern technology. Mostly, 
medical devices in remote areas are also less modern and do not support modern 
application systems. In addition, in terms of infrastructure, internet signals in 
archipelagic areas are below average, using a low bandwidth category, and thus, 
a complex and sophisticated computer application in implementing telemedicine 
should be avoided [12].

In most LMICs, particularly in rural areas, the healthcare infrastructure is gener-
ally minimal or even unavailable, and local residents not rarely used traditional, 
instead of evidence-based medicine. Healthcare facilities for both diagnosis and 
treatment are almost blunted [13]. Based on the Speedtest Global Index, Indonesia is 
a country with the slowest average internet speed in Southeast Asia. As of December 
2021, the average speed of mobile internet in Indonesia is only 15.44 Mbps, with the 
upload speed of about 9.16 Mbps, and the latency is 28 ms.

4. Telemedicine and research

The Makassar Cardiac Center launched the first telemedicine initiative in 
Eastern Indonesia in response to the dearth of cardiologists and the obvious demand 
for competence in cardiovascular treatment. With the use of this service, primary 
care centers can send electrocardiogram (ECG) data to Hasanuddin University 
Hospital. In this program, primary care GPs immediately received expertise from 
cardiologists when dealing with patients with CVD symptoms or risk factors. 
Despite the fact that Indonesia began implementing the telemedicine program in 
2012, reporting on the initiative’s effectiveness and results has not received as much 
attention.

Although telemedicine system is also developed for research functions, it is 
realized that research stuff is merely invaluable for the users. Primary healthcare 
centers and sub-health centers will certainly not be interested at all in the research 
objectives, especially for health workers who work on remote islands. Research 
appropriation is not the main issue in healthcare services in remote areas. The first 
and foremost is, whether the large and extensive data can be obtained through 
telemedicine services to improve the quality of care and clinical outcomes of patients 
in remote areas.

5. Telemedicine in archipelago countries: the concept of solutions

Looking at the telemedicine systems that are currently being run and devel-
oped, on average, the telemedicine system needs sophisticated technology, such 
as teleradiology that uses DICOM-based PACS. The telemedicine system requires 
modern equipment and high-speed internet with high bandwidth, which is 
expensive. On the other hand, to maximize telemedicine utilization, the users 
also should be familiar with high-tech applications. Unfortunately, these require-
ments are incompatible and difficult to be fulfilled in archipelagic or remote areas. 
Encountering these challenges and limitations, innovation and creativity are 
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needed in designing and making an ideal and compatible telemedicine model in 
the archipelagic area [4, 14, 15].

The author hypothesizes that technology is flexible and can be customed to meet 
the local field conditions, including in extremely difficult archipelagic areas. The 
concept design of archipelagic telemedicine should be cheap, user-friendly and trans-
mittable, and feasible. The design of the telemedicine system design is also should be 
easily utilized for the research purpose by providing reliable big data, altogether with 
appropriate data processing facilities, thus could be used for research and educational 
purposes.

Figure 3. 
Tele-ECG application used in Makassar Telemedicine Program that provides services for 46 primary care centers 
in Indonesia.
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6. Role model of tele-ECG in Eastern Indonesia

Electrocardiography examination requires an electronic medical device called an 
“electrocardiogram” [5]. There are various types of tools based on the development 
of the system: some have DICOM-based-high-technology which is easily integrated 
with the current developed modern application systems, and some others are less 
modern and still based on non-DICOM and difficult to be integrated directly with 
tele-applications [4, 16–18].

In LMICs, including in Indonesia, the majority of available ECG tools is a non-
DICOM-based devices. The developed tele-ECG application model will take the 
ECG image indirectly from the machine, and then will be stored in pdf format, as 
long as the ECG device has a program that could produce the output that is con-
nectable to the computer storage, with the average size of files is less than 2 MB. 
This small file size is very suitable and easy to be transmitted in unstable internet 
speed or low-bandwidth conditions in LMICs, particularly in remote archipelagic 
areas. An application model with a display of the ECG image equipped with the 
result description on one screen will make the interpretation process by expert 
doctors easier.

The results and description of the ECG were made in a form of multiple choice 
with a point-to-point-click checklist, and thus the users will no longer need to type 
descriptions and conclusions of those ECG recordings. The users just need to choose 
the description that had been provided. The available description patterns are made by 
default for normal results. For example, for normal ECG results, the expert doctors only 
need to fill the heart rate column, to optimize the data storage. Each selected description 
will be ready as the standardized data that have been completed with the description 
with the smallest file size and will be directly stored in the database that could be easily 
recognized by the system. Figure 3 shows the tele-ECG application that has been used 
for Makassar Telemedicine Program that provides services for 46 primary care centers 
distributed in urban, rural, including remote islands in East Indonesia.

7. Implementation of tele-ECG model in Makassar, Indonesia

The implementation of tele-ECG at more than 46 primary care centers in 
Indonesia has started in 2015, mainly in the South Sulawesi Province. Each primary 
care center provides tele-ECG services, not only for outpatient clinics but also for 
Emergency Department. The tele-ECG consultations were carried out for all patients 
with suspicion of heart disease, including acute coronary syndrome.

Makassar tele-ECG service runs routinely every day, with around 10,000 cardiac 
records have been transmitted in 4 years since its commencement. During the opera-
tion, every transmitted ECG record would get a quick response from the cardiology 
consultant. For the clinic services in primary care centers, on average, the ECG 
recordings were sent from morning to afternoon, and subsequently, the response and 
answers by the consultants would be delivered within 2–4 hours. In the case of acute 
or emergency settings, the operator will immediately notify the consultant for an 
immediate response. For normal ECG, the consultant only took 15 seconds to make 
the description of ECG. Meanwhile, for an abnormal ECG, the average time needed 
to describe the ECG was about 30–45 seconds. The tele-ECG answers can be imme-
diately seen by the sender, i.e., nurse or GP at the primary care center, with available 
printable reading results when needed.
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8. Data collection and measurement

Using an automated ECG equipment—the BTL-08 SD ECG (BTL Industries Ltd., 
Hertfordshire, United Kingdom)—trained primary care nurses collected patients’ 
ECGs. The Hasanuddin University Hospital’s analysis service center received the ECG 
files through the internet and stored them in the hospital’s database. All of the ECG 
recordings were reviewed and examined by two cardiologists. Between August 2015 
and February 2018, Makassar Telemedicine Service (MTS) received ~10,000 12-lead 
ECG recordings from patients in primary care.

In order to gather information on sociodemographic and clinical profiles (such as 
symptom, onset, prior disease, prior medication, anthropometric status, vital signs, 
and cardiovascular risk factors: hypertension, diabetes mellitus, current smoking, 
and family history of CVD), management and medications after tele-ECG, and GP’s 
reasons for and satisfaction with tele-ECG consulting, a thorough questionnaire was 
developed. All participants had vital sign assessments, including blood pressure, 
heart rate, respiration rate, and axillary temperature, as well as anthropometrics, a 
routine physical examination, and ECG analysis. Manual measurements were taken 

Classification ECG patterns* Total (n = 10,001)

Normal ECG Normal sinus rhythm 7265 (72.6)

Ischemia ST-elevation myocardial infarction 98 (1.0)

Old myocardial infarction 548 (5.5)

ST and/or T wave changes suggestive of 
MI

509 (5.1)

Non-specific ST and/or T wave changes 99 (1.0)

Arrhythmia Sinus bradycardia
Sinus tachycardia

Supraventricular tachycardia
Atrial fibrillation

Atrial flutter
Atrial premature complexes

Ventricular premature complexes
Sino-atrial block

Atrioventricular block
Right bundle branch block
Left bundle branch block

892 (8.9)
393 (3.9)
11 (0.1)
110 (1.1)
9 (0.1)

94 (0.9)
105 (1.0)

6 (0.1)
49 (0.5)
160 (1.6)
21 (0.2)

Structural change Left atrial enlargement 45 (0.5)

Right atrial enlargement 48 (0.5)

Left ventricular hypertrophy 418 (4.2)

Right ventricular hypertrophy 23 (0.2)

Others Early repolarization
Left axis deviation

Right axis deviation
Hyper/hypokalemia

72 (0.7)
184 (1.8)
128 (1.3)
37 (0.4)

*More than one ECG diagnosis per patient is possible.
Values are n (%).res.
ECG = electrocardiogram; MI = myocardial infarction.

Table 1. 
Interpretation of ECG recordings from Makassar telemedicine service.
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for height, waist circumference, and body weight. Since these tests are typically not 
accessible at the primary care level, none of the laboratory tests—such as fasting 
plasma glucose, lipid profiles, and creatinine—was carried out. All these data were 
collected in a standardized database. The data were then converted into Excel format 
for further analysis in the SPSS statistical program for research purposes.

Figure 4. 
Distribution of ECG abnormalities based on gender and age.
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9.  Implementation results: the first report from the tele-ECG program in 
Indonesia

A total of 10,001 ECG recordings were transferred to telemedicine program’s 
analysis center at Hasanuddin University Hospital between 2015 and 2018. All ECG 
recordings were eligible for analysis. Around 73% of the overall ECG recordings 
were classified as normal. After ECG categorization, ischemia was discovered in 13% 
of cases, arrhythmia in 18%, and structural abnormalities in 5%. Table 1 displays 
the analysis and distribution of all ECGs from the Makassar Telemedicine Program 
(n = 1001), while Figure 4 shows the ECG abnormalities based on gender and age.

Our previous study shows that tele-ECG consulting was helpful to support GPs 
in primary care in making a quick decisions on patient management. Of 10,001 ECG 
screenings transmitted to the analysis center, 100% qualified for analysis.

Implementation of the tele-ECG program during these 4 years showed that the 
delivery process run smoothly, as there were always 5–10 tele-ECG recordings trans-
mitted from several primary healthcare centers every working day. The succession of 
this implementation is supported by the local government provided the infrastructure; 
trained nurses and GPs who made the first screening and risk stratification; and imme-
diate response of the expert, cardiologists to read and answer the teleconsultation. 
This fact showed a piece of robust evidence that the design and model of the tele-ECG 
program that prioritized the easiness for both the senders and readers and smooth 
internet connection had been successfully implemented in the archipelagic areas.

In view of cardiology services, 88 patients for whom hospital admission was 
advised, 72 (81.8%) were immediately referred within 48 hours following the tele-
ECG consultation. Thus far, this tele-ECG program has been successfully carried out 
with two main purposes, healthcare services, and research, that ultimately help in 
improving patient outcomes.

SVT, supraventricular tachycardia; AF, atrial fibrillation; Aflut, Atrial Flutter; 
AES, atrial extra systole; VES, ventricular extra systole; S-A block, sinoatrial block; 
A-V block, atrioventricular block; RBBB, right bundle branch block; LBBB, left 
bundle branch block; STEMI, ST-elevation myocardial infarction; Old MI, old myo-
cardial infarction; LAE, left atrial enlargement; RAE, right atrial enlargement; LVH, 
left ventricular hypertrophy; RVH, right ventricular hypertrophy.

10. Conclusions: philosophy of tele-ECG implementation

• Telemedicine program is about function, not sophistication. And thus, placed 
the tele-ECG program in the areas where it is needed the most.

• The main goal of telemedicine in archipelagic areas is not about healing the 
patients’ disease, but beyond this, concern and sustainability.

• When technology is in hand, while the natural conditions are out of reach, then 
technology follows nature.

• The basis of telemedicine research is healthcare services, therefore, addressing 
the service function first and patients data would follow the way.
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Abstract

The main characteristics of three approaches to cardiac care using public data
networks are presented. All efforts were addressed to get minimum-cost solutions for
low-budget public health systems. The first solution was developed to follow-up
arrhythmic patients between medical consultations, setting a more closed patient-
physician relationship, and a daily recording of cardiac rhythm changes. It is based on
a personal battery-powered device for one-channel ECG recording, minimizing elec-
trode setting and operation complexity. An ECG recording taken daily allows a
detailed analysis anytime without the patient’s traveling to a health institution. A
second solution was aimed at monitoring high-risk cardiac patients. A 24-h portable
device capable of monitoring heart rate and sudden falls, typically associated with
cardiac syncope, was developed. When any cardiac event or fall is detected, an urgent
message is sent to relatives and the medical emergency care system asking for help.
The third system implemented is oriented to the study of different cardiac parameters
in people who suffer from heart disease or in those who are prone to suffering from it.
Twelve-lead ECG is recorded periodically by each patient and trend graphics reflect
ECG parameters strongly associated with cardiac disturbances, such as sudden death
and ischemia. This approach allows the detection of the first troubling electrocardio-
graphic deviations, making possible early medical intervention.

Keywords: telemedicine, cardiac home care, ECG processing, cardiac syncope
identification, arrhythmia analysis, cardiac disturbance predictors

1. Introduction

For decades, heart disease has been the leading cause of death worldwide,
according to periodic reports from the World Health Organization (WHO) [1, 2]. The
high consumption of so-called junk food, sedentary lifestyle, smoking, and other
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conditions have driven humankind to this situation. Some years ago, heart disease as
the leading cause of death was strongly associated with high-income countries, but
nowadays it has been extended to medium and low-income countries, displacing
infectious-contagious diseases. In poor countries, the situation becomes even more
critical since their economies do not have sufficient resources to face the cost of
therapies, medical devices, and high-qualified physicians to cover the population, so
the public health system falls into crisis frequently.

The resting electrocardiogram (ECG) is worldwide the leading test to detect car-
diac disorders; more than 100 million of ECGs are indicated in the United States
annually [3]. For any surgery procedure, it is mandatory to check the cardiovascular
status previously and for the rest ECG is the ideal test, since it is noninvasive, easy to
perform, and highly standardized, offering significant information about the cardio-
vascular system status. Its interpretation is supported by more than 100 years of
accumulated knowledge [4].

Devices and methods for automatic ECG acquisition and processing have greatly
evolved, making it possible for this technology to be used efficiently after minimal
training. In fact, several systems have been developed combining this kind of devices
with public data networks, web applications, and the proper procedures allowing the
implementation of telecardiology services [5–7]. However, new solutions emerge
continuously because each region and country have needed a customizing process
according to local requirements.

The authors of this chapter have developed solutions that provide health services
aimed at the care of heart diseases, but these approaches could be extended to other
chronic diseases. The solutions presented have the following in common:

• They are focused on the treatment of cardiac patients.

• Combine the use of public data networks with medical devices for personal or
home use.

• They minimize the operating cost of the solution without sacrificing high
performance and quality standards.

The authors hope the discussed topics will motivate other specialists to contribute
to the continuous improvement of public health services, mainly in low-income
countries that suffer from the most critical situations.

2. Follow-up of persons suffering from cardiac arrhythmia

Cardiac arrhythmia is a chronic disease, so persons suffering must visit their
cardiologist periodically to check their condition and the medical treatment effective-
ness; this is the traditional approach to follow-up persons suffering from chronic
disease. The main disadvantage is that changes and disorders occurring between a visit
to the cardiologist and the next one never been recorded or known by the cardiologist.
Suddenly, no evidence of why the patient got worse after a visit to the cardiologist and
died inexplicably, and this is a non-infrequent situation.

The proposal of the authors solves the described situation. The patients are trained
to use a portable medical device and are able to acquire and transmit a one-channel
ECG, enough for cardiac rhythm analysis purposes. The digital ECG is uploaded to a
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website in order to be processed, stored, and reviewed at any time by the cardiologist
in charge of the studied person. This specialist indicates the frequency of ECG acqui-
sition, maybe 2 or 3 days, and trend charts are generated with the data extracted from
the stored signals. This approach provides an easy way to know what changes in the
cardiac rhythm take place day by day, contributing to a very close patient-cardiologist
relationship. Dynamically, medical treatment can be changed when an abnormal
situation is detected. All the process contributes to minimize patient’s discomfort and
agglomerations at hospital centers since visits to cardiologist can be reduced.

2.1 The proposed solution

The proposed system enables ECG recording several times per day, so the patient’s
condition can be analyzed with a detailing level impossible to get with the traditional
approach. Any change can be studied from its first manifestations. Another feature to
remark on is the possibility to make changes in the medical treatment dynamically,
only with a phone call after analyzing the ECGs stored in the system’s database. In
addition, by reducing the frequency of visits to the cardiologist, patients improve their
comfort and agglomerations in hospitals are reduced.

The development of the proposed system was divided into three parts as follows:

• The ECG recorder: A portable medical device to acquire one-channel ECG and
transfer digital samples using a Bluetooth channel.

• The Android terminal: An Android-based application to receive the digital ECG
transmitted from the ECG recorder, store and upload it to the analysis station
when connectivity is available.

• The analysis station: A web application to store, analyze, and display the ECGs
and the information associated with them.

Each part will be explained in detail below. The proposed solution can be viewed as
a three-layer system. A first layer for the acquisition of the ECG with the developed
portable device, a second layer is based on an Android application to guarantee
connectivity with the web, data integrity, and a third layer, the web level, where the
transferred ECGs are stored and processed. The web application provides comple-
mentary tools to help cardiologists to study the evolution of each patient. A represen-
tation of the proposed solution is shown in Figure 1.

2.1.1 The ECG recorder

A battery-powered medical device was developed to digitize a bipolar ECG lead;
the authors recommend to attach the electrodes as it was defined for lead II from the
standard 12-lead ECG because it is the best approach to study cardiac rhythm distur-
bances.

The ECG recorder was designed as a low-cost solution, so commercial electronic
components were used instead of ASIC, FPGA, and so on. However, surface montage
electronic components were combined with a multilayer print circuit design to reduce
the device size and improve its reliability. The ECG recorder description can be
divided as follows:
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• The ECG amplifier: A low-noise one-channel ECG amplifier was designed to
digitize a bipolar ECG lead characterized by its low power consumption. The
amplifier design is based on the OPA4236 operational amplifier and the micro
power single-supply INA826 instrumentation amplifier to get a very low power
consumption, below 10 μA. The bandwidth is limited between 0.5 and 40 Hz to
improve the signal quality and to keep the main ECG frequency components.

• The central processing unit: The MSP430F5529 microcontroller from Texas
Instruments was selected as “the heart” of the ECG recorder; it is in charge of the
control of the device functioning and all the computing tasks. This
microcontroller is an ultralow-power component with a 16-bit RISC architecture
and high-level integration. Several peripherals, such as serial ports, interrupt
controllers, timers, memory, and A/D converter, are integrated into a single chip.

• The Bluetooth block: The first version was developed with the LMX9838
Bluetooth serial port module because it was mentioned as a standard by several
electronic component manufacturers when the use of Bluetooth became
widespread. This module is too expensive for our purpose, so a cheaper
alternative was selected, it was the RN4678 module. This component provides a
friendly and reliable solution for Bluetooth communication; the host
communicates with the RN4678 sending commands interpreted and executed by
a Bluetooth stack in charge of wireless bidirectional communication.

• The power unit: Two AAA NiMH batteries supply the required isolated voltage
for the planned autonomy. A battery-charging circuit was not included to
simplify the device and reduce its dimension, so batteries should be charged in
any commercial charging station. A better solution will be a lithium polymer
battery, not available in the market at the time when the design was developed.

ECG samples are acquired automatically when the ECG recorder is turned on; the
sampling frequency always is set to 250 Hz. Bluetooth protocol is used to transmit
digital samples to a mobile phone. Additional information about pacemaker spikes and
electrode contact is transmitted too. A circuit for pacemaker spike identification was
included in the ECG amplifiers; spike detection is based on signal slope analysis.
Another circuit was designed to detect poor contact between the electrodes and the

Figure 1.
The proposed three-layer system.
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patient’s skin; this process is very important because only one signal is available and its
quality is very important for the intended use (Figure 2).

ECG samples, pacemaker information, and electrode status are packed and sent
with a sync byte. The receiving, called the Android terminal (an app running on an
Android-based mobile telephone) can identify the start of each packet and extract the
information bits corresponding to ECG samples, electrode status, and pacemaker
spike detection. ECG strip duration is set according to the study to be performed; a
typical duration could be 3 min. When ECG transmission is finished, the
MSP430F5529 microcontroller goes to “sleep mode” in order to minimize energy
consumption. Only hardware interrupts generated by the keypad or the timer are able
to wake the microcontroller.

2.1.2 The android terminal

This android application was programmed in Java language, but several other
options are available nowadays; the same happens with the programming framework.
The best choice of these items will strongly depend on the programmer’s skills and will
be determinant to shorten or delay the time to get the final solution.

The main features of this part of the proposed solution are the following:

• Device pairing: It is a mandatory process to set the Bluetooth link between the
ECG recorder and the Android telephone. It is set for one time unless hardware
changes or fails. It started with the mobile telephone.

• Bluetooth communication: The hardware components selected are fully
compatible with this wireless communication standard, so a reliable channel is
implemented. A user-level protocol was defined by the authors to guarantee a
continuous data flow. ECG samples are transferred by blocks and information
about electrode status and presence of pacemaker spikes is added. Control
commands are included as head and tail for each block, contributing to easy
synchronization.

Figure 2.
The ECG recorder prototype.
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• Database operations: MySQL was the database engine selected because of its
compatibility with the SQL standard and its simplicity. The database to
implement is not heavy or complex, so the selection is proper for the intended
use. Addition, sorting, and querying are the most common operations in this
application. The access is controlled by a password mechanism.

• ECG uploading: This feature considers that noncontinuous connectivity is a real
possibility; accordingly, the proposed solution has been designed thinking in poor
countries’ conditions, where public communication networks are not as stable as
the same service in First World countries. ECGs received from the recorder are
stored in the Android terminal’s database as a backup and are uploaded when
connectivity is available using a secure HTTP protocol. The uploading process
includes an encryption algorithm to avoid unauthorized personal data publication
since it is mandatory in telemedicine systems [8].

2.1.3 The analysis station

This web application is the main part of the proposed solution because it enables
cardiologists to analyze the status of any patient based on the collection of all signals
captured by the ECG recorders and powerful graphic tools. Several parameters are
computed as a complement of the stored digital ECG. A simple SQL database was
implemented to store all general data, ECGs, and parameters. Tables and graphics are
available to analyze the evolution of any patient, so cardiologists can evaluate the
effectiveness of the drug treatment and make any necessary changes. Cardiologists’
comments and treatment changes are stored in the database too. In summary, the
analysis station provides the following features:

• User access control: A username and password mechanism are implemented to
set a one-to-one relationship between cardiologists and their patients. Each
cardiologist reviews ECG associated with his/her patients only.

• Trend charts of different electrocardiographic parameters: This kind of graphics
represents parameter changes versus time, so cardiologist can observe when
dangerous situations start their clinical manifestation. For instance, isolated heart
rate changes are not dangerous, but it is so different when the change is observed
continuously.

• Reports: Any table of graphics can be printed or stored as a PDF file. It is so useful
to discuss any complex situation with other specialists or to create patient paper
files.

• Export results: It is implemented to allow interoperability with other digital systems.

A simple way to appreciate the advantages of the proposed solution is the follow-
ing example: A cardiologist instructs a patient to capture three ECGs daily with the
ECG recorder (morning, afternoon, and night). After a month, the cardiologist has 90
ECGs of the specific patient and he/she can analyze in detail how it is influencing
medical treatment in the disease studied. Following the traditional method of visits to
the specialist, so much valuable information would never be accumulated. This is why
it is said that the proposed system allows a much closer doctor-patient relationship.
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Digital ECGs are processed at the analysis station to facilitate future software
updating tasks. It is easier to update the web application only than to update each
of the ECG recorder devices connected to the system or the Android app linked to
each one.

2.1.4 ECG processing

ECG processing starts with digital filtering to remove or attenuate spurious signals.
A FIR (finite impulse response) moving average filter proposed by Ligtenberg and
Murat [8] was implemented. It was used by the authors in previous projects with good
results; an attractive characteristic is that the filter is based on integer arithmetic only.
The mathematical expression of the proposed filter is as follows:

y kð Þ ¼ 1
K2

Xk

m¼k�Kþ1

Xm
n¼m�Kþ1

x nð Þ � 1
L2

Xk

m¼k�Lþ1

Xm
n¼m�Lþ1

x nð Þ (1)

where x(n) is the input signal, y(k) is the output filtered signal, K, L are filter
constants strongly associated with cut-off frequencies.

The authors have implemented a QRS complex detection based on an energy
collector and two thresholds. The energy function is easy to implement because it is
based on integer arithmetic; it is an important feature because the same function can
be used for real time and offline applications with similar performances.

The energy function is defined as the sum of the squared differences of the samples
corresponding to a preestablished time window previous to the studied sample. The
windows width is set to 150 ms taking into count the width of ventricular beats which
are prone to durations over 120 ms. Eq. (2) corresponds to the described energy
collector.

y kð Þ ¼ 1
N

Xk

n¼k�Nþ1

x nð Þ � x n� 1ð Þ½ �2 (2)

where x(n) is the input signal, y(k) is the energy function.
The energy function is combined with two thresholds. The first one is used to

detect high-energy peaks and the second threshold is applied to a rough onset and
offset identification for each QRS complex. R waves are identified as the wave
including the most positive peaks within each QRS complex, so a peak detection
algorithm is applied after the onset and offset events were detected.

RR intervals are computed after the identification of all R wave’s peaks as the
difference between two consecutive peaks. Each cardiac beat is classified as premature
or not premature according to their previous RR interval duration. An ECG strip is
classified as “arrhythmic” if more than 10% of QRS detected gets into this classifica-
tion. This percentage should be defined at the Android terminal setup and cardiolo-
gists can be modified according to the patients.

The information associated with each digital ECG is stored in a temporary database
and uploaded to a sHTTP server. The temporary mobile telephone database can be
very useful when public data network is out of service for a prolonged period due to
natural disasters, army conflicts, and similar situations. When public data networks
are not available, ECG can be reviewed in a limited framework.

The system operation can be summarized as follows:
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1.Patients are enrolled in the system. Each patient receives the user guide, the ECG
recorder (including patient cable and electrodes), and the Android terminal is
installed on his phone.

2.The cardiologist explains to the patient his/her role in the system and an ECG
strip is acquired as patient training.

3.The patient prepares his skin, by means of a light cleaning, and attaches the
electrodes in the appropriate positions to acquire lead II unless the cardiologist
indicates another configuration of electrodes.

4.The incoming digital ECG is filtered; the QRS complexes are detected and
classified; and heart rate and ectopic beat rate are computed. All data are stored
in a database and uploaded to sHTTP server.

5.The analysis station checks the sHTTP server periodically looking for new ECG
data files. When new files are detected, all the uploaded information is into a
database.

6.The cardiologists log in to the analysis station to study any patient. Each
cardiologist can study his patients only. Arrhythmic evolution is analyzed and
the treatment is corrected if necessary.

2.2 Results and discussion

Five ECG recorder prototypes have been tested according to the IEC 60601-2-47
standard and all results were successful. The proposed device is not a pure ambulatory
medical device, but the IEC 60601-2-47 standard is suitable for its evaluation. Some of
the most highlighted results are shown in Table 1.

The proposed device is safe for patients, according to the test results, following the
IEC 60601-2-47 standard requirements.

The android terminal application was fully tested. The Bluetooth communication
was checked with 200 simulated 3 min ECG strips with different heart rates: 60, 80,
120, and 150 beats per minute. These strips were acquired with three ECG recorders
wireless connected to a mobile phone running the proposed Android terminal. This

Test Result

Dynamic input range 5 mV

Input impedance Greater than 2.5 MΩ

Maximum DC input level 320 mV

Internal noise Less than 25 μV

Patient auxiliary current Less than 0.01 mA

Setting time Less than 3 s

Common mode reject ratio Greater than 90 dB

IEC 60601-1 classification Class I, BF type

Table 1.
Some results from technical tests.
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test passed without errors, and the signals received by the Android terminal were
identical to the original simulated ECGs. Also, the communication process was never
aborted by errors.

The digital filter performance has been published in previous papers, so the
authors do not consider necessary new evaluation [9]. A similar situation happens
with the QRS detection process based on the previous experiences of the authors
[9, 10]. Nevertheless, the authors considered it useful for the readers to show the
performance when the algorithm was tested with the MIT-BIH arrhythmia database;
results are shown in Table 2.

Thus, the performance of the QRS complex detection algorithm is enough for the
intended use. The MIT-BIH arrhythmia database is a golden reference to test this kind
of algorithm.

All the features of the proposed Android terminal have been tested with a signifi-
cant amount of ECG strips. The performance of the implemented Bluetooth link has

Record QRS Detected Sensitivity (%) Record QRS Detected Sensitivity (%)

100 2273 2273 100.00 201 1963 1960 99.85

101 1863 1861 99.89 202 2136 2127 99.58

102 2187 2160 98.77 203 2980 2963 99.43

103 2084 2084 100.00 205 2656 2624 98.80

104 2229 2220 99.60 207 1860 1833 98.55

105 2572 2549 99.11 208 2955 2933 99.26

106 2027 2007 99.01 209 3005 2996 99.70

107 2137 2120 99.20 210 2650 2631 99.28

108 1762 1741 98.81 212 2748 2746 99.93

109 2532 2507 99.01 213 3251 3220 99.05

111 2124 2111 99.39 214 2262 2241 99.07

112 2539 2538 99.96 215 3363 3360 99.91

113 1795 1794 99.94 217 2208 2177 98.60

114 1877 1860 99.09 219 2154 2136 99.16

115 1953 1951 99.90 220 2048 2046 99.90

116 2412 2398 99.42 221 2427 2407 99.18

117 1535 1520 99.02 222 2483 2466 99.32

118 2278 2253 98.90 223 2605 2581 99.08

119 1987 1981 99.70 228 2053 2018 98.30

121 1863 1861 99.89 230 2256 2253 99.87

122 2476 2475 99.96 231 1571 1568 99.81

123 1518 1516 99.87 232 1780 1772 99.55

124 1619 1592 98.33 233 3079 3036 98.60

200 2601 2576 99.04 234 2753 2750 99.89

Table 2.
Results with 12 ECG strips from MIT-BIH database.
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been stable; no user-level errors have been detected. QRS complex detection algo-
rithm was tested with MIT-BIH arrhythmia database, an international standard for
this purpose, and the sensitivity was high, this result is enough for the intended use.

As has been seen, a full version of the proposed solution has been tested with
satisfactory results. The ECG recorder safety meets the requirements set by the IEC
60601-1 standard for this kind of medical technology. The functioning of the system
has been tested in stressing conditions without failures, demonstrating the robustness
of the proposed solution.

The proposed system looks like a useful tool to study arrhythmic patient progres-
sion using existing data networks, mainly mobile telephone networks. Other chronic
diseases can be studied following the same philosophy.

3. Cardiac monitoring of high-risk persons

Those persons who are subjected to high stress as part of their daily activities and
do not have healthy lifestyle habits are prone to suffer from serious and sudden
cardiovascular disorders, whose main manifestations are high blood pressure, malig-
nant cardiac arrhythmia events, and acute myocardial infarctions. This kind of person
needs continuous cardiac monitoring to detect dangerous changes since their begin-
ning. Implanted cardiac loop recorders could be a solution for persons suffering from
this situation, but these devices and the associated surgery procedure are expensive
[11]. Besides, the risk associated with any surgery is always present.

An alternative without surgical risk and much cheaper would be the development
of a device capable of monitoring the heart rhythm and transferring the digital signal
to a remote central station when any dangerous change is detected from the analyzed
person. For this data transfer, the existing public mobile data network in the country
would be useful. The authors of this chapter focused their efforts on this kind of
solution and present a proposal.

3.1 Proposal for out-of-hospital cardiac monitoring

We have developed a cardiac telemonitoring system as part of a larger
telecardiology system with other final applications. The proposed system is composed
of connected two parts using the mobile data network:

• ECG recorder: It is a small battery-powered device able to acquire and process
one ECG channel in real time. When a dangerous event is detected, an ECG strip
is transferred to the response central station and the device waits for instructions
for the analyzed person about what to do. Several different indications can be
sent, “relax and wait for an ambulance,” “relax and send an ECG strip in 10 min”
or person’s intervention is not required because the process starts due to a false
positive alarm.

• Response central station: A set of personal computers are connected as a local
network linked to the public mobile data network to keep available to receive any
request from the recorders integrated into the proposed system. A group of
medical specialists is in charge of responding to incoming requests. When a help
request is received, the ECG strip, some electrocardiographic parameters, and
GPS location are displayed on a personal computer screen and an acoustic
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message is activated. A specialist analyzes the information and send the proper
response, all the process (arriving time, delay to response, and specialist in
charge) is stored in a database because this information is useful to optimize the
system’s performance. The response central station works together with the
available ambulances to assign the closest one to the person who requires it.

The target of the ECG recorder design was to minimize the cost without decreasing
its reliability. Besides, the device should be user-friendly, safe, and resistant to
mechanical impacts. The device is composed of the following blocks:

• The ECG amplifier: It is a two-channel ECG amplifier characterized by its low
power consumption, measured below 10 μA. The LT1496 operational amplifier
and the micro power single-supply INA321 instrumentation amplifier are the
main components of the proposed amplifier. The bandwidth is limited between 1
and 30 Hz in order to improve the signal quality and to keep the ECG frequency
components associated with the intended use. The second ECG channel is used as
a backup because electrode failures are common in long-term ambulatory ECG
monitoring devices, so the channel with the best signal-to-noise ratio is used to
extract cardiac rhythm information.

• The processing unit: The MSP430F149 microcontroller from Texas Instrument
was selected as the processing unit. It is an ultralow-power and a highly
integrated microcontroller with a 16-bit RISC architecture. Several peripherals,
such as serial ports, timers, memory, and A/D converter, and an interrupt request
controller, are integrated into a single chip. Also, a very large collection of
application notes and examples of applications with this microcontroller are
available, making easy its use in new products.

• The wireless communication module: The SIM928A module was selected for this
purpose; it is a module that integrates into a single container GSM/GPRS and GPS
standards. The mobile phone section is GSM/GPRS type and can operate in the
most common bands. In terms of connectivity, this module has two UARTs for
serial communication and also integrates TCP/IP functionality and extended AT
commands to manage it. Its compact dimensions (30 � 30 � 3 mm), allow to
develop very compact devices, such as trackers.

• The display unit: The LCD display used is the model GF5123FBWBF from crystal
clear technology; its graphic resolution is 128 � 64 dots. The intended use is to
show several data as part of the user interface and to check signal quality using its
graphic capabilities. Also, messages from the response central station are
displayed if patient cooperation is required.

• The keypad: Setup data is introduced using this soft-touch keypad. It is
composed of five keys and is water-protected to avoid damage caused by spilled
liquids.

• The power unit: The required isolated voltage is supplied by two NiMH batteries,
which are recharged in a charging station when the device is not in use. It is
recommended to move to lithium polymer technology to increase the device’s
autonomy (Figure 3).
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The electronic design of the ECG recorder was made on a single printed circuit
board; the LCD display and the GSM modem are connected to this board using board-
to-board connectors. This design approach is robust against severe mechanical
impacts and guarantees continuous functioning.

Two bipolar ECG leads are analyzed in real time to detect dangerous events, such
as severe cardiac rhythm disturbances and pronounced ST-segment deviations. Since
the cardiac patient’s conditions are known a priori, the location of the electrodes can
be adjusted to capture the ST-segment deviation in a given plane. It should not be
forgotten that the heart is a three-dimensional organ and ST-segment deviations can
manifest differently in different planes. However, the heart rhythm is unique and can
be observed in the same way in any lead, although lead II is preferred due to its
coincidence with the ventricular depolarization main vector. The ECG analysis algo-
rithm can be divided as follows: ECG acquisition, QRS-complex detection, QRS-
complex classification, ST-segment deviation measurement, and communication.

ECG samples are acquired from two bipolar channels simultaneously using s sam-
pling rate of 250 Hz, enough according to the sampling theorem [12]. A single channel
could seem enough, but a second channel is used as a backup because it is known
electrode contact is prone to failures in long-term ambulatory monitoring systems, so
a good approach is to acquire two channels and select for cardiac rhythm analysis the
one with the best signal-to-noise ratio. Also, the two channels provide a better
approach to the ST-segment deviation analysis.

The digital ECG is smoothed using a Hanning filter and the energy function is
computed sample-by-sample for each channel according to Eq. (2) previously shown.

The QRS-complex detection process is based on the energy collector function
computing and two thresholds. The first one is set as 20% of the maximum value of
energy and it is used to identify high-energy signal segments. It is known that QRS
complexes are integrated by high-energy components. The second threshold is used to
set a rough identification of the onset and offset for each QRS complex; it is set as 5%
of the maximum energy value. The position of these events is refined using a

Figure 3.
Representation of the ECG recorder design.
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derivative function and each QRS complex width is computed; the QRS complex
candidates should reach a minimum duration (30 ms). The mean RR interval duration
is updated when a new QRS complex is detected because its previous RR interval is
calculated. A baseline estimation for each QRS complex is set as the mean value of the
samples associated with 20 ms before the complex onset. The average heart rate is
updated every 10 s.

The proposed system is focused on long-term real-time ambulatorymonitoring, a
muchmore complex scenario than the first explained system. This is the reason for
introducing a change in the energy function. Instead of using a simple signal slope calcu-
lation, the authors introduce the Teager operator as the basis to obtain the signal energy.

The Teager operator is a nonlinear operator that mainly shows the frequency and
instantaneous changes of the signal amplitude and is very sensitive to subtle changes.
Although the Teager operator was first proposed for modeling nonlinear speech signals,
it was later widely applied in ECG and EEG research [13]. Its expression is as follows:

TO x n½ �ð Þ ¼ x2 n½ � � x n� 1½ � ∗ x nþ 1½ �ð Þ (3)

where TO is the Teager operator, x[n] is the input signal.
Once the QRS complexes have been detected, they are classified to group them as

normal (NB), premature (PB), and unclassified. This process is important for the
measurement of ST-segment deviation, it is only measured in normal complexes, and
for calculating the premature beats rate, which can alert about serious ventricular
disorders. To facilitate the execution of these tasks in real time, the criteria to be used
must be simple without losing effectiveness. The defined criteria were the following:

• A normal beat must be preceded by an RR interval whose duration is greater than
80% of the average duration of previously measured intervals of this type and
less than 110% of it.

• The width of a normal QRS complex has to be greater than 85% of the average
value of this variable for the previously detected complexes and less than 110%
of it.

• A premature beat must be aberrant and its duration must be greater than 120% of
the average value of this parameter for the previously detected QRS complexes.

• The RR interval preceding a premature beat (PB) must be short and this concept
is expressed as 80% of the average duration of the previously measured RR
intervals.

• The duration of RR interval previous to a premature beat (PB) must be less than
80% of the average duration of this interval.

The premature beats rate is updated every 10 s. Unclassified beats are not studied.
The ST-segment deviation is defined as the difference in voltage between the

sample place 80 ms after the QRS complex onset and the baseline estimation for the
studied complex (Figure 4).

When the ECG recorder is turned on and configured, a first information block is
transmitted to the response central station in order to open a patient profile. This
block includes the following information:
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• Device identification

• Sampling rate

• Amplitude resolution

• Channel quantity

• Studied variables (ST-segment deviation, heart rate, etc.) and their normality
limits

The response central station responds with a block known as “echo block.” If the
ECG recorder requesting to be recognized is correctly identified, an echo block iden-
tical to the one sent by the ECG recorder is transmitted. If an error occurs and the
ECG recorder is not properly identified, the response central station does not send a
response block. The ECG recorder tries the connection three times before reporting
the error on its screen so that the specialized personnel can take some action to solve
this technical problem.

Since the ECG recorder is turned on; it will analyze the ECG in real time to
transmit signal segments to the TCS when any electrocardiographic event reflecting a
dangerous condition is detected or when the studied subject decides to send an ECG
segment because he is feeling discomfort. Also, ECG segments can be sent periodically
if the device is configured for this purpose.

Dangerous events that can be identified by the ECG recorder are marked tachy-
cardia and bradycardia, high premature beats rate, and significant ST-segment devia-
tions. The information is transmitted in blocks composed of a header that identifies
the type of block, a body that contains the ECG samples, and a tail containing a
checksum code to validate data integrity.

An identification block is sent to start the communication with the TCS. The
transmitted ECG strip could be split into several signal blocks and, in the end, a final
block is transmitted, including the block quantity transmitted. The ECG recorder will
wait for an answer, which will be displayed if patient’s cooperation is required.

3.2 Implementation results

Five ECG recorder prototypes were manufactured and tested.

Figure 4.
ST-segment deviation.
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The developed real time ECG processing method has been tested with 25 min ECGs,
including eight ECGs with premature beats, from a Holter system. The signals were
analyzed by two highly-qualified cardiologists with more than 20 year of experience in
analyzing ECG strips. They were helped by a Windows application, developed by the
authors of this document, which allowed them to carry out an exhaustive analysis of the
digitized ECGs. These cardiologists were not aware of the method outcomes in order to
perform a blind evaluation. The opinions and conclusions of the specialists were the
golden rule to test the method. The evaluation results can be summarized in Table 3.

As can be seen in Table 3, all the QRS complexes present in the analyzed signals
were detected. This result is remarkable because it is the basis for reliable ECG analysis.

It should not be forgotten that all processing is done in real time on a battery-
powered device, so a vital requirement is low power consumption to ensure the
expected runtime. For this reason, a trade-off between the simplicity of the rules for
classifying QRS complexes and their effectiveness must also be achieved. Complex
calculations imply high energy consumption.

The set rules for the QRS complexes classification are simple, and based on low-
complexity computational operations. Despite this, they have demonstrated high
effectiveness with more than 96% of identified premature complexes. Only a small
number of normal QRS complexes were misclassified, but this flaw does not affect the
intended use of this solution. The main objective is the early detection of cardiac
events associated with ventricular disorders and the results obtained are satisfactory.
It should be noted that a premature QRS complex was never considered normal,
although some of them were identified as unclassified beats (UB).

The ST-measurement algorithm was not evaluated because it was not implemented
for the ECG recorder’s first version. However, the algorithm was implemented in
order to evaluate the real-time performance of the proposed method.

Communication with the response central station was set under the following
conditions: more than two premature beats in 10 s; heart rate value over 100 beat per
second (bpm) or heart rate value below 60 bpm.

To test the communication process, 40 ECG strips were transferred and these oper-
ations were always successful. The signals received at the response central station were
compared, sample by sample, with the originally transmitted signal. A graphic program
was used for this test and remarkable differences were not observed. Also, communica-
tion never was unexpectedly, and the received signals were not corrupted by noise or
distortions. These results confirm that the communication process was effective.

The proposed system seems a useful monitoring tool for patients prone to suffer
sudden heart attacks. Also, it could be useful for long-term ECG studies.

Test Result

QRS complexes studied 7268

QRS complexes detected 7268 (100%)

Normal QRS complexes 6993

Normal QRS well-classified 6830 (97.67%)

Ventricular QRS complexes 275

Ventricular QRS well-classified 266 (96.73%)

Table 3.
Global results of the proposed method for real time ECG analysis.
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4. A tool for primary and secondary cardiac disease prevention in the
community

It is internationally recognized that all public health systems should focus their
efforts and resources on the prevention of chronic diseases, giving top priority to
health services related to this purpose [14]. In the particular case of heart disease, the
leading cause of death worldwide, the international scientific community accepts that
there are certain electrocardiographic parameters strongly related to the prediction of
severe cardiac disorders. Based on this criterion, it is proposed that if these parameters
are long-term studied; it is possible to predict cardiovascular system complications
and take therapeutic actions before they manifest.

Early detection of heart disease ensures that medical treatment is less aggressive and
more effective than if the disease progresses to more advanced stages. This is the reason
why several multidisciplinary groups of researchers are working to develop tools and
strategies for the primary and secondary prevention of heart disease. Primary preven-
tion means medical attention for people who are prone to develop heart disease because
of their lifestyle or genetic facts, even before they get sick. These people must learn to
improve their lifestyle (eliminating tobacco, proper nutrition, fitness, etc.), but it is also
feasible to study them periodically to identify any change toward morbidity from its
first manifestations. When a person has already had a heart attack, the medical proce-
dure is to enter that person into a cardiac rehabilitation program. Secondary prevention
focuses on inducing healthy lifestyles and regular screening for any early signs of
another attack. The study of the evolution of different electrocardiographic parameters
can contribute decisively to avoiding a new heart attack.

Resting ECG is an inexpensive cardiac test that provides valuable information for
implementing the approaches described above.

The aim of this section is to present and discuss a system designed for the imple-
mentation of primary and secondary prevention of heart disease in the community. The
periodic study of a group of electrocardiographic parameters is intended to evaluate
their evolution and thus predict the onset of severe cardiac disorders. This study is
focused on subjects who have already had a heart attack or who are prone to one.

4.1 How to help prevent cardiac diseases?

The proposed system is composed of two main elements: a portable device for rest
ECG acquisition, henceforth, recorder and Windows-compatible software, called a.
The designer team’s aim was a low-cost device able to get a high-quality rest ECG and
ready to be used anywhere, without special requirements. Besides, the proposed
system will be addressed to the community and the neighborhood, so it should be
friendly for the users, the family doctors, and nurses or paramedics.

4.2 The recorder

These recorders are based on an ARM9 microprocessor operating at a frequency of
400 MHz; they have the following features:

• Graphic LCD with touch screen interface

• Soft keypad
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• USB interface

• Embedded modem with TCP/IP stack

• Eight-channel ECG amplifier

• SD memory

• NiMH battery-pack

• Medical grade’s power supply

The described hardware is enough for the intended use, but the cost could be
reduced using alternatives available in the single-board computer market currently.

The multichannel ECG amplifier is dedicated to acquire and adequate the electro-
cardiographic signals generated by the patient. These analog signals are converted to
digital values at a sampling rate of 500 Hz [12] (Figure 5).

The main features of the ECG multichannel amplifier are described below. An
analog bandpass filter was implemented to limit the frequency spectrum of the signals
between 0.05 and 100 Hz according to the requirements of the IEC 60601-2-25
standard. Each amplifier channel is protected against defibrillator discharge with 10
kΩ resistors. A classic right leg circuit for improved common mode rejection ratio was
included as part of the amplifier [3]. Pacemaker spike detection is based on lead II; the
signal at the output of the corresponding instrumentation amplifier is used to detect
the spikes; and this signal is connected to the input of a filter capable of generating a
pulse every time a spike is detected, while the rest of the time it has a zero as output.

Figure 5.
View of the ECG recorder.
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Another circuit called “trace recovery” is implemented to minimize the required time
to recover the reference level when an electrode contact fails and any amplifier is
saturated.

The eight independent leads (I, II, V1, V2, V3, V4, V5, and V6) are simultaneously
digitized at a rate of 500 Hz with a 12-bit A/D converter; the LSB value is 3.15
microvolts. Leads III, aVR, aVL, and aVF are not implemented in the ECG amplifier
because they can be derived from classical expressions when leads I and II are
acquired simultaneously.

When signals from the eight channels have been acquired, two digital filters are
applied. A notch filter is used to reject the 60 Hz component and a moving average
type FIR filter is used to improve signal quality, minimizing noise and removing
baseline wandering.

QRS complexes are detected in real time to calculate the heart rate when the ECG is
acquired. A function of spatial velocity (FSV) is the basis for this process. This
auxiliary function makes so easy to identify the signal segments associated with the
QRS complexes [4].

FSV kð Þ ¼
XC
i¼1

x i, kð Þ � x i, k� 1ð Þ½ �2 (4)

where FSV(k) is the Function of spatial velocity, x(i, k) is the ECG sample for
lead i, C is the number of simultaneous leads.

As it is classic in the resting ECG devices, the electrocardiographic signals are
acquired for 10 s and subsequently processed to extract the value of all the variables
studied, more than 220 variables in each signal studied. However, the ECG is acquired
without specifying when it will be analyzed; the operator is the one who decides when
he wants the last 10 s of the ECG to be analyzed. While this process is going on, before
it is analyzed in ECG, the device keeps calculating the heart rate in real time and
updating its value on the screen every 10 s.

When the operator presses the proper button to start the ECG analysis, the signal
acquisition process stops, and the ECG is analyzed automatically. More than 220 vari-
ables are calculated, and the process takes about 3 s. All this information is stored on
the device. Computed variables can be grouped as follows:

• Amplitude and duration of P, P0, Q, R, S, R’, and T waves.

• ST-segment deviation at the J point, the middle, and the end of the segment.

• PR, QT, and QRS interval widths.

• QT interval spatial dispersion.

• Corrected QT interval.

• Time of ventricular activation.

The recorder works as a data logger. For each ECG acquired, the recorder stores
general patient data, the ECG (12 leads for 10 s), and measurements in internal
memory where it maintains a database. This information is encrypted to guarantee its
confidentiality. Data can be transferred to a computer using a USB connection.
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Data and signals are displayed on the recorder’s screen; it is a liquid crystal display
(LCD) with a resolution of 800 � 600 pixels and colors. This peripheral greatly
facilitates the interface with the operator. A flat, soft-key keyboard complements the
operator interface while making cleanup easy.

In an emergency, the recorders can be connected to a telecardiology system to
request specialized help. The recorder can send a digital ECG and receive guidance on
the actions to take on the patient suffering from dangerous disturbances. The inte-
grated modem is used to establish the connection using the traditional telephone
network or using a TCP/IP stack.

4.3 The analyzer

The analyzer is a Windows application running on a personal computer with
sufficient resources to store all information associated with each patient enrolled in
the proposed system. Figure 6 shows an ECG from a patient and a list, on the left
extreme of the screen, of the acquired ECGs. The system language is configured as
Spanish. Other languages may also be incorporated.

The physicians use a graphical interface to evaluate patient ECGs; they can see the
ECG one by one or they can study the trend of different parameters and thus detect
the first signs of a heart disorder. Also, they can upload complex ECGs to a web
application, called “The Expert,” looking for a second specialized opinion before
taking decisions. The parameters studied are:

• Cornell and Sokolow Indexes: These indices are strongly associated with
ventricular hypertrophy. They are computed for each ECG and their trend is
represented in a proper chart. The aim of the long-term analysis of these indices
is the early detection of a ventricular dilation process because this process
appears at the beginning of ventricular hypertrophy. Medical intervention at the
beginning of this ventricular disturbance could delay its negative effects or even
avoid them.

Figure 6.
ECG from a patient enrolled in the proposed system.
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• QT interval spatial dispersion: Reported as an indicator to predict the onset of
malignant arrhythmias [15]. Its analysis is a powerful surveillance tool for
persons suffering from ventricular arrhythmias. A long-term study of QT interval
dispersion for a patient could alert the family doctor about a forthcoming
dangerous ventricular arrhythmic event; this kind of cardiac disturbance can
provoke death or major cardiac damage. The proper analysis of the QT interval
spatial dispersion using a trend chart constructed with big ECG data is a powerful
tool for health services focused on cardiac care.

• Selvester scoring: This punctuation system assigns points according to criteria
based on the amplitude and duration of waves of the QRS complexes. The
accumulated points are proportional to the heart area damaged by a heart attack;
it has been tested by taking autopsy data as a reference [16].

The proposed system studies the trend of the parameters mentioned above. Iso-
lated values can be affected by different factors, while the tendency of a collection of
values will indicate its behavior over time. All data associated with each study is
displayed on the same screen to facilitate the analysis without continuous window
changing.

4.4 Results and discussion

Five prototypes have been manufactured and tested; they have successfully passed
parametric tests and electrical safety tests established in IEC 60601-2-25 for rest ECG
devices with automatic wave measurement capabilities. Some of the main results of
these tests, from the hardware point of view, are summarized in Table 4; it is impossi-
ble to show all of them because of the available space for the present document.

The obtained results meet the IEC 60601-1-25 requirements, so it is possible to
affirm that the implemented electronic design solutions used in this device have been
effective and according to the state-of-the-art. The software developed for ECG
processing has been evaluated with CSE and CTS databases according to the same IEC
standard [2]. For all studied variables, the maximum permissible error in measuring
an ECG event has not been exceeded. Some of the results are shown in Table 5.

The QRS-detection algorithm was full-effective, and all the QRS complexes pre-
sent in the analyzed ECGs were identified; all these signals are from the CTS and CSE
databases, considered as an international standard. This result is very promising,

Parameter Result

Frequency response 0.05–100 Hz

Accuracy and stability of the sensitivity Less than �5%

Intrinsic channel noise Less than 30 μV

Common mode rejection ratio Greater than 90 dB

Patient auxiliary current Less than 50 μA

Permanent leakage current Less than 300 μA

Classification according to IEC Class 1, type CF

Table 4.
Main results of parametric tests.
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although it can change a little under extreme-noisy conditions, so it is strongly
recommended to take care to minimize noise presence.

When the accuracy of amplitude measurements within the QRS complex was
analyzed, automatic measurements never deviated from the reference more than 25
microvolts for amplitudes lower than 500 microvolts or higher than 5% for amplitudes
greater than 500 microvolts. This behavior meets the IEC standard requirements.

The full system has also been preliminarily tested with simulated signals and
volunteers. The performance has been stable and there were no recorders out of order,
software malfunctions, or unexpected errors. The proposed system has been com-
pleted with satisfactory results. All the IEC tests have passed successfully.

The analyzer works properly and is a friendly application. Five experienced cardi-
ologists confirmed this criterion after several work sessions. By combining the avail-
able analysis tools and data, cardiologists can get new results unreachable using the
traditional approaches. The proposed system seems a useful tool for cardiac disease
prevention approach at the community level.

5. Final considerations

The three solutions described in this chapter are aimed at caring for subjects suffer-
ing from or prone to cardiac disorders. Two of these solutions are based on medical
devices for personal use and the third is a system for the care of subjects in the
community, in the environment in which they carry out their daily activities, based on
the standard 12-lead ECG. In all solutions, public data networks are used to exchange
information without requiring special services, so the cost is minimized for this concept.

Chronic diseases were associated with countries with high industrial development,
while low-income countries were more linked with non-chronic diseases, such as
dengue, diarrhea, and others. This situation has changed in recent years because of
several factors and chronic diseases have reached an equal impact on all countries,
regardless of their economic development. The great difference lies in the economic
resources available to implement public health policies, while in developed countries
the necessary resources are available, the health systems of underdeveloped countries
are unable to serve the entire population due to their economic and financial limita-
tions. The use of telemedicine, based on public data networks, can be a powerful tool
to expand health services to everyone.

Table 6 summarizes some of the characteristics of the proposed solutions, showing
the elements they have in common and their differences.

It should be noted that the three solutions have been developed in full adherence to
the safety and performance requirements established in the IEC standards

Interval Mean error (ms) Standard Deviation (ms)

P wave 7.02 6.73

PQ interval 6.88 6.91

QRS complex 4.02 5.48

QT interval 8.17 5.12

Table 5.
Mean differences and standard deviations for global intervals on analytical ECGs.
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(International Electrotechnical Commission), accepted as international standards and
compatible with other similar institutions, such as FDA (Food and Drug Administra-
tion) and Japanese regulatory documents. Another aspect to highlight is the multidis-
ciplinary teamwork for the development of the proposed solutions. The scientific level
required for this software, mechanical, and electronic solutions was combined with
the theoretical knowledge and practical experience of high-qualified cardiologists with
more than 20 years dedicated to clinical services in their specialty, who provided
valuable criteria for the implementation of the necessary features and for the evalua-
tion of the proposed systems in real conditions of use.

One-channel and two-channel devices were developed to analyze cardiac rhythm
disturbances; one solution focused on following up arrhythmic disease and the other
for real time surveillance purposes to detect dangerous events immediately. The third
solution was developed to predict arrhythmic and non-arrhythmic disorders, so the
standard 12-lead ECG is the basis for this task. Several cardiac disorders involve spatial
structures and the 12-lead standard ECG is the best noninvasive approach for their
analysis.

The three proposed solutions are viable in low-income countries and therefore can
be extended to countries with better economic standards. Electronic designs are based
on commercial components that are available in the international electronic market;
this facilitates manufacturing and after-sales service, guaranteeing the sustainability
of the systems.

The two solutions based on portable devices are easy to use for the subjects that
require their use. Today, there is a great disposition of most human beings to use
portable technology because of the impact of mobile telephony that is part of our lives.
The proposed portable devices were designed to minimize their size in order to avoid
discomfort and their operation requires minimal user intervention. The third solution
proposes the approach of the standard resting ECG to the community to assess the
trend of different parameters strongly associated with dangerous cardiac disorders. In
this case, the electrocardiographic test is the traditional 12-lead ECG, so its acceptance
by the subjects studied is a fact.

The three proposed solutions offer health services that do not exist or are very
difficult to implement traditional methods of care for patients suffering from heart
disease. It is typical for a subject suffering from cardiac arrhythmias to visit the
cardiologist periodically, for instance, it could be every 3 months, but it is impossible
to know what happens between two visits while the solution proposed by the authors
allows to evaluate the cardiovascular system changes day by day. The second solution
proposes a way to keep people with high cardiac risk due to stress or suffering from
some cardiac disorder under cardiovascular surveillance. This is also very difficult to
achieve in low-income countries, although in developed countries there are more
compact solutions than the one proposed, although they are also more expensive.

Solution Intended use Basic standard ECG channels Basic operation mode

1 Arrhythmia follow-up IEC 60601-2-47 1 Off-line

2 Ambulatory monitoring IEC 60601-2-47 2 Real time

3 Disturbance prediction IEC 60601-2-25 8 Off-line

Table 6.
Main characteristics of the proposed solutions.
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6. Conclusions

The solutions described in this chapter are examples of simple systems to provide
effective tools for cardiac disease analysis and monitoring. The approaches discussed
are feasible for other chronic diseases, such as diabetes, arterial blood pressure distur-
bances, and respiratory diseases. The common element is the measuring of the main
parameter characterizing the analyzed disease with a medical device easy to use at
home. This element combined with the use of public data networks is the basis for this
kind of solution.

The greatest effort has always been aimed at achieving, at a minimum cost, solu-
tions that meet the highest current safety and quality standards.

The proposed systems have been developed and tested under real conditions with-
out any exceptional resources. A public data network of a poor country was the
support for all tests and the results were satisfactory.
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Abstract

During the past two decades, the pharmacy supply chain has developed a new 
segment besides traditional “brick and mortar” pharmacies. The expansion of the 
internet, consumer experience in online purchases, the ease of mail order trade, 
and distance selling have facilitated the growth of the internet pharmacy landscape. 
Changes in health-seeking behavior, patient empowerment, and openness to self-
diagnosis and self-treatment have also contributed to the phenomenon and were 
further facilitated by the pandemic. Various types of online medicinal product sellers 
have been published previously, however, authors have classified online pharmacies 
mainly according to legality and patient safety considerations. As online pharmacies 
show great diversity, no distinct categories can be specified, rather pharmacies on 
the web can be categorized by multiple aspects. Admittedly, consumer preferences, 
regulatory environment, and legitimacy of operation are key influencing factors. In 
this chapter, key aspects of categorization and nomenclature are discussed to profile 
different vendors on the internet.

Keywords: internet pharmacies, illegal online pharmacies, drug supply chain, patient 
safety

1. Introduction

Internet today is not only a resource for health information but a real opportunity 
to obtain medical services and pharmaceuticals due to changes in health-seeking 
behavior, patient empowerment, and openness to self-diagnosis and self-treatment. 
During the past decades, the internet has become an accepted means to procure 
various products, especially during the pandemic, and the pharmacy supply chain has 
developed a new segment beside traditional brick-and-mortar pharmacies. The main 
motivation lurking behind internet procurement of medications is convenience, the 
potential to save money, and assure client privacy. The pandemic has caused changes 
regarding the demand and access to medications and has facilitated self-care and self-
medication behaviors among the public worldwide. Likely the experience in online 
purchases, the ease of mail-order trade, and distance selling has further facilitated 
the growing market of online pharmacies. Recent reports and a representative sample 
of Hungarian outpatients suggest the use of internet pharmacies and the number of 
individuals obtaining medications and various health products online is increasing 
[1], international literature data indicate the prevalence of buying prescription drugs 
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online in the population ranges from 1 to 32% [2]. Admittedly, the COVID-19 pan-
demic has impacted consumer behavior and changed consumer preferences, further 
integrating pharmacy e-commerce in healthcare delivery [3].

Internet pharmacy is an umbrella term, while online pharmacy, e-pharmacy, 
e-commerce pharmacy, or cyber pharmacy often being used as synonyms. Although 
there is no internationally accepted definition, internet pharmacies are entities that 
offer and dispense nonprescription and prescription medicines direct to patients 
and offer products and services through an internet website [3, 4]. Distant selling 
of medicinal products by mail-order pharmacies has existed in the United States 
for more than a century [5] and during the past decades, it has extended its services 
online, becoming online retail mail-order pharmacies. The first legitimate internet 
pharmacy started its operation in 1999, however, during the past two decades rapid 
proliferation has been observed with the penetration of e-commerce, digital service 
offerings, and direct-to-consumer healthcare [3, 6].

Due to the intangible nature of the internet, the actual size of the online pharmacy 
market is yet relatively unknown. Thousands of internet pharmacies are accessible on 
the web; and as the internet is an immeasurable and low-controlled environment, a 
vast number of illegitimate vendors overwhelm the market of online pharmaceuticals 
[7, 8]. It is difficult and nearly impossible to determine the total number of active 
internet pharmacies, the volume of medicines sold or the actual public health impact 
[9], as data is not aggregated, and insights are difficult to derive from this channel 
[10]. This is mainly because the illegal market segment is an uncontrolled environ-
ment, with practically no restrictions regarding vendors, consumers, or products. 
Nearly anyone can purchase any type of medication without a prescription, medical 
supervision, or appropriate diagnosis, consequently compromising patient and medi-
cation safety. Hence, the globalization regarding e-commerce has enabled the creation 
of a “digital pharmaceutical gray market” separate and far beyond the legitimate sup-
ply chain [6]. In addition to the benefits perceived by patients, several patient safety 
risks are linked to the procurement of medicines outside the traditional supply chain, 
including questionable sourcing, poor product quality, improper storage, and trans-
portation [11], while cybercrime including consumer fraud and data privacy issues 
can be noted as potential nonhealth-related risks [12]. Illegitimate online pharmacy 

Figure 1. 
Elements of evaluating internet pharmacy websites.
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websites are considered the major source of substandard and falsified medications in 
developed countries [6, 13, 14]. Illegal actors have been using the internet as a channel 
of distribution and the problem of online prescription drug sales has been escalat-
ing since the mid-1990s [15]. Although, probably, it would be better to reserve the 
term “internet pharmacy” only for licensed legitimate websites providing legitimate 
professional pharmacy services, in our current chapter for simplicity, we will refer to 
online vendors of medicinal products as internet pharmacies.

Cyberspace is global and not local, websites can be viewed globally, and 
e-commerce crosses jurisdictional boundaries, consequently, internet pharmacies 
and purchasing of medications via the internet make regulation and governance 
problematic [16]. In the case of trans-border trade, the country of operation deter-
mines the licensing regulations and the quality assurance standards. Concurrently, 
delivery must be performed in accordance with the destination country’s regulations 
on distance sale of pharmaceuticals. As many, likely illegal, websites are reluctant to 
reveal their real-world location, consumers cannot bear the responsibility of illegiti-
mate purchases as they cannot be sure of the regulatory framework under which the 
website is operating [17].

Due to the lack of internationally standardized regulations the control and law 
enforcement of medications moving across the border is an issue, often making 
national authorities powerless outside their own borders. Safety issues related to 
online pharmacies originate from a lack of regulation. According to the FIP global 
survey on online pharmacy operations and distribution of medicines, more than half 
(n = 37, 51%) of the responding countries indicated that they had no regulations for 
online pharmacies, while nearly all in Africa and South-East Asia were lacking laws 
regulating online pharmacy operations [3].

Despite the national legal differences, there are a few internationally accepted 
norms. These include that prescription-only medicines cannot be dispensed without 
a valid physician order, and that pharmacies shall adhere to the regulations on the 
distant sale of medications in the destination country. Further, controlled substances 
(narcotics, psychotropics) and unauthorized medicines or ones not approved for sale 
by the national drug authority cannot be distributed, meanwhile, the sale of substan-
dard and falsified medicines is considered a crime.

As internet pharmacy websites show great diversity, online medicine vendors 
can be categorized by multiple aspects. In the above, simplified process scheme, the 
most influential aspects of internet pharmacies are illustrated. The method of how 
consumers contact vendors and online availability, further regulatory framework 
regarding the distant sale of medicinal products are important elements of acces-
sibility of internet pharmacy websites. The degree of interaction with customers and 
patients impacts the services provided by operators of the website. Finally, treat-
ment outcome and patient safety are the primary outcome parameters of internet 
pharmacies (see Figure 1).

2.  Categorization aspects of internet pharmacies and online vendors  
of medicinal product

2.1 Legitimacy and verification

Although sometimes used synonymously, the distinction between legal-illegal 
and legitimate-illegitimate online sales and purchases of pharmaceuticals must be 
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discussed. Legitimate internet pharmacies are registered and possess a pharmacy 
license to dispense medications, further these websites are monitored and adhere 
to national regulations. These websites comply with the regulations of the country 
of operation and the country of destination where the products are shipped [7]. 
Websites adhering to their national jurisdictions may trade medications transborder 
to consumers in countries with different domestic laws. It may occur that in the 
destination country where a consumer is located, the online pharmacy is not regis-
tered and/or the medication is not legally sold. In these circumstances, the consumer 
is engaged in unauthorized or illegitimate online purchase. Even though the selling 
prescription drugs without valid prescription violates regulations consumers may not 
be aware they are obtaining drugs illegally [16]. According to LegitScript’s data on a 
global scale, approximately 5% of online pharmacies operate in full compliance with 
applicable jurisdictions [18].

Illegal/rogue online pharmacies intentionally fail to comply with national or 
international standards and regulations. The most common and noticeable indica-
tor of these online vendors is the sale of prescription-only medication without 
a valid prescription, not to say controlled (addictive) prescription drugs. These 
websites account for approximately 92% of all online vendors, and operators do 
not have legally required pharmacy licenses and sell unapproved and unregulated 
medications [18].

Verification is of key importance, however, may not necessarily correlate with 
patient- and/or medication safety issues. Unfortunately, in a relatively large pro-
portion (n = 21, 38%) of the countries participating in a global survey, there is no 
established method to verify the authenticity of online pharmacies [3]. At once, veri-
fication systems are not mutually recognized internationally. The main issue related 
to verification systems is that they require consumer awareness, without consumer 
knowledge of the dangers of illegal medicines sales and the existence of verification 
systems, their impact on protecting patients is relatively low. Additionally, nonprofes-
sional and unofficial verification systems may exist and the seals used to differentiate 
legitimate websites from illegal ones can be faked.

However, there are numerous web-based verification/accreditation/certification 
systems worldwide. Unfortunately, verification systems are generally not accepted 
internationally. Further, parallel to national and international systems approved 
or maintained by drug authorities, private agencies also certify that drug-selling 
websites and nonreputable verification services may also exist. These services dif-
fer in certification standard, coverage, business model, and certification outcome 
[19]. Website seals or logos provided by certificate agencies, commercially available 
verification services, and top-level domain names are currently available solutions for 
providing reliable information for consumers regarding the legal status of an online 
pharmacy. These methods rely on and require consumer awareness and participation 
at the point-of-sale [8].

Accredited or legitimate vendors display website seals as images and links acquired 
from national or regional agencies or authorities. The National Association of Boards 
of Pharmacy (NABP) initiated the Verified Internet Pharmacy Practice Site (VIPPS) 
program in 1999, the program is voluntary and requires payment verification. This 
rigorous inspection program expects mainly US-based online pharmacies to comply 
with relevant regulations, right to privacy, authenticate and secure prescription 
orders, adhere to quality assurance policy, and provide meaningful consultation 
with pharmacists. The majority of accredited websites (currently less than 100) in 
the NABP’s database are open to all customers, including chain pharmacies and pure 
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online pharmacies. The remaining are membership-only sites that belong to phar-
macy benefit managers. The NABP reviews fraudulent operators and publishes a not 
recommended sites list as well. A European regulation applicable to the legal sale of 
medications via the internet was implemented in the Falsified Medicines Directive 
2011/62/EU (FMD) and all EU states follow the model described by the regulation. 
Since 2015 internet pharmacies in the EU must be registered by national authori-
ties and display the common recognizable security logo [16]. Additional European 
voluntary registers of online medicine retailers officially authorized for the mail order 
trade were available before the FMD for example the DIMDI logo in Germany or the 
Registered Pharmacy in the UK. The common EU online seal verification requires 
visitors to click on the image, the logo takes the visitors to registers on the authority’s 
website where the retailers’ details are displayed.

LegitScript.com is the commercial leader private company for website verification 
services partnering with search engines, e-commerce platforms, payment companies, 
and regulatory agencies. In addition to internet pharmacies, telemedicine providers, 
and other healthcare merchants can get certified in the healthcare merchant certifica-
tion program. The website permits free public searches for consumers to check online 
pharmacy legitimacy. PharmacyChecker is a verification agency established in 2003, 
requiring voluntary application and certification fees for Canadian and international 
online pharmacies. The website allows price comparison among verified members 
that meet the standards and guidelines for pharmacy accreditation. However, a 
complete list of searchable database of approved members or unapproved illegal 
sites is not available on the company’s website. It has been published that the private 
agency has less stringent requirements and has certified suspect online drug sellers 
previously [20].

The “.pharmacy” generic top-level domain was launched by NABP in the USA as 
an ultimate identification for safe, legal, and ethical internet pharmacy websites. As 
the highest level of the internet namespace, it is a built-in verification tool for credible 
and safe websites, and as opposed to verification/certification logos, there is no possi-
bility to fake the pharmacy extension. Evidently, the benefits are limited if consumers 
are not aware of this top-level domain while navigating in the online space [8].

2.2 Online and offline presence

The click-and-brick pharmacies offer online and offline services, these websites 
are the virtual representation of an individual pharmacy store, chain, or grouping, 
for example, Boots in the UK or CVS in the USA. Meanwhile, internet-only internet 
pharmacies do not have a physical store that patients can enter thus websites are not 
linked to brick-and-mortar pharmacies. Such pure-play online pharmacies include 
DocMorris in Germany. Regardless of the type of operation, it is a mandatory require-
ment for a legitimate online pharmacy to have a physical address and the contact 
information must be clearly presented on the websites.

2.3 Prescription requirement

Prescription-only pharmacies request valid prescriptions, including e-prescrip-
tions, faxed or scanned versions, written by independent medical doctor to be sub-
mitted. There are two forms of online health status evaluation methods. Prescribing/
online consultation pharmacies require individuals to consult with health profes-
sionals (physician or pharmacist) employed by or affiliated to the online pharmacy 
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to obtain prescription drugs. Some internet pharmacy websites supply medications 
following the completion of an online questionnaire; however, this method appears 
to give consumers a false sense of health assurance than providing an actual health 
status assessment. Although online patient questionnaires can identify certain 
contraindications or prevent medication errors, these instruments can be bypassed 
by consumers, filled with inappropriate data, or include pre-selected answers [2]. 
No-records online pharmacies dispense prescription drugs without any prior docu-
mentation necessary [9]. Electronic prescriptions, implemented in the jurisdictions of 
many countries according to a recent FIP survey [3] will further facilitate the growth 
of the legitimate online market.

2.4 Operator and business model

Stakeholders of the pharmaceutical e-commerce market can be further clas-
sified according to the operator of the website. Legitimate internet pharmacies 
(e-pharmacies) are directly linked to and operated by a licensed pharmacy business. 
Depending on national regulations the operator may be a local independent com-
munity pharmacy, a pharmacy/drugstore chain, or a mail-order pharmacy (USA) 
extending its service online. Central pharmacy portals are operated by a trade 
association, distributor, or franchise partner involving independent pharmacies that 
offer orders online and collect in-local store service.

Affiliate and aggregator websites are often listed in search engine results and can 
be considered dominant players in promotion of medicinal and consumer health 
products. These sites are operated by individuals or companies and do not deal 
with products listed on their websites, rather than only market another company’s 
products by diverting customers to the merchant’s site for an agreed commission fee. 
Aggregator websites provide the opportunity to compare products from multiple 
merchants and direct users to the selected page. Websites engaged in an affiliate inter-
net pharmacy program act as influencers and receive a commission for sending traffic 
and sales to online merchant websites. Interestingly, only a minority of the websites in 
the illegal internet marketplace operate independently as 97% of rogue websites are 
part of an affiliate network or other grouping indicating common control [18].

2.5 Product categories offered

Distant selling of medicinal products may be limited to consumer healthcare 
products including nonprescription or over-the-counter (OTC) medicines, dietary 
supplements, and patient- and personal-care products. By default, legitimate online 
pharmacies offer these products without medical prescription in several countries 
(e.g., Hungary and Russia) [21]. However, online sale of nonprescription medications 
is not allowed in 19% of countries participating in a survey published by the FIP in 
2021 [3]. Subject to national regulations remote retail trade of prescription-only (Rx) 
medicines is also available from verified internet pharmacies in numerous countries 
(e.g., China, Germany, India, Lithuania, USA, Sweden) [10]. Although restric-
tions apply to selling certain Rx pharmaceuticals remotely, such as controlled drugs 
(narcotics, psychotropic medicines). The development and acceptance of online sales 
of medicines are illustrated by the fact that high-cost specialty medicines requiring 
special handling and/or clinical assessment are also supplied by online outlets linked 
to brick-and-mortar pharmacies in most regions of the world [3].
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Due to complicated global differences in medicine regulations, nonprescription 
medications can be further classified as pharmacist-only medicines sold by licensed 
outlets and requiring consultation with a pharmacist, and general sales list medicines 
also available from nonpharmacy outlets [16]. The majority of countries limit the 
supply of pharmacist-only medicines if the website is linked to a brick-and-mortar 
pharmacy [3]. Accordingly, the majority of the internet pharmacies can be catego-
rized as nonprescription-only e-pharmacies or extended product portfolio OTC + Rx 
e-pharmacy websites. Additional stakeholders selling consumer healthcare products 
with no direct connection to licensed pharmacies are present on the internet. These 
nonpharmacy webshops include general outlets (e.g., supermarkets) and para-
pharmacies (e.g., druggists) offering healthcare products including nutrients, herbal 
products, patient- and personal-care goods. Although in some countries consumers 
can purchase non-prescription medicines from non-pharmacy retailers, in most 
instances no authorized or licensed medicines are offered by operators not holding a 
pharmacy license.

Some online medicinal product vendors may not sell a vast range of products 
and brands, but rather specialize in a single specific brand or therapeutic area. Such 
dedicated websites may deal only with vitamins, lifestyle and embarrassment drugs 
(erectile dysfunction, hair loss, obesity, etc.), dental or veterinary products, controlled 
drugs (e.g., alprazolam, oxycodone), and steroids.

2.6 Delivery of products

Online pharmacies may offer in-pharmacy pick-up or cooperate with nonphar-
macy pick-up points (e.g., retail druggist chains). For distance sales, the logistical 
function can be provided by mail or courier delivery. Delivery time and cost are 
important aspects of online purchases and distant sales of medicinal products. In 
general, purchasing medications from internet pharmacies can be lengthy as the 
delivery may require several days or even weeks depending on the county of origin. 
Additional implicit or explicit expenses should be considered, as shipping costs can 
have a significant impact on the total expenses for low-cost item purchases. Further, 
in the case of transborder trade, customs fees or taxes may also apply.

2.7 Geographical service orientation and language of operation

Pharmacies can provide their services to the local community to domestic customers 
within a country, or trans-border to reach international markets. Websites focusing 
on domestic customers are monolingual, while others serving international markets 
can be multilingual. Legitimate internet pharmacies typically offer their services and 
target their sales in the national and regional jurisdiction where they are licensed [18]. 
Disclosure of the website operator’s geographical location and contact information is 
an essential element of transparency and legitimacy. However, such information may 
be biased as several studies have demonstrated the declared physical location may not 
correspond to the area of domain registration [9].

Numerous websites modify the language of operation based on the geolocation of 
the visitor or enable international visitors to select the language of operation. As illegal 
online vendors are willing to ship to locations where they are not licensed and/or where 
they are not allowed to sell prescription drugs, multilingualism and global market 
orientation may be linked to illegal activity.
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2.8 Pharmacist and pharmacy services

Although in most countries pharmacists are not able to access shared patient 
health records [3], as the level of access (e.g., medication history, laboratory results) 
and rights (reading or writing) increase the complexity of pharmacy services offered 
offline and online will further develop. The minimum “service” available on websites 
is basic information about the product offered, including instructions, composition, 
price, etc.

3. Issues related to illegitimate online vendors

The risks to humankind require a global approach and international multidis-
ciplinary cooperation. Most importantly, (a) national regulatory frameworks are 
heterogeneous regarding the distance sale and online marketing of medicines, 
(b) national authorities are typically powerless beyond their continental bor-
ders, (c) the effectiveness of public campaigns is limited, and (d) uninformed 
consumers are unlikely to be able to differentiate legitimate websites from 
illegitimate perpetrators. Consequently, illegitimate operators provide fraudulent 
online services and disregard safe pharmacy standards without legal or commer-
cial consequences worldwide [6, 9].

A comprehensive risk assessment and test purchase methodology have been devel-
oped and published by our research group culminating in a decade of robust research 
(Vida et al., 2020). Our findings usher beneficial, descriptive evidence regarding issues 
related to the uncontrolled online market, including (a) unsubstantiated health claims 
lacking scientific evidence and missing warnings on contraindicated conditions and 
drug-interactions, (b) wide availability and easy access to biological and oncological 
medications, and (c) quality issues due to unprofessional distribution and handling 
[11, 22, 23]. Several review articles (Mackey and Nayyar, 2016; Nayyar et al., 2019) 
support that uncontrolled perils associated with the illicit online pharmaceutical 
market are persistent and current legislation and law enforcement actions seemly 
are ineffective to battle the complex globalized illicit online pharmaceutical market. 
In particular, vendors of the illegal internet market utilize abusive “underground” 
marketing techniques including e-mail spam, manipulation of search engine results, 
and development of large affiliate networks [18, 24, 25].

In the case of counterfeiting and online marketing, the traditional quality assur-
ance measures supporting medications in the legal supply chain (e.g., audits and 
analytical measurements), leave gaps between the manufacturing and the product 
use, as it is not possible to assess the quality of a drug sold online until purchased. 
Furthermore, normal consumers (patients) do not own laboratory instruments and 
professional knowledge to determine the safety and efficacy of a specific medication. 
Product quality issues are likely recognized later as the unwanted effects occur or the 
lack of desired pharmaceutical effects becomes obvious [26].

Patient safety harm associated with counterfeit or illegal medicine use can be 
categorized based on the quality issue and content of the products. These products 
may contain toxic doses of a component (e.g., glibenclamide, metformin) or a 
dangerous component (e.g., diethylene glycol and/or chromium) and can result in 
poisoning. Additionally, the poor quality of these medicines may compromise the 
treatment of chronic and infectious diseases (e.g., β-lactam antibiotics), caus-
ing disease progression and drug resistance. Falsified medicines may also carry 
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microbes from other geographical locations in the world and lead to unexpected 
infectious diseases [14, 26].

In consideration of the manufacturing and distribution of drugs becoming 
more complex, modern technology-based solutions are needed to protect patients. 
Emerging technologies focusing on supply chain elements are under development 
(e.g., radio frequency identification, blockchain technologies, and edible nonclone-
able functions) or being implemented during the past years (e.g., serialization and the 
Falsified Medicines Directive in Europe and mobile-based verification of products in 
developing countries) [8]. However, as described in our recent research paper their 
efficacy outside the legitimate supply chains, such as the illegal online pharmacy 
market, is questionable even in developed countries [27]. Numerous publications 
emphasize the interdiction of internet sales of falsified and substandard medicine 
requires strategies yet to be developed [28]. It must be noted that several attempts to 
regulate the online pharmacy market (website verification databases, online logos, 
top generic domain name) have been introduced during the past decade, both in 
the USA and throughout the EU, but with limited effect upon the globalized illicit 
e-market of pharmaceuticals [29, 30].

Accordingly, due to the limitations of previously applied or generally used 
methodologies, novel approaches and methods are necessary and further research is 
required to develop standardized protocols to address the intrusion techniques, the 
prevalence, health consequences, and economic burden of substandard and falsified 
medicines distributed via the internet [28]. Developing technologies, such as the use 
of machine learning and competitive intelligence tools for market research, show a 
great promise in detecting and preventing the sale and distribution of substandard 
and falsified medicines, especially via online platforms [6].

4. Multistakeholder approach in the online pharmaceutical market

Stakeholders who can contribute to the integrity of the supply chain include orga-
nizations representing health professionals, patients and consumers, manufacturers, 
distributors, authorities, prevention and enforcement services (police, customs, 
justice), media and governments, and medicines providers (community and hospitals 
pharmacies). Further, search engine providers have a decisive role in evaluating 
and moderating search engine result pages, for example, by excluding unfair online 
marketing practices of illegitimate vendor sites [31]. All parties would benefit from a 
safe and regulated internet pharmacy market segment. Consumers and patients could 
take advantage of the benefits of e-commerce without evident dangers associated 
with illegal sellers and dubious products sold online. Pharmaceutical supply chain 
participants would also benefit from a safe internet pharmacy market, as infiltrated 
supply chains, illegal manufacturers, and distributors displace sales from legitimate 
pharmaceutical companies and retailers. In addition to loss of revenue, illegal and 
counterfeit products damage the reputation of brands, firms, and in general the per-
ception of safety and efficacy attributed to medicines. An uncontrolled environment 
impacts governments and healthcare systems by diverting resources from limited 
health budgets due to direct and indirect health costs associated with patient harm, 
regulatory and enforcement actions, and patients’ loss of confidence in healthcare 
systems.

As we aim to envision the online pharmaceutical market as a safer place for con-
sumers and patients, multiple stakeholders should be kept in mind. This chapter gives 



Telehealth and Telemedicine - The Far-Reaching Medicine for Everyone and Everywhere

74

an opportunity to the readers to familiarize themselves with the complexity of the 
online market segment of the pharmaceutical supply chain, a continuously develop-
ing segment with significant potential threats to healthcare systems and individuals 
as well. The multistakeholder aspect and various participants and services utilized by 
the legal and illicit actors give an uneven, rugged nature to this market that seems to 
be difficult to control. Admittedly, we have described and evaluated the characteris-
tics of the surface web, however, one should not forget the additional threat associ-
ated with the uncontrolled and illegal sale of medicinal products on the deep and dark 
web. In this ecosystem transnational organized crime syndicates use legal services 
like Internet Service Providers (e.g., search engines, social media platforms, payment 
procedures, transportation services, and domain name registries), highlighted by the 
2016 review from Mackey and Liang [6].

Seemingly, there’s no golden bullet or ultimate measure that will solve the 
international issues related to uncontrolled online medicine sales. National regula-
tory approaches can decrease patient safety risks by providing an opportunity 
for the legal sector to grow and fighting against illegal actors. Although there are 
multistakeholder approaches and initiatives like Operation Pangea including law 
enforcement, pharmaceutical and wholesales industries, internet service sector, 
credit card companies, health regulators, and customs agencies; however, their 
regular and continuous operation would be required to increase the efficacy of 
their actions. Active participation of healthcare workers, including pharmacists, 
general practitioners, nurses, and the patients’ organizations is required in this 
field, as the point of care interventions can easily and efficiently increase consumer 
awareness [7, 32, 33].

5. Conclusions

Internet pharmacies are trending in most countries and have become popular 
participants in the pharmaceutical supply chain, especially for consumer healthcare 
products. The global market size is estimated to be more than US$50 billion and is 
growing at an impressive rate [10]. Depending on national regulations majority of 
legitimate and verified websites offer non-prescription, herbal products, dietary 
supplements, cosmetics, etc., meanwhile, in some countries, prescription-only 
medicines are also available via distant selling. Unfortunately, benefits are hindered 
by patient safety concerns due to illegal vendors overwhelming the online pharmacy 
landscape.

Preferably, internet pharmacy websites should adhere to regulations set by 
the country of operation and the country where the products are shipped to. 
Internationally harmonized legal frameworks and a global internet pharmacy 
verification system would facilitate quality assurance and law enforcement of the 
transborder trade of pharmaceutical products. Physical location and contact infor-
mation of the seller must be clearly stated on the website, and consultation with a 
licensed healthcare professional should be available for customers. If the regulatory 
environment permits, online vendors must require a valid medical prescription from 
a licensed prescriber for prescription-only medicines. Similarly, to offline interactions 
between the patient and the pharmacists, online vendors shall evaluate the health 
status of consumers prior to purchase. Website content must contain all essential 
information (indication and effects, dosage, contraindications, storage, etc.) required 
for the safe use of the products.
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Chapter 5

Telerehabilitation in Low- and
Middle-income Countries
Intan Sabrina Mohamad and Irma Ruslina Defi

Abstract

Telemedicine is the delivery of healthcare services using information and
communication technologies (ICT) to its users. Mobile communications in telemedicine
orMobile health (mHealth) is themost commonly acceptedmode of telemedicine in low-
andmiddle-income countries (LMICs) due to its affordability and user-friendly features.
Telemedicine may be used to treat, prevent andmonitor health conditions; as well as to
promote health and educate clients. Access to medical and rehabilitation services in
LMICsmay be limited due to the lack of expertise, geographical locations, and sociocul-
tural issues. Telerehabilitation (TR)may be a practical solution to circumvent these
barriers in LMICs. TR providers must possess the necessary knowledge, skills, and
expertise to deliver quality TR services to clients while ensuring patient safety and
adhering to medical ethics and regulations. Policymakers and administrators should
ensure vulnerable groups are included whenmaking policies on healthcare services.
Changes must be made to existing policies on telemedicine, in order to include all stake-
holders in TR and overcome human, organizational, and technical challenges in LMICs.

Keywords: telerehabilitation, telemedicine, low- and middle-income countries, LMIC

1. Introduction

Telemedicine, also known as telehealth, eHealth, telepractice, online medicine,
virtual consultation [1], or distant medicine [2] is the delivery of healthcare services
using information and communication technologies (ICT) to its users. The use of
mobile communications is called Mobile health (mHealth), which is the most com-
monly accepted mode of telemedicine in low- and middle-income (LMIC) [3, 4]. In
2020, upper-middle income countries (UMIC) like Malaysia had 40.69 million mobile
subscriptions and 27 million (83.1%) internet users [4].

Telemedicine may be used to treat, prevent and monitor health conditions, as well
as to promote health and educate clients [5]. Although the list is not exhaustive,
applications of telemedicine have expanded beyond teleconsultations to
telerehabilitation, telesurgery, telerobotics, telereferrals, telepharmacy, teletherapy,
telediagnostics (telepathology, teleradiology); teleassessments, telemonitoring,
telementoring, teleeducation, and telecounseling [6, 7].

Telemedicine provides faster access and communication between healthcare
providers (HCPs) and patients [8, 9]. The COVID-19 pandemic has accelerated the
uptake of telemedicine as it avoids direct exposure to infections, reduces traveling
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time and cost [8–10], and reduces time away from work or caregiving. Sub-acute cases
requiring rehabilitation and monitoring can no longer be managed in acute or reha-
bilitation hospitals due to competing health priorities and shortened length of stay
(LOS). Telerehabilitation (TR) may be a key innovation to ensure continuity of care
post-hospital discharge and reduce the global burden of disability [11–13].

The scope of TR services depends on 4Ps namely the patient, provider,
policymaker, and payer. The needs of its people and healthcare system will steer the
direction of telemedicine in LMIC [13]. The success or failure of TR will depend on the
dynamic relationships between human, organizational, and technical factors [10, 11].
Vulnerable groups such as people with disabilities (PWDs) and the elderly in LMIC
face additional challenges in accessing TR.

Sociocultural issues such as unemployment, homelessness, overcrowding, language
barrier, cultural and religious beliefs; and literacy will influence the delivery and uptake
of TR. Literacy does not only mean the basic ability to read and write, but also the
ability to navigate ICT and contextualize information obtained from healthcare pro-
fessionals (HCPs) and the media. Non-English speakers may face additional literacy
disparity, as 63.2% of the information on the internet is in English [14]. TR services
should be available in foreign languages so as not to exclude a significant proportion of
people who are only proficient in their native language [13]. Policymakers and HCPs
must ensure vulnerable groups are included when making policies on healthcare ser-
vices. Existing policies and guidelines on telemedicine in LMIC are mostly physician-
centric [15–17] and do not have clear policies on fee structure, insurance coverage, and
financial incentives for allied health professionals (AHPs) [17]. Changes must be made
to existing policies on telemedicine, in order to include all stakeholders in TR and
overcome human, organizational and technical challenges in LMIC.

2. Telerehabilitation in low- and middle-income countries

2.1 Telerehabilitation requirements

TR services depend on the needs of its people and healthcare systems and are
differentiated by their ecosystem and convenience. Low cost and technology, easy-to-
use features, and quick responses are key to the adoption of TR in LMIC. Figure 1

Figure 1.
Hub-and-spoke model on telerehabilitation stakeholders. (Source: Adapted fromMalaysian Telemedicine Flagship
Application, 2013; page 12) [7].
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shows a Hub-and-spoke model and illustrates the inter-relationships among TR
stakeholders.

TR requirements can be categorized into:

• Providers

• Clients

• Information and communication technologies (ICT)

• Training

• Policies and guidelines

• Outcome measures

2.1.1 Telerehabilitation providers

Although the list is not exhaustive, TR providers may include:

• Healthcare Professionals (HCPs)

Treat patients, instead of going to health centers, these services can be accessed
through ICT they give consultation, examine patients and devise a treatment
plan which includes prescribing medications, therapies, and rehabilitation
equipment for patients. HCP also requests laboratory tests.

• Policymakers

Write regulations for health care providers to protect patient’s rights and safety,

• Organizations, hospitals, or health centers

Look into the runnings of TR

• Laboratories

Process patient’s samples for health care providers to access, but this can also be
accessed by the patients themselves without the health care providers.

• Pharmacies

Dispense medicine prescribed by HCPs

• Researchers

Conduct research and studies of evidence-based practice and review policies

• Data analyzer

Analyze data, from all of the above, such as policies, laboratories, and the
information stored and transmitted in the TR process
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• Hardware or software developers

Develop technology to be used in the TR process

• Telecommunication and internet providers

Provide connectivity between TR providers and the clients

• Artificial intelligence (AI)

The three major components of TR are clinicians, IT, and TR services. A clinical
provider’s role is to deliver TR services [18]. They may either be physicians, AHPs [17]
such as nurses, therapists, counselors, social workers, dietitians, pharmacists or tradi-
tional and complementary practitioners, or even caregivers [11]. TR providers may be
stationed at hospitals, clinics, health centers, homes [5], or online.

There should be good leadership in TR. TR providers are regarded as leaders or
brand ambassadors in telemedicine; promoting and building relationships among
stakeholders such as HCPs, policymakers, and hardware or software developers [18].
TR providers need to embrace new technologies such as AI (Chatbot or robots) to
meet clients’ exponential demand for an immediate and constant response beyond
office hours. The high cost and lack of human resources to deliver TR may be
substituted with pre-programmed Chatbot responses, and prerecorded audio or text
messaging systems.

2.2 Telerehabilitation clients

Telerehabilitation clients may include:

• Patients

• General public

• Paid caregivers

• Family members

• Healthcare providers

PWDs and those with chronic diseases in LMIC often undergo a vicious cycle
of disability, unemployment, and poverty. Family members usually become
informal caregivers, since paid caregivers are costly and not sustainable.
Caregivers in LMIC often have to work several jobs to support PWD in the family or
give up their jobs to be full-time caregivers. Family-based rehabilitation (FBR) and
community-based rehabilitation (CBR) may be realistic models of care in LMIC
[11, 12]. TR facilitates FBR and CBR by empowering caregivers and HCPs in the
community.

Not all PWDs can be TR clients. Patients with acute emergencies, with severe
communicative disorders and no access to ICT, may need additional considerations
and in-person assistance [11, 19]. TR providers must adhere to the Code of Ethics and
have a duty of care to ensure patient safety prior to selecting patients as TR clients
[1, 10] (see case history 1).
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2.3 Case history 1

Mrs. Y is an elderly lady who lives with her elderly husband,Mr. Y who has hearing
impairment, in a village with no internet access. She has sudden left knee pain and
cannot travel to the hospital on her own.Mr. Y informed Nurse LN to assessMrs. Y.
Nurse LN made a diagnosis of acute septic arthritis and called for an ambulance to
transferMrs. Y to the local hospital. Dr. HQ (TR provider) dischargedMrs. Y a week
later with a home exercise program, to be supervised byNurse LN.Nurse LN (TR client)
visitedMrs. Y weekly and taughtMr. and Mrs Y the prescribed exercises. Two months
later,Miss SN (TR client) sent pictures and videos ofMrs. Y cooking and walking to Dr.
HQ and the rehabilitation team at the hospital (TR providers) via WhatsApp.

2.3.1 Information and communication technologies

ICT is a major component of TR as it links TR providers to its users (Figure 1). ICT
may be broadly classified into:

• Technology

• Equipment

• Combination of both (hybrid)

Information can be transmitted through the following methods:

• Synchronous

• Asynchronous

• Hybrid

2.3.1.1 Synchronous telerehabilitation

Synchronous communication is also known as sync, real-time, face-to-face (F2F)
or live interaction between TR provide and its users. Synchronous TR provides
immediate responses and exchange of information between two or more parties. Body
language, tone of voice and better rapport can be established via live video. Illiterate
and visually impaired TR clients can interact with TR providers without having to
read written information, as in asynchronous TR. Any doubts, misunderstanding, and
feedback can be obtained immediately via verbal communication.

Fast internet speed, adequate data capacity, and technical expertise are required in
order to provide synchronous TR. The minimum broadband speed for satisfactory
synchronous teleconsultation or teleeducation in Vietnam (LMIC) is 2 Mbps, whereas
diagnostic images such as those transmitted in teleradiology would require a mini-
mum of 4 Mbps2. Upper middle-income countries (UMIC) such as Malaysia, have an
average download speed of wireless broadband of 15.6 Mbps to 27.6 Mbps20; which is
slow compared with the average fixed internet connection speed worldwide (78.0
Mbps).

A survey conducted in 2020 revealed internet users in Malaysia used smartphones
(96%), laptops/notebook/netbook (41%), and tablets (18%) for Chat Apps (97%),

83

Telerehabilitation in Low- and Middle-income Countries
DOI: http://dx.doi.org/10.5772/intechopen.107449



social networking Apps (70%), and entertainment or video Apps (55%) [4]. Some
examples of apps which can be downloaded for free and have synchronous features
are WhatsApp, Facebook live, FB messenger, Instagram, WeChat, GoogleMeet,
Zoom, and Skype. Video conferencing and live chats can also be conducted on
Chatbots and telephone. ICT user habits and trend may project how synchronous TR
can be delivered in LMIC and UMIC [4, 23–25].

2.3.1.2 Asynchronous telerehabilitation

Asynchronous communication is also known as async or store-and-forward com-
munication [7]. Information can be exchanged between two or more parties without
the involvement of live or immediate responses. Asynchronous information can be
stored and edited beforehand and viewed later. There is no time-pressure and it does
not require everyone to be present at the same time. Caregivers in LMIC often have to
juggle between work commitments and providing care for PWDs. Asynchronous TR
may be more acceptable to caregivers and patients who cannot commit to appoint-
ment scheduled within office hours or when there are ICT limitations for synchronous
TR. Clients who are introverts, shy or not well-versed in F2F communication may also
find asynchronous TR more appealing.

Some examples of asynchronous communication are SMS, email, and voice or
video recordings. Prerecorded lectures, webinars, and YouTube videos are popular
modes of asynchronous information, which can be useful in LMIC.

2.3.1.3 Hybrid telerehabilitation

At times, TR clients may require a hybrid of synchronous and asynchronous
telerehabilitation in order to fulfil their needs. Most smartphones contain apps with
hybrid features, such as WhatsApp, Facebook live, FB messenger, Instagram,
WeChat, Google Meet, Zoom, and Skype [4]. These apps are popular in LMIC as they
can be downloaded for free, easy to use, and can be accessed on multiple ICT devices
such as smartphones, desktops, laptops, and tablets.

2.3.1.4 Mobile health

Mobile health (mHealth) is the most commonly accepted telemedicine method
among patients with chronic diseases in LMIC [3], because of its affordability and
easy access in rural and poor communities [2, 8–13, 20, 21, 27]. Systematic reviews on
mHealth interventions in rehabilitation [23, 24] showed positive outcomes in the
following domains:

• Exercise training

• Gait training

• Self-management systems

• Measurement tools

TR clients can receive reminders via SMS, access information and services; moni-
tor biochemical markers, physiological readings, and behaviors from their mobile
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phones [23, 24]. The most commonly used mobile phone Apps in LMIC are Facebook,
WhatsApp, Viber, Skype, Zoom, and GoogleMeet [4, 22–25], mainly due to its free
and user-friendly features.

Some examples of free mHealth Apps in South East Asia are MySejahtera,
MorChana, Vietnam Health Declaration, PeduliLindungi, and StaySafe PH26. These
apps are used to monitor public health, disseminate information and provide health
education to the public. Mobile Apps such as Doc2us and Halodoc from Malaysia and
Indonesia respectively, provide teleconsultation, teleprescription, and medication
delivery to its user at an affordable fee. Such telemedicine services are not only timely
during the COVID-19 pandemic but also help reduce the workload on government-
funded health centers [26].

A critical factor that must be considered in LMIC is data affordability. In Malaysia,
a prepaid mobile phone plan of 2.5 Gb data costs RM 26 (USD 6.22) per month, while a
postpaid Plan with unlimited data costs RM68 (USD 16.28) per month [27]. The main
difference between a Pre-paid and a postpaid mobile plan is the payment schedule.
The former only provides mobile service based on the load of the purchase (pay-
as-you-use), while the latter is billed at the end of the monthly subscription and is
based on data consumption. Prepaid plans are more affordable for users in the lower
economic group (B40) such as in Malaysia, a country where the minimum wage is RM
1200 per month or USD 9.57 per day. Similar observations have been reported in other
LMIC [11–13, 25, 28, 37–44].

2.3.1.5 Assistive technology

Assistive technology (AT) is any item, place of equipment, software program, or
product system that may be used in rehabilitation to increase, maintain, or improve
the functional capabilities of persons with disabilities (PWDs) [23, 24]. AT features
may be built into smartphones such as switch and voice controls for PWDs with
limited limb and verbal functions. Other accessibility features include magnifying or
bolding fonts and texts for visually impaired people.

Some wearable devices have AT features that use wireless or Bluetooth technolo-
gies. PWDs with limited limb functions such as tetraplegics or amputees may use a
wearable device such as the GlassOuse and Bite Switch (mouse) to connect and operate
their mobile phones, computers, tablets, and smart television using Bluetooth tech-
nology [29] (Figure 2). TR providers in LMIC require training and funding for AT to
be useful in their practice.

2.3.1.6 Robotic technologies

Although robotic technologies may be useful in rehabilitation, their affordability
makes them neither feasible nor sustainable in low-resource settings. Evidence-based
reviews comparing robotic technologies with standard care interventions did not
show long-term significant differences in locomotor training for walking after spinal
cord injury and stroke or upper limb function after stroke [30]. TR providers in LMIC
may have to consider other affordable alternatives to robotic technologies.

2.3.2 Training

Delivering TR services requires specific competencies, which may not necessarily
be taught to HCPs in their profession [11]. In addition, there is a big shortage of AHPs
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such as physiotherapists (PTs), occupational therapists (OTs), speech and language
pathologists (SLPs) and audiologists in LMIC, especially in rural areas [11, 12]. There
should be a TR coordinator for every TR activity in order for TR program(s) to
succeed and be sustainable.

Guidelines on telepractice by AHPs are few [5, 11, 17, 30]. For example, only 10–
20% of SLPs tend to use telepractice in India and only 3% of SLPs in Croatia had
completed formal training related to telepractice in SLP services [11]. Organizations in
LMIC should provide training and credentialing procedures for TR providers on a
regular basis to suit the evolving needs of TR clients [31]. The IFNR Task Force (2021)
cautioned that not everyone with a smartphone can deliver teleneurorehabilitation
(TNR). They also noted that standardizing functional assessments through
teleassessments may prove to be a challenge.

Training in TR can be divided into three main groups:

• HCPs

• Patients/caregivers

• IT support/technical assistant

HCPs must be trained to obtain informed consent from patients and caregivers and
how to document TR activities [6]. Telemedicine service is voluntary and should allow
clients to opt out at any point of the telemedicine service. Patients and caregivers in
LMIC and rural areas usually require guidance, training, and on-site assistance before
TR services can be delivered. The level of assistance should be determined before-
hand, such as the need for interpreting language(s) or dialects, setting up ICT devices
such as keeping their mobile phones charged [28] and ensuring clients have adequate
mobile data and network coverage. TR clients in LMIC need to be briefed on the
prerequisites of a conducive telemedicine environment [19, 28, 32]. Ideally, the latter
should be a quiet room or corner, with minimal distractions from other family mem-
bers and good network coverage. Any fees and costs involved in the TR service must
be declared at the outset by the TR provider.

IT support and infrastructure are critical components of TR service(s), but may be
limited in LMIC. Quick solutions such as on-the-job (OTJ) training among HCPs or

Figure 2.
GlassOuse is worn like a pair of glasses and connects to mobile phones, computers, tablets, and smart TVs via
Bluetooth. The user moves her head from side to side to navigate the cursor on the screen and bites on the Bite
Switch (in cyan) to click items on the computer similar to a computer mouse. (Photo by Intan Sabrina).
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appointing IT representatives in each unit or department may be useful to bridge gaps
in IT support. HCPs who are not trained in ICT may have to switch roles from
becoming TR providers to TR clients. ICT training and technology-transfer in TR may
be conducted via teleeducation and telementoring.

2.3.3 Policies and guidelines

Since the COVID-19 pandemic, many countries around the world have updated
their policies on telemedicine. Telemedicine guidelines should not be physician-
centric and must cater for the needs of AHP, patients, and their caregivers. These
guidelines must cover points of service such as healthcare settings, homes, or
community-based worksites [5].

A scoping review of telemedicine guidelines in South East Asia (SEA) revealed
most countries had guidelines on clinical governance, confidentiality, ICT infrastruc-
ture, data security, record keeping, and licensing [6]. However, only Singapore and
Indonesia have policies on telemedicine fee structure, insurance coverage, or reim-
bursement for medical practitioners. Policymakers and organizations should have
clear billing and coding processes designated for TR so that payers can reimburse costs
to TR providers [5], especially those offered by AHPs.

Most guidelines on telemedicine tend to regulate HCPs, rather than the technolo-
gies, platforms, or types of telemedicine services [1, 6, 33]. Telemedicine guidelines
should have clear credentialing, privileging and regulatory requirements for licensure,
certification, and use of telemedicine and its applications [5, 6, 11]. Mobile apps and
internet of things (IoTs) are usually regulated by Medical Device Acts in the country
they are registered (MDA) [34–36]. TR providers should adhere to their respective
organizations and regulating bodies to ensure the safe and effective delivery of TR
services to their clients [1, 5, 6, 15–17].

3. Setting up telerehabilitation services in low- and middle-income
countries

TR providers must identify the service(s) which can be converted to TR exclu-
sively or as a hybrid model. Clear inclusion and exclusion criteria for patient selection
must be outlined in the TR Standard Operating Procedure (SOP) [5, 32, 33]. A
feasibility study should be conducted to familiarise every stakeholder prior to the roll-
out of the TR service [19]. Any hiccups should be addressed accordingly.

There are four main phases in telerehabilitation [32, 33]:

• Precontact (Pre-C)

• Actual contact (AC)

• Postcontact (Post-C)

• Data collection

Pre-C activities comprise calling the TR client and introducing the purpose of TR,
obtaining verbal and/or written consent, clarifying contact details of the TR client and
determining the medical or rehabilitation requirements. Details on the date, time,

87

Telerehabilitation in Low- and Middle-income Countries
DOI: http://dx.doi.org/10.5772/intechopen.107449



platform of AC and fee should also be conveyed clearly to the TR clients during the
Pre-C phase. Technical assistance (TA) such as ICT literacy, translation, or physical
assistance should also be pre-determined in the Pre-C phase. TA may comprise any
family member, neighbor or the local HCPs closest to the TR client’s home.

Pre-C activities may be simplified by using questionnaires or assessment
tools, which may be sent via email, text message and/or Google Doc formats. For
example, in a tele home visit, TR clients can send measurements, pictures and
videos of their home environment to their Occupational Therapist (OT) via email
or WhatsApp messages or videos. The OT can then make the necessary recommenda-
tions for home modifications, prescribe rehabilitation equipment and arrange for
a F2F assessment if required. Another example is when TR clients send audio record-
ings of their vocal exercises to their Speech Therapist or Audiologist prior to AC
sessions.

A standard script, template, and checklist [32] would be useful to standardize com-
munication between both parties. All communications and interventions involving TR
clients should be documented clearly in the client's medical records [5, 6, 19, 25, 32, 33].

AC activities may range from teleconsultation to teleassessment, teletherapy,
telemonitoring and teleeducation. Details such as patient identification, diagnoses,
medications, investigation results, progress report, rehabilitation equipment, funding
options and treatment needs should be addressed in the AC phase and documented in
the clients’ medical records. TR providers should determine the outcome measures,
assessment tools and equipment involved in the AC activities. Several trials of Pre-C
and AC activities should be conducted prior to the roll-out of TR services to address
pitfalls and additional TR requirements.

Post-C activities may include documenting and storing data collected in the Pre-C
and AC phases, referrals to other parties, teleprescriptions of medications, informa-
tion and/or home-based programs to TR clients, issuing medical certificates, and other
activities similar to F2F consultations. All TR activities must be documented clearly
and securely stored to ensure patient confidentiality, data security, and storage.

Finally, TR providers must be trained in data collection on TR activities and
compare them with those in the standard-care pathway(s). The TR coordinator should
review all TR services periodically and provide feedback to all stakeholders for quality
assurance (QA) and improvements [32].

Figure 3.
Challenges in telerehabilitation in low- and middle-income countries (Source: Adapted from Leochico et al. 2020.
Telerehabilitation Challenges in Developing Country; Table 2, page 10 [12]; and IFNR Research Task Force et al.
2021. TeleNeurorehabilitation During COVID-19 in LMICs, 2021; Table 2, page 4 [11]).
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4. Challenges to deliver telerehabilitation in low- and middle-income
countries

Challenges to deliver telerehabilitation in LMIC [11, 12, 37–44] can be categorized
into human, organizational, and technical factors (Figure 3). These factors usually
overlap with one another, such as guidelines and laws on telemedicine (human and
organizational); lack of digital knowledge and skills (human and technical); and lack
of technical support and training (organizational, and technical). Table 1 is a sum-
mary comparing challenges to delivering TR in five LMIC. The recurring themes in
LMIC are lack of ICT training and infrastructure, lack of political will, and time-
constraint. TR providers should review these challenges regularly and provide solu-
tions so that TR services can be improved and be sustainable. A scoping review on
telemedicine guidelines in South East Asia by Sabrina and Defi suggested that there
should be a comprehensive and universal telemedicine guideline for any country to
adopt based on the local context [6].

Challenges Solutions

Human/personal factors
Lack of knowledge/skills in ICT
and TR.
Lack of partnerships among
stakeholders.
Negative attitude towards TR.
Paper/physical culture.
Concerns on ICT/ethics/
medicolegal
Lack of TR champion/leadership

• Train HCPs in general and specific TR services.
• Simplify user experience.
• Normalize the use of technology
• Use familiar technology (WhatsApp video, telephone).
• Use teleeducation and telementoring.
• Start a small group of TR providers, then expand gradually.
• Build rapport/therapeutic relationships with TR clients.
• Engage with stakeholders and perform feasibility studies on TR.
• Conduct cost-benefit analysis of TR and compare with existing

service.
• Try hybrid TR service(s) into existing system.
• Devise a visual and written framework for remote

musculoskeletal assessments to modify traditional tests.
• Provide continuous feedback and motivation to TR clients to

increase participation and discipline.
• Have clear inclusion and exclusion criteria for TR.
• Create local policies, guidelines, and laws on specific TR services.
• Enforce clinical governance.
• Provide an online helpdesk.
• Appoint internal medicolegal advisors.
• Appoint champions of TR for each TR service.
• Have regular feedback sessions and rotations in TR leadership.

Organizational/administrative
factors
Lack of policies/guidelines/law
Lack of governance
Lack of financing/reimbursement
Lack of ICT resources/technical
support/training/literacy
Time constraints/busy schedule
Unclear roles
• Accountability
• Liabilities
Environmental constraints/limited
space

• Create local policies, guidelines, and laws on specific TR services.
• Enforce clinical governance.
• Lobby for TR funding with relevant authorities/governing bodies.
• On-the-job ICT training for HCPs in TR services.
• Have practice runs prior to starting TR service with TR providers

and users.
• Appoint champions of TR as ICT support staff.
Try hybrid TR service(s) into existing system.
Policies on TR should outline clear roles and responsibilities of TR
providers with each organization/TR service.
Reorganize or share working space. Review space utility and
efficiency with other stakeholders/departments.
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5. Recommendations and future threats

Telerehabilitation will continue to be an integral component of health services in
LMIC across the world. Digital health is the new norm. It is projected that mHealth
will be a key player in complementing and adding value to healthcare services glob-
ally, particularly in LMIC [4, 10, 11, 25, 41]. Current trends in digital technologies
indicate that mHealth is the go-to option in LMIC. Advances in AI, algorithms, and
mobile apps may replace human-to-human interactions. Thus, HCPs should be
equipped with the necessary skills to embrace the changing trends in healthcare
delivery, especially those which do not require physical presence or touch.

In conclusion, TR in LMIC is challenging. However, affordable and quick solutions
such as free mobile apps may overcome barriers in TR.

Challenges Solutions

Technical factors:
ICT-related
Slow internet speed
Limited ICT coverage in rural areas
ICT failure/limitations
• Dependence on electricity/

battery-life/internet
• Hardware/ software limitations
• Unclear video display
• Inadequate infrastructure
Licenced property
• Mobile Apps
• TR Software
High cost/limited AI
1.Service delivery
• Lack of correlation with F2F

assessment
• Difficulty in physical

examination and treatment
Lack of capacity for empathy
Time-consuming
2.Data security

• Policymakers and government need to invest in ICT
infrastructure.

• Organizations should allocate resources and IT support for TR
providers and clients.

• ICT equipment must be maintained to ensure safety and
effectiveness.

• Ensure only licenced Apps are used to avoid medicolegal
implications.

• Use free mobile apps familiar to TR clients.
• Try hybrid TR service(s) into existing system.
• Devise a visual and written framework for remote

musculoskeletal assessments to modify traditional tests.
• Provide online measurement tools and sensors to measure force,

position, and sound for assessments.
• Maintain eye-contact and provide continuous feedback and

motivation to TR clients to build rapport.
Schedule TR service(s) into existing system.
• Ensure data privacy, storage, retrieval, and sharing follow federal

and state laws and guidelines.
• Ensure compliance with professional organization or society.
• Use authentication and/or encryption technology.
• Limit data access to privileged personnel.

Table 2.
Recommendations to overcome barriers and challenges to telerehabilitation in low- and middle-income countries.
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Abstract

The concept of telehealth has revolutionized the healthcare delivery system. 
Based on this concept, telesurgery has emerged as a promising and feasible option, 
providing surgical care to remotely located patients. This has become possible by 
advancements in the robotic system combined with the cutting-edge technology of 
telecommunication. Since the ability to perform telepresence surgery was hypoth-
esized, consistent development and research in this novel area have led to the begin-
ning of telesurgical care, which can fulfill the demand for surgical care in remote 
locations. In addition to the benefits of robotic-assisted minimally invasive surgery, 
telesurgery eliminates geographical barriers, which helps patients have better access 
to quality surgical care. It may reduce the overall financial burden by eliminating 
the travel expense of the patients, providing expertise through the telepresence of 
experienced surgeons, and reducing the operating room personnel. The telesurgical 
approach is also being utilized for telementoring, i.e., real-time guidance and techni-
cal assistance in surgical procedures by highly skilled surgeons. Despite the numerous 
technological improvements in telesurgery, its widespread implementation in clinical 
setting still lags, mandating the identification of the offending factors that limit its 
clinical translation.

Keywords: telesurgery, robotic surgery, medical robotics, telemedicine, remote surgery

1. Introduction

Telehealth and telemedicine involve transferring expertise, through which 
patients can be examined, monitored, and treated without transporting the patient. 
Telemedicine is based on data acquisition, storage, transfer, processing, and display. 
This breakthrough came after the revolution in communication technology, such as 
high-speed data connections and management information systems [1, 2]. Patients 
can communicate with doctors from their homes using technology or a telehealth 
kiosk. Nowadays, telemedicine is an integral part of health services in many coun-
tries, and upcoming hospitals will attract patients from all over the world without 
geographical restrictions.
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2. Telesurgery

The concept of telemedicine has been applied to provide surgical care to remotely 
located patients and is termed “Telesurgery” or “Telepresence Surgery” or “Remote 
Surgery” [3]. Initially considered as a “science fiction,” it has now been material-
ized and will continue to be the reality in today’s era. This revolutionized surgical 
care delivery has become possible by advancements in the robotic system. Since the 
establishment of the robotic surgery, the surgeon typically controls these robots by 
staying by the patient’s side. In telesurgery, the robotic system still remains in direct 
contact with the patient, whereas the surgeon sits on a console at a remote location 
and performs the surgical task. As a backup, a surgical team remains in the operat-
ing room to proceed with the surgery as and when required [4]. Here, the advanced 
communication technology enables the surgeon to control the endoscopic camera 
and manipulate the robotic arm attached to the patient cart with real-time feedback. 
This emerging surgical system requires advanced wireless networking and robotic 
technology to perform the surgery [5]. The main objective of telesurgery is to elimi-
nate unnecessary travel for patients and accompanying persons, apart from providing 
high-quality surgical care from expertise worldwide.

3. Evolution of telesurgery

The concept of telesurgery came into existence since U.S. National Aeronautics 
and Space Administration (NASA) started exploring the possibility of providing 
treatment to the astronauts in space long back in 1970 [6]. The invention of the 
endoscope, followed by the development of a video computer chip that allowed the 
magnification and projection of images onto television screens, was a breakthrough in 
introducing laparoscopic surgery [7]. This minimally invasive approach changed the 
era of surgery and created a possibility for evolution of telesurgery.

In the late 1980s, Scot Fisher and Joseph Rosen hypothesized the ability to per-
form telepresence surgery using a robotic system. Computer-assisted surgical tools 
have emerged after constant advancement in surgical instruments and techniques, 
followed by a gradual evolution from automated biopsy robots to high-end modern 
robotic surgical systems for visceral surgery (like the ZEUS Surgical System and the 
da Vinci System). The development of AESOP (automated endoscopic system for 
optimal positioning) followed by the ZEUS operating system from computer motion 
was an outstanding achievement in the development of robotic surgery. A parallel 
innovation of SRI green telepresence, which was refined further by Intuitive Surgical, 
conferred in the revolutionary development of the current da Vinci System [8]. 
Implementation of the telesurgery concept in a broader way could be possible after 
introducing mainly two robotic systems, i.e., the ZEUS Surgical System by Computer 
Motion and the da Vinci Surgical System by Intuitive Surgical. These modern robotic 
systems work on a master-slave technology where the surgeon sits at a console kept 
a few feet away from the patient cart, enabling the surgeon to view real-time three-
dimensional imaging of the operative site. Complex software translates the surgeon’s 
hand movement and manipulates the robotic arm accordingly, attached to the articu-
lating surgical instruments and endoscope [9].

After merging with Computer Motion in 2003, Intuitive Surgical dominated the 
robotic surgical market and discontinued the Zeus platform as the da Vinci robot 
had several advantages over it. As in laparoscopic surgery, depth perception was a 
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significant problem resolved substantially by the da Vinci system using a 3D immer-
sive camera, while the Zeus system has a 2D screen display. Furthermore, the da Vinci 
system controls the surgical instrument using an “Endowrist,” which mimics wrist 

Year Description

1920 The term “Robot” was first introduced by a Czech playwright “Karel Capek” in his hit play, 
“Rossum’s Universal Robots.”

1979 The Robot Institute of America sets a definition of the robot as “A reprogrammable, multi-
functional manipulator designed to move materials, parts, tools, or specialized devices 
through various programmed motions for the performance of a variety of tasks.”

1980 The “Green SRI telepresence surgical system” was developed by a joint venture of Stanford 
Research Institute (SRI) & National Aeronautics and Space Administration (NASA) Ames 
Research Center.

1984 Scot Fisher and Joseph Rosen were the surgical robotics pioneers who proposed the idea of 
using robotic arms to do telesurgery and researched in collaboration with NASA.

1985 The first industrial robot developed for clinical application was modified “PUMA 200” 
(Programmable Universal Manipulation Arm; Unimation, Stanford, California, USA) to 
precisely execute CT-guided brain biopsies.

1992 The “ROBODOC” (Integrated Surgical Systems, Sacramento, CA, USA) was developed with 
modification of the basic principles of the PUMA arm and was approved for hip replacement 
surgery.

1994 The “AESOP” (Computer Motion, Inc., Santa Barbara, CA, U.S.A.) was the first robotic 
surgical tool approved by the US Food and Drug Administration for laparoscopic surgery

1991-1997 “PROBOT” was developed by Harris et al. to perform transurethral prostate resection with 
ultrasound guidance.

1997 The prototype of “da Vinci Surgical System” was developed by Intuitive Surgical, Sunnyvale, 
CA.

2000 The “da Vinci Surgical System” (Intuitive Surgical, Sunnyvale, CA) was commercialized and 
approved for laparoscopic surgery.

2001 The “Zeus Surgical System” (Computer motion, Goleta, California, USA) was approved for 
laparoscopic surgery.

September 
2001

The first trans-Atlantic procedure (known as “Operation Lindbergh”) was Robot-assisted 
laparoscopic cholecystectomy using the Zeus Robotic platform. A surgeon in New York (USA) 
operated on a patient in Strasbourg (France).

2003 After the merger of Intuitive Surgical & Computer Motion, Zeus robotic platform was 
discontinued.

February 
2003

The world’s first telerobotic surgical service was established between St. Joseph’s Healthcare 
Hamilton, a teaching hospital affiliated with McMaster University, and North Bay General 
Hospital, a community hospital 400 km away.

2006-2014 The next generation of the da Vinci surgical system i.e. “da Vinci S,” “da Vinci Si,” and “da Vinci 
Xi” were developed in years 2006, 2009, and 2014 respectively.

2017 The “Senhance” surgical system (TransEnterix, Morrisville, NC, USA) received FDA approval 
in October 2017 for laparoscopic abdominal procedures.

2017 NAVIO robotic system by Smith and Nephew 2020 for semi-autonomous joint arthroplasty.

2020 MAKO robotic system by Stryker was released for join arthroplasty.

2020 CorPath robotic intervention arm for use in coronary intervention during COVID pandemic

Table 1. 
Historical timeline of the evolution of robotic system and telesurgery.
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movement with natural movement with seven-degree freedom. The da Vinci Xi™ 
(Intuitive Surgical, 2014) is the most recent iteration of da Vinci systems, which has 
been redesigned to be more ergonomic and thinner and have well-arranged robotic 
arms to conserve space. Moreover, it has been upgraded with fluorescence imaging 
and near-infrared technology to better visualize vessels, tissue perfusion, and bile 
duct. Still, there is a lack of haptic feedback, which needs further improvement.

In usual robotic surgeries, where both console and robotic arms are directly con-
nected to several meters of cable wire, there is no time lag in communication because 
data transmission from the console to the surgical device and back to the console is 
almost instantaneous. Thus, the surgeon sees his movements on the computer inter-
face as he performs the surgery. When robotic telesurgery was conceptualized, the 
primary concern was the time delay in communication between the surgeon console 
and surgical robot due to moving the surgical system to a more remote location. Thus, 
the surgeon’s real-time interventions could be milliseconds or even seconds behind 
the visualization of the operating field, which can lead to catastrophic outcomes 
during surgery. As proved in studies, a time lag of more than 150–200 milliseconds 
is harmful [10]. So seamless robotic telesurgery requires robust communication 
media between console and robot with negligible latency. To provide safe telesurgery 
services, collaborating with the telecommunications sector to build a secure, depend-
able, high-speed data transmission across enormous distances with unnoticeable 
delays is of utmost importance.

The world’s first telesurgery was the “Lindbergh Operation,” a transatlantic cho-
lecystectomy on a 68-year-old female patient in Strasbourg, France, performed on 
September 7, 2001 by Professor Jacques Marescaux in New York City. ZEUS system 
was used for this landmark surgery, and France telecom provided the spare fiber 
optic ATM (automated teller machine) lines to minimize the latency and optimize 
connectivity. The average time delay during surgery was 135 milliseconds, which 
is impressive considering the data traveled over 8600 miles (14,000 kilometers) 
from the surgeon’s console to the surgical system and back [11]. This milestone in 
surgery was a big inspiration for establishing the first dedicated telerobotic surgical 
service in Canada. Since then, various robotic telesurgeries have been performed 
worldwide.

The timeline of evolution of the robotic system and telesurgery has been summa-
rized in Table 1.

4. Benefits of telesurgery

Telesurgery is an extension of the telemedicine/telehealth concept that has become 
possible with the advancement of the surgical robot and sophisticated telecommuni-
cation technology. So the benefits of telesurgery encompass the inherent advantage 
of telehealthcare as well as robotic-assisted minimally invasive surgery, which are 
mentioned below:

I. Benefits related to the Minimal Invasive Approach include less amount of 
blood loss, shortened hospital stay, shorter recovery, and early return to  
work [12].

II. Benefit related to robotic-assisted minimally invasive surgery (i.e., teleoperation) 
includes:
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a. Ergonomical posture of the surgeons with more dexterity than conventional 
laparoscopy.

b. Enhances the accuracy of motion as operators’ physiological tremors can be 
filtered out in real time with accelerometer technology [13].

c. High-resolution (3-D) cameras allow surgeons to see close-ups of surgical 
sites that are not easily accessible [14].

d. Robotic arm provides easy access to hard-to-reach areas such as the pelvis.

e. Improved surgical accuracy reduces the chances of damage to surrounding 
structures and significantly reduces the risk of blood loss and infection [13, 14].

III. Specific benefits related to telesurgery include:

a. Delivery of high-quality surgery to remote settings, such as underserved 
rural areas, battlefields, and space stations.

b. Provides an opportunity for patients to receive surgical care by surgical 
experts from all over the world without going outside of their local hospi-
tals. It is beneficial for patients for whom medical travel is not feasible due to 
financial constraints, travel-related health risks, travel restrictions, or time 
delays.

c. Real-time collaborations between surgical professionals from various 
healthcare facilities can benefit patients who require complicated microsur-
gical techniques and other complex surgeries.

d. Telesurgery may be a potential solution to the global shortage of competent 
surgeons.

e. During the COVID-19 era, apart from the benefit related to the need of 
lesser number of operating room staff in robotic surgery, the main ben-
efit of telesurgery was the physical separation of the surgeon from the 
patients, thus reducing the interpersonal contact and spread of infection 
[15]. Telesurgery could also provide care when travel restrictions during a 
pandemic are the main reasons limiting medical care.

5. Limitations of telesurgery

Being a novel concept for delivering surgical care, telesurgery is still in its nascent 
phase and needs continuous upgrading. At present, the following factors pertinent to 
telesurgery are a major hindrance to the widespread use of this technology:

1. Time lag or latency: This vital issue is related to telecommunication and is mainly 
due to data transmission over a network and video coding and decoding. This 
time delay is directly proportional to the distance between two far-reaching loca-
tions. It has a propensity for surgical error and puts the patient’s safety in danger. 
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A time lag of fewer than 100 milliseconds is considered an ideal latency time 
that a dedicated telecommunication system can achieve. A latency time greater 
than 300 milliseconds produces significant inaccuracies in instrument handling. 
Research suggests that a simple telesurgical procedure can be safely performed 
without any significant surgical inaccuracy with a time lag of up to 700  
milliseconds [16].

2. Difficulty in procurement and maintenance of equipment.

3. Purchase of robotic systems is a major obstacle worldwide, mainly for  
third-world countries, because of inflated costs.

4. Establishing a robust global network to connect every part of the world is a big 
obstacle to initiate telesurgical services. Affordability of high-speed telecommu-
nication is also a big problem, especially in developing nations.

5. Cyber security threats: Hijacking of telecom networks in telesurgery has surfaced 
as a major concern in the recent years that can compromise the patient’s safety.

6. Various legal and ethical concerns can be raised when surgery is done without an 
interaction between the patient and the operating surgeon, who belong to different 
countries and have different regulatory bodies/acts related to medical care [17].

7. As telesurgery needs the collaboration of multiple medical organizations, billing 
issues will be a big problem and will require a decent agreement among them.

6. Scope of advancement in telesurgery

Innovation of robotic platforms opened up the path for clinical translation of the 
concept of telesurgery and went side by side with the advancement in the robotic 
system. Further advancement in telesurgery needs the incorporation of various 
emerging technologies.

6.1 Haptic feedback

Tactile feedback has been a big concern since the advent of laparoscopic surgery 
and continues to be the Achilles heel in Robotic surgery. Here the surgeon touches 
the tissue with a long instrument having a hinge that goes inside the patient’s body 
through the ports. This series of interfaces of contact with instruments at various 
levels leads to degradation in the haptic feedback, which is necessary for precise and 
delicate tissue manipulation. This can be achieved by upgrading the technology of the 
human-machine interface (HMI) and sensor-based robotic instruments, reflecting 
the force of instruments on surgeons’ hands [18]. There is ongoing research for mak-
ing a perfect haptic-enabled telesurgical system. It also requires a seamless network-
based communication that can send the data of hand motion and instrument-tissue 
contact from the surgeon to the patient and the other way around. An alternative to 
overcome this feedback problem is haptic-assisted training, which requires shared 
control of two master HMIs and one slave robot [19].
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6.2 A 3-D visual feedback system

Although it appears that haptic feedback is vital in manipulating delicate tissues, 
today’s upgraded versions of robotic systems are still inefficient in providing this tac-
tile input appropriately. In addition, the relevance of haptic feedback in robot-assisted 
performances of surgical tasks is yet to be proved. It has been hypothesized that visual 
feedback of local tissue deformation caused by tension, retraction, or needle insertion 
can compensate for the lack of sensory force feedback [20]. The 3-D display system 
can provide this high-definition visual feedback, but further improvement is required 
in this aspect.

6.3 High speed and quality telecommunication

The quality of telesurgery depends on the quality of presentation of the informa-
tion transmitted in the form of digitized data from one center to another. The quality 
of shared data and latency depends upon the bandwidth (i.e., the capacity of data 
flow) of the network used to relay the processed data. It can be accomplished by a 
telecommunication network having wide bandwidth, minor delay, slight jitter, and 
minimal data loss. The network-level quality of service (QoS) control is also required, 
ensuring bandwidth reservation for telesurgery [21]. The integration of recently 
available high-speed 5G internet could meet the required bandwidth and reduce the 
time lag issue that plagues telesurgery.

6.4 Internet of things (IoT)

Remote monitoring in the healthcare industry is now feasible owing to IoT-
enabled devices, which can keep patients safe and healthy while allowing clinicians to 
provide superior care. As sensor technology is improving gradually, IoT devices can 
also be incorporated into surgical devices, which can enable the recording of intraop-
erative events and the movement of instruments [22]. By analyzing the data created 
by these devices by artificial intelligence technology, procedures can be standardized 
by identifying the most appropriate use of surgical devices, which will help in ensur-
ing the safety of surgery but requires proper validation before incorporation into 
telesurgery.

6.5 Concept of “one-to-many” remote surgery

This concept can be perceived as an expert surgeon seated in the master control 
room remotely, performing surgeries on multiple patients simultaneously. It is helpful 
for surgeries that require a combined approach, i.e., robotic-assisted minimal invasive 
and an open approach during different steps of the procedure. For example, the 
expert sitting in master control will perform specific steps requiring robotic assis-
tance in patient A present at one hospital and then switch to take control of another 
surgical robot attached to patient B at a different hospital. Meanwhile, the rest of the 
steps requiring an open approach for patient A will be completed by the onsite local 
surgical team [23]. By using this concept, further attempts can be made to plan com-
plex surgeries, mimicking the production line of car manufacturers, by transferring 
the control of robotic arms in a predestined sequence to a group of surgeons sitting in 
their master control room far from each other and skilled in specific steps of surgery.
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6.6 Artificial intelligence in telesurgery

Artificial intelligence (AI) has transformed various industries in the past decade. 
The incorporation of AI into telesurgery is a brand-new concept that has sparked 
a lot of interest as a part of the surgical procedure that can be automated. Thus, AI 
reduces the cognitive and physical burdens of the surgical team and can increase the 
efficiency of surgery by reducing the operative time and increasing accuracy [24]. 
Simultaneously, it can also decrease the required number of staff in the surgical team. 
The utilization of AI in other industries has led to a substantial increase in efficiency, 
but its role in surgical procedures has not yet been proven. A significant amount of 
adaptation and further research is required to prove its performance and build up 
confidence in its use in surgical care.

7. Clinical application of telesurgery

Several projects researching the feasibility and practicability of telesurgery on 
human patients were completed at the beginning of the twenty-first century. Because 
of various obstacles in the clinical utilization of telesurgery, it has not picked up its 
pace and is still in the developmental phase. The first dedicated telesurgery center was 
established in Canada, and at present, North America is leading the market in telesur-
gery [25]. Globally, every human being has the right to access all the recent surgical 
facilities present worldwide, and telesurgery is the critical innovation fulfilling these 
promises. But such facilities are not readily available in the developing countries and 
the rural parts of developed countries. It is a paradox that the secluded population 
worldwide that can benefit from telesurgery is also the one that cannot afford it due to 
high cost or lack of essential telecommunication facilities. But it is expected that in the 
near future, this problem will be alleviated as the internet access is rapidly expanding 
and various new manufacturers of affordable robotic systems are emerging.

Patients’ perspective about telesurgery is pretty promising as most of them are 
very enthusiastic about the concept of using the robot for surgeries. This inclination 
toward new technology results from the projected benefits of smaller incisions with 
better cosmetic outcomes, shorter hospital stays, faster recovery, and fewer complica-
tions because of the precise movement of the robotic instrument during surgery. Still, 
this technology needs further advancement and scrutiny by noble clinical trials with a 
higher evidence level.

Telesurgery has opened up the opportunity of treating patients who require 
immediate medical attention regardless of their location. This could prove lifesaving 
in extreme conditions such as space and battlefields where getting a usual hospital 
is impossible. However, many obstacles stand in accomplishing this vision, such as 
installing the robotic system in such places and providing a robust connection to run 
the telesurgery proficiently with negligible latency. Various research studies are going 
on to test the feasibility and clinical implication at such extreme locations.

For astronauts on the deep-space mission, many surgical emergencies such as 
fatal injuries, appendicitis, intracranial hematoma, or kidney stones can occur, which 
mandate urgent operations then and there. So for such space missions, telesurgical 
assistance should be considered. But again, the signal delay will be a detrimental 
factor due to the vast distance between the earth and the space station. An added 
problem is the feasibility of robotic surgery in a zero-gravity environment. NASA is 
carrying out a series of missions in an undersea laboratory, Aquarius, simulating the 
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extreme environmental condition found in space. Some substantial progress has been 
achieved in teleoperation, control of the surgical robot, and other challenges related 
to space surgery, such as the behavior of the organs and bodily fluids in zero gravity, 
but it’s still a long road ahead of us [26].

Similarly, on the battlefield or in a natural disaster situation, telesurgery can offer 
a solution to provide surgical care at the site of injury and can save many lives. A 
semiautomated telerobotic device known as “Trauma Pod” has been created for such 
scenarios, which may conduct lifesaving surgeries and stabilize wounded soldiers on 
the battlefield. These are designed to be deployed rapidly in such unfavorable situa-
tions. These robots can also act as assistants, like a scrub nurse, in the operating room. 
These scrub nurse robots are automated to do different tasks such as changing tools, 
dispensing equipment, and tracking supplies. Various trials are going on to see the 
feasibility and further advancement in these trauma pods. Though these are currently 
being tested for first aid treatment such as putting intravenous lines, performing 
hemostasis, protecting airways, and placing monitor devices, we are hopeful, that the 
robot will be able to move beyond the current first-aid procedures [27].

8. Telementoring and telestration: a new domain for surgical training

The concept of telesurgery has opened up a new way of real-time teaching and train-
ing of surgical fellows. With this sophisticated communication technology, an expert 
surgeon present remotely mentors a trainee surgeon sitting in the operating room by 
controlling the endoscope to control the field of view throughout the entire procedure, 
as and when required. This unique way of training is known as “telementoring,” which is 
considered an ideal method of skill-sharing and training [28]. An associated but slightly 
different method of real-time teaching is termed “telestration,” in which the expert 
guides the trainees by freehand sketching or pointing out the structure by marking it 
over the trainees’ video monitor. The remote surgeon and the surgeon with the patient 
will both have identical views of the surgical field [29]. At present, the Canadian 
Surgical Technologies & Advanced Robotics (CSTAR) is the leading facility globally, 
providing training via surgical telementoring and telestration. Some telesurgeons are 
also developing computer-based training modules that can be shared over the Internet.

Although robotic telesurgeries have been adopted since the beginning of the 
twenty-first century, telesurgery is not commonly used worldwide due to a lack of 
facility or proper training. So a robust training program is mandatory to make it avail-
able worldwide, which simultaneously ensures the patient’s safety. It not only includes 
the training of the surgeon, but the whole surgical team, including nursing staff, OR 
technicians, anesthetists, and information technology technicians. Team training 
is necessary to attain the best clinical results. Even after a few successful robotic or 
telemanipulation surgeries, most surgeons will revert to traditional methods if they 
do not have qualified assistance from nurses and anesthesiologists. Comparative to 
conventional operations, these telesurgeries are technically demanding and need a 
well-trained surgical team, with each member an expert in their domain.

The training program’s goal for robotic and telesurgery procedures should be 
focused on stepwise training of the surgeon. Like the traditional basic surgical skill 
program, this includes system training by didactic lectures, dry and wet laboratory 
training, and advanced procedure-specific training. After proficiently learning 
each step, the trainee should move on to the next level of surgical telemanipulation. 
Simultaneously, each step should undergo evaluation for the quality and clinical 
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safety of the patient. Many training centers have developed and suggested adopting 
an objective-based curriculum for the training of surgical teams. Apart from provid-
ing training to young surgeons, these robotic and telesurgical training programs will 
promote academic writing and scientific publication.

9. Cost: benefit analysis

From a hospital-centric healthcare delivery model to a more sustainable and effec-
tive patient-centric model has been made possible with the introduction of telesur-
gery. It has revolutionized healthcare delivery by expanding it into a global patient 
base. However, cost remains a significant challenge hindering its global acceptance, 
especially in low and middle-income countries. The total expenses can be categorized 
into the initial investment and maintenance costs. Initial investment includes the cost 
of the robotic system, infrastructure development, and the cost of procurement of 
equipment and disposables.

Until now, Intuitive Surgical company’s da Vinci system has been the best known 
and most used system. The estimated cost of a top-of-the-line robotic system ranges 
from $ 1 to 2.5 million. According to Intuitive Announces First Quarter Earnings, 6920 
da Vinci Surgical Systems have been installed worldwide as of March 31, 2022 [30]. 

Figure 1. 
Cost-benefit analysis.
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The annual maintenance cost of these robotic systems is also very high. US hospitals 
spend $ 1000–4000 more per robot-assisted case than in endoscopic or minimal access 
and open procedures [31, 32]. Apart from the recently launched “Senhance” surgical 
system, companies such as Stryker Corporation, Hansen Medical, Verb Surgical, and 
Mazor Robotics are the leading companies in the robotic-assisted telesurgery market, 
which challenges the monopoly of Intuitive Surgical. It is believed that this competition 
will significantly decrease the cost of robotic systems, equipment, disposables, and 
maintenance in the near future.

Despite the high cost, it has been assumed that robotic surgery would be cost-
effective in the long term by reducing postoperative recovery and hospital stays. Until 
now, most studies evaluating the cost-benefit analysis of robotic surgery are only 
observational studies. Concrete evidence from well-designed randomized clinical 
trials is needed in confirming the cost-effectiveness of robotic surgery vis-a-vis 
laparoscopic or open surgery.

Establishing a high-speed and quality telecommunication service is another area 
of high investment in telesurgery. It will be determined by the distance between the 
telelinked centers. In Operation Lindbergh, the estimated cost for 1-year availability 
of the ATM lines ranged between $100,000 and $200,000 [33]. With advancements 
in communication technology, its cost is also expected to decrease with time, making 
telesurgery and robotics available to a larger population.

Apart from the technological expenses, there is an added expense for train-
ing the surgical staff. Procedural cost, cost of additional supplies, anesthesia, 
and medicines required for surgery are the additional costs. It is not easy to 
justify these costs based only on the clinical outcome and shorter recovery time. 
Currently, on an objective assessment, the cost factor overwhelms the benefits 
associated with telesurgery. But if analyzed based on healthcare and patient 
outcomes, the benefits certainly outweigh the costs. The future looks promising in 
terms of overall cost reduction, which will make telesurgery acceptable throughout 
the world (Figure 1).

10. Conclusion

In the coming era, the goal of providing health facilities to all will be fulfilled by 
incorporating telemedicine and telesurgery facility into the health care system. In 
providing telehealthcare, setting up the facility for telesurgery requires a comparatively 
more robust network channel and affordable surgical robots. Apart from taking care of 
the scarcity of expert surgeons in remote places, it will also give freedom to choose the 
desired surgeon for the patient. Telesurgery may save time and money of patients and 
their families while improving health outcomes. Treating injured soldiers in the combat 
zone and astronauts in space are the added benefits of telesurgery. This technology 
would also allow trainee surgeons to perform surgery under the supervision of expert 
surgeons without jeopardizing the patient’s safety. With future advancements in robotic 
technology, including haptic and visual feedback coupled with a 5G network, telesur-
gery could revolutionize health care and surgical treatment around the globe.
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Abstract

The clinical decision support systems (CDSs) for diabetes have improved  
significantly over the years. Multiple factors serve as driving forces for the uptake 
of CDSs. Newer technologies, initiatives, government mandates, and a competitive 
environment collectively facilitate advancement in diabetes care. This book chapter 
summarizes global CDSs development in recent years. Our review of the past few 
years’ publications on CDSs for diabetes shows that the United States is leading the 
world in technology development and clinical evidence generation. Developing 
countries worldwide are catching up in CDSs development and standards of patient 
care. Though most CDSs and published studies are on diabetes diagnosis, treatment, 
and management, a small portion of the research is devoted to prediabetes and type I 
diabetes. Increased efforts worldwide have been devoted to artificial intelligence and 
machine learning in diabetes care.

Keywords: clinical decision support systems, diabetes care, machine learning, artificial 
intelligence, A1C, patient engagement, outcomes, clinical inertia

1. Introduction

Globally, chronic care conditions burden society with high costs and diminished 
quality of life for affected individuals. According to the Center for Disease Control 
and Prevention (CDC), more than one in 10 Americans ha diabetes mellitus, com-
monly referred to as type-2 diabetes (T2DM), and approximately one in three has 
prediabetes. Diabetes was the seventh leading cause of death in the United States in 
2017. People with diagnosed diabetes, on average, have medical expenditures 2.3 times 
higher than those without diabetes [1], and 25% of all medical costs in the United 
States are spent on caring for people with diabetes. Diabetes can result in disabling 
complications, comorbidities, and reduced life expectancy. Effective management 
of diabetes is important to improve the quality of life for diabetics as well as improve 
population health and control medical costs. Attention and interventions are needed 
to address the issue of rising costs. Clinical decision support systems (CDSs) may 
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offer the solution to rising costs, quality of care, patient engagement, patient-cen-
tered care, personalized medicine, clinical inertia, and clinical outcomes.

According to KBVResearch, the global CDSs market will grow from 2.9 billion 
in 2017 to 8.9 billion in 2027 [2]. The adoption of Electronic Health Record (EHR) 
and CDSs has been on the rise across the globe. Developed countries lead the devel-
opment and implementation of CDSs. Several factors contribute to the increased 
acceptance and adoption of CDSs: general acceptance of using technologies across 
the entire healthcare spectrum, including adherence to clinical guidelines, evidence 
of improved clinic outcomes, government incentives, compliance/regulatory require-
ments, and operational efficiency. In this book chapter, we provide an overview 
of recent evidence on CDSs for diabetes care by searching relevant publications in 
CINAL, PsychInfo, Web of Science, Scopus, Medline, and PubMed from 2017 to the 
present.

2. Clinical decision support systems for diabetes care

2.1 Diabetes care

Diabetes is a chronic disease. Adequate diabetes care requires attention to biomark-
ers such as blood pressure, cholesterol, blood sugar level, and lifestyle changes. Care 
typically involves management of blood pressure, lipids, smoking, glucose, weight, 
screening for eye, foot, renal and vascular complications, and immunizations. It is 
common that patients with diabetes also have one or more other comorbid conditions. 
Thus, caring for diabetics is a team effort, and many providers may be involved, 
including various types of physicians or nurse practitioners, pharmacists, case manag-
ers, dieticians, and specialty doctors such as cardiologists, dentists, ophthalmologists, 
others. The literature has consistently reported a gap between current diabetes care 
practice and recommended diabetes care standards. This includes the concept of clini-
cal inertia or the failure to start or accelerate a current or new therapy when appropri-
ate. Clinical inertia may be due to the clinician’s lack of knowledge or inexperience 
with new therapeutic interventions and drugs available to treat diabetes [3].

Many IT-based interventions have been developed to improve adherence to the 
quality of care standards for chronic illnesses such as diabetes. CDSs for diabetes 
have been developed to address prediabetes screening, type I, type II, and gestational 
diabetes diagnosis, treatment, and care. Figure 1 shows the publications related to 
CDSs in diabetes. Though CDSs predated EHR, it is well documented in the literature 
that the adoption of CDSs is low [4].

2.2 Clinical decision support (CDS)

A clinical decision support (CDS) is a computerized system that uses case-based 
reasoning to assist clinicians in various decision-making such as assessing disease 
status, diagnosis, selecting appropriate therapy, or making other clinical decisions 
[5]. CDSs are typically used at the point of care where clinicians can make treatment 
decisions either based on their own knowledge or by combining their knowledge with 
patient characteristics or recommendations provided by the CDS through a clinical 
disease-specific knowledge base. CDSs provide alerts, reminders, or feedback to a care 
team [6]. A CDS can improve healthcare delivery by improving medical decisions with 
targeted clinical knowledge, patient information, and other health information [7].
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2.2.1 History of clinical decision support

The idea was generated in the 1950s. In the late 1960s, F. T. deDombal and his 
associates at the University of Leeds studied the diagnostic process. They developed 
the Leeds abdominal pain system, a computer-based decision aid using Bayesian 
probability theory to explain seven possible causes of acute abdominal pain. In the 
1970s, Stanford University developed MYCIN, rule-based decision support using a 
reasonably simple inference engine and a knowledge base of 600 rules. Later, Help 
was developed, and both MYCIN and HELP could generate alerts when abnormal 
factors were observed. Earlier studies on CDSs report that the use of automated clini-
cal guidelines for diabetes in general practice did not result in a clinically significant 
change in doctors’ behavior or in patient outcomes [8].

2.2.2 Components of CDSs

Figure 2 depicts the components of a CDS. Typically, a CDS consists of a knowl-
edge base, inference engine, and communication mechanism. The knowledge base 
contains facts, best practices, clinical guidelines or protocols, drug interactions, 
drug allergies, and logical rules. The inference engine combines patient-specific data 

Figure 1. 
CDSs research areas.
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(demographic data, medical history, family history) with clinical knowledge and 
performs reasoning. The communication mechanism takes patient data as input and 
produces output including alerts, reminders, summaries, etc.

Different technologies are used to build CDSs. Some use open-source software. 
For example, Protégé and WebProtégé are free software programs for building 
ontology knowledge solutions, and Jena is the Java rule-based inference engine. 
WebProtégé builds drug knowledge, and Jena evaluates the antidiabetic medications 
reasoning module [9].

2.3 Benefits of clinical decision support systems in diabetes

Digital transformation involves fundamentally rethinking healthcare delivery 
processes, treatments, and services from a technology-enabled perspective. CDSs 
promote diabetes care by facilitating evidence-informed insulin use, improving blood 
glucose control, and quality indicators in caring for patients with diabetes. Given the 
complex undertaking for clinicians, CDSs may simplify and improve the care process 
and patient outcomes. CDSs could be valuable when delivering medical care to better 
match patients’ preferences and biological characteristics. Normally, CDSs automati-
cally provide specific treatment recommendations.

Commercial developers typically promote CDSs to improve clinical decision-
making, reduce medication errors and misdiagnoses, provide consistent and reliable 
information, enhance operational efficiency, increase patient satisfaction, improve 
quality of care, and lower costs. The literature echoes some of the claims made by 
these vendors. For example, a systematic review suggests that CDSs reduce unwar-
ranted practice variation, improve healthcare quality, reduce waste in the healthcare 
system, and decrease the risk of overload and burnout among clinicians [10]. Some 
devoted efforts to developing a user-friendly, comprehensive, fully integrated web 
and mobile-based clinical decision support and monitoring system for the screening, 
diagnosis, treatment, and monitoring of diabetes [11].

Figure 2. 
Components of CDSs.
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2.3.1 Outcomes

Recent studies show positive outcomes in controlling glucose levels for patients 
with diabetes. A CDS was associated with improving the comprehensive control of 
blood pressure, LDLc, and HbA1c for diabetics in primary care [12]. Glucose Path, 
an AI-enabled CDSs for diabetes, effectively reduces the glucose level of patients 
with poorly controlled diabetes in the Medicaid population. These CDSs facilitate 
team-based care allowing a cost-effective solution to be produced for patients [13]. 
GlycASSIST, another diabetes CDS, facilitated treatment intensification and was 
acceptable to patients with diabetes and general practitioners [14]. A CDS tool on the 
management of diabetes in small- to medium-sized primary care practices partici-
pating in Delaware’s patient-centered medical home project finds the use of CDS is 
correlated with greater reductions from baseline in hemoglobin A1c and low-density 
lipoprotein cholesterol, and more patients achieving treatment goals, aiding physi-
cians and staff in better clinical decision-making [15]. EHR CDS was successful in 
reducing hyperglycemic events among hospitalized patients with dysglycemia and 
diabetes and inappropriate insulin use in patients with type 1 diabetes [16].

2.3.2 Clinician satisfaction

Additional studies have found clinician satisfaction with CDSs use in treating 
diabetes and facilitating treatment intensification by the general practitioners [14]. In 
a cluster-randomized trial, an EHR-linked, web-based CDSs significantly improved 
glucose and blood pressure control in diabetes patients. The CDS has high use rate and 
clinician satisfaction. As a result, users are willing to recommend the CDS to others 
[17]. Furthermore, recent evidence shows that the majority of physicians are satisfied 
with CDSs [18]. The CDS was feasible and acceptable to GPs [19].

2.3.3 Operational efficiency

CDS for diabetes can help with disease management, and its web-based system 
CDS provides on-time registration, reports of diabetic prevalence, uncontrolled 
diabetes, and diabetic complications and reduces the rate of mismanagement of dia-
betes [20]. In a qualitative evaluation of a standalone CDSs for medication reminders, 
CDSs were found to improve adherence to evidence-based guidelines and support a 
more efficient ordering process for providers; providers are satisfied with the CDS for 
diabetes [21]. CDSs improve healthcare professionals’ adherence to suggested insulin 
doses and workflow tasks. The decision support system facilitates safe and efficacious 
inpatient diabetes care by standardizing treatment workflow and providing decision 
support for basal-bolus insulin dosing [22]. The CDSs integrated with the Epic EHR 
at the University of Utah enable clinicians and patients to review relevant patient 
parameters, select treatment goals, and review alternate treatment strategies based on 
prediction results. The proposed analytical method outperformed previous machine-
learning algorithms on prediction accuracy [23].

2.4 Barriers

Despite the benefits documented in the literature, there are barriers to using CDSs. 
Prior studies suggest time and reimbursement [15], interference with established 
workflow, unhelpful or irrelevant recommendations, and time pressures [24]. In 
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practice, time constraints, patient overpopulation, and complex guidelines require 
alternative solutions for real-time patient monitoring. Physician guidelines use rates 
for diagnosis, treatment, and monitoring of diabetes are very low. To successfully 
implement a CDS, organizations must conduct adequate validation of programs, 
evidence and knowledge-based assimilation, users’ feedback, widespread implemen-
tation in collaboration with stakeholders, and consistent evaluation of programs’ 
impact [16]. In order for the CDSs to be effective, the CDS should be conceived as part 
of a broader, coherent, and department-wide quality improvement strategy, where 
a clinical quality gap between current patient outcomes or processes and the desired 
end state has been clearly identified and carefully measured.

3. Global overview of CDSs

This section covers the global development of CDSs; two subsections are created 
to highlight leading CDSs in industrialized countries and developing countries on 
technological infrastructure, practice habits, and patient expectations.

3.1 Industrialized countries

In Europe, C3-Cloud is a European Union’s initiative to implement digital health 
Europe; it is a multinational effort for integrated patient-centered care in the co-
occurrence of chronic diseases. C3-Cloud has a group of 12 partners across seven 
countries in Europe. The care for patients with multiple chronic conditions is com-
plex; it is common that patient data are located across multiple systems and in silos; it 
is difficult to get a complete, accurate, and reliable view of patients’ medical history. 
C3-Cloud project aims to build an integrated care platform, so clinicians have better 
and complete patient information to make clinical decisions; such systems address the 
increasing demand for improved health outcomes of patients with multiple chronic 
conditions.

In addition to C3-Cloud addressing multiple chronic conditions, the MOSAIC 
project in European Union particularly focuses on decision support for diabetes; 
this project takes a participatory development approach; it applies persuasive design 
techniques and business modeling to define three phases: (1) user needs, (2) system 
implementation, and (3) evaluation of the use of CDSs in diabetes management. 
Qualitative studies using focus groups were used to compile system requirements to 
gain new insights in the definition of effective Decision Support Systems to deal with 
the complexity of diabetes care [25].

Several countries (Turkey, Spain, the United Kingdom, Sweden, Finland, and 
France) collaborated and developed an ICT infrastructure with guidelines to enable 
personalized care plan management for addressing the needs of patients with 
multi-morbidity. The team designed 43 logical flowcharts of four disease guidelines 
(Type 2 Diabetes, Heart Failure, Renal Failure, and Depression) and implemented 
181 CDS rules [26].

In Italy, a multidisciplinary research team consisting of doctors, clinicians, and IT 
engineers develop a fuzzy inference machine to improve the quality of the day-to-day 
clinical care of type-2 diabetic patients at the Anti-Diabetes Center. This CDS has 
the function of remote patient monitoring, which includes the ability to monitor a 
patient regularly from home. This may help to reduce hospitalizations or other acute 
events [27].
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In Belgium, a cluster-randomized trial with before-and-after measurements of 
a CDS was conducted in Belgian Primary Care Practices over 1 year between May 
2017 and May 2018. The majority of physicians were satisfied with the EBMeDS 
system. Clinicians report many benefits of using CDS, including rapid access to 
(patient-specific) drug interactions, problems, evidence-based links, etc. Clinicians 
do not need to perform extensive searching for guidelines. On the disadvantage side, 
clinicians mention the time required to use the system, the increased alertness by the 
system, and incorrect reminders. The clinical trial concluded that EBMeDS did not 
improve diabetes care in Belgian primary care despite the benefits. However, this trial 
has a significant drop-out rate of 43%. This high drop rate may weaken the conclusion 
drawn from this study. Further analysis shows the lack of improvement was mainly 
caused by inadequate software training, EHR data transfer issues, auto coding of lab 
results, and technical and reporting issues [18].

Another study on CDS for diabetes in Belgium tackles the inappropriate tests as 
they are a waste of healthcare resources with a pragmatic, cluster-randomized, open-
label, controlled clinical trial. This CDS is integrated into a computerized physician 
order entry (CPOE) to examine the appropriateness and volume of laboratory test 
ordering and diagnostic errors in primary care. The results show that a CDS within 
the CPOE improves the appropriateness of lab tests and decreases the volume of 
laboratory test ordering without increasing diagnostic error [28].

In Saudi Arabia, an evaluation study of EHR integrated CDS reports no significant 
improvement in chronic disease outcomes [29]. In South Korea, a CDS for Diabetes 
was developed based on the innovative integration of ontology and fuzzy-ruled 
reasoning with real data sets. This CDS has an open architecture that is scalable, 
extensible and increases accuracy in diagnosing diabetes [30].

In Taiwan, a CDS with a focus on antidiabetic medication recommendations was 
developed based on the guidelines of the American Diabetes Association and the 
European Association for the study of diabetes. The CDS enables doctors’ clinical 
diagnosis and decision-making for specialty physicians, nonspecialty doctors, and 
young doctors with their drug prescriptions. The physician evaluation of the system 
shows that 87% think the system is useful, and 85% are satisfied with the CDS in their 
care of diabetes patient [9].

In Australia, a prototype (GlycASSIST) is integrated into an electronic medical 
record containing evidence-based guidelines. GlycASSIST helps general practice 
and patients during encounters for setting glycated hemoglobin (HbA1c) targets and 
intensifying treatment. Interviews and focus groups are conducted with clinicians, 
including four General Practices, five endocrinologists, three diabetes educators, 
and six patients with type 2 diabetes. Clinicians and people with diabetes believe that 
GlycASSIST is useful in individualized treatment intensification. They recommended 
that GlycASSIST enhances the visual appeal and allows clinicians to overwrite 
recommendations. In addition, clinicians requested CDS be easily navigated and have 
greater prescribing guidance [14].

In Turkey, a web and mobile-based application will be developed, which allows 
the physician to remotely monitor patient data through mobile applications in real 
time. This system will perform the function of screening, diagnosis, treatment, 
and monitoring of diabetes diseases. The developed CDS will be tested in two 
stages: first, the usability, understandability, and adequacy of the application will 
be determined. Second, a parallel, single-blind, randomized controlled trial will be 
implemented. Diabetes-diagnosed patients will be recruited for the CDS trial by 
their primary care physicians [11]. GlycASSIST was able to achieve its purpose of 
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facilitating treatment intensification and was acceptable to people with T2D and 
GPs. The GlycASSIST prototype is being refined based on these findings to prepare 
for quantitative evaluation [14].

In Canada, a CDS assists primary care practitioners in applying standardized 
behavior change strategies and clinical practice guidelines-based recommendations 
to an individual patient and empowers the patient with the skills and knowledge 
required to self-manage their diabetes through planned, personalized, and pervasive 
behavior change strategies. A qualitative study was then conducted to evaluate usabil-
ity, functionality, usefulness, and acceptance [31].

In summary, CDSs developed in industrialized countries typically incorporate 
evidence-based practice into the design and development. The commonly followed 
guidelines are either published by American Diabetes Association or the European 
Association. Recent findings report a more positive user experience with CDSs, user 
acceptance, operational efficiency, and clinical outcomes.

3.2 CDSs in developing countries

Developing countries face far greater challenges and barriers than industrialized 
countries managing chronic diseases. Economic backgrounds, lack of resources, 
and the absence of some laboratory tests may make clinical guidelines published 
by international associations not applicable to developing countries. In Sri Lanka, 
about 11% of its total population has diabetes [32]. A CDS for diabetes was developed 
through two stages: first, mapping the diabetes-related clinical guidelines using the 
business process model and notation 2.0 for type 1 and type 2 diabetes and gestational 
diabetes; second, treatment plans were developed with guidelines using flowcharting. 
Domain experts were consulted to design and evaluate the ontology. Several real-life 
diabetic scenarios are used to validate and evaluate the ontology [33].

In Egypt, data mining techniques were used to develop classifiers for the early 
diagnosis of diabetes. An ensemble algorithm significantly outperforms all other clas-
sifiers. Such an effort is essential in building a personalized decision support system, 
aiding physicians in their daily clinical practice [34].

In Iran, a web-based CDS for diabetes diagnosis and management was devel-
oped using ASP.Net MVC server technology, Razor engine, SQL Server database, 
HTML 5, CSS 3 world standard, and Ajax technology. The diabetes CDS is built 
following the American Diabetes Association and American Association of Clinical 
Endocrinologists (AACE) guidelines and physical activity 2017 guidelines recom-
mended by the Netherland. Its interface is user-friendliness and easy to use. The 
interface displays demographic data, past medical history, laboratory tests, lifestyle, 
and family history. The web-based system allows for on-time registration, better 
reporting on diabetic status (uncontrolled diabetes, diabetic complications), and 
reducing the rate of mismanagement of diabetes. It helps the physicians in managing 
the patients more effectively [20].

In India, the cost of early diagnosis of diabetes is a barrier for many people to get 
the laboratory testing done. Various machine learning algorithms are integrated with 
a CDS to assess diabetes [35].

In summary, developing countries have improved their technological development 
in patient care. However, evidence-based guidelines are not consistently incorporated 
into the design of CDSs. Interestingly, developing countries explore data mining and 
machine learning in an innovative way. Algorithms and predictive models are devel-
oped to predict prediabetes and diabetes without any lab tests.
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Predictive models could not be 100% accurate. Clinicians and data scientists need 
to work together to determine the acceptable level for model performance. There will 
be some false positive or false negative. Data scientists need to work with clinicians to 
determine the pros and cons of false positive and false negative. In the area of predia-
betes, false positive may not produce detrimental effect than false positive. Then the 
models that produce false positive may be more acceptable than false.

4. Machine learning and artificial intelligence negative

Artificial intelligence (AI) allows computers to describe, understand, learn, 
reason, and integrate information to solve problems. AI simulates human intelli-
gence so that better, quicker decisions can be made. AI is a fast-growing field utilized 
by many medical areas, enabling computers to gain human-like intelligence. For 
example, its applications to diabetes, a global pandemic, can change and improve the 
approach to diagnosis and management of diabetes. AI is useful in specialized CDSs 
for detecting diabetic retinopathy [36]. AI revolutionizes remote patient monitor-
ing, continuously monitors the patient’s symptoms and biomarkers, and adjusts to 
medicine and treatment in real-time, resulting in better clinical outcomes, including 
glycemic control with reductions in fasting and postprandial glucose levels, glucose 
excursions, and glycosylated hemoglobin. AI will reform conventional diabetes care 
by using a targeted data-driven approach and personalized care [37]. However, in 
regard to user attitudes, a survey study finds that negative perceptions of AI-based 
CDS tools may reduce staff excitement about AI technology [36]. Thus, it is impor-
tant to have hands-on experience with AI so that users can gain more realistic 
expectations about the technology’s capabilities.

Machine learning (ML) is a subset of AI. Machine learning features that machines 
can learn over time without being explicitly programmed. The ML algorithms include 
decision trees, random forests, artificial neural networks, genetic algorithms, and 
support vector machines. The ML algorithms have been used in building predic-
tive risk models for diabetes or its consequent complications. For example, a web-
based CDS can predict the early-stage risk of diabetes by classifying results using 
the patient’s questionnaire without a testing kit. This CDS applies a deep learning 
approach resulting in better prediction accuracy than supervised machine learning 
[38]. Another study finds that fuzzy inference machines improve the quality of the 
day-by-day clinical care of diabetic patients and allow the remote monitoring of 
patients’ clinical conditions, which helps to reduce hospitalizations [27].

Though AI seems to have unlimited possibilities, there are challenges to the adop-
tion of diabetes AI devices, apps, and systems. Factors such as costs, user acceptance, 
physician cooperation, and interoperability between systems may affect how an 
innovation is adopted [39].

5. Future care for diabetes

Medical futurists predict there will be a cure for diabetes. A recent study on 
stem cells also concludes that beta cell replacement holds a promising cure for dia-
betes [36]. Biological and medical breakthroughs like the artificial pancreas, and 
glucose-responsive insulin, provide the correct insulin and the right time to patients. 
Regarding patient care in diabetes, virtual doctors, big data, data analytics, and social 
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media, all these will become intertwined in the entire patient care ecosystem. Virtual 
doctors, a proof-of-concept CDS powered by an AI speech recognition system, are 
able to interact with patients and predict diabetes based on noninvasive sensors and 
deep neural networks [40]. Wearable technologies enable individualized monitoring 
of physiological variables in real time. The real-time data collected from multiple 
devices combined are fed into an artificial intelligence model using adaptive-neuro 
fuzzy interference to detect prediabetes and diabetes [41].

There is no doubt that digital transformation in healthcare will continue. Big data, 
machine learning, artificial intelligence, EHR-integrated, web-based, and mobile 
apps will improve, enhance, and adopt diabetes care. Medical and consumer devices 
collect a vast amount and variety of data, including continuous glucose monitoring 
data, insulin pump data, heart rate, hours of sleep, the number of steps walked, 
movement captured by wristbands or watches, hydration, geolocation, and baromet-
ric pressure. Next-generation developments of CDS will leverage big data and priori-
tize clinical actions based on data analysis, delivering maximum benefits to a given 
patient at the point of care. In the meantime, innovative care models and delivery 
methods will emerge. Personalized medication recommendations offered by CDSs fit 
each patient’s insurance coverage, budget, lifestyle, and medicines. Outcomes can be 
analyzed constantly and regularly so that adjustments to medicines can be targeted 
based on the most recent patients’ biological data.

Early diagnosis of diabetes and treatment will reduce the risk of developing 
comorbidity, delay the development of comorbidity, and improve quality of life 
for patients. CDSs facilitate doctors in clinical diagnosis and overcome clinical 
inertia in terms of prescribing habits. In addition, patient-centered care should 
consider patients’ preferences in care decisions and identify effective methods to 
communicate CDS information to patients. Doctors need to be more tech-savvy in 
learning the latest technologies on patient care; patients want more empowerment by 
participating in self-care and care decision-making. Furthermore, increased number 
of diabetes journals publish AI-related technologies in diabetes care. Now, doctors 
must learn new skills and knowledge on AI tools, which have become part of diabetes 
health care [42].

A path forward may be computerized virtual coaches replacing human counseling; 
virtual doctors will be able to fully engage in the diagnosis, treatment, and continuous 
monitoring of chronic diseases. CDSs can be as good or superior to human doctors 
when prescribing diabetes medicines and may be more effective in overcoming clini-
cal inertia as CDSs can remove human biases and habits. Considering the fact that the 
physician shortage is growing and 10.5% of the population has diabetes, CDSs play an 
important role in treating diabetes and more efficiently using clinical resources [43].

6. Conclusion

The CDSs for diabetes have improved significantly over the years. Multiple fac-
tors serve as driving forces for the uptake of CDSs. Newer technologies, initiatives, 
government mandates, and a competitive environment collectively facilitate advance-
ment in diabetes care. This book chapter summarizes global CDSs development in 
recent years. Our review of the past few years’ publications on CDSs for diabetes 
shows that the United States is leading the world in technology development and 
clinical evidence generation. Developing countries around the world are catching up 
in CDSs development and standards of patient care. The literature has consistently 
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documented evidence of operational efficiency delivered by CDSs (e.g., reduced 
medical errors and reduced duplicate tests). The current evidence shows that both 
developing and industrialized countries have put more effort into AI and ML and will 
use artificial intelligence to their own advantage and innovative ways to develop more 
sophisticated diabetes CDS tools.

Though studies conducted 5 years prior commonly reported a low adoption rate of 
CDSs [4], recent publications show an increase in the adoption of CDSs, especially if 
CDSs are integrated into workflow and EHR. Our recent study of a quality improve-
ment project using Glucose Pathway confirms this trend. In our project, the vendor 
has been working on integration with EHR. With the increased integration of CDSs 
with EHR, CDS adoption and utilization will significantly increase. CDS’ true and 
long-term impact on outcomes, safety, and cost savings can be better measured and 
validated.

Advancements in technologies will continue to transform patient care, includ-
ing doctors, processes, and patients. All entities in the patient engagement systems 
must learn, adapt, and adopt new developments to achieve better self-care, patient 
care, and clinical decisions. The future is bright but demands more learning on 
technologies.
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Chapter 8

Application of Systemic Accident
Analysis (SAA) Approaches in
Telemedicine/Telehealth
Oseghale Igene and Aimee Ferguson

Abstract

This chapter discusses the importance of applying methods based on the systems
thinking paradigm in analysing accidents that may occur in a complex healthcare
system involving telemedicine/telehealth. Different accident analysis approaches
(models and methods) have been utilised to analyse incidents/accidents in different
safety-critical domains, including healthcare, to identify weaknesses and to be able to
propose safety recommendations. With the advent of systemic accident analysis
(SAA) approaches based on the systems thinking paradigm, can they be feasibly and
practically applied to incidents resulting from unintended issues relating to telemedi-
cine/telehealth? This chapter discusses three popular SAA approaches, benefits and
limitations, including their necessity for improving safety and even security relating
to telemedicine processes.

Keywords: AcciMap, STAMP, safety, security, healthcare

1. Introduction

Telemedicine/telehealth are terms often used interchangeably to describe the use
of digital technologies to provide healthcare services remotely [1]. It comprises a
diverse collection of technologies (e.g., telephone, video, software, apps, instant mes-
saging, email, online forms) and clinical applications (e.g., providing routine consul-
tations remotely; monitoring patients at home; remote consultations, remote
monitoring of symptoms, robotic surgery with a surgeon in another location). Most
operational telemedicine processes/services that focus on diagnosis and clinical man-
agement remotely are carried out in industrialised countries (e.g., USA, Canada,
United Kingdom, and Australia). Telemedicine has provided benefits for both patients
and healthcare professionals. For patients, this includes better access to healthcare,
including primary care (communication with GP and home monitoring) and second-
ary care (emergency specialist support, intra & inter-hospital access, shared case for
diagnosis and treatment) [2], especially if they live rurally, and may be unable to
attend to ill health or other commitments (e.g., work, caring). For healthcare
professionals, telemedicine allows them to connect with other clinical specialists/
colleagues to assist with consultations regarding a patient. Telemedicine is also
expected and helps to improve the quality of care, equity of healthcare access and
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delivery efficiency in this regard [3]. The two main reasons telemedicine is utilised
is because there is no alternative to this process, and it is considered better than
conventional healthcare services [3].

Heinzeleman, Lugan and Kvedar noted in their paper that the future of telemedicine
depended on three major aspects, including human factors, economic factors and tech-
nology [4]. Human factors comprise behaviours relating to how technology influences
existing policies, culture, knowledge, and attitudes which can fundamentally affect
changes at different levels in a complex socio-technical system like healthcare [4].
These levels consist of individual, organisational and societal levels. Individuals include
patients who appreciate and expect high-quality, technology-enabled healthcare and
healthcare providers (where their perceptions and behaviours are considered very
important). At the organisational level, there is a focus on providing continuous care
rather than episodic care and using less skilled and less costly providers as part of a
multidisciplinary healthcare delivery approach. More critically, organisations support
technology-enabled health care reflected in practices and policies regarding the future
use of Information and Communications Technology (ICT). At the societal level, the
acceptance of a patient-centred and technology-enabled healthcare delivery method is
promoted. This promotion involves adapting new interventions (telemedicine) to cre-
ate environments that reduce defensive medicine [4]. Although the concept of tele-
medicine is not a recent invention, the global COVID-19 pandemic was a catalyst for the
widespread adoption of telemedicine in all areas of healthcare.

While considerable strides have been made regarding telemedicine and its impact on
patient and community care, there is a need to proactively (and in some cases retro-
spectively) ensure patient and system safety, including the security of patient medical
data and technologies. As earlier noted, despite the telemedicine processes being
implemented quickly considering COVID-19, there is a need to consider if technologies
are being utilised safely (e.g., This is very critical, especially when healthcare practi-
tioners handle computing technologies, and while they help provide efficient
healthcare, there is always a possibility of either human or software errors to occur.
There have not been any studies exploring the application of systemic accident analysis
approaches to telemedicine. This chapter explores this gap in addressing the importance
of incorporating systems thinking and associated approaches to telemedicine in
analysing potential incidents/accidents that may occur using systemic accident analysis
(SAA) approaches. The proceeding sections will focus on elaborating three of the most
popular SAA approaches applied across different safety-critical industries, including
healthcare. Their applications, benefits and limitations will also be discussed.

2. Systemic accident analysis (SAA) approaches

Safety is considered one of the emergent properties of a complex socio-technical
system, including the healthcare system [5]. This property is also considered to be
very important because of the importance of ensuring the system safety and well-
being of patients, professionals, and assets of a health organisation. Different analyt-
ical tools have been used to analyse risks and potential hazards that might occur,
forming the process of incident/accident analysis [6]. These tools include the popular
Root Cause Analysis (RCA) techniques, including Cause and Effect fishbone dia-
grams, the 5-Whys technique, Change Analysis and Barrier Analysis [7, 8]. However,
these linear-based tools have been considered inadequate and unsuitable for analysing
complex socio-technical systems [7, 9]. This realisation brought about the
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development of different systemic accident analysis (SAA) approaches, each based on
various safety perspectives, methodologies and theories of accident causation [10, 11].
Some of the most popular examples of this type of approach include AcciMap (Acci-
dent Mapping) [12, 13], STAMP/STPA (Systems Theoretic Accident Model and Pro-
cess) [14, 15], and FRAM (Functional Resonance Accident Model) [16, 17]. These
approaches are considered more suitable for analysing incidents that are typically
non-linear and involve complex causal relationships stemming from activities at the
front line to decisions taken both with and outside health organisations [9]. They have
been extensively applied in analysing major incidents within healthcare and other
safety-critical domains [7, 18–21]. However, compared to other industries like Avia-
tion, Railway, Nuclear, and Aerospace, the application of these approaches for inci-
dent investigation and analysis is still growing in the healthcare industry [7, 22]. These
systemic approaches are further elaborated in the proceeding subsections.

2.1 AcciMap mapping (AcciMap)

Svedung and Rasmussen developed this approach as a graphical tool for creating a
multi-causal diagram of events and decisions across different socio-technical levels, as
shown in Figure 1 [13, 18, 23–25]. This approach is also based on Rasmussen’s theory of
accident causation and can be applied either as a standalone method or as a part of a
broader Risk Management Framework (RMF) [12, 23]. While there have been different
variations of the AcciMap approach, Branford, in her thesis, developed a standardised
AcciMap format with a set of guidelines for determining causal/contributing factors,
causal relationships between them (linking causal connections within and between
socio-technical levels) and formulating safety recommendations [23]. This systemic
approach essentially provides the benefit of providing a graphical representation of
actions/activities committed at the front end (where clinical practitioners and patients

Figure 1.
The standardised AcciMap format [23].
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are involved with patients using computing and network technologies) and latent
conditions within the health organisation that may have facilitated the events to occur
at the front end [21, 26]. Appendix A shows an example application of the AcciMap
approach on a medication dosing error relating to a Computerised Order Entry System
(CPOE) [21, 27, 28]. The AcciMap approach is based on the safety-I perspective, which
essentially involves analysing what went wrong and why it happened so that recom-
mendations can be made to prevent future occurrences.

2.2 Systems theoretic accident modelling process (STAMP)

STAMP is a systemic-based accident approach developed by Leveson (MIT). It is
based on systems and control theory regarding safety constraints between various
components and determining any disturbances that can potentially affect system
safety [9, 15]. As shown in Figure 2, the STAMP model consists of a generic socio-

Figure 2.
Generic complex sociotechnical control structure (STAMP Model) [9].
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technical system safety control structure and a high-level taxonomy of safety con-
straints for system hazards. An example of the application of the STAMP approach for
modelling a high-level control structure relating to the medication dosing error
[21, 27] is shown in Appendix B. The STAMP approach also consists of two aspects of
analysis; System Theoretic Process Analysis (STPA), which is a STAMP-based hazard
analysis used for defining accidents, control structure and system hazards and Causal
Analysis using System Theory (CAST) [15, 29]. This model is also based on the
traditional safety-I perspective. Table 1 describes the STAMP's control failure taxon-
omy of control flaws relating to how they lead to hazards in the system.

STAMP and AcciMap approaches are based on the traditional safety-I perspective,
which considers “safety as the absence of failure or the state in which the fewest number of
things go wrong” [30]. From this safety perspective, there is a shift in blaming the
frontline level (actions/activities) to determining existing causal/contributing factors
based on decisions at both organisational and external levels.

2.3 Functional resonance accident method (FRAM)

A systemic model was developed by Erik Hollnagel [31], and it’s based on “Safety
II” perspective that “identifies and defines systems functions and variability determining

1. Inadequate Enforcements of Constraints (Control Actions)

1.1 Unidentified hazards

1.2 Inappropriate, ineffective, or missing control actions for identified hazards

1.2.1 Design of the control algorithm (process) does not enforce constraints

• Flaws in the creation process

• Process changes without an appropriate change in the control algorithm (asynchronous
evolution)

• Incorrect modification or adaptation

1.2.2 Process models inconsistent, incomplete or incorrect (lack of linkup)

• Flaws in the creation process

• Flaws in updating process (asynchronous evolution)

• Time lags and measurement in accuracies not accounted for

1.2.3 Inadequate coordination among controllers and decision-makers

2. Inadequate Execution of Control Action

2.1 Communication flaw

2.2 Inadequate actuator operation

2.3 Time lag

3. Inadequate or Missing Feedback

3.1 Not provided in system design

3.2 Communication flow

3.3 Time lag

3.4 Inadequate sensor operation (incorrect or no information provided)

Table 1.
STAMP’s control failure taxonomy of control flaws leading to hazards [14, 15].
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how variability may interact within a system in a manner leading to adverse outcomes”
[16]. The development of this model type was motivated by the authors’ dissatisfac-
tion with existing approaches like Fault Tree Analysis (FTA) for addressing safety
issues [32]. The FRAM model essentially relies on four principles, (a.) Equivalence of
successes and failures where they both have the same origin (i.e., performance vari-
ability), (b.) Approximate adjustments where people and organisations continually
adjust their performances to cope with daily operating challenges, (c.) Emergence,
where identifying a sequence of events is considered impossible because many events
are seen as emergent rather than a combination of conditions (i.e., latent), and (d.)
Functional resonance representing signals coming from unintended interactions of
variability (human, organisational and technical behaviours) of multiple signals [33].
A typical representation of the FRAM function is shown in Figure 3.

Each FRAM function consists of six [6] components which are briefly highlighted
below:

a. Time: Focuses on temporal aspects affecting how the function is accomplished.

b. Input: Triggers the function and can be utilised or transformed to output and
linking to upstream functions.

c. Preconditions: Describes conditions of the system that must be carried out
before the function is carried out.

d. Control: Focuses on supervision or regulation of a function, including
guidelines, procedures, or other functions.

e. Resources (Execution Conditions): Resources, including software, manpower,
energy etc., that are utilised or needed by the function.

f. Output: Consists of links to downstream functions, which essentially is the
result of the function.

This systemic approach, unlike the last two mentioned (safety-I perspective), is
based on the safety-II perspective, which focuses on “ensuring that as many things as
possible go right” in considering both accidents and outcomes [35]. Based on this safety

Figure 3.
The FRAM function and associated components [34].
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perspective, human beings are regarded as a resource necessary for system resilience
and flexibility, especially when responding to varying conditions [35]. The safety-II
view is also considered a proactive approach for anticipating events and allows clini-
cians’ ability to adapt to pressures to be understood. Incident investigations using this
perspective (applying the FRAM model) focus on how processes go right and serve as
a basis for determining what went wrong [35, 36].

3. Application of SAA approaches

These systemic accident approaches elaborated in the previous section show their
analysis methodology and safety perspective on which they are built for accident
analysis. While these SAA approaches are graphically oriented in modelling interac-
tions and relationships within a system, AcciMap and STAMP (STPA and CAST)
focus mainly on determining weaknesses or loss of control so that safety recommen-
dations can be developed to prevent their reoccurrence (Safety-I). These approaches
differ from the FRAM approach, focusing on ensuring that things go right (Safety-II).
Their steps regarding how each approach is applied in analysing an incident are
highlighted.

3.1 AcciMap analysis process

Regarding applying the AcciMap approach to any incidents to analyse severe out-
comes or near-misses, a set of guidelines was formally developed based on Branford’s
thesis [23, 24] after creating a standardised AcciMap format based on the original
AcciMap structure. A graphic template is prepared, which consists of different
AcciMap levels and includes the following processes:

a. Identifying the adverse outcome.

b. Determining causal/contributing factors that led to the outcome.

c. Placing contributing factors at the appropriate AcciMap level.

d. Inserting causal links depicting “cause and effect” between causal/contributing
factors.

e. Filling any missing gaps in the causal chain where there is missing information.

f. Assessing the causal logic and making sense of any sequence of events.

g. Generating practical and feasible safety recommendations

3.2. STAMP analysis process

There are nine stages involved in applying STAMP, as identified by Leveson [19].
The first eight stages can be carried out, not necessarily in a strict order. When
specifically using the Causal Analysis, which is based on STAMP, these stages are
summarised as follows:
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a. Identify systems and hazards associated with the loss.

b. Identify system safety constraints and requirements relating to the hazard
detected.

c. Detail control structures to control the hazard and enforce safety constraints.

d. Determine proximal events that led to the loss.

e. Evaluate the loss at the physical system level.

f. Evaluate the control structure(s) at higher levels.

g. Assess the overall contributors (communication and coordination) to the loss.

h. Determine the changes and dynamics to the control structure and system over
time.

i. Develop safety recommendations

3.3 FRAM analysis process

Applying the FRAMmethod allows positive and negative consequences from work
adjustments rather than focusing on causes or contributing factors [37]. There are four
processes involved in analysing and developing a FRAM model as follows:

a. Identifying and explaining critical system functions and characterising each one
using the six aspects (see Figure 3).

b. Distinguish the functions’ potential and actual variabilities in multiple model
implementations.

c. Determine possible functional resonance based on dependencies with other
functions considering their potential/actual variability.

d. Generate safety recommendations that focus on monitoring and influencing the
variability. This is achieved either by enhancing the variability leading to
desired outcomes or attenuating the variability that can lead to undesired
results.

4. Discussion

Each of the SAA approaches addressed in this chapter has been grouped into nine
[9] specific categories according to authors Karanikas and Roelen to distinguish them
from one another based on their strengths and weaknesses [38]. Table 2 indicates the
SAA approaches strengths (green) and limitations (orange). The subsections will
further elaborate on the benefits, demerits and necessity of applying these systemic
approaches.
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Category AcciMap STAMP FRAM

Graphical
Representation

This approach shows causal
relationships (links)
vertically from the external
to the Physical/actor level
and can be described in a
single diagram. Software
tools like Microsoft Vision,
Powerpoint and other
graphical software can be
used to create AcciMap
diagrams.

Graphically depicts
different system
components and processes,
including feedback loops
between these components
to determine any loss of
control. A software-specific
STAMP visualiser (STAMP
workbench) and other
graphical tools can be used
to create STAMP models.

Graphically creates and
analyses different functions
and linkages between each
function (output to the
input of another function),
and the accident scene can
be represented with a single
diagram. Hollnagel
developed a FRAM
visualiser for this purpose.

The findings are mostly
text-based, with the
graphical representation
spread across multiple
pages.

Timeline A proximal sequence of
events and influences exists.

Due to the lack of a single
graphical representation,
there is no clear timeline.

A proximal sequence of
events and influences exists.
A better timeline can be
shown by including time
resources and
preconditions.

System
structure

Rather than system
components, this section
describes events and
actions.

Presents a visual
representation of the system
hierarchy.

Actions and system
components are described.

There is little information
available about the system’s
structure and boundaries.

Safety constraints define the
boundaries of systems.

System boundaries can still
be ambiguous.

System
component
relationships

Only indicates component
relationship outputs and
how they minimise safety.

Full relationships between
components are outlined to
determine how
dysfunctional interactions
lead to decisions/unsafe
actions.

Relationships between
components are outlined to
determine how
dysfunctional interactions
lead to unsafe system states.

System
behaviour

Process details are not
provided.

Describes what happened
and why unsafe control
actions occurred.

Process details are provided.

Safety objectives are only
stated implicitly.

Clearly defines the system
and component-level safety
objectives at various stages
of the analysis.

The objectives for safety are
stated explicitly.

Validity Aims to investigate the
dynamic behaviour that
exists within a system and
how it contributes to
accidents

Addresses how the
complexity of a system
influences the occurrence of
accidents.

Clearly states how system
variances can contribute to
accidents.

Usability The lack of guidance
material makes learning the
model a bit more
challenging.

Associated guidance materials are substantial

Guidance materials can be
very complicated to apply,
depending on the analysed
incident/accident report.

Guidance materials can be
relatively challenging to
apply, depending on the
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4.1 Benefits of SAA approaches

Application and comparative studies across different safety-critical industries have
highlighted the benefits of applying systemic accident approaches compared to the
linear-based approaches in their ability to graphically highlights weaknesses in com-
plex systems and how these systemic issues can create scenarios where actions/activ-
ities are committed that could potentially lead to patient harm. The health industry
can only continually reap the benefits of using these approaches for incident analysis.
Each approach will be further elaborated in specifically examining the benefits of SAA
approaches already highlighted in Section 2. For the AcciMap method, its ability to
graphically present causal relationships that exist between multiple causal/contribut-
ing factors will allow analysts to not only determine causal flows within different
socio-technical levels but will also let systemic issues be traced back to the higher
levels (organisational and external) and to determine any existing policies and pro-
cesses that need to be reviewed. The AcciMap approach can be applied by a single
analyst but has more benefits when used by a group of analysts (especially having
different specialisations within healthcare). The latter process will help foster brain-
storming when analysing incidents and producing the initial AcciMap output to the
final result after several iterations. Hypotheses can also be drawn based on the
AcciMap analysis, and counterfactual reasoning can also be applied when considering
sufficient and necessary causes. The STAMP model allows analysts to portray feed-
back loops between different components within the system graphically. These feed-
back loops include communication between practitioners and patients (remote
connections), as well as with higher bodies and determine any loss of control. Based
on the outputs (Appendices A and B), applying both AcciMap and STAMP approaches
was used to illustrate and determine systemic factors and any loss of control between
system components using a conventional medical scenario. If these approaches were
to be applied in a telemedicine scenario, the links between the patient and medical
practitioners (communication) would have to be considered. These analyses will also
include issues associated with computing technologies applied remotely for commu-
nication or administration. When using the AcciMap method, these aspects can be
analysed at the physical/actor level to determine if there was any miscommunication
between staff and patient, defects in technology used, and what conditions precipi-
tated it. The STAMP model can also be applied in a telemedical scenario when feed-
back loops can be analysed to determine any loss of control when looking into issues

Category AcciMap STAMP FRAM

analysed incident/accident
report.

Lack of jargon language in
the analysis

Jargon language is extensively implemented in the
analysis.

System levels System levels [6] are
specified explicitly.

The system levels and
columns are specified
explicitly.

The system levels are only
stated implicitly.

Feedback No feedback channels Feedback channels are
outlined explicitly

Feedback channels are
outlined implicitly.

Table 2.
Strengths and weaknesses of AcciMap, STAMP and FRAM [38].
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regarding remote administration and communication (or lack of) between patients
and staff. The FRAM model can also be applied in a telemedical situation. However,
compared to conventional medicine, the difference is that aspects regarding how
technology is “remotely” implemented in communicating and providing patient care
will need to be analysed if there are any accidents, near-misses or loss of control.
Other aspects can also include patient or medical staff misapplication and accessibility
of technology.

4.2 Demerits of SAA approaches

It is also important that while there are benefits to applying systemic approaches,
the demerits must also be highlighted. Major drawbacks of using systemic models for
incident analysis as applied to telemedicine are resources required in terms of person-
nel, time, and knowledge needed to apply them effectively. Depending on the
approach used, it can take considerable time and effort to understand the causation
theory and methodology behind each approach and to apply them to analyse any
major incident(s) in healthcare. Also, about this point, it is very important to take into
consideration when it comes to each systemic approach’s validity, reliability and
usability in producing results that will allow effective safety recommendations to be
formulated (retrospectively) and that these safety measures can then be tracked and
assessed to ensure that any weaknesses detected will not occur again. While each
approach can be applied individually, as each analytical iteration can be reviewed, it is
usually recommended that multiple users (team-based) apply the approach to the
same incident. This step will allow brainstorming and discussions to produce the final
outcome. Health organisations will also require training of staff associated with risk
management and computing technology in applying different systemic approaches,
which could also take a considerable amount of time. These points highlight why Root
Cause Analysis (RCA) techniques are still being used because they do not require as
much time in terms of training and application. Still, as stated earlier in this chapter,
their underlying methodologies are not considered suitable for analysing complex
systems. However, this limitation is somewhat circumvented when using software-
based modelling tools based on some systemic approaches. For instance, there are a
FRAM visualiser and STAMP Workbench applications for FRAM and STAMP/STPA
analyses, respectively. Microsoft Visio application or other graphic tools can construct
AcciMap outputs during analysis.

4.3 The Necessity of SAA approaches

Considering the benefits and demerits discussed in previous subsections, it stands
to reason that health organisations will need to weigh these benefits versus the limi-
tations of applying these approaches for incident analysis relating to telemedicine.
Based on previous studies comparing systemic approaches with other linear-based and
systemic-based models [7, 11, 21], there is a clear conclusion that applying the systems
thinking paradigm is the way forward in analysing, understanding, and improving
system safety relating to telemedicine. This point also encompasses processes that are
involved when it comes to telemedicine as far as healthcare professionals and patients
are concerned. It is very important to acknowledge the general limitations of these
approaches mentioned and understand that there are tangible benefits depending on
which systemic approach is implemented. While there have been studies investigating
how the “research-practice gap” as coined by Underwood and Waterson [39], can be
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reduced in terms of applying these approaches in healthcare, there is still a need for
providing awareness to clinical safety and risk managers. Aside from the need to
improve system safety by ensuring that whatever safety recommendations or miti-
gating processes are set in place relating to telemedicine processes, there is also a need
to protect patient medical data from hacking and other breaches. This issue of patient
data being hacked relates to cyber security, especially when the connection is over an
unencrypted or public network [40]. The STAMPmodel can also be applied to analyse
this type of security-related incident by implementing an STPA analysis specifically
for cyber security analysis called STPA-SafeSec (System-Theoretic Process Analysis
for Safety and Security) [41–43]. The authors added that STPA could be applied to
analyse system safety and security and systems regarding emerging properties. Secu-
rity analysis using STPA-Sec serves as a means of ensuring the safety of patient
medical data for telemedicine, according to Young and Leveson. They also indicated
that safety and security must be addressed collectively [41, 42].

5. Conclusions

There is a need to consider the importance of incident analysis relating to tele-
medicine to improve practices/processes and ultimately improve safety and security
relating to patients, medical data, health professionals and health organisations.
Applying systems thinking by utilising systemic approaches will help to graphically
model interactions in complex socio-technical systems and detect weaknesses by
examining causal/contributing factors, causal relationships, and any communication
and feedback loops within the system. However, applying these approaches requires
considerable resources regarding awareness, training, and proper application of
guidelines to realise their necessary benefits and improve the process of telemedicine.
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Appendix A: AcciMap Analysis of the Medication Dosing Error related to
the CPOE system
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Appendix B: The STAMP Control Structure of the CPOE Medication
Error Case Study
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Addressing Pain Points: Thinking 
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Abstract

In this chapter, we present the synthesis of six pain points relating to Australia’s 
hospital congestion which is under crisis. The COVID-19 pandemic forced health 
services to respond rapidly to maintain continuity of care through telehealth. Some 
of these strategies were anticipated to be short-term arrangements, implemented 
quickly, and haphazardly deployed. While the health emergency accelerated the 
adoption of telehealth and models of remote care, this implementation was reactive. 
It is evident that our hospital systems continue to grapple with the issues of an aging 
population, expanding demand for mental health services, and escalating costs and 
too few resources. A shift in philosophy to address these and other recurring pain 
points presents opportunities to embrace virtual care beyond current implementa-
tions of telehealth.

Keywords: telehealth, virtual care, healthcare pain point, hospital congestion, 
pandemic

1. Introduction

It was a leisurely Sunday afternoon in a small country town with children playing 
happily until a freak accident on the playground “hamster wheel.” A possible frac-
tured finger and a trip to the Emergency Department (ED). Calling ahead to notify 
the ED of our arrival, the nurse replied, “Good timing, I was about to head off!”. The 
rural ED with a quaint cottage like frontage (complete with doorbell) revealed an 
empty waiting room. The nurse greeted us and returned with a pile of paper-based 
forms. Apparently, the doctor on-call would arrive shortly. She joked upon seeing a 
30-year-old man, “I was expecting to see a four-year-old!”. She confirmed a fracture 
but advised that she is not able to treat the injury until they could find the radiologist. 
Since there were no other patients in the waiting room, she went home to feed her 
2-year-old. The radiologist arrived after 30 minutes. Within minutes the ED became 
busy with other presentations; (A) an older patient recently discharged from hospital 
arrived by an ambulance, (B) a worried young father holding a baby with gastro, (C) 
a young man with a drug overdose and mental health condition, and (D) another 
older patient with an allergic reaction to his eyes after tending to the weeds in his gar-
den. The doctor returned to an (E) overcrowded ED but was calm and collected and 
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did a stellar job in attending to all the patients. Despite the chaos, the lack of privacy, 
the uncertainty, and the frustration of waiting, all the patients were cared for with the 
limited resources.

As for the fractured finger, the doctor communicated via mobile phone with 
consultants at a metro hospital, located hundreds of kilometeres away. The X-ray was 
sent via WhatsApp to the senior consultant and to us (F). Eventually, we left with a 
taped splint and painkillers.

This real ED experience highlights the issues and pain points (see Figure 1) that 
clinicians at acute care setting have to deal with on a daily basis, and at scale for busy 
metropolitan hospitals. These recurring issues impact patients, healthcare providers, 
and the government. Worldwide, such pain points are worsening demanding that hos-
pital administrators and policymakers understand the complexity of these multilevel 
interactions and look outside of the acute care settings to improve patient outcomes.

This chapter discusses how telehealth and the evolution to virtual care can begin to 
address the major pain points faced by overburdened hospitals as well as enhance the 
patient experience.

2. The evolution of telehealth to virtual care?

Virtual care is a broad term for all the digital tools and real-time communica-
tion, to enable healthcare providers to remotely work together with the patient [1]. 
In Australia, like many countries, health services are stretched and faced with an 
increasing burden from an aging population, rising costs, and increasing demand 

Figure 1. 
Australia’s recurring healthcare challenges [1, 2].
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(Figure 1). Telehealth was vastly underutilized prior to the COVID-19 pandemic. The 
global response prompted a broad and reactive adoption of telehealth. In Australia, 
there was a 35% increase in use over only a 2-month period in early 2020 [3]. Greater 
increases were seen worldwide. In addition, research has shown that consumer accep-
tance of telehealth has been high and a predominantly positive experience [4].

While telehealth can be defined as the use of telecommunication techniques for 
the purpose of providing telemedicine, medical education and health education over 
distance [5, 6], and telemedicine uses advanced technologies [5, 7], virtual care refers 
to the delivery of patient-centered, cost-effective, and timely clinical care from a dis-
tance such as real-time video interaction and online exchange of information between 
a patient and their doctor and/or clinical team [8]. A wide perspective is needed to 
rethink delivery of healthcare that ensures continuity of care across multiple provid-
ers that can be delivered outside of acute care hospital environments.

As technology, in particular home and remote monitoring devices, evolve, the 
opportunity to support remote care using technology has increased. In Australia, 
this is now coined as virtual care to characterize a more complete experience for the 
patient, rather than telehealth consultation which can be anything from a 5-minute 
telephone call to a video consultation. It is unfortunate that because of the rapid 
deployment during COVID-19, the medical interaction was often second to the 
management and inexperience with the technology. As patients and clinicians have 
become more familiar with the technology, there is an opportunity to support consul-
tations with home monitoring devices.

The following sections briefly discuss these pain points by giving select evidence 
where the underlying solution is outside of the acute care settings.

2.1 Aging

Most older patients presenting at acute care settings have multiple chronic condi-
tions and a higher risk of hospital readmission for complications attributed to a dif-
ferent primary condition to the indexed admission [9]. Therefore, recently discharged 
older patients with chronic health conditions require a well-coordinated solution at 
home. Simulating a hospital environment, these patients can be effectively managed 
at home using remote patient monitoring devices or wearables that continuously 
monitor the patient’s condition by tracking vital signs and medication compliance. 
The data collected is sent to the clinicians allowing them to monitor, identify symp-
toms, and intervene early. Reducing hospitalization will benefit older patients who are 
more likely to be affected by adverse drug events [10] and hospital acquired infections 
which prolong Length of Stay. The implementation and sustainability of virtual care 
for older adults is contingent on better integration of technology into their lives as 
well as healthcare providers [11]. Although still in its early stages, experience shows 
that technologies used in hospital at home are safe and acceptable to both patients and 
clinicians, as well as it reduces the ongoing resource tension at acute care settings [12].

2.2 Patient experience

Healthcare organizations are striving to provide patient-centered care, yet a long 
way from addressing the most prevalent patient pain points such as care fragmenta-
tion, long waiting times, poor doctor-patient communication, and poor logistics 
in hospitals, all of which contribute to compromised care and services that are not 
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personalized to the individual [13]. Analysis of patient satisfaction has been part 
of healthcare service review for a number of years; however, there is a move from 
satisfaction to patient experience which is a proxy for one of the six indicators of 
quality healthcare in the US [14]. The “young father and the baby with gastro” is a 
classic example of care fragmentation. It was evident when the ED doctor attended 
to this patient, that the baby has other chronic illness managed by other services. 
The patient has navigated the health system by moving from one health service to 
another, and there was lack of communication between the various service pro-
viders. Communication is a key factor in measuring patient experience [15, 16]. 
Fragmentation across continuum of care is common because of the very nature of a 
patient’s journey through disparate systems, availability of medical data, and lack of 
real-time data sharing. It is the development of secure and scalable digital infrastruc-
ture that is the foundation to facilitate a coherent patient journey by moving to an 
increasingly connected and integrated healthcare system.

2.3 Mental healthcare

Another pain point for the government is the management of mental health 
patients who tend to have longer wait times in ED, often requiring more time for sta-
bilization and/or to complete investigations and are more likely to present after hours, 
suggesting the need for community-based services [17]. Reconceptualizing mental 
health service delivery requires organizations to traverse beyond telehealth; mental 
health professionals need to embrace smartphone-based digital technology such 
as Ecological Momentary Assessment (EMA) for continuous monitoring and early 
intervention outside of acute care, so on demand care can be offered before an adverse 
event. The “young man with drug overdose and mental health issues” was a regular 
visitor and could have been better managed outside of ED using EMA. Embracing 
digital health technology would enable service providers to transition care outside of 
health facilities by means of continuous digital touchpoints enabling irregularities in 
behaviors identified in real time, alerting a crisis. A well-implemented virtual care 
platform can enable continuous data collection from active monitoring and passive 
sensor data to deliver personalized and timely intervention.

2.4 Costs

The Australian healthcare funding model is complex in nature, funded by all levels 
of government—federal, state, territory, and local. Virtual care service provision, 
enabling care outside of acute care settings, will drive innovation in funding as dem-
onstrated during COVID-19, but more is needed. The cost savings gained by keeping 
patients out of hospitals could be diverted for the setup of virtual care infrastructure, 
improving primary care funding and extending Medicare supported service provision 
by allied health professionals. The “patient presenting with allergic reaction to his 
eyes” could be better managed at a primary care health facility, which was nonexis-
tent in the small country town. Innovative funding model to find synergies on how 
the government fund primary care will be the driving factor to improve poor health 
outcomes in rural and remote communities, with less reliance on larger urban cen-
teres. The ED doctor who had to communicate with consultants at a metro hospital 
is a case in point. In addition, it is vital that all communication regarding a patient is 
through a secure platform rather than via WhatsApp which poses unprecedented data 
sharing noncompliance risk. Prioritizing funding to finance secure platforms with the 
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agility of WhatsApp that ensures confidentiality, privacy of patient, and clinical data 
should dominate federal healthcare funding conversation.

2.5 Emergency department

Waiting times is a key issue in Eds, with hospitals under pressure to meet National 
Emergency Access Target targets [18]. Enabling virtual care assessment, management 
of low acuity patients, and devising innovative ways to empower primary care physi-
cians to keep patients out of hospital would reduce ED presentations, waiting times, 
and ambulance ramping. Investment into processes and identifying care pathways 
that can triage patients that do not need hospitalization such as the vast majority of 
psychiatric patients by offering appropriate interventions and connection to com-
munity/primary care would naturally reduce the pressure on ED and would allow 
emergency resources to be better utilized for more serious cases.

2.6 Primary care

Access to health services remains a problem for residents of isolated settlements 
[19]. Virtual care is a vital component to addressing this issue. While “telehealth” and 
“telemedicine” have been widely used in Australia over the past decade as a means 
of overcoming problems of access to healthcare and the shortage of health profes-
sionals in rural and remote areas [20]; in many cases, telemedicine and telehealth 
are used to augment other service delivery models [19]. There is a need to ensure a 
comprehensive range of well-coordinated primary healthcare and specialist services 
are accessible locally and virtual care should be part of this solution, particularly as 
the prevalence of chronic disease grows with the aging of Australia’s rural and remote 
population [19]. A well-coordinated, technology-enabled acute to primary and 
specialist care pathways will streamline the process of follow-ups post discharge.

3. Discussion

Sustainable and effective virtual care provision, with telehealth as part of this, 
is the way forward for healthcare in Australia. Creating a virtual care environment 

Figure 2. 
Virtual care components [1, 2].
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means looking at the pain points more broadly from the perspective of how a care 
team rather than acute services can address the challenges. These solutions must be 
cognizant of the patient and healthcare provider user experience, fit into clinical 
workflows and care processes, and supported by the integration of technologies with 
information systems underpinned by seamless communication. They must also be 
interoperable, scalable, and secure (Figure 2).

These components allow the collation of technologies to generate accessing, shar-
ing, coordinating operations, and security capabilities. These capabilities facilitate the 
interface between people and integration of information with care processes.

In addition to the virtual care components, there are several actions needed to 
support the ongoing and increased adoption of virtual care and telehealth in Australia 
and across the world. Funding and reimbursement for services both for consumers 
and providers, and investment in infrastructure to support service delivery are issues 
that need attention given that 7 million people (28% of the population) live in rural 

Device 
category

Device types Health application

Medical 
devices

Skin patch sensors Multi-electrode bioelectronics technology is used for 
physiological sign monitoring, e.g. pulse, temperature, as well 
as electrocardiogram (ECG) and electroencephalogram (EEG) 
readings together with physical activity and sleep patterns. 
Ultrasound technology is used for cardiac monitoring and 
diagnosis monitoring blood flow through blood vessels.

Skin patch for 
therapeutics

Used for delivery of chemotherapy into melanoma tumors.

Heart rate monitors Uses optical (wrist, arm bands or in-ear) or electrical (chest 
straps) technology.

Blood pressure monitors Ambulatory BP monitoring and home BP monitoring devices 
using finger, wrist, and arm cuff technology, often with Bluetooth 
communications.

Smart contact lens Uses IoT technology to monitor for diabetes, glaucoma, and 
cataracts.

Accessories Hearing aids AI enhanced hearing aids can track blood pressure, notify loved 
ones in the event of a fall, track activity, and potentially predict 
early signs of dementia.

Smartwatches Fitness tracking, sleep monitoring, and ECG heart reading.

Fitness trackers Pedometer (step count), heart rate, and sleep monitoring

Smart glasses For use by the partially sighted or blind, connecting glasses to a 
sighted person. Connecting clinical care specialists in acute care 
scenarios to one another for instance during operations.

Fashion Smart jewelery Step tracking, heart rate, and sleep monitoring

E-textiles Smart clothing IoT-based textiles integrated with electronic devices for 
monitoring heart rate, respiration rates, sleep, and temperature. 
Examples include smart socks can detect foot ulcer development 
and smart swimsuits that alert when sunscreen should be applied.

Smart shoes Tracking steps, speed, stride rate, foot landing, ground contact, 
and monitor fatigue on feet.

Table 1. 
Examples of the types of devices that have monitoring and diagnostic functions and their application.
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and remote areas in Australia [21]. Another challenge is the integration of virtual 
care services into routine care and clinical workflows. In Australia, many telehealth 
consultations were via the telephone only and did not result in optimal healthcare 
delivery [22]. This in turn also requires a competent workforce to utilize virtual care 
and new or adopted models of care. As virtual care is dependent of the use technol-
ogy, there is a need to invest in support structures and infrastructure which includes 
an ecosystem that supports wearable technology.

Wearable technology can be worn on the body or implanted. They collect data 
directly from the person and communicate it with other connected devices such as a 
smartphone or computer, using Bluetooth or the Internet. Digital natives are likely to 
use these wearable devices without much hesitation, but digital immigrants may need 
some persuasion. However, a recent study found that older adults, especially those 
who are familiar with smartphones, are interested in using wearable devices and 
joining online health community enabling aging in place [23]. Table 1 lists examples 
of the types of devices that have monitoring and diagnostic functions and their 
application.

Like aging in place philosophy, a shift to deliver care in place could see select emer-
gency care generally offered in the ED are taken to patients triaged suitable to receive 
such care. Patients could be assessed in the comfort of their environment by paramedics 
connected to emergency physicians located at the hospital through a secure video link. 
Once stabilized, patients could be left with a remote monitoring device which will 
continue to send life feed to the clinicians at the hospital who can intervene in an event 
of health deterioration. The remote monitoring and care can continue until the patient 
can be safely discharged to primary care services in the community, preventing repeat 
hospital visits or admission soon after discharge like the older patient who presented at 
the ED described in the scenario above. The availability of data on the electronic consul-
tation as well as the availability of remote monitoring data can facilitate better informed 
clinical decision-making based on the trend of the collected data. Such data availability 
is almost nonexistent in the traditional modality. For an emergency physician who is 
normally exposed to a chaotic ED environment, a virtual care modality where that care 
is delivered virtually from the comfort of their home would aid better judgment, thus 
improving patient outcome and contributing to a less stressed workforce.

4. Conclusions

In the ED presentations described here, there are many opportunities which can 
be explored using virtual care that could have prevented almost all of these presenta-
tions. There is no framework for how to move forward with virtual care in a com-
prehensive manner in Australia [24, 25]. Without an inclusive and all-encompassing 
framework for virtual care adoption, the facets it comprises, its challenges and what 
benefits it can realize, it is not possible to innovate and devise solutions to address 
these patient and government pain points.

It is the combination of people, monitoring and communication technology, 
process, infrastructure, information, and policy that form the basis for the future 
for virtual care solutions to become part of the common practice. Ultimately, it is the 
benefits for the patient, healthcare providers, and healthcare system that virtual care 
can deliver that will drive the medium- and long-term adoption. Virtual care has the 
potential to reform healthcare, providing patient-centered care with more conve-
nience, less costs, and greater productivity.
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On a national basis, governments need to devise clear roadmaps for digital health 
innovation in virtual care to reduce costs and improve accessibility and health 
outcomes, while solving the acute care sector pain points. Funding, leadership, and 
policy are key success factors that will strengthen its adoption to realize improve-
ments in patient outcomes. For rural and remote communities in particular, research 
into the efficacy of remote monitoring and wearable device collected data to support 
patient-centered healthcare decision-making and patient outcomes will contribute to 
the introduction of outcomes-based funding models.

From an industry perspective, upskilling the workforce to deliver virtual care ser-
vices as well as new integrated models of care will help meet the increasing demand 
for services. Future opportunities using augmented and virtual reality open up new 
avenues for education of the healthcare workforce in innovative ways.

Ultimately, awareness of virtual care by patients and consumers increased due to 
COVID-19. The rapid adoption of the technology, arguably not well thought out in the 
rush, needs to be reassessed to focus on the improvement and reliability and transpar-
ency, so that the focus can be on the clinical iteration and patient outcomes rather 
than the technology used to achieve the communication.

A bold vision needs to emerge for an information and technology enabled health-
care system, where care is virtualized and enabled where it is needed, rather than 
where it is available. It is a system where clinicians and patients can communicate 
effectively and one in which clinical process is centered around the needs of the 
patient. Most importantly, it is an environment in which the patient is better engaged 
and supported in their journey to wellness. Concerted efforts are needed to systemati-
cally, rigorously test and evaluate the impact of various modality of care virtualiza-
tion to address healthcare pain points.
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