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Preface

Blockchain (BC) and artificial intelligence (AI) are currently two of the hottest
computer science topics and their future seems bright. However, their convergence
is not straightforward and more research is needed in both fields. Thus, this book
presents some of the latest advances in the convergence of BC and Al, gives useful
guidelines for future researchers on how BC can help Al and how Al can become
smarter, thanks to the use of BC.

Specifically, Chapter 1 introduces the basics of the convergence of BC and Al and
indicates the main opportunities and challenges of such a convergence.

Chapter 2 reviews the history of Bitcoin (the first blockchain-based cryptocurrency)
and its influence on the market and on society. Thus, this chapter reviews the past
with the objective of understanding how the convergence of BC and Al can impact
our future, especially in terms of privacy and democracy.

Chapter 3 deals with how BC and Al can help in the cybersecurity field. In particular,
the chapter explores how BC and Al can join forces to provide solutions to protect
personal data. Such solutions should allow users to control how their personal
information is accessed and to know who accessed such information. Al is essential
for these solutions since it can complement BC-based applications when managing
data and guaranteeing that the models obtained from such data are accurate, fair,
and reliable.

Chapter 4 focuses on solving the challenges of resource-constrained internet-
of-things (IoT) devices with mobile edge computing (MEC), which offloads part of
the processing tasks from the cloud (e.g., complex learning tasks) to the edge. The
chapter specifically proposes the creation of BC-enabled mobile edge intelligence
in IoT scenarios. In addition, it also reviews the state of the art of the combination
of BC and Al in different scenarios and analyzes the main security and privacy
features of BC.

Furthermore, some of the threats to be faced by BC systems are analyzed. For
example, the threat of quantum computing is considered, based on post-quantum
blockchain solutions.

Metaverse, a shared virtual environment that combines augmented reality (AR)
and virtual reality (VR), is introduced in Chapter 5 as an ever-expanding world
where Al and BC will play a key role in the near future. The chapter describes the
combination of the real and virtual worlds and the main challenges that may arise
from such a combination (e.g., the reliability of the data). It proposes a BC-based
metaverse using Ethereum that will enable safe and free social and economical
activities and the secured application of technologies such as Al In addition,

the benefits that Al and BC can provide to the metaverse are also analyzed:



high-quality learning data, reusable data, stable decentralized network, privacy,
the distinction between virtual and real information (including deepfakes and fake
news), rich content, and reliable transactions and a trustworthy marketplace.

Tiago M. Fernandez-Caramés and Paula Fraga-Lamas

Group of Electronic Technology and Communications (GTEC),
Faculty of Computer Science,

Universidade da Corufia,

A Corufia, Spain
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Chapter 1

Introductory Chapter:
Opportunities and Challenges on
the Convergence of Blockchain
and Artificial Intelligence

Paula Fraga-Lamas and Tiago M. Ferndndez-Caramés

1. Introduction

According to a PwC global study presented in 2019, Artificial Intelligence (AI)
has the potential to contribute up to $ 15.7 trillion to the global economy by 2030
[1]. In a report of 2020, the same company predicted that blockchain (BC) applica-
tions will boost global Gross Domestic Product (GDP) in 2030 by $ 1.76 trillion
(1.4% of global GDP) [2]. Such a boost in economic value in the next decade
shows the potential of both technologies as key drivers of the current digital
transformation.

Al specifically the most used techniques today, Machine Learning (ML), Deep
Learning (DL) or Reinforcement Learning (RL) can create learning models that
process and analyze data, perform tasks or make predictions for diverse real-world
problems that were previously thought to be impossible to be solved by
nonhumans. However, the use of Al comes with social concerns related to issues
like the possibility of data tampering due to data centralization, the rise of fake
news and deep fakes [3], the invasion of privacy or the bias in data training.

Distributed Ledger Technology (DLTs) and specifically BC, can create trust and
consensus among a group of participants removing the need for intermediaries. On
the one hand, BC can help to establish the data provenance for explainable Al and to
ensure the authenticity and reliability of the data sources used in techniques [4]. In
addition, decentralized computing for Al enables decision-making on secured
shared data in a decentralized manner without intermediaries. Furthermore,
autonomous systems that make use of smart contracts can learn over time and make
trusted decisions [5]. On the other hand, Al can help to face some of the current
limitations in BC implementations like scalability or security, privacy-preserving
personalization, automated refereeing, and governance mechanisms [6].

Both Al and BC are increasingly being used in similar and even in the same
applications. Therefore, it is expected that Al and blockchain converge into BC-AI
systems in the near future, paving the way for major innovations in areas like smart
grids for electric vehicles [7], Industry 4.0 automation [8], critical infrastructure
(e.g., gas systems for smart cities [9]), 6G networks [10], the Internet of vehicles
[11] or data security [12]. Moreover, such advances can also be enabled by the joint
use of other Industry 4.0/Industry 5.0 enabling technologies like Internet of Things
(I0T), Edge Computing or Augmented Reality (AR), Mixed Reality (MR), or
Virtual Reality (VR) [13].

1 IntechOpen
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Previous research outlined potential opportunities for convergence of Al and BC
[5, 6]. Nonetheless, as indicated by Pand et al. [14], most current research only
provides a theoretical framework to describe the upcoming integration of Al and
BC. In addition, most available research focuses on one-way integration (i.e., how
BC integrates into Al or how Al integrates into BC) without considering its recip-
rocal nature, and, in general, it does not take into account the existence of DLTs
different from BC that can be more appropriate for specific scenarios like IoT.

This book aims to help AI and BC researchers to develop systems that overcome
current challenges and allow the convergence of both technologies.

2. Opportunities and challenges

The full development of BC-AI systems presents numerous opportunities for
innovation. Despite the promising foreseen future of such an integration, it is also
possible to highlight some open challenges that must be faced by future researchers.
The following paragraphs summarize some aspects to be considered:

1. Current BC and Al maturity levels

The adoption of BC-AI systems opens a wide range of potential applications in
the short and medium-term. Nevertheless, it is a fast-paced field and there are
several potential research topics that would be involved in a full deployment:
BC scalability or security, smart contract vulnerabilities, and deterministic
execution, trusted oracles election or Al-specific consensus protocols.

2.Innovation driven by BC-AI systems used jointly with Industry 4.0/
Industry 5.0 Enabling Technologies

* [oT. On-device IoT data training is possible thanks to decentralized Al
algorithms and mobile edge computing [15]. However, the use of BC in IoT
applications still has to face some open challenges [16].

* Fog and Edge Computing. IoT devices can offload training tasks to fog or
edge computing devices to enable Al at the network edge [17]. In addition,
such nodes can have a BC module, which allows fog nodes to execute
localized data management, access and control. Those distributed edge
intelligence frameworks pose advantages in terms of latency and network
resource consumption, but impose certain additional challenges such as user
privacy and data security [18].

* Augmented Reality (AR), Mixed Reality (MR), and Virtual Reality (VR)
(Metaverse). Such technologies provide new ways to interact with digital
content and to create new worlds where it will be possible to engage in
different activities that will be accelerated by the use of trusted technologies
like BC, thus transforming digital content in valuable assets [19].

3.Quantum computing
* In the coming quantum computing era, new attacks against classic

cryptosystems will be developed, therefore researchers will have to pay
attention to the quantum computing scene and its advances [20].
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4.Reduction of carbon footprint and energy efficiency optimization

* Researchers will have to study how to minimize the environmental impact
and maximize energy efficiency [18] when deploying BC-AI systems.
Specifically, researchers will have to develop novel approaches to optimize
cryptosystems and reduce the energy consumption of Al techniques.

5.Standardization and regulations

* Although standards for BC technology are already currently being
developed [21], regulations for BC deployment in the context of Al
applications need to be established at local and global levels. In addition,
compliance with current legislative directives implies the cooperation of a
wide range of global stakeholders and the creation of proof-of-concepts to
define the correct set of technical standards for ensuring interoperability.

6. Corporate governance, corporate strategy, and culture

* The ability of organizations to experiment with new business strategies and
to make long-term investments will be important in the adoption of BC-AI
innovative systems, as a collaborative approach is necessary to incorporate
all stakeholders and to establish new ways of creating value while lowering
carbon emissions.

3. Conclusions

This chapter summarizes the most relevant issues that will have to be faced by
Al and BC during their convergence. Such issues will be addressed in the different
chapters of this book, which shows the potential of the integration of Al and BC.
Thus, this book includes state-of-the-art and future research opportunities of the
convergence of Al and BC.

The book also deals with the technological and practical limitations to be
addressed regarding scalability, privacy, smart contract security, trusted oracles,
consensus protocols, interaction with Industry 4.0/Industry 5.0 technologies,
quantum computing resiliency, reduction of carbon footprint, standardization,
interoperability, regulations, and governance. The results obtained from the
described analyses will allow for guiding the future developers of interdisciplinary
Al and BC applications and/or the convergence of such fields, and to contribute to
the development of the next generation of innovations based on BC-AI systems.
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Chapter2

Bitcoin and Ethicsina
Technological Society

Eva R. Porras and Bryan Daugherty

Abstract

Bitcoin came into existence as a peer-to-peer payment system for use on online
transactions. This achievement was the result of a shared vision about the future
relationship between governments’ control and citizenry, and the collaborative
work of the many who contributed to the development of the cryptographic field.
This innovation and its underlying technology, the blockchain, have been at the
root of a change of paradigm, as the joint use of blockchain and artificial intel-
ligence (AI) seed the next technological revolution. However, as it is often the case,
these revolutionary inventions have also been met with skepticism in the financial
sector and society at large. Using the case of Bitcoin and the blockchain, this paper
analyzes the intersection between the philosophy and technology underlying these
innovations, and the outlook of a sector of society who fears these developments
while others try to profit. In this chapter, we first look at the history of Bitcoin
together with that of those behind it. We then review the mixed reception it
obtained after coming to the market. We assess the innovations’ properties and con-
front these with the needs of a society eager to obtain further clarity and enjoy more
transparency in matters of relevance to their participation in democratic processes.

Keywords: Bitcoin, Blockchain, Ethics, Cryptocurrencies, Satoshi Nakamoto,
Craig S. Wright, Distributed Ledger Technologies, Artificial Intelligence,
Data Privacy, Freedom, Crypto-anarchy, Libertarianism, Cryptography

1. Introduction
“On ne résiste pas a l'invasion des idées.” — Victor Hugo, Histoire dun Crime

Bitcoin [1] came into existence in 2009 as a peer-to-peer payment system for
use on online transactions. This type of electronic cash system was designed to
make online payments without the need of an intermediary financial institution to
coordinate the transaction. The system became known when an individual using
the pseudonym of Satoshi Nakamoto broadcasted the first version of the protocol
in October 31st 2008 and released the related software in January 2009 [2, 3]. This
software could be downloaded by anyone, and any computer running it could
join the network. With Bitcoin, third parties to a transaction become dispensable
because now the exchanges could be executed with no middleman to connect the
sender and the receiver. Instead, the operations used a network of computers that
communicated with one another directly through the Bitcoin open source software.

By the time Bitcoin was introduced to the market, there had been multiple prior
attempts to launch a digital currency (E-gold, or the Liberty Reserve). Given the long

7 IntechOpen
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history of technological evolution prior to the public coming out of Bitcoin, we can
say that the ideas that led to its success were in the making for decades. This achieve-
ment was the result of a shared vision about the need to develop electronic payment
systems in a way that was coherent with the concurrent evolution of online technolo-
gies. In addition, this outcome responded to the wants of an ultra modern society in
which the needs for privacy, efficiency, effectiveness, and transparency could not

be ignored and would have to inhabit shared spaces with a perception of individual
freedom. Thus, although Bitcoin was masterminded by Satoshi Nakamoto, this
technology was the result of the active collaboration among individuals who, each in
its own way and to different extends, cooperated in its development.

However, aside from many other conceptual and technical differences, in con-
trast to the earlier failed attempts at creating various types of digital cash, Bitcoin
became successful and it remained the only decentralized digital cash coin until
Namecoin emerged in April 2011 [4] as the first “alt coin”. A key reason for this suc-
cess, is that the creator of Bitcoin was able to incorporate in the design the solution
to two long-standing conundrums: the Double-Spending Problem and the Byzantine
Generals Problem. The first of these problems refers to ensuring the information
received is complete and accurate and no falsified updates get introduced into the
ledger so that the same money is never spent more than once. The second problem
relates to the reaching of consensus among parties who do not trust each other
because they do not share the same interests.

Ever since becoming public in 2009, the “block chain” or “time chain” -as
Nakamoto first called Bitcoin’s underlying technology -, has been at the root of a
change of paradigm. The reason is that the joint use of the blockchain and Al is
expected to seed the next technological revolution. This is so much the case, thata
new economic sector has already surged around engineers and inventors who are
developing applications in various industries.

Together with this technological expansion, the hype of a revolutionary develop-
ment and, particularly, the promise of huge potential economic rewards has also
brought herds of people into performing other activities around these new sectors.
Some have become entrepreneurial miners, and others have gone into performing
roles such as those of investor, trader, and/or speculator of these markets. These
events have occurred while the world at large has taken the role of spectator: on the
one hand attempting to capture the essence of this technology, and on the other
hoping to envision what, if any, could be the potential uses and the consequences for
society of its meaningful implementation. Concurrently, the speculative nature of the
financial markets around most of these assets has become undeniable and worrisome.

One essential impediment preventing the fair evaluation of the various solutions
grouped now under the general umbrella of “cryptocurrencies” or “alt-currencies”
is the technical complexity of these products. This explains why many publications
and investors mistakenly compare and think of them as equivalent. In addition,
there is also an underlying intellectual and moral battle among those who do
understand the technology as to what attributes should define their structure and
substance. In particular, there is the key issue of traceability, one that was already at
the core of the evolutionary history of the creation of electronic payment systems.

Beyond that, as it is often the case with innovations, these have raised strong
emotions among many in society. Part of these emotions are explained by the
challenges presented when trying to adapt to the existence of the new technology.
But, in addition, much of the emotional tide surges due to the issues highlighted
in the prior paragraph. The lack of understanding of how the technology works
and the permeability of attitudes rooted on moral grounds have resulted on high-
peach-statements by many including relevant figures in the financial sector and
society at large. The following are three early examples of the animosity of relevant
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public figures who use skepticism and express abhorrence at the new technological
revolution. These are: “Bitcoin Is Evil [5, 6] “by Nobel award winner Paul Krugman;
“Why I want Bitcoin to die in a fire [7] “by Charlie Stross; and multiple declarations
by JPMorgan CEO, Jamie Dimon [8, 9]. Given that historically Bitcoin is the most
recognizable and relevant among the assets grouped as “cryptocurrencies” much of
the criticism uses it as a representative of the asset class.

2. The deep web and cypherpunks

Independently of the differences among the various digital assets, cryptocurren-
cies -as an asset class, and the blockchain -as a technology, have awaken strong emo-
tions in market observers and participants. At the heart of the problem is whether
these technologies merit their own existence; and if so, how to house them within
the common categories of property and personal rights. Beyond that, the early use
of these technologies by individuals in the deep web to make illicit and illegal trades
[10], casted a negative shade that has proven difficult to shake. This negative impres-
sion has been further cemented by a general unscholarliness about the workings of
these technologies and the inability of the common reader to tell these apart from
each other. For instance, there is a generalized understanding that Bitcoin is “untrace-
able digital cash.” As such, this digital cash tool could be potentially used to avoid
the payment of taxes and to finance a myriad of illegal activities such as drug trade,
terrorism, kidnapping, and extortion. So the semi-anonymity or anonymity quality
of many crypto currencies is at the core of this unfavorable perception. Nonetheless,
this sentiment is entrenched also due to the legend of the cypherpunk movement.

The cypherpunk was a 1970s’ movement that advocated for less government
control which, in their view, stifled economic growth [11]. This belief came
together with a libertarian notion of freedom, and the intuition that a strong cryp-
tography could guard against government interference in personal matters [12].
One aspect of the objectives embraced by this group, dealt with restructuring how
people economically interacted with one another. And the solution proposed was
the use of a digital cash currency that would be free from government control. In his
paper “b-money [13]” Wei Dai described:

[] A community is defined by the cooperation of its participants, and efficient
cooperation requires a medium of exchange (money) and a way to enforce
contracts. Traditionally these services have been provided by the government or
government sponsoved institutions and only to legal entities. In this article I describe
a protocol by which these services can be provided to and by untraceable entities.

Centered around the Cypherpunk email list [14], the group championed encryp-
tion as a way to shift power from the government to individuals. And as public-key
cryptography evolved, they began to conceive how a future society could deal with
money. Their attempts to develop a digital cash currency that would be free from
government control underwent numerous stages and, through time, various publi-
cations described the possible structure of this future cash. However, it was David
Chaum, the one who first proposed digital cash as files of digital value that were
anonymous and exchangeable [15]. His 1981 paper: Untraceable Electronic Mail,
Return Addpresses, and Digital Pseudonyms [16], was the cornerstone for later research
of “anonymous communications”

The cypherpunk generation achieved great progress towards the development of
a decentralized, strong, online currency. For instance, Chaum created an algorithm
which allowed the modification of coins without breaking the signature of the
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mint. In his 1982 paper “Blind signature for untraceable payments. [17]” Chaum
explained that the growth of electronic banking services, and the creation of auto-
mated payment systems would require to balance the need for personal privacy and
the potential for the criminal use of payments. He then summarized that the ideal
payment system would have the following three key properties:

1.Inability of third parties to determine payee, time, or amount of payments
made by an individual;

2. Ability of individuals to provide proof of payment, or to determine the identity
of the payee under exceptional circumstances; and

3. Ability to stop funds which have been reported stolen.

To illustrate the use of this technology, Chaum proposed how by fulfilling the
three enumerated properties electors at an election event could vote without having
to meet at the electoral school to drop their secret ballots. Chaum’ system would
balance the need to keep the vote secret, the ability to verify that the vote was
counted, and the capacity to prevent voter fraud.

In addition to Chaum, several pioneers also worked in other versions of elec-
tronic cash. One example is Hal Finney, a developer that came out with a Reusable
Proof-Of-Work (RPOW), a short-lived solution called this way because it was
based on proof-of-work [18]. But, as said, it was not until 2009 that after decades
of technological evolution, hard work in cryptographic research, and many failed
attempts, Bitcoin came into the market to become the first digital cash coin capable
of withstanding the process of its own development.

3. Emotions versus facts, and perception versus reality

There are many reasons why people resist change. For one, change is a psycho-
logical experience that requires time to process. Furthermore, if change is big and
unexpected a common reaction is denial. In this scenario, we can tell ourselves
that nothing of relevance is happening and excuse our participation in the process.
Feeling unprepared for the new environment also explains this rejection as people
are pushed out of their comfort zones. Change implies a departure from the “old
ways.” Hence, those who did not catch up to the new version might feel superseded
and are bound to be defensive about it. And, if change involves a new technology,

a common concern is personal competence. People worry that their skills will be
obsolete and, as a defensive mechanism, they might express skepticism about the
success or adequacy of the innovation. In addition, change is likely to imply more
work and this may ripple into resentments and other negative feelings. At the end,
depending upon the position of those affected by it, resistance to change may be
externalized in one of a variety of manners, from foot-dragging behavior and
indolence, to sabotage and rebellion.

When new technologies displace old ones it appears as if whole sectors of society
will be hurt. This will be particularly true when those affected resist catching up
with the times. In these instances, the damaged sectors can be quite large, as they
might include different industries such as providers and users of the old technology.
The emotional experience of these processes of resistance has been compared with
“being irrational” (see Fineman, 1993 [19]). From this point of view, emotions are
understood as the root of the problems, rather than an expression of the underlying
difficulties confronted during the implementation of change. From a psychological
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perspective emotions are not necessarily destructive as they help individuals adapt
to difficult situations. But they might motivate an unhealthy resistance that can
block the ability of those under stress to assess the situations properly.

The common reactions to change introduced in the prior paragraphs might be
able to explain, in part, the strong emotions shown by mainstream media outlets
and many relevant figures in society when reporting about cryptocurrencies. Albeit
the recentness of the innovation, and that the high volatility experienced in these
markets alerted many, the way concerns were expressed frequently showed a high
level display of emotions as well as a limited understanding of the technology.
These expressions of “hate” most often addressed all products grouped under the
“cryptocurrency/Alt-currency” headings as if these were equal or equivalent assets.
That is, in general, many commentators did not differentiate between key aspects
of the technologies underlying these assets. Be it news, investment or entertain-
ment, television or written press, online media including social media outlets, all
expressions published on these forged the vantage point of millions of people when
thinking about cryptocurrencies.

For instance, at a public forum reported by the Financial Times on February 15,
2018th, Berkshire Hathaway vice chairman Charlie Munger depicted Bitcoin as “totally
asinine [20]” adding it should receive a government crackdown. On March 5th, 2018th,
Harvard economist Kenneth Rogoff told CNBC reporters that Bitcoin is “more likely
to be worth $100 than $100,000” by 2028 implying its value depended upon its use in
“money laundering and tax evasion [21].” Another laud Bitcoin basher was JPMorgan
CEO, Jamie Dimon [22, 23] who declared publicly and repeatedly his disdain for
Bitcoin. For instance, during a public conference in New York, Dimon declared that
trading the virtual currency “was stupid” and he [24] would “five in a second” anyone
found doing it at his firm. Later, while at the Aspen Institute’s 25th Annual Summer
Celebration Gala on August 5th 2018, Dimon called Bitcoin a “scam” and a “fraud [25],
“and reiterated comments he had made a year earlier when stating that Bitcoin was:

“worse than Tulip Mania” and "only for people in countries like Venezuela

[26, 27], Ecuador or Novth Korea [28, 29] “or a bunch of parts like that, or if
you were a drug dealer, a murderer, stuff like that, you are better off doing it in
Bitcoin than US dollars” “So there may be a market for that, but itd be a limited
market.” He further argued that "governments should shut them down if they were
uncapable of controlling them" [30-32].

Three examples of articles whose titles already show laud emotional content
are: 1) Nobel award winner Paul Krugman’s “Bitcoin Is Evil [33]”; 2) Charlie Stross’
“Why I want Bitcoin to die in a fire, [34]” and 3) Nobel Laureate Robert Shiller’s
“Cryptocurrencies have a mysterious allure — but are they just a fad?” [35] Some of the
statements made in these literally include: Bitcoin comes with an implicit political agenda
attached, it is designed to be untraceable, and easy to hide, libertarians love it because it
pushes the same buttons as their gold fetish and it does not look like a “Fiat currency”, it will
become central to a commodities markets wherve the goods traded will include assassination,
drugs, child pornography and so on, Bitcoin was designed for tax evasion, Cryptocurrencies
are designed by people who hold themselves above national governments [36].

Given the histrionic nature of many publications, in 2018 Gareth Jenkinson
developed the idea of testing the waters of “hate-going” emotions when it came to
cryptocurrencies. His findings were published in a cointelegrapth article: Tulips,
Bubbles, Obituaries: Peering Through the FUD About Crypto [37]. In this work, the
author showed that during the nine-year-existence of Bitcoin, more than a hand-
ful obituaries asking for its ‘death’ had been published. These writings came from
awide variety of industry experts and commentators who offered their overall
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subjective and negative comments, showing a fear-mongering mentality that tried
to belittle the breakthroughs sparked by the blockchain technology. In his section
“A brief history of Bitcoin deaths,” the author analyzed instances when mainstream
media outlets had signaled the death of Bitcoin. By 2017 these obituaries [38] con-
tained 118 articles. As of mid-January 2021, this figure had increased to 395. Their
conclusions were based on assumptions or quotes from a wide range of commenta-
tors who used fraud, money laundering, Ponzi schemes, and the likes to announce
Bitcoin’s demise. A glance down the list of headlines from the various publications
helps assess the profound effect these could have had on the sentiment of many
people. The examples brought here referred to Bitcoin but this type of press also
affected other crypto assets [39] such as Ethereum. In this case, it was the web
Digiconomist [40] the one who compiled the list of Ethereum obituaries between
2015 and 2017. Criticism has also affected other cryptocurrencies with plenty of
pessimistic forecasts.

With respect to some of the most common criticisms, rebuttals have used the
following arguments [41]:

1.the ironic weakness of fiat currencies [ie. the dollar has lost 98% of its value
over the last 100 years [42] or

2.the fact that it was it JP Morgan, rather than Bitcoin, the one that was bailed
out by the government [43] in 2008 at the tune of US$25,000,000,000 from
the Troubled Asset Relief Program (TARP) program [44] while admitting they
did not need the funds, or

3.the fact that his bank has only 10% of what they claim to keep from deposits,
and uses “Fractional Reserve Banking” to create 90% of its money out of thin
air every day, but still claims it is the bitcoin currency the one that is illegiti-
mate and the one with the real problem the government must stop, or

4.the fact that he is a CEO of a bank who for years sat on the Board of Directors
for the Federal Reserve Bank of New York, the one that regulates his bank, or

5.the fact that J. P Morgan Sees Crypto as ‘competition’ and ‘risk’ as it was
stated in the “Risk Factor”, segment on cryptocurrencies, of their 2017 An-
nual Report to the Securities and Exchange Commission (SEC) filed Feb. 27
[45-47].

With respect to the latter one, this report uses the generic “cryptocurrencies”
under the “Competition” subsection of Item 1A of Risk Factors to explain a change in
landscape with new competitors that can threaten J.P. Morgan’s operations:

“Both financial institutions and their non-banking competitors face the risk that
payment processing and other services could be disrupted by technologies, such as
cryptocurrencies, that require no intermediation.”

The new technologies

‘could require JPMorgan Chase to spend more to modify or adapt its products

to attract and retain clients and customers or to match products and services
offered by its competitors, including technology companies.” And eventually this
competition could “put downward pressure on prices and fees for JPMorgan Chase’s
products and services or may cause JPMorgan Chase to lose market share.”
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These observations are not farfetched as competitors have come to realize the
potential of cryptos. This became particularly obvious as fellow giant Goldman
Sachs revealed it was looking into the creation of Bitcoin Futures [48, 49], planned
to buy and sell cryptocurrency and offered various contracts with Bitcoin exposure
[50-52]. According to Goldman executive Rana Yared: the bank is not a bitcoin
believer but it had to acknowledge multiple clients’ requests to work with bitcoin.

Goldman and JP Morgan are just two among many banks who are taking notice
of the changing environment. For instance, in its annual report to the Securities and
Exchange Commission (SEC) filed 2018 Feb. 22 [53] Bank of America (BoA) stated
to feel behind and “unable” to compete in the growing crypto market. In this report
BoA recognizes that it will have to afford major costs to remain competitive in the
cryptocurrency arena [54, 55]:

“Our inability to adapt our products and services to evolving industry standards
and consumer preferences could harm our business,” BoA states in the filing: “the
widespread adoption of new technologies, including internet services, cryptocur-
rencies and payment systems, could require substantial expenditures to modify or
adapt our existing products and services [].”

Thus, BoA decided to innovate by requesting a patent for a cryptocurrency
exchange system. However, this has not prevented the bank from stopping their
clientele credit card purchases of cryptos [56] as the bank is very aware of how the
new competition will be detrimental to its prospects as read in their SEC report [57]:

“...The competitive landscape may be impacted by the growth of non-depository
institutions that offer products that were traditionally banking products as well
as new innovative products,” and “this can reduce our net intevest margin and
revenues from our fee-based products and services. In addition, the widespread
adoption of new technologies, including internet sevvices, cryptocurrencies and
payment systems, could require substantial expenditures to modify or adapt our
existing products and services [].”

BoA’s declarations to the SEC as well as those made by other institutions such
as JP Morgan Chase [58] recognized that while cryptocurrencies endanger their
business they are “innovative” and “unlikely to disappear” as they note obvious
advantages in several traditionally problematic or slow areas, such as cross border or
international payments.

With respect to Krugman’s statements [59], his opinions have been challenged [60]
on the grounds that the Bitcoin technology is an electronic payment system designed
to work directly between sender and receiver, thus saving the users the 2-3% or
higher tax taken by the processors. As a payment system, this technology is ethically
neutral even if some use it for unethical purposes. Equivalently, the banking system
has also been used by many to make illegal payments, but we do not call HSBC or the
Deutsche bank “evil”. Hence, one could interpret that Krugman’s opinions, these and
others, are built on an emotional defense of the status quo: the central banks, pay-
ment intermediaries such as Visa or MasterCard, and the State in general.

Virtual currencies are just a form of private money that uses Blockchain technol-
ogy to record the transactions. But this technology can be easily built upon to address
problems and gain efficiencies and effectiveness in multiple types of operations, so
its potential uses across industries are boundless. Also, the transaction networks are
comparatively safe, transparent, fast, and borderless. So economists who try to belittle
and discredit their relevance on the grounds that these are concoctions of “quacks and
cranks” (Skidelsky, 2018 [61]), tools for money laundering, crime, and tax evasion,
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or a renewed version of old libertarian or bubble manias (Shiller, 2018), are simply
wrong. For instance, it is easy to clear up two of the most common misconceptions:

CLAIM: Bitcoin’s main use is laundering money and making payments for
illegal trades.

REBUTTAL: Bitcoin’s underlying technology is the blockchain: a ledger that
keeps a permanent record of all transactions ever made since the beginning of
its existence. This permanent record registers every holder (a bitcoin wallet) of
each coin. So the records tie each bitcoin with one or more wallets. The wallets are
handled from smartphones and computers so even though technically the bitcoins
are not associated directly, nonetheless, they are associated indirectly with a person
through the electronic device. Thus, illegal transactions can be spotted, cannot be
erased, and can be tracked to a specific individual.

CLAIM: Bitcoin helps avoiding taxes.

REBUTTAL: As already said, every bitcoin transaction is permanently recorded and
publicly accessible. Thus, the Internal Revenue Service (IRS) or any equivalent organi-
zation can track their movements and easily estimate any taxes due for any individual.

4. Ethics in social networks

Unfortunately, current governance within the social networks does not help
distinguish legitimate sources from others trying to piggyback on their work. And
apparently, there is also a problem actively prosecuting people and companies who
use the image and name of others to confuse and lie to the unsuspecting visitor. This
is true at various levels: the private corporation having a direct responsibility over
their networks and actions, as well as the government level having the authority and
responsibility to ensure corporations can grow within the rule of law.

During a recently recorded conversation with Ryan X. Charles, Dr. Craig S. Wright
provided one such case as an example [62]. The situation he relates, refers to a com-
plaint he had placed on Twitter. The motive was to bring their attention to copyright
breaches under the Digital Millennium Copyright Act [63], and asked the network
to take action against people using copyrighted photos of himself. In response to his
request, Twitter deplatformed Dr. Wright while, apparently, taking no action against
those using the copyrighted images, which could be found posted at the network
thereafter. But, Twitter is not alone. For instance, just as recently as January 26th. 2021,
numerous accounts using Dr. Wright’s picture and name could be found on Instagram.

In the Abstract of his January 2021 work “An exploration of ingroup behaviour and
social psychology in developing socially abhorrent behaviours in social media and
financial systems” Dr. Write summarizes the following related observations [64]:

“The following paper provides a preliminary investigation into the growth of
“Cryptocurrency” subgroups, the abuse of social media using automated systems, the
enhancement of trolling and the ability for these activities to pose both a political

and financial threat. Malicious actors have utilised technology to leverage existing
psychological behaviours and create tribalistic responses that allow for the automated
approach to controlling and manipulating individuals online. In this, authoritarian
leaders can asymmetrically leverage sociological and psychological benefits that devel-

2]

oped through evolutionary benefits but yet exhibit adverse effects in modern societies.
and concludes [65]:

“The ability for malicious actors to use anonymous social systems and technology has
allowed for the creation of criminal groups that target political systems, financial
systems and generally cause dilemmas that vesult in lost economic opportunities for
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many people and may even go as far as Social psychology causing personal harm. In
providing access to a wide variety of platforms that can be tied to fake and manipu-
lable sources such as those controlled in asymmetrical systems using bots, authoritarian
and socially deviant actors can manipulate others to polarise and partisanise groups.
These results may be seen in the false manipulation of Cryptocurvencies including
Bitcoin through groups such as BTC Core and the introduction of specialist language
for ingroups who believe not only that they will get rich, but they will gain in power
and prestige. Consequently, the rise in new technologies that allow for the disassocia-
tion of the individuals' identity and the creation of methods that allow individuals to
distance themselves from their activities must be investigated to regulate these systems”.

5. How can we judge what is ethically right?

In his Tanner Lecture Science and Revolutions [66] Sagdeev states that “the
intellectual community rarely has been the direct beneficiary of revolutions”. In his
words, this group “has played the role as a patient, the victim of change; and asa
doctor, preparing and implementing the revolutionary processes [67]”. The truth is
that, even though Sagdeev is referring to other types of uprisings, Bitcoin and the
Blockchain are providing a comparable revolutionary environment. This revolu-
tion too comes with a conflict of interest: on the one hand the political slogans, the
power plays, the status quo, and those taking advantage of the confusing environ-
ment to loot for their own personal benefit, and on the other the intellectual drive to
search for truth, rationality, and progress.

The attempt to use intellectual thinking to social political phenomena is, in
Sagdeev’s view, one reason why scientists become the “first revolutionaries, and
often the first prisoners after the success or failure of revolutions [68]”. As an
example, he cites the time Einstein and a group of physicists became victims to the
attacks of Soviet philosophers who demanded quantum mechanics be liberated
from the: ““bourgeois” principle of uncertainty,” and the theory of relativity be
“liberated” from the dubious role played by imaginary observers [69]”.

In those times, science was hostage to the “supreme wisdom” of communism as
given in the form of proclamations by the classic manifestos of Marxism. And many
of those incapable of undergoing the soul engineering process required to produce
the “new Soviet man” or hiding successfully, were exterminated. Comparable
events had been experienced at earlier revolutions, such as the one in France when
Jean-Paul Marat demanded that chemistry in particular, be a “people-friendly
science.” This resulted in a general bloodshed including the beheading on the guil-
lotine of the founder of chemistry: Antoine Lavoisier, whose ideas about the nature
of chemistry differed from those Marat had.

Now, we live in different times. But still we can feel a serfdom, not subservient
to a recognizable regime, but rather to a plethora of forces, —be some big corpora-
tions, be a number of governments, be the concept of the welfare state, be other
sources of status quo power such as communication giants- that also try to mold at
their convenience a type of “new modern man” and determine who is the worthy
intellectual. Against these attacks, each person can chose to go the way of “internal
emigration” and keep quiet, just as in the old Soviet Union, or face concerted efforts
to end with one’s prestige and reputation and maybe even ones’ physical safety [70].

As things stand now-a-days, it does appear that our current “intelligentsia” will
also need to split into at least two groups. In Spain for instance, the one who wants to
progress, might be forced to be de facto “above their own national government” such as
Shiller suggested [71], in search of a milieu where growth is not stopped. The reason is
that in the agenda of the civil servants and politicians responsible for ensuring legisla-
tion catches up with the reality of the times, this is not a priority. However, Bitcoin
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and blockchain-based innovations need a regulatory system that is flexible, clear,
transparent, agile, and competent. And of course, that would require those regulating
the environment understand the technology. One more reason the responsible agencies
and business groups should clear the air as to what is true and what is not.

Obviously, when entrepreneurs cannot obtain the necessary licenses or the
processes are delayed in such a way that their inventions become obsolete, or they
suspect their fiscal obligations might not be clear, they are forced to rethink their
situation. In Spain, he following is a list of some of the problems faced by managers
wishing to organize these businesses according to the law [72]:

1. Obtaining electronic money licenses takes a long time.

2. Given the authorities’ limited understanding of the technology which they
view as a financial asset rather than a protocol, there is also uncertainty on how
to treat tokens for the purposes of taxes.

3. The same goes with respect to the possibility and agility to enter the legal sand-
box. In Spain the sandbox has just been approved, and it remains a bureaucrat-
ic and administrative mess.

4. Companies cannot set up and manage their firms 100% remotely, without some
face-to-face activities. This requirement boosts set-up costs and adds no value.

5.Company taxation and administration is more expensive than other jurisdic-
tions such as the US, the UK and Switzerland, which in addition offer fewer
obstacles to growth.

These are just some of the key problems confronted by digital-cash and
blockchain entrepreneurs who want to set up their businesses within the Spanish
territories. Much of the void can result from the government’s belief in Bitcoin as a
financial asset or financial instrument, rather than a communication protocol and
therefore they continue to believe that Bitcoin is for speculation and for criminals
When an environment is not legally and technically ready to receive innovations, the
credibility of those set under that administration suffer. In the case of our example,
the many relevant and significant inadequacies of the Spanish system force many
local innovators to leave their country and set up their companies abroad, mainly in
Switzerland, the UK, and the US. That is because these countries have managed to
develop a more transparent and user friendly environment easing both the rate of
company creation and the rate of technological transfer into their borders.

This situation raises legal and ethical problems for all involved but in addition, it
also has strong financial consequences. However, often, in lieu of fixing the prob-
lem, governments such as the one in Spain try to stop the rate of development by
creating a bureaucratic maze or by confining its development within organizations
they control directly or indirectly. Once more, this situation brings to mind the
environment in the Soviet Russia where most scientific development was scheduled
by the political authority and supported by work on contracts or grants.

6. The honest truthful asset
In the first part of his 1986 Lecture titled How Is Legitimacy Possible On The Basis

Of Legality? [73], Jirgen Habermas questioned whether “legitimacy” is possible on
the basis of “legality”. And to highlight the conflict and incongruity hidden within
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this statement, he used Max Weber’ vision of Western political systems as forms
of “legal domination [74].” The point being that the legitimacy of these political
systems resides on the belief in the “legality” of their exercise of political power
versus, say, that of the “tradition”.

In current modern democratic societies, the acceptance of such a premise may
create contentions that cannot be resolved within the existing political structures.
The reason is the conflicts of interests inherent to such systems. For instance,
the most important objective of a political party in a democratic system is to be
reelected. And, to achieve this end, politicians will often use public assets, such as
public mass media communications, as if these were their own. Given that all politi-
cal parties share the same interests and thus will benefit from these actions, checks
and balances may be removed so each of them can take turns at abusing the system.
Furthermore, given that the underlying infrastructure of the “welfare state” con-
sists in taking wealth from some sectors of society, using a part of these to support
the apparatus, and redistributing the remainder among other groups expected to
became the captive electorate of the parties in power, we can already see situations
when the rights and property of first are threaten to benefit the latter.

On October 2015, acting as the moderator of an “All-Star Panel” during a Bitcoin
Investor Conference at Las Vegas, Michele Seven asked about the nature of property
rights [75]. The first to answer, Dr. Craig Wright [76], highlighted:

“ []1 We need to be able to control our own freedoms and the only way to do that is
to basically have the right to property, to ownership [] That means being able to dis-
pose of property as we want, to be able to share it, to take it -- and that is what it is all
about. Once we get things to where we have redeemable contracts and we link them
to the blockchain, where we can link money, and goods, digital rights, and ownership
into something that can’t be changed: a fundamental open, honest, truthful asset --
the blockchain, that’s when we are going to see real freedom in the world.”

With respect to the same question, Joseph Vaughn Perling [77] reminded the
audience that currently one relies on government ledgers to keep property records
which tell us who owns what, and that such system is unreliable and expensive as
it is financed through taxes. Nonetheless, with the new technology, all these costs
can potentially be reduced as property records get stored in the ledgers of Bitcoin.
Then, reflecting on the potential future conflict of interests between society and
power centers, Joseph Vaughn Perling [78] added that there may come a time when:

“the separation between the honest politician and the dishonest one will come down
to whether or not they support the use of Bitcoin for government function because

it does provide that audibility and the anti-corruption tools that it can implement
throughout. Government can make government become provably honest in a way
that'’s never before been possible and provably honest government is something

we have never seen” [] so that it may create that division between the people: the
people within government that become move electable because they can prove the
degree to which they are honest, versus the those who are competing for their office.”

The use of blockchain to secure a more transparent political arena will be an
interesting development particularly in light of the practice of “legal domination”
by which the rationality that the law possesses, is independent of morality. Now-
a-days it is impossible to imagine a society where citizens do not demand that it is
the moral argumentation that gets institutionalized by means of legal procedures.
And this expectation will need to materialize results over all aspects of government
including those that impact science.

Baumol (2002 [79]) stated that “virtually all of the economic growth that has
occurred since the eighteenth century is ultimately attributable to innovation” Given
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that the blockchain is thought of as, probably, the most auspicious innovation

since the coming of the internet, this invention is prophesied deliver huge financial
benefits. These will result from the economic repercussions of its incorporation into
processes to streamline and secure decentralized transactions in countless sectors
across the world. The blockchain is specially relevant to situations when ownership
histories are of essence such as in the pharmaceutical industry, land registries, real
estate property, piracy and copyright matters, as well as of public services, such as
health assistance and welfare payments (Tapscott et al., 2016 [80, 81]). In the limit
of this innovation are self-executing contracts that can run with the assistance of Al
and minimal human intervention. The use of the blockchain will provide increased
efficiencies and more cost-effective solutions to current predicaments. And as the
older technology is replaced, the blockchain will reduce fraud increasing trust and
security, and it will improve the transparency of multi-party transactions.

Given all of these, one would expect public institutions would align to welcome
and assist to facilitate the said developments. However, in the current atmosphere of
political and economic deterioration, where political and status quo agendas control
the rate of development, the scientific community and the entrepreneurs who are
willing to finance these are at a loose in a rather hostile psychological climate.

7. Restoring trust, transparency and efficiency in government with a
publicly scaled blockchain

In a letter to W. T. Barry, on August 4th 1822, James Madison [82] stated:

“A popular Government, without popular information, or the means of acquir-
ing it, is but a prologue to a Farce or a Tragedy; or perhaps both. Knowledge will
forever govern ignorance: and a people who mean to be their own Governors, must
arm themselves with the power which knowledge gives.”

Transparency and accountability are of the two most essential principles in a
free and democratic society. They are a bridge between an informed citizenry mak-
ing confident electoral decisions or the widespread distrust of ‘a self-serving, arbi-
trary, corrupt institution’ Furthermore, transparency and accountability are ever
so more important as corruption keeps eroding the legitimacy and credibility of
democratic governments worldwide. According to Pew Research Center, in the US
public distrust of the government and elected officials has eroded to reach all-time
lows [83]. This has been highlighted with the rise of civil unrest, violent protests,
and frequent demonstrations against government policies, politicians, and media
organizations [84, 85]. The erosion of public trust in government and news media
can be attributed to numerous factors, many of which relate to the honesty, open-
ness, and confidence, or lack thereof, in the information that is disseminated.

In 2011, the US launched a comprehensive digital government strategy aimed at
building a 21st century digital government [86]. The Executive Order highlights:

“Government managers must learn from what is working in the private sector and
apply these best practices to deliver services better, faster, and at lower cost. Such
best practices include increasingly popular lower-cost, self-service options accessed
by the Internet or mobile phone and improved processes that deliver services
faster and move responsively, veducing the overall need for customer inquiries and
complaints. The Federal Government has a vesponsibility to streamline and make
more efficient its service delivery to better serve the public.”

18



Bitcoin and Ethics in a Technological Society
DOI: http://dx.doi.org/10.5772/intechopen.96798

However, ten years later we can still find proof of the Government’s slow
response to technological shifts. For instance, on December 2020, the Cyber-
Security and Infrastructure Agency revealed that a yearlong hack had affected
US private firms, government agencies, and critical infrastructure entities [87].
These included: the US Treasury, Department of Homeland Security, Department
of State, Department of Defense, Department of Commerce, National Institute of
Health, Center for Disease Control and Prevention, and the Justice Department
among countless others. In total, it is estimated that 18,000 entities fell victim to
the Russian hack. This relatively unknown hack is expected to cost American busi-
nesses and taxpayers over $100 billion dollars [88]. These types of attacks targeting
the common citizen are so frequent that the ethical aspects of these actions blur
against all the other consequences of these scandalous activities which ten-fold
with time.

7.1 Building trust with bitcoin: now is the time for a blockchain reformation

Similar to the transformative nature of the internet, a public blockchain has the
ability to revolutionize government processes by providing greater transparency
and auditability as well as a super-efficient “Universal Source of Truth” data man-
agement platform that can be used to restore trust, authenticate data, and signifi-
cantly reduce costs. This has become true after the publication of the 2008 Bitcoin
Whitepaper by Satoshi Nakamoto which presented solutions to long-standing issues
such as the scaling obstacles among other [89].

Bitcoin was designed to be the foundation for an open and honest system,
one that is public, has a series of checks and balances, as well as an incentive for
participation based on Proof-of-Work. On the Bitcoin network, every transaction
is recorded on a public ledger maintained by a small-world network of specialized
distributed nodes called transaction processors. As transactions are broadcasted,
processors gather, validate, timestamp, and add each transaction as it is received
in a series of hash-based, agreed upon chain of events, secured in blocks of
immutable information.

As explained earlier, contrary to much of the popular belief, Bitcoin offers
more than just a transfer or store of financial value. Bitcoin establishes a Universal
Source of Truth, where information can be stored, validated, shared, protected,
and authenticated. This can be used in conjunction with traditional systems or
new hybrid options utilizing cloud to chain solutions. Not all data has to be stored
on chain, but rather information can be authenticated simply by hashing it in the
cloud and storing a copy of that hash on-chain. This would ensure that the data
stored in the cloud, or elsewhere, could be simply authenticated to confirm it has
not been changed.

Restoring the Bitcoin original protocol by removing the real centralization
bottleneck, has allowed true innovation and unbounded on-chain scaling to occur.
On May of 2020, the Bitcoin SV blockchain processed a world-record size block of
369 Mb which contained 1.3 million transactions. In fact, the network has already
eclipsed almost 4,000 transactions per second (tps) and is expected to reach
50,000 tps later this year. Through scaling comes cost efficiency and Satoshi’s
vision remains unmatched in its ability to transfer micro — even nano-transactions
with a median transaction fee of 1/100th of a U.S. cent. With safe, instant, low
fee transactions of Bitcoin SV, government organizations can significantly reduce
costs associated with financial and data transactions. These savings may be
compounded by a reduction in the associated costs with auditing, cybersecurity,
and networking hardware.
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7.2 Bitcoin can help governments restore transparency and trust today

Bitcoin SV stands ready to fulfill the promises of an era of blockchain refor-
mation by providing complete transparency and efficiency to the public sector.
Although government entities would only need to begin with a common Request for
Information, traditionally, the procurement stage has long been considered one of
the greatest barriers to connecting government technology needs with vendors who
are able to integrate the latest emerging technologies [90]. The consequence is that
many small firms and industry outsiders are shut out entirely from participating
due to how complex, time consuming and costly the process can be. In contrast, a
myriad of transformative blockchain solutions await to contribute to a more ethical
society by improving transparency and restoring trust. Some of these are:

Financial Transaction Management — As a distributed ledger, Bitcoin offers an
accounting of valid transactions that occur within the network instantaneously. For
a small transaction fee (.00011 per byte), transaction processors will record an entry
onto the secure ledger. Compared to the cost of modern transaction management
systems, Bitcoin offers unmatched savings, auditability, security, and interoperabil-
ity with the integration of smart contracts and tokens. Example: Tokenized [91]

Regulatory Compliance — As transactions are validated and publicly recorded
to the Bitcoin blockchain, they are secured by an immutable Proof-of-Work. This
allows regulators, news media and government watch-groups real-time access
to compliance-related data that can be shared and trusted. In return, this eases
the burden of reporting and auditing on government agencies, reducing cost and
improving transparency. Smart contracts for government procurement opportuni-
ties would ensure compliance, fairness and improve the overall speed of implemen-
tation. Example: nChain [92]

Identity Management - Unlike centralized government databases, Bitcoin
provides a much more secure distributed data management platform that could
empower citizens with the ability to easily sign and authenticate their identity for
official government documents or benefits. This would also reduce the time and
resources needed by the government to verify identities and protect sensitive data —
especially across restrictive inter-agency data silos. Example: Legally Chained [93]

Registries — The ability to manage any type of record or registry through
Bitcoin’s unique data management network removes the overall complexity for
governments to manage and authenticate data efficiently. This would remove the
friction of processing land titles, company registrations as well as every other type
of record including birth, marriage, divorce, criminal or death. The ledger would
serve an honest, universal source of truth that can drastically reduce fraud and
corruption. Example: Elas Digital [94]

Blockchain Voting — As we saw during the 2020 US Presidential election cycle,
it is important for citizens to believe in the integrity of the voting process. Doubt in
returned results, whether due to error, fraud, hacking, corruption, or lack of trans-
parency can create an atmosphere of distrust among voters. Bitcoin’s tamper-proof
public ledger is perfectly suited to eliminate election fraud in the future — when
combined with an identity-based token, a voter could easily cast their vote using
any type of device removing barriers and increasing participation. Example: Layer2
Technologies (B-vote) [95]

Supply Chain Traceability — The Coronavirus pandemic has demonstrated
to all how fragile our global supply chain can be during a disruption. Government
agencies competed to locate, purchase, and distribute medical gear, supplies and
personal protective equipment. This created panic among the populace as medical
care was either denied, delayed, or compromised through the reuse of protective
gear. The lack of traceability of the supply chain continues to plague COVID-19
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relief. As traditional government vendors begin developing vaccine distribution and
contract tracing technologies, many citizens are concerned about how their per-
sonal medical data will be stored and used in the future. Bitcoin solves these issues
by improving trust and privacy among parties that need to share valuable data
across an entire value chain. Example: UNISOT [96], VXPass [97].

* Health Care — A public health crisis like the Opioid epidemic carry a heavy
cost on communities, taxpayers, and governments alike. Patient data is usually
spread across various data silos and databases that do not communicate well
with one each other. This has led to gaps in the system where licensed pharma-
ceutical prescribers were unable to verify how many concurrent prescriptions
a patient may have access to. Bitcoin has the potential to remove these data
silos and improve public health through patient-controlled, auditable records.
Example: EHRData [98]

* Taxation — Through Bitcoin and the power of microtransactions, government
and business tax reporting become automated, audit friendly and extremely
efficient. By integrating tax payment requirements into a programmable smart
contract, payroll and other taxes become immediately available to the gov-
ernment allowing them secure payments faster, budget more accurately and
decrease the risk for fraud.

¢ Public Assistance — Smart contracts on Bitcoin can also be used to create
programmable tokens that could be utilized for government assistance pro-
grams such as the Food Stamp Program. These tokens can mitigate fraudulent
use and prevent abuse through the ability to only approve the purchase specific
needs-based items.

8. Blockchain and Al

The ancient myth of Al had developed through centuries: from the Greek, to the
Age of Enlightment [99], to the 20th Century when it made initial progress in the
areas of game theory and theorem proofs. The modern concept of Al began to take
shape in the 1950s after the arrival of the new computers made possible the design of
reasoning processes that resembled those in human behavior. In this context, Alan
Turing’s 1950’ “Turing Test” in Computing Machinery and Intelligence [100] provided
a key step forward with a method for determining if a machine is “intelligent.” Here,
rather than asking whether the machine can think, the question changed to whether
it can act as a thinker [101]. Seventy years later, Al tasks still struggle to reconcile
the needs of sufficient representation, an effective and efficient decision-making
mechanism that can make and execute timely decisions, and control.

Immutability, accessibility, non-repudiation, and decentralization of the data
are some of the properties that allow blockchain technology to be used in AI devel-
opments, such as smart-contracts. Furthermore, the integration of the blockchain
with Al provides solutions that can resolve problems intrinsic to the blockchain: for
instance, by reducing energy consumption [102]. Al has also proven useful to better
blockchain and smart contracts’ security [103], for example, by helping in the
process of code verification.

AT’s technological capability to install cognitive capacities in machines so these can
perform functions such as learn, interpret, and adapt, is related to consumed data.
These data are often gathered from the users of smart telephones, and consumers of
social media, and web applications [104]. As a result private and public organizations
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collecting these data, deal with issues of information centralization, legitimacy,
authenticity, security, and privacy. Because data are centrally managed in Al projects,
it can potentially be hacked and tampered with [105]. However, Al is also a tool that
provides efficient solutions to major tasks such as in the allocation of resources, in
managing large sets of data, and in procedural and repetitive tasks [106]. So the
combined use of blockchain and Al addresses problems related to centralization, and
offers solutions to issues related to the optimization of resources [107].

Intelligent and autonomous applications are designed to reduce human interven-
tion in different types of processes; hence, their impact on individuals and societies
raise important concerns. Harm to privacy, potential discrimination, limitation of
citizenry choice and access to information, loss of skills, economic shocks, security
of critical infrastructure, or long-term impacts on social well-being are just some of
the key concerns these technological developments pose to society. That is the rea-
son the development of these innovations need to be aligned with a set of defined
values and ethical principles.

9. Ethical design framework

Given the ethical concerns these new technologies arise, a series of guidelines
have been published by different institutions working at the crossroads of technol-
ogy and social good. Here we will refer to those reported by the Beeck Center. [108]
Nonetheless, others such as the IEEE Global Initiative for Ethical Considerations in
Artificial Intelligence and Autonomous Systems [109], have also made huge efforts to
encourage ethical considerations are prioritized when devising autonomous and
intelligent technologies.

Establishing the ethical approach during the earliest phases of design is key
when using Blockchain and Al The reason is that changes will be more difficult to
implement in later stages, if at all possible. This framework summarizes (p.21.):

[] (1) give decision makers an outcome-focused and user-centric tool to assess the
context-specific consequences and ethical implications of their blockchain design
choices; and (2) to enable them to use this understanding to make the appropriate
values-based design choices to achieve better social outcomes.

[] Ultimately, these ethical considerations traced broadly to six oot issues: governance,
identity, access, verification and authentication, ownership of data, and security.

These factors are the basis for a three-phases framework. The first phase is a
five-step process which establishes the intentionality of design with a focus on
ethics. The second phase (p.40) is an iterative process which examines each design
decision in light of the impacts it has on each other element of the ecosystem (i.e.:
users, community...). The third phase (p.48), acknowledges that the context evolves
in time and the relevance of each element changes. Hence, during this last phase
there is a reevaluation of the first and second phases to assess significant changes in
the environment.

Even though the implementation of such objectives will require additional time
and resources dedicated at the start of each project, the benefits are self-evident
even if just considering the impact on the smart contract environment. The reason
is that smart contracts are deployed to start working when a predefined group of
conditions are met. That is, the contracts will be triggered by inputs such as external
events, information system sources, or other and these processes will be automati-
cally enforced by algorithms unconstrained by ethical or legal considerations. Thus,

22



Bitcoin and Ethics in a Technological Society
DOI: http://dx.doi.org/10.5772/intechopen.96798

in designing smart contracts, their impact beyond the realm of contract law should
be analyzed. For instance, smart contracts could use ethically accepted rules when
providing technological solutions and create models of governance through new
social contracts. In this sense, the 2016 work of Reijers et al. [110]. analyzes how the
modeling of blockchain governance reflects the key ideas of social contract theories.
Their conclusions (p. 147-148) are that blockchain governance a) is justified by
Rousseau’s argument that it provides a solution to an existing structure of corrupted
institutions; b) being non-discriminatory it reflects Rawls’s “veil of ignorance,”
though power-relations are expressed in the public ledger; and c) acts in accordance
to Hobbes idea of a “totalitarian sovereign in terms of rule-enforcement, coupled with
Rousseau’s idea of decentralized governance and Rawls’s idea of equal rights and liberties
for all (that is, for all the nodes). Even though, it fails, to incorporate Rousseau’s idea of
the common good, and fails to implement conditions of distributive justice that Rawls
thought to be essential for overcoming the initial situation” (p.147).

Although the blockchain is perceived as a “neutral” technology, the political
implications of its transformative power are profound as it will reconfigure eco-
nomic, legal, institutional, and political spaces [111]. The information age promises
great benefits from economies of scale and more efficient use of resources, but it
also comes with a huge threatening potential to create masses of excluded individu-
als who cannot catch up with the times. Given the disconnect among different
layers of citizens that it is likely to happen, renewed social contracts are essential to
protect human dignity and the rights and opportunities of all [112].

Furthermore, any changes that make our democratic processes more transpar-
ent, inclusive, and participatory will benefit society. This was noted by Melanie
Swan who in her 2015 work “Blockchain: Blueprint for a new economy, [113]”
assured this technology will ease the appearance of new kinds of governance
models and services. As an example, she mentions an increase of granular offer by
which the government will design more targeted services. And she also enumerates
a number of efforts to develop systems that will increase the quality of our democ-
racies. For instance, she explains David Chaum’ idea of random-sample elections
[114]. Under this system, people selected randomly are asked to vote through an
election website that contains candidate debates and activist sentiments. In David
Chaum’s view, because of cost reduction, many more consultative processes could
be generated. Also, people would have time to inform themselves on whichever
matter rather than be overwhelmed by political advertising. Furthermore, no
government involvement would be necessary. A third idea discussed in Swan’s book,
is DAS which stands for distributed autonomous society. This model develops the
principles for consensus-based decentralized governance systems and for decentral-
ized voting systems. In her work, Professor Swan discusses this project as a form of
delegated democracy, where voting power is vested in representatives. An example
of such service is provided by https://liquidfeedback.org/, a company that offers an
open source software to help present suggestions and make decisions. This is quite a
compelling proposal because, under this method, people can align with each other
on the bases of specific actions rather than “ideological” theories. Furthermore,
power is not held long. Rather, individuals are responsible for a specific project.
Thus, if standardized, this “liquid” in Liquid Democracy, would finish with
political forms of permanent power as they are practiced today. Two immediate
effects one can imagine would be a redistribution of power back to the people,
and an increased impediment to the exercise of political corruption. Albeit there
are many potential problems with this type of proposal, i.e.: power is obtained by
groups which are already organized or citizens that might not wish to exercise these
responsibilities, it might in fact provide a platform for a nation-wide discussion over
the responsibilities of individuals on a modern technologically advanced society.
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Overall, we can be sure that any elections properly organized using a voting
protocol designed with blockchain and Al could be expected to exhibit at least the
following desirable properties: privacy of the vote, perfect ballot secrecy, fairness,
verifiability, self-tallying feature, dispute-freeness, fault tolerance, and resistance to
serious failures. The works of Kiayias and Yung [115], Groth [116], Park et al. [117],
Benaloh et al. [118], and Jonker et al. [119] provide a detailed description of these.
We can also be sure that much upheaval would have been prevented if this would
have been the underlying technology to the recent 2020 US Presidential elections.

10. Conclusion

The State should ensure the right of each individual to be secure in person and
property and enhance the citizens’ opportunities to make choices. Transparency
and accountability are two key requirements to ensure the citizens’ wills are not
replaced by the needs of supra organizations: be it the state, large corporations,
or the sole owners of certain resources. This is of particular importance in the
age of “surveillance capitalism” when individuals might be looked upon and used
as “raw material supplies [120]”. It is in this environment that Bitcoin came to
the market after both the 2008 white paper and the code were made available by
Satoshi Nakamoto.

The 2009 birth of Bitcoin paved the way for a revolutionary transformation that
announced the death of outdated technologies and evidenced the effort many across
sectors and government, will have to make to say at par with the latest technology.
This is a truly global solution that provides better transparency, fraud protection, it
is faster, cheaper, and overall more efficient. Given this solution threatens to cause a
fundamental and permanent change in our societies, and that the economic reper-
cussions of the probable developments and trades are highly significant, public
opinions have often been construed over a mixed of emotions and disinformation
on the workings of the technology. As the Bitcoin builds untamperable public
records in an efficient manner, a fear-mongering mentality intertwined with an
problem posed by underlying conflict of interests has announced the “death” of this
new sector repeatedly [121]. However, in just over a decade a myriad of transforma-
tive blockchain solutions have been built. Among the many, we have listed some
ready solutions that will have immediate cathartic power. Of course these and other
currently existing applications deserve a longer discussion.

During the decades following World War I, ethical standards were established
to help govern how science in the future could move forward while not incurring
the atrocities committed in the past [122]. Technology is considered as normatively
neutral, but because transactions are irreversible and they solidify economic con-
tracts by turning code into economic law, the use of Bitcoin poses a series of ethical
questions. For instance, we could wonder about issues of privacy, whether miners
are acting responsibly, whether this technology enables fraud, and so on. However,
these questions can be answered by studying the technology itself and the trades.
Here we turned our attention to whether the use of Bitcoin contributes to “ethics”
according to the justice that is achieved when a society restores transparency and
prevents fraud. In this imaginable future, Bitcoin will allow citizens have a more
voluntary life and, in this way, it will contribute to the moral norm of justice by
helping create a fairer society.

John Fitzgerald Kennedy [123] stated that “change is the law of life. And those who
look only to the past or present are cevtain to miss the future”. We hope this chapter
contributes by helping the reader assess the depth of change this impending Bitcoin
Revolution will unfold.
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Chapter 3

How Blockchain and Al Enable
Personal Data Privacy and Support
Cybersecurity

Stanton Heister and Kristi Yuthas

Abstract

Recent increases in security breaches and digital surveillance highlight the
need for improved privacy and security, particularly over users’ personal data.
Advances in cybersecurity and new legislation promise to improve data protection.
Blockchain and distributed ledger technologies provide novel opportunities for
protecting user data through decentralized identity and other privacy mechanisms.
These systems can allow users greater sovereignty through tools that enable them
to own and control their own data. Artificial intelligence provides further possibili-
ties for enhancing system and user security, enriching data sets, and supporting
improved analytical models.

Keywords: personally-identifiable data (PII), personal-data privacy, decentralized
identity (DID), self-sovereign identity, cybersecurity, GDPR, zero-knowledge proofs

1. Introduction

The amount of personal data being collected is rapidly proliferating.
Enterprises and governments use this data to profile individuals and to predict
and control their attitudes and behavior. This can result in customized experi-
ences, personalized services, and more efficient use of resources. It can also result
in misinformation and exploitation by the entity that collected the data or by
others that purchase or steal it. In response to increases in cybercrime and grow-
ing consumer concern, legislation to protect personal data is being proposed and
implemented. Organizations trading in personal data face increasing costs associ-
ated with managing and securing data. They also face increasing risks that data
will be misused or stolen, and that they will face legal or financial consequences,
as well as damage to both their reputation and to relationships with customers and
other stakeholders.

In this chapter, we explore how blockchain and artificial intelligence can offer
solutions for protecting and securing personal data. Decentralized and federated
identify systems provide users control over what, when and how much of their
personal information can be shared and with whom. These systems can also reduce
cybersecurity threats. Artificial intelligence complements blockchain-based privacy
solutions by enabling users to better manage their data and by ensuring that data
and models derived from the data are more accurate, fair, and reliable.
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2. Personal data privacy

A foundational privacy issue facing information system developers and users
is personal data privacy. Personally-identifiable data about clients, employees,
prospects and other stakeholders may be regularly collected and stored in shared
ledgers. Today, many organizations store private stakeholder data and even pass-
words in unencrypted form. Even when data are encrypted or anonymized, it may
be possible to identify users unless well-developed cybersecurity processes are
designed into data management systems. With frequent cybersecurity failures and
increasing regulation, maintaining the privacy of personally identifiable informa-
tion (PII) has become an issue of strategic concern for many organizations.

PII includes any data that can be traced back to a specific person, and can
include individual items such as biometric data, social security numbers, phone
numbers, or geolocation data. PII can also include data combinations, such as
postal codes, birthdates, and gender, or behavioral data associated with one person.
Organizations gather and store personal data about current and future customers
and employees as well as about other stakeholders.

3. Cybersecurity and privacy breaches

Cybersecurity has become increasingly important for governments and busi-
nesses alike. Information security—one component of cybersecurity—focuses on
protecting the integrity and privacy of data as it is captured, stored and used. The
people, processes, and technology associated with data work in concert to create
and maintain security.

Despite advances in security protocols and software, privacy breaches are on the
rise. According to Risk Based Security’s 2020 data breach report, “The total number
of records compromised in 2020 exceeded 37 billion, a 141% increase compared to
2019” [1]. Personal records of system users are regularly compromised, and mil-
lions of these records, including names, emails and passwords, have been subject
to data breaches, in many cases even including addresses, birth dates and financial
information [1].

A data breach occurs from unauthorized access to an organization’s database,
enabling cyber hackers to steal sensitive personal information such as passwords,
credit card numbers, social security numbers, and banking information [2].
These well documented breeches have had adverse consequences, including
credit card fraud, and identity theft, which can have lasting negative effects on
personal credit, often taking months, if not years, to remedy [2]. Some of the
Largest, most recent cyber hacks include the 2013/14 breech of Yahoo’s database
by what is thought to have been a state-sponsored cyberattack, impacting over
3 billion users. The hackers collected consumers’ names, email addresses, tele-
phone numbers, dates of birth, hashed passwords and unencrypted answers to
security questions.

In 2017, the credit reporting agency Equifax was subject to a cyberattack in
which affected an estimated 143 million consumers. System administrators weren’t
aware of the suspicious activity for two months and did not report the breach for a
full month after its discovery. It is believed that Equifax was breached by Chinese
state-sponsored hackers engaged in espionage [3]. The collective financial impact to
individual victims is not known, nor is it known what security and strategic damage
was incurred by the state, but these cases highlight the potential risk when PII are
housed in a centralized data base.
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Figure 1.
Cybersecurity breaches and record exposure.

Most of the data gathered and stored are in the control of governments and
corporations, which have gathered volumes of personal information that they are
responsible for securing. At the same time, these organizations may be monetizing
these datasets, either by using them to improve their own operations and offerings or
by selling them to third parties. The volume of data generated and collected is increas-
ing exponentially, enlarging the footprints of users. Data consolidators are able to link
data elements across data sources and combine data in ways that were never antici-
pated by the parties that collected the information nor by the users that provided it.

Figure 1, which uses from data provided by Statista [4], shows the cost of
amassing these large databases. Statista, a statistical research firm, tracks cyber-
security failures and trends. A recently published Statista report reveals that these
events are increasing, especially in the past five years, underscoring the need to
improve how data are secured. It should be noted that in 2020 a massive cyber
breach by what is thought to be Russia could result in higher numbers for 2020
especially in the records exposed category as it is thought to be significant. The
extent of the breach is still under investigation at the time of this publication.

4. Privacy regulations

The right to privacy is a considered to be basic human right in many parts of
the world. That privacy may extend to individuals’ right to control their own per-
sonal data. This right must be carefully defended as ownership and management
of an individual’s personal data can impact relationships with others and even the
data-owner’s identity [5].

Regulations governing how personal data are gathered and managed are rap-
idly being developed. The European Union has led the way in legislating privacy
law through the General Data Protection Regulation (GDPR), passed in 2016.
The law requires organizations, that gather personal data about EU citizens for
transactions with EU member states, must carefully protect that data to ensure
privacy.

In the US, the California Privacy Rights Act (CPRA) which expands on the 2018
California Consumer Privacy Act (CCPA), adopts many principles from the GDPR
[6]. The CCPR is designed to provide residents of California the right:

1. to know what personal data is being collected
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2.to know whether it is being sold or disclosed and to whom

3.to refuse the sale of their personal data

4.to access their personal data

5.to request that a business delete any personal data

6.not to be discriminated against for exercising their privacy rights [7]

At the federal level, the Consumer Online Privacy Rights Act (COPRA) was
introduced in December 2019 by Democratic senators, led by Maria Cantwell.
Although this bill has yet to pass, and previous federal privacy bills have failed,
governmental bodies continue to pursue stricter laws for governing data [8].

Privacy laws directly affect how companies operate and will require firms that
use consumer data to implement systems and operational practices that enable
them to conform to these new regulations. Blockchain and Distributed Ledger
Technology are uniquely positioned to help companies comply with existing and
potential future regulation as it relates to personal property and data privacy.

5. Blockchain and privacy

Among the significant benefits of blockchain solutions is that they enable orga-
nizations to share data in ways not previously available, opening up possibilities for
enhanced collaboration, improved operational efficiencies and expanded revenue.
Questions about how to maintain privacy over the data are heightened in these
environments because the data are stored in shared ledgers which may be accessible
by multiple blockchain participants.

ConsenSys, a blockchain technology solutions company, in discussing the
security of public blockchains, argues that “In reality, privacy is not a property of
any blockchain. Rather, there are layers of privacy that can be applied to any block-
chain...” [9]. Designers must carefully consider which parties are allowed to read
and write transactions and how transactions are broadcast, validated, and stored.
Additional issues relating to how permissions and security measures are updated
and enforced are also important considerations. Decisions about who owns the
data and how data can be used by organizations and computer applications further
complicates privacy discussions [9].

5.1 Decentralized identity

Self-sovereign identity, a widely held view among blockchain proponents, holds
that individuals should have control over their own identities and should have
autonomy over how facets of identity are shared with others. Decentralized identity
(DID) is a blockchain-enabled embodiment of self-sovereign identity that can
profoundly improve the privacy and security of personal data.

DID refers to individual ownership of personal digital data relating to many
elements of identity. Microsoft, which participates in defining DID standards, takes
the perspective of the individual. “Currently, our identity and all our digital inter-
actions are owned and controlled by other parties, some of whom we aren’t even
aware of [10].” Returning ownership of data to the individuals to whom the data
pertains can provide benefits both to those individuals and to organizations that
would otherwise be responsible for protecting the data.
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Blockchain technology enables DID and provides a way for individuals to store
their own data outside of the databases of the parties with whom they transact.
Data are owned and controlled by these individuals and pointers to this data or
metadata can be stored on the blockchain and can be used to verify the validity
of claims the users make about their personal data. For example, a driver’s license
bureau might issue a driver’ license to a user, which the user stores privately. When
an insurance company or other party wishes to verify that the user is licensed, the
user can present the license to a party such as an insurance company, and the party
can independently verify the issuer and expiration date.

Anyone can create a DID. When this identity is first created, there is no infor-
mation attached to it. Over time, the user could attach a driver’ license or other
identifying data to that DID. The process that a third party might use to verify that
a particular person owns a DID, is similar to the process of validating that a person
owns an email address. For example, an online gaming account can be attached to
an email address. A party seeking to validate that a person was the owner of that
account could send a private message, such as a security code, to the email address
and ask the person to provide that code, something that only the person possessing
the password for that email address could provide.

Unlike an email account, the DID would be owned and stored by a person rather
than by an email service provider. The password, or private key, would also be
secured by the owner. Personal information relating to the identity could be stored
in an identity hub—an encrypted repository of personal data that is stored outside
the blockchain, likely in a combination of phone, PC, and cloud data or offline stor-
age devices [10]. Through the use of an identity hub, the person could control which
pieces of information to share with an external party.

DIDs reduce the probability of unwanted correlation. The use of common
identifiers—such as email addresses on different web sites—creates what is called
a correlation problem. Correlation in this context means entities can, without a
user’s consent, associate information about a single identity across multiple systems.
Email addresses utilize data on almost every website. When users provide the same
email address on different sites—along with perhaps additional pieces of personal
information like a phone number or physical address—they unknowingly enable
a potential for correlation. In this case, entities can correlate that data across sites.

Banking
Services

Healthcare

Online

REEES Services

Social Government
Media Services

Figure 2.
Decentralized identities and service providers.
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Tracking cookies and web clicks enable the linking of IDs across websites which
can result in outsiders gaining a full picture of users’ identity, where they live, their
gender, age range, interests, and other information [10].

Figure 2 depicts how a user of several services and on-line websites can store
data in a central user-controlled location and interact separately with each service
provider. This enables the user to control the specific pieces of information that can
be seen by each provider.

5.2 Blockchain-enabled federated identity

DIDs can help users secure and control their data property and determine who
gets access to that data. Blockchains can also increase security for individuals when
interacting with multiple internet platforms or services through the use of decen-
tralized federated identities.

Blockchains allow entities to protect privacy of individuals—central to self-
sovereign identity. Traditionally, users of a system or set of systems possess what is
referred to as a federated identity, which can be described as a single identity used
by individuals to access services or information platforms, provided by multiple
parties, whereby a single identity is enabled and determined by single sign on (SSO)
authentication. Consider a health care network that includes multiple entities like
hospitals, insurance carriers, or urgent care clinics, where the providers enable the
use of a single sign-on credential or digital federated identity to access all services.
This type of identity, which is typically stored and managed in a central location by
a service provider, is prone to security vulnerabilities [11].

The distributed nature of Blockchain technology provides an opportunity for
networks to enable single sign-on, or federated identities much more securely.
ElGayyar [11] proposes a blockchain-based federated identity framework (BFID)
where the network of providers themselves, rather than a centralized third party,
manage the system, identification, and authentication of the users. Any entity
within the blockchain network can verify credentials and issue the identity for any
user in the system. In a BFID, all transactions are written and maintained within the
blockchain where the system takes advantage of the secure and immutable nature
of the distributed ledger, thereby practically eliminating the possibility for identity
breaches and potential theft.

Blockchain-based federated identity frameworks can be configured on both
public and private blockchain implementations and make use of smart contracts to
react to potential rule changes that may occur while governing identity management
within the system. Additionally, these frameworks enable users to audit and control
how their identities are used while also providing the network business entities the
ability to monitor how their services are being used, enabling process improvement
and a better overall user experience.

5.3 Zero-knowledge proofs

Zero-knowledge proofs enable ease of access to identity and other important
data while maintaining privacy and property control for individuals. Zero-
knowledge proofs are cryptographic methods whereby a user or “prover” can
convince someone, or a “verifier” that something about them is true without
providing, revealing or sharing that information. A common example is a customer
attempting to order an alcoholic beverage from a bartender who demands to know
that the patron is 21 of age or older. Providing a driver’s license reveals the patron’s
full birth date as well as height, eye color, and home address—information that
could be misused or stolen.
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Zero-knowledge proofs use cryptographic algorithms that enable a prover to
mathematically demonstrate to a verifier that a statement is correct without reveal-
ing any data. When the state issues a 21-and-over driver’s license, it asks the driver
to type in a secret nickname, unknown to the licensing bureau. This nickname could
then be hashed together with the driver’s license number, and stored in a public list
representing valid drivers over 21. At the bar, you could type your nickname and
license number into a hash generator, and if the resulting hash matched one on the
list, the bartender would know that you were of legal age [12].

There are two types of zero knowledge proofs, interactive and non-interactive.
Most commonly, zero knowledge protocols are interactive whereby the prover (an
individual or more likely a computer) and the verifier participate in a back and
forth set of questions or challenges that, when answered correctly a given number
of times, enables the prover to convince the verifier, with very high probability, that
the statement they are making is true.

An example of an interactive zero knowledge proof could involve two colored
balls that are identical in every way accept their color. One is red and one green.
Let’s assume the verifier is completely color blind and cannot tell the color of either
ball. You want to prove to the verifier that the balls do in fact differ in color. The
verifier puts the balls behind their back and shows one. The prover indicates the
color. The verifier then does this again and asks if they switched the ball. Since
you can see the different colors you can say with certainty that the ball was either
switched or not. After several rounds of this, it becomes more statistically true that
there are in fact two different balls as the probability that you could guess correctly
over and over goes down to almost zero [13].

Non-interactive proof is more like the example above of the patron proving their age
to a bartender with a proof statement that reveals age but not additional information
that might be revealed if the prover were to show their photo. Proving which point Value
a card in a deck of 52 cards, without identifying its suit, can provide an example of this
type of proof. The prover states that the card they are holding is a king but does not want
to reveal which king—the king of hearts, diamonds, spades or clubs. If the crypto-
graphic string also contains information that reveals the other 48 cards, none of which
are kings, we can know for certain that the prover does in fact hold a king of some kind.

Zero knowledge proofs are powerful tools for maintaining privacy and property
control for individuals that may need to provide a bit of personal information but
no more than absolutely necessary.

6. Artificial intelligence and privacy

Artificial Intelligence (AI) is a broad field that includes machine learning and
cognitive computing where computers are programed to mimic human cognitive
functions such as learning and problem solving but many times, much faster and in
more accurate ways [14]. The use of Al is expanding into a plethora of areas includ-
ing speech recognition, facial recognition, medical diagnosis, financial predictions,
tracking of disease outbreaks etc. Al algorithms enable computing systems to
rationalize and take actions aimed at achieving a specific goal or set of goals.

User and stakeholder security can be enhanced through AI tools, which can take
advantage of blockchain to open up new avenues for accessing and learning from
data without taking ownership or control of that data. This can reduce risk for the
organization and the stakeholders who provide the data. Both individual blockchain
members and the organization or group in charge of setting governance rules and
processes can benefit from building in privacy-related Al functionality (as early as
possible) in the design of blockchain networks and processes.
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Companies have implemented Al to create holistic views of customers by piecing
together transactions from all customer touchpoints. Blockchain participants will
have incentives to pull together integrated datasets by combining transactions for
a single customer across all blockchain partners. This creates potential benefits for
blockchain partners, but can also negatively affect the privacy of customers and
other stakeholders for which this integration is possible.

In combination with options for identity protection through decentralization, Al
can be used to combine personal data from blockchain participants and their stake-
holders in a way that maintains information security and personal data privacy.
Through these processes, user and stakeholder security can be enhanced and data
sets and Al models can be improved.

We can identify four categories of stakeholders that can be affected by an
organization’s data transparency and privacy processes: (1) participants, whose
data—Dboth direct and indirect—are gathered; (2) victims, who are affected by deci-
sions made using participant data; (3) users, who use participant data in their work;
and (4) custodians, who manage and secure data. When Al can be used to manage
access to data and to develop analytical models using that data, all stakeholders can
benefit [15].

Table 1 summarizes a number of ways Al can be used in a blockchain setting to
protect or increase privacy of user’s personal data. This Al/Blockchain combination
can increase system security by helping to detect attacks by bad actors, user security
by sharing permissions and smart contracts, enable privacy-enhanced use of data-
sets through improved identity management and better data, and it can improve Al
models through more varied, valid, and ethically-sourced data and better hypoth-
eses. Each item in Table 1 is described briefly below, followed by examples of use
cases using this combination of technologies.

Computational intelligence (CI), a subset of Al can improve the Blockchain’s
attack resilience thus improving security of the system and ultimately the privacy of
the data residing on the system. Al is rooted in hard computing techniques whereas
computational intelligence is based on soft computing methods, which enable
adaptation to a range of changing variables [16].

Computational intelligence, when combined with blockchain systems, can cre-
ate more robust cryptographic functionality and ciphers thereby making it more
difficult for cyber hackers to compromise systems even as computing power and
efforts to hack these systems over time increases. Quite appropriately, [14] refer
to the intersection of blockchain and AI as “blockchain intelligence”. Additionally,
AT algorithms can be built on blockchains to detect when a blockchain is under

System Security * Malicious attack detection
* More robust cryptographic functionality
User Security * Users decide what data to share
* Smart contracts can enforce established permissions
Datasets * Improved identity masking and metadata
* Cleaner and more accurate data
AT Models * Broader scope and greater variety of data
* Improved validity of data and models
* Ethically sourced and permissioned
« Careful construction of hypotheses
Table 1.

The role of Al in blockchain user privacy.
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attack by continually monitoring blocks and activity on the chain. This technology
increases trust in the system beyond what the native architecture provides [17, 18].

When blockchain participants have increased control over their own data, they
have the potential to decide with which parties and for what purposes their data
are shared. In order to collect participant data for use in an Al dataset, participant
permissions will need to be obtained. This provides users with ‘opt-in’ control,
rather than ‘opt-out’ and helps to ensure that personal data is used in ways that
are consistent with the intentions of the owner. In some cases, which may become
increasingly common if decentralized identity solutions are adopted, users can be
compensated for providing their data to organizations seeking to utilize this data in
traditional and AI decision models.

Smart contracts can also protect privacy. Permissions granted by users can be
subject to complex rules embodied in smart contracts, which can enforce rules
regarding the use of the data and can govern the granting and rescinding of partici-
pant data. Al can be used to scan contracts to identify participants who have or are
likely to possess or provide data for desired uses.

The size and nature of datasets available in blockchain networks can also have
implications for effective Al. Because many different organizations and stakehold-
ers contribute to shared ledgers, the quantity and variability of data available for
analysis can be much larger than for single-company databases. Larger datasets
could enable more sophisticated identity-masking procedures, and metadata may
be richer and more informative.

Because of the validation, security, timestamping and the append-only nature
of blockchain ledgers, the data obtained are likely to be much cleaner and more
accurate than when data are captured and maintained by many organizations in
databases that are not immutable.

The ethical quality of data obtained will also be higher, and model developers and
users can have increased confidence that they are following regulations. Because multi-
dimensional user permissions can be granted and documented—and in some cases,
enforced through smart contracts—organizations can use this data with less risk of
privacy breaches. In addition, because user data can be collected using zero-knowledge
proofs, complex analyses requiring specific user data can be performed and the neces-
sary information captured and used without the need for accessing or possessing PII.

The use of blockchain data and artifacts can also result in higher quality analyses
and outcomes. When data are clean and associated with clear metadata, the validity
of the data is increased. Because each item in a data set is more trusted, error can be
reduced and insights can be obtained through smaller data sets. When clean data
are used to train Al models, those models will be more accurate, and the predictions
and decisions made by those models will also be improved. Clean-training data can
also be useful in validating non-blockchain data for use in Al models.

Finally, and perhaps most importantly, the hypotheses upon which AI models are
built can improve, for several reasons. First, because participant permission must
be obtained and possibly paid for, Al designers will need to develop clear designs
that define the analyses to be performed and determine the type and amount of data
needed for these analyses. This will require designers to be more aware of the universe
of data that could inform these analyses and what is and is not available in distributed
ledgers and personal-data files. This could help identify problems such as the lack of
black faces in photo-categorizing algorithms before or during data collection.

PII may never be collected, and when it is, its use may be more intentional and
usage agreements may be enforced by smart contracts. This enables more ethical
approaches to gathering and managing data. AI models built using ethically-
sourced and governed data can generate results that are actionable within pre-
defined ethical and regulatory limits.
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6.1 Emerging blockchain and Al industry uses cases

The 2019-2020 Covid 19 pandemic has prompted medical researchers and
technologists to research ways to quickly gather intelligence around virus exposure
and transmission as a way to combat the spread of the disease while maintaining
personal privacy of users. Point-of-care diagnostics, which rely on rapid testing
of patients that may have been exposed to the virus is proving to be an effective
way of tracking the spread and reducing the impact of the disease. German based
Pharmact AG has developed a rapid Covid 19 test that delivers results in roughly
20 minutes. This test can be used in point-of-care systems and combined with
blockchain and Al to increase the speed of diagnosis and provide statistics on
positive and negative results while maintaining security of personally-identifiable
data. Data can be collected on blockchain infrastructure while taking advantage
of the speed that Al affords to create an integrated platform that enables data
from disparate sources to be analyzed. Information drawn from these systems can
provide communities a powerful tool for combatting the spread of disease, reducing
the burden of health care facilities and saving lives [19].

Many cities are working toward becoming “smart cities” by integrating Al and
blockchain with other web 3.0 technologies such as internet of things (IoT) sensors
and edge devices. Intelligent transportation systems are enabled by these technolo-
gies. Self-driving cars make use of IoT sensors to continuously monitor surrounding
situations and even anticipate developments by using artificial intelligence. These
cars can incorporate blockchain wallets that enable passengers to pay for rides,
rentals, tolls, etc. without revealing personal data. By adding blockchain as an
underlying architecture, cities and private companies can reduce the friction of
renting or sharing autonomous vehicles by streamlining the process of procuring a
ride. The peer to peer nature of blockchain reduces the number of people or busi-
nesses involved in the process, taking out expensive intermediaries, and reducing
costs. These systems can also provide audit trails for both owners and renters, and
enable rating and payment systems that maintain privacy for both parties. Data
gathered by the vehicles can contribute to learning algorithms on the blockchain for
increased security, scalability and efficiencies as well as improved transportation
and sustainability for the city [20].

Smart home systems that preserve user privacy while contributing usage data for
analysis can likewise benefit from the integration of blockchain and AI. Smart home
systems are becoming popular and manufacturers increasingly enable connectiv-
ity between devices. These systems are valuable sources of consumer usage data.
Al-enabled blockchain systems can be used to push machine learning and training
processes to consumer’s mobile devices and edge computing servers. Users can then
submit locally-trained models for analysis, in some cases with option of adding
noise that makes it very difficult to trace shared data back to individual consumers.
Decentralized technologies enable analysis of locally generated data without this
data being submitted to a centralized server [21].

These use cases exemplify some of the ways blockchain and Al are being used
to accomplish objectives while maintaining personal data privacy. New use cases
continue to be developed as technologists and user communities recognize the
possibilities for systems that provide both functionality and privacy.

7. Conclusion

Blockchain and Al technologies are improving at a rapid pace and enabling
possibilities for sharing and combining data in ways not previously envisioned.
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At the same time, advances in these technologies provide new possibilities for the
ethical use of data. Personal data, when shared, present a conundrum for firms
and individuals, which can provide valuable benefits but can also create great risks
and costs for both the individual and the organizations with which individual data
are shared. Blockchain provides new mechanisms, such as decentralized identities
and zero-knowledge proofs, that enable data to be shared in ways that maintain the
privacy of the individual and allow users to maintain control over their own data.
These advances can provide both increased cybersecurity and more ethical use of
personal data. Blockchain participants can realize these outcomes through careful
development of governance frameworks and mechanisms.
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Abstract

Driven by recent advancements in machine learning, mobile edge computing
(MEC) and the Internet of things (IoT), artificial intelligence (AI) has become an
emerging technology. Traditional machine learning approaches require the training
data to be collected and processed in centralized servers. With the advent of new
decentralized machine learning approaches and mobile edge computing, the IoT on-
device data training has now become possible. To realize Al at the edge of the
network, IoT devices can offload training tasks to MEC servers. However, those
distributed frameworks of edge intelligence also introduce some new challenges,
such as user privacy and data security. To handle these problems, blockchain has
been considered as a promising solution. As a distributed smart ledger, blockchain is
renowned for high scalability, privacy-preserving, and decentralization. This tech-
nology is also featured with automated script execution and immutable data records
in a trusted manner. In recent years, as quantum computers become more and more
promising, blockchain is also facing potential threats from quantum algorithms. In
this chapter, we provide an overview of the current state-of-the-art in these
cutting-edge technologies by summarizing the available literature in the research
field of blockchain-based MEC, machine learning, secure data sharing, and basic
introduction of post-quantum blockchain. We also discuss the real-world use cases
and outline the challenges of blockchain-empowered intelligence.

Keywords: blockchain technology, mobile edge computing (MEC), distributed
machine learning, internet of things (IoT), data security and privacy

1. Introduction

In the past few years, machine learning and blockchain have been known as two
of the most emerging research areas. Machine learning is the practice of building
learning models on the computers to parse data, and provide human-like predic-
tions or decisions for some real-world problems. Blockchain, on the other hand, has
the capability to store and process data, preserve data integrity, and govern peers
accessibility without needing any centralized administration. Those two research
areas are heavily data driven and each of those technologies has its own advantages
and bottlenecks. In this chapter, we review some novel research on combining
blockchain and machine learning, and identify how their short-comings can be
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addressed by merging these different ecosystems. Several machine learning tech-
niques such as supervised machine learning, deep reinforcement learning and fed-
erated learning are considered as good alternative solutions to the Blockchain
related research. We also discuss how the researchers make these two technologies
work collaboratively to solve some real-world problems.

The Internet of things (IoT) is a well-known technology for research and industry.
Devices in this network can still sense and respond to the environment without users’
intervention. Enabling artificial intelligence (AI) in IoT has emerged as a hot research
topic [1]. However, machine learning is a kind of computational task which is a heavy
workload for the IoT devices (IoTDs). Usually, these low-cost IoT devices are battery-
powered devices. On the one hand, computational tasks execution (e.g., training
machine learning models) consumes considerable energy. On the other hand, the
required powerful microchips are not suitable for [oTDs with compact physical size.

Mobile edge computing (MEC) is a solution to the above challenges. By
offloading complex learning tasks to the edge of Internet, IoTDs could perform
machine learning algorithms to realize Al. The original MEC was proposed by ETSI
in 2014. The description of MEC was “A new platform provides IT and cloud
computing capabilities within the Radio Access Network (RAN) in close proximity
to mobile subscribers” [2]. We focus on the edge computing within the RAN in this
chapter because it has been a standard across different industries. It will help
readers to learn blockchain-enabled mobile edge intelligence in the most practical
scenario. However, security and privacy issues must still be considered [3]. The IoT
data leakage may lead to malicious attacks on individuals. Fortunately, blockchain
has potential and is suitable for MEC [4]. The integration of MEC and blockchain is
a win-win solution. For one thing, blockchain provides MEC with data security and
privacy. For another, MEC can improve blockchain’s scalability and effectiveness.

The main contributions of this chapter are listed as follows:

* We first focus on the security and privacy-preserving features of blockchain.
The consensus mechanisms, permissioned blockchain and zero-knowledge
proof are jointly introduced to give a general understanding for readers;

* We describe the blockchain-enabled mobile edge intelligence in the scenario of
IoT systems. The potential of blockchain in edge intelligence is included;

* The combination of blockchain and Al is further given in a two-way manner.
Real world applications of blockchain in Al are summarized,;

* Discussions of blockchain’s threat are illustrated for future research. For
example, the threat of quantum computing and its related research is surveyed
in this chapter.

The rest of this chapter is organized as follows. In Section 2, we introduce the
security and privacy-preserving features of blockchain. Next, the blockchain-
enabled edge intelligence is discussed in Section 3. Then, some blockchain and
machine learning combined research is summarized in Section 4. Finally, we discuss
some threats for blockchain-enabled systems and conclude this chapter.

2. The security and privacy-preserving features of Blockchain

Blockchain is famous for its security, and the most well-known social experi-
ment of blockchain today is Bitcoin. As a revolutionary invention, Bitcoin certainly
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caught many investor’s attention. One index that can be used to determine the
popularity of Bitcoin is the total number of wallets created on the Bitcoin networks'.
This index is currently at record high (around 65.015 million). Unlike traditional
banking systems where a person can only have a limited number of bank accounts,
Bitcoin allows users to create accounts with just a few commands/clicks without the
involvement of any government issued identity verification process. Therefore, we
would not be able to find out how many people tried Bitcoins or engaged in the
Bitcoin network service. There is another number that can show the impact of
Bitcoin, which is the total hashrate (TH/s) of the Bitcoin network?, this number is
also at its record high, about 153.019 million (TH/s) now. Mining hashrate is one of
the key security metrics of the Bitcoin network. The bigger the hashrate number or
hash power in a network, the greater its security and its overall resistance to attacks.
There is no way for us to calculate the actual hashrate on the network. However,
from the block difficulty, we can give an estimate of its total hash power [5]. Hash
power is delivered by Bitcoin miners, whose computers join the blockchain network
to compute the problems together. This mechanism is often called proof-of-work
(PoW) and it costs a lot of power and electricity. A study published on Nature
Climate Change in 2018 estimated that Bitcoin mining alone could push up global
warming by 2 degrees Celsius [6].

At this moment, a single Bitcoin is worth around 40,000 US dollars. The ques-
tions are, what are people buying it for? Are there any reasons why mining mecha-
nisms are so energy hungry? Are there any alternative ways to design systems? In
the following paragraphs, we will explain to you how Bitcoin achieves its state-
of-the-art secure distributed ledger and how it allows people on the boundary of
trust to work together. Next, we will introduce you to another concept and discuss
how 5G edge devices could benefit from blockchain security.

2.1 Security feature
2.1.1 Proof-of-Work (PoW Consensus Algorithm)

PoW is the underlying consensus algorithm of Bitcoin [7]. A consensus algo-
rithm in computer science is a process used to achieve agreement on a single data
value among distributed processes or systems [8]. This term is commonly used by
distributed systems. It explains that in the modern computing era, how multiple
servers could work together with high levels of security and fewer errors. In more
detail, some servers (or nodes) may fail or may be unreliable in other ways (e.g.,
being hacked, losing data, running in idle). Therefore, consensus algorithms must
be fault tolerant and resilient. Consensus mechanisms function a bit like constitu-
tions in the human world - guiding decisions about what’s acceptable among
interacting parties. This is the core of a blockchain system. PoW is commonly
recognized as a secure consensus algorithm [7]. It’s a consensus mechanism that
heavily relies on computing power and cryptographic hash function (also known as
CHF, a mathematical algorithm that maps data of arbitrary size to a bit array of a
fixed size). Before diving into this consensus model, one needs to be familiar with
the following two concepts, the Crash-Fault Tolerance (CFT) and the Byzantine-
Fault Tolerance (BFT).

The Crash-Fault Tolerance (CFT). Just as it states in its name, it can be resilient
toward crash/halt events. Suppose that your system has been damaged or lost

" https://www.blockchain.com/
2 One trillion (1,000,000,000,000) hashes per second.
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connection, the CFT based system will still function and give the result that you
expect [9]. The CFT fault model has been discussed by academics for a number of
years long time and is mature in industrial use cases. Most cloud based companies
implemented different CFT methods to prevent the critical problems. We still
occasionally hear news about collapse/maintenance of servers of Amazon, Alibaba
or Microsoft and developers make some open source or free projects to show you
the real-time status of their servers (e.g., the downdetector?).

Byzantine-Fault Tolerance (BFT) is more complicated than CFT. The name
Byzantine-Fault Tolerance is derived from a paper published by Leslie Lamport,
Robert Shostak and Marshall Pease on SRI International called The Byzantine
Generals Problems [10].

Converting the story above into a computer system use case, a distributed
system should be resilient to the case when a small portion of the computers in the
network are malicious. Every non-malicious entity has the same status (including
action). Companies’ server systems are mostly CFT because they set up each node/
server in the network and they are very confident that the chances of having
malicious nodes are low. Furthermore, they have backup systems that can recover
from the previous loss. However for Bitcoin, everyone can hop-on and hop-off the
Bitcoin chain. So how do we protect the network and the ledger system’s integrity,
making sure no one is taking extra money that does not belong to them or
preventing one’s money from being stolen [7]. This is a typical BFT question.

The PoW solves the problem of determining representation in majority decision
making. It’s a one-CPU-one-vote proposed by Satoshi Nakamoto [7], the pseudon-
ymous founder of Bitcoin. Around every 10 minutes, the network will wrap around
all transactions that happened within the 10 minutes. As illustrated in Figure 1, it
uses a cryptographic hash function to hash previous block’s hash, Nonce and trans-
actions together to form a new hash block. Each node will try different nonces
(numbers) to find a certain number of zeros in front of the hash result (mining
difficulty). This process is called mining, it is power consuming and no less energy
consuming, mathematically proven secure short cut has been found yet.

The beauty of PoW is that the result can be instantly verified but it will be very
difficult to tamper with unless the malicious nodes occupy 51 percent of the total
computing power of the network [11]. With increasing numbers of miners joining
the mining and significant numbers of investments in this area, the difficulty of
tampering with the Bitcoin network becomes harder and harder. However, a lot of
criticisms about blockchain also arose in the past decades, especially about its
efficiency, energy consumption and its economic model. Environmentalists dis-
agree with this mechanism due to the fact that the annual electricity consumption of
the Bitcoin network is nearly 120 gigawatts (GW) per second. Equivalent to 49.440
wind turbines (412 turbines per GW) when generating power at peak production
per second [12]. There is another focus on Bitcoin PoW mechanisms which is about
the ASIC miners. Since the Bitcoin mining mechanism is like solving a math puzzle,
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Figure 1.
Blockchain Structure [7].

3 https://www.isitdownrightnow.com/
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developers moved from using CPU to using Application-Specific Integrated Circuit
(ASIC) machines to mine Bitcoin. This shift significantly increased the Bitcoin
mining difficulty since ASIC is a dedicated computing circuit that is purely designed
for mining purposes [13]. Therefore, the ASIC’s performance is much better than
the General Purposes Computing Unit (CPU). This brings a huge barrier for begin-
ners to join the mining, and it will further enhance the Bitcoin mining centraliza-
tion, not to mention that the Bitcoin miner market is in a relatively monopoly
situation, as 66% of market share of miners are occupied by Bitmain®.

2.1.2 Alternative consensus mechanisms

Due to the above drawbacks and concerns over PoW mechanisms, designers
have developed a new consensus mechanism called Proof-of-Stake (PoS) where
miners have been incentivized based on how much “work (hash power)” they have
contributed. In contrast, the PoS mechanism asks miners to bet tokens in order to
participate in the new block generation. This concept was first discussed in 2012 by
Peercoin [14, 15], and had later become a popular discussion and experiment among
many cryptocurrencies.

Compared with the PoW mechanism, PoS is simpler. The more you stake, the
higher the influence you have on determining the next block [14]. The assumption
is based on the premise that high staking nodes are less likely to lie because of high
losses for them if they tried to tamper with the chain. Under this scenario, nodes are
no longer needed to solve cryptographic puzzles. Apparently, compared with PoW,
PoS is more environmentally friendly. Besides, less computation will further
enhance the network transaction speed as well as the throughput [16]. There are
currently two types of PoS consensus models: Chain-based Proof-of-Stake and
Consortium Consensus model [14]. Chain-based Proof-of-Stake chooses availability
over consistency [17]. The algorithm pseudo-randomly selects a validator during
each time slot. Validators will then have the right to create a single block and point
it back to the previous longest chain. Consortium Consensus Model chooses consis-
tency over availability. During each voting procedure, every node counts propor-
tionally to the stake it bets.

Apparently, the richer nodes have higher chances of getting the reward. In order
to avoid the monopoly situation, a random selection model is required for most PoS
algorithms. Each token has their own token economy and some of them include
token age design, where tokens being staked for a longer time will be more likely to
be selected. In general, the network wants holders to stake validation tokens as long
as possible and act as hosts.

With rapid adoption of 5G networks by different countries and regions, edge
computing and edge devices will play an important role in the network. Blockchain
is currently the state-of-the-art secure network system and has many use cases in
edge computing [18]. In the upcoming 5G era, more and more devices will have
access to the network, since one of the main goals of 5G is to support the IoT
[19, 20]. As predicted, data transmission rate and volume will exponentially grow
and thus to have a secure communication channel and a consensus algorithm for
edge devices have been identified in recent research papers. Edge devices for 5G
network are often not designed for doing heavy computation. Thus, a new consen-
sus model is needed for the 5G era. PoS as one of the successful consensus models
has potential in the IoT era due to its simpler structure, high security feature and
completely decentralized characteristics. Besides PoS, Delegated Proof-of-Stake

4 https://www.bitmain.com/
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(DPoS) is another possible consensus algorithm for 5G use cases with greater
scalability and faster transactions. However, DPoS is not completely decentralized;
it is an intermediate solution finding the balance between centralization and
decentralization [21].

2.2 Privacy-preserving features

In 2020, a Netfliex documentary called The Social Dilemma raised awareness
about risks to our personal privacy. The Social Dilemma exposes audiences to
shocking facts about how social media apps are currently using intelligence algo-
rithms to control user’s behaviours, as a result, making users addicted to their own
content, and gathering user’s data to target users with ads without any regulatory
supervision [22].

Traditional banking systems often require many documents to set up one
account. However, registering a public blockchain network normally does not
require any identity verification and there is no limitation on how many accounts
that you can build and there is no cost associated with making an account. Bitcoin
(BTC) and Ethereum (ETH) are currently the most popular public blockchain
networks®. When you send Ether (the cryptocurrency in Ethereum) on Ethereum
platform, the sender and receiver are both just wallet addresses, hashes of a public
key. Each transaction will be broadcasted on the mainnet.

2.2.1 Permissioned Blockchain network

Blockchain has many user scenarios. As for Bitcoin, it brings people to work
together even if they are all on the boundary of trust. Users in the Bitcoin network
have no need to trust each other at the beginning and anyone can hop-on and hop-
off the network. Public blockchain networks are mostly targeting monetary systems
and have their own token economics. However, public blockchain networks are
often very slow and cannot be used in specific scenarios due to complex consensus
algorithms to prevent malicious attacks. To make blockchain networks be more
useful and specific to each use case, developers proposed permissioned blockchain
network ideas. Permissioned blockchains usually involve a consortium of organiza-
tions who are in charge of verifying the transition history instead of asking pseu-
donymous miners to participate in the mining process [23]. Permissioned
blockchains are often popular in the industries that rely on digital data, for example,
supply chain management, liquidation in the financial industry, manufacturing
industry. These industries take data security, data privacy and role definition seri-
ously and are keen on pursuing higher efficiency. The operation of these industries
is often similar to a chain reaction; one mistake in one process will cause sequential
reaction in the following processes.

Public blockchain networks are open to anyone, where permissioned
blockchains require identity verification as an extra security layer. In a nutshell,
nodes on permissioned blockchains are verified and their roles in the network are
predefined.

Permissioned networks can be used to protect sensitive data. Public blockchain
networks set all users/nodes with equal amounts of power. In contrast, a
permissioned blockchain network can have a more complicated internal structure to
ensure data security, and access controls to specify that only nodes with permission
can retrieve.

> https://coinmarketcap.com/, a website to track the market cap of all cryptocurrencies
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2.2.2 Zero-knowledge proof and zk-SNARK

People may wonder whether there are mechanisms that can be used by a public
blockchain network to hide some transactions or protect one’s address from being
traced. Zero-knowledge proof (ZKP) is a proof that allows a prover to prove the
knowledge of a secret to a verifier without revealing it. The verifier should receive
no knowledge before verification and after the verification [24]. This sounds unreal
because in the real world, we gain trust in third parties through revealing our
private messages or information such as date of birth, secret key or password. There
is a famous story on ZKP. It was about two mathematicians who both claimed that
they found the solution equation of a formula. However, Neither of them wanted to
reveal it to the public. They later conducted a competition in which both drafted a
question for their competitor and they would solve the question from each other by
using their own method and to show their solutions. Verifiers only needed to check
whether their solutions were correct to determine who actually found the solution
equation of that formula. As a result, neither party revealed any information to the
verifier, but the verifier still had sufficient evidence to determine who actually
knew the solution.

Generally speaking, ZKP has two categories, the interactive and non-interactive
ZKPs. Interactive ZKP is more intuitive. It requires intervention between individ-
uals (or computer systems) to prove their knowledge and the individual validating
the proof. For example, the method used by the mathematician competition is based
on interactive ZKP. Interactive ZKP already has many applications in the commu-
nication industry, and such a system requires a stable and continuous communica-
tion channel. Non-interactive proof requires none of that, it takes less time and only
one message is enough [25]. It’s more efficient and can be optimized for IoT sys-
tems. Zero-Knowledge Succinct Non-Interactive Argument of Knowledge (zk-
SNARK) is a type of non-interactive ZKP and has been used by cryptocurrency
Zcash as its core privacy-preserving mechanism. In a nutshell, Zcash can hide some
transactions to make the blockchain more privacy focused, and external parties will
not be able to trace many accounts’ transaction history. However, researchers from
Carnegie Mellon University found that 99.9% of Zcash and 30% of Monero
(another privacy-preserving token) transactions were traceable because users may
not use them properly [26, 27].

3. Blockchain-enabled edge intelligence for IoT

In this section, we introduce the potential and applications of blockchain in edge
intelligence. To be specific, we aim at describing how AI could be implemented on
the edge of the Internet and how blockchain could improve the mobile edge intelli-
gence. We first introduce offloading strategies and the MEC architecture for
readers. Then, we list how blockchain can improve mobile edge intelligence in
terms of data security. Finally, we describe the blockchain-enabled resources allo-
cation and market trading in the mobile edge intelligence systems with the con-
strains of energy supply, computational power, and the size of training data.

3.1 Tasks offloading in Blockchain systems
Although the PoW can secure transaction records in Bitcoin and similar
blockchain networks, it is still very challenging to implement this kind of consensus

mechanism for securing Al applications because it is a computational intensive task.
To be specific, realizing blockchain-enabled Al for edge devices (i.e., edge
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intelligence) requires two kinds of tasks to be executed. On one hand, mining
process is necessary for establishing consensus among distributed IoTDs. On the
other hand, data training will be performed at each IoTD in a decentralized manner.

However, IoTDs are energy-constrained and unable to process complex compu-
tational tasks. Fortunately, edge computing is capable of handling this issue. The
main idea of realizing blockchain-enabled Al on the edge network is to use different
offloading strategies for [oTDs. As illustrated in Figure 2, one can see that comput-
ing tasks can be offloaded from IoTDs to MEC servers located in different places,
including small-cell base stations, cellular base stations, and the cloud data center
[28]. As the distance between IoTD and MEC server becomes shorter, the
computing capability decreases.

However, data leakage and other security issues impose great challenges to
MEC, especially for MEC-enabled blockchain and Al applications. In [3], authors
discussed the privacy issues in MEC-enabled blockchain networks. Data processing
and mining tasks were offloaded to nearby servers. Moreover, the privacy level was
modeled in this paper. The trade-off and optimization among energy consumption,
privacy, and latency were jointly considered. Furthermore, [29] investigated the
trust mechanism for edge network by using blockchain technology. Selfish edge
attacks were discussed in this paper. The selfish attack means MEC servers provided
the IoTDs with fake service and less computational resources. To deal with this
attack, the authors explored the blockchain-based reputation record system,
wherein selection of the miner relies upon the reputation of the MEC servers.

As the growth of IoTDs and Al applications becomes explosive, it becomes
challenging to coordinate tasks offloading in wireless networks, especially for the
ultra-dense wireless network [30]. To deal with this problem, authors in [30]
proposed a decentralized platform based on blockchain. Computational tasks were
first published and recorded in this platform, then user matching was evaluated and
conducted based on the tradeoff between service latency and energy consumption.
Moreover, offloading mode selection was discussed in [31], including offload tasks
to a nearby server or a group of users. The content caching strategy was studied to
handle the traffic issue in blockchain wireless networks. Furthermore, content
caching could be used to extend the block capability of a blockchain platform. To be
specific, hashed blocks were cached in MEC servers [32]. Then, images and even
videos could be stored into the block for Al applications. Authors in [33] further
optimized and proposed a block size adaptation scheme for video transcoding.
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Figure 2.
MEC architecture for IoT devices.
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Another issue is cooperation incentive. As mentioned above, nearby MEC
servers have limited resources to share. The cooperation computation offloading
research was discussed in [34]. To incentivize and establish this kind cooperation, a
coin loaning strategy was given for IoTDs in [35]. Besides, most related research
ignored the real need of IoTDs and blockchain-enabled Al applications. For exam-
ple, fast transaction writing and uploading are critical for low-latency applications
[36]. In another scenario, the revenue (e.g., tokens) may be treated as the first
priority in the computing cooperation. Moreover, the scalability and efficiency
should be considered in offloading strategies. To solve this issue, blockchain
technology and the directed acyclic graph were explored in [37].

3.2 Blockchain-enabled data security for mobile edge intelligence

IoT data contains sensitive information related to individuals. Therefore, IoT
data security is critical in establishing Al applications based on IoTDs. As described
in the previous part, blockchain-based MEC is a key solution to enable Al for IoTDs.
To secure IoT data and MEC, blockchain is a promising strategy. To be specific,
authentication, secure communication, data privacy, and data integrity are four
main strategies to enable IoT securtiy in the scenario of MEC.

Although blockchain-enabled edge intelligence is a cutting-edge technology to
enable Al applications for IoT systems, it is vulnerable when facing malicious
attacks. Authentication of identities in blockchain-enabled MEC system was
discussed in [38]. The authors proposed a digital validation strategy based on group
signature scheme. In this way, the identities of block creators were verified and
authenticated to prevent edge intelligence from false records. Moreover, to manage
privacy and data leakage issues, authors in [39] discussed the authentication for
federated learning (FL) peers in the edge computing context. By exploring
blockchain technology and smart contract, the FL and differential privacy tech-
nique were proposed in this article.

Secure data sharing is another aspect of data security for edge intelligence. The
basic idea of secure data sharing is that data should be stored and shared in a trusted
way. Consortium blockchain was discussed in [40] for the secure and efficient data
sharing. Different from a public blockchain network, the consensus process is
performed on a group of pre-determined edge nodes in consortium blockchain. The
proposed model contained two kinds of smart contracts, including data storage
smart contract and information sharing smart contract, allowing the auditing and
governance of data sharing. Besides, the data sharing problem was transformed into
a machine learning problem in [41]. FL was explored in this article to share the
learning model rather than raw data.

The integrity of data should be considered in edge intelligence. As illustrated in
Figure 3, any false information may do harm to the global ML model. For
example, poisoning attack and input attack are two major types of issues in data
integrity in Al application. The first one normally occurs in the initial stage of Al
model training. By manipulating training data, the Al model would be ineffective.
The latter one tends to use manipulated data to shape and affect the Al model
output in a way desired by attackers. The design of blockchains naturally protects
data integrity because any tampering of previous data recorded are not
permissioned. MEC servers were used to validate and store blockchain data in [42]
for data integrity. The data acquisition process for IoT system was discussed in
this article. To be specific, the identity of a data sender was verified in this
process. IoT data were recorded and stored in blockchain only if the validation
was successful. Additionally, verifiable integrity of IoT data could be realized by
blockchain [43].
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Poisoning attack on blockchain-enable edge intelligence.

As we have discussed in the previous part, protection of privacy presents great
challenges for mobile edge computing. Sensitive data should not be shared to any
trustless third parties. The decentralization of privacy was discussed in [44]. The
off-chain storage technique was used in the blockchain for privacy-preserving pur-
poses. Furthermore, the topology of the edge intelligence network is another kind of
sensitive information. A heterogeneous MEC system was proposed in [45] to pro-
vide MEC network topology with protections. FL was used in [41] to solve the
privacy issue in data sharing. Differential strategy was further integrated into FL to
prevent the leakage of sensitive IoT information. In terms of industrial IoT systems,
authors in [46] explored the privacy issue in industry 4.0. ML models were trained
on the sensitive data in industrial IoT systems. Therefore, the establishment of
trustworthiness and privacy-preservation was a critical aspect in designing Al
applications for industry 4.0 aspect. By jointly exploring the Ethereum blockchain,
smart contracts, differential privacy, and FL, the authors proposed a novel
blockchain named PriModChain to handle the privacy and security issues in indus-
trial IoT systems.

3.3 Blockchain-based market for mobile edge intelligence

In the social layer, blockchain is a promising technology for peer-to-peer
resources trading. As is shown in Figure 4, energy, information, and computing
power are three major resources in blockchain-enabled markets. As we have
discussed, MEC servers are more powerful than the IoTDs in terms of storage and
computing power. However, IoTDs are far more than MEC servers. That means
resources are still very limited on the edge of Internet. Therefore, resources alloca-
tion is critical for blockchain-enabled edge intelligence. Fortunately, blockchain can
establish an open market among IoTDs and MEC serves, enabling resources trading
according to the need in system level.

Energy trading is important and useful in IoT systems. This is because IoTDs
are energy-constrained. Different from the MEC servers with the constant power
supply, IoTDs are battery-powered and not very convenient to recharge.
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Blockchain-enabled resources market for edge intelligence.

Energy-knowledge trading was discussed in [47]. On-device Al applications would
be useless when IoTDs’ battery is exhausted. Therefore, authors in this paper
proposed a wireless way to power IoTDs. A permissioned blockchain was used for
peer-to-peer (P2P) resources trading between energy power and training data sets.

Marketing is not only a platform to trade resources but also an effective solution to
incentivize IoTDs and MEC servers into this blockchain-enabled platform. FL training
market was studied in [48]. The idea of using blockchain is to establish a decentralized
and fair market among MEC servers groups. A smart contract based resources trading
market was further proposed in this article to ensure automatic transactions.

Content market is another topic for blockchain-enabled edge intelligence. To be
specific, video transcoding and content delivery were investigated in [49]. A
decentralized market was established by blockchain among trustless entities in a
content delivery network. Content price, offloading cost, and content quality were
jointly considered in this article. Furthermore, the willingness of MEC caching was
discussed in [50]. In general, blockchain incited MEC servers by satisfying their
expected rewards.

Last but not least, data is another type of digital asset, especially for Al applica-
tions. To be specific, data ownership is critical in the performance evaluation of Al
training. Authors in [51] investigated the data ownership in Al training. Transactions
among data owners, Al developers, and service providers were recorded in the
proposed blockchain system. In this way, trading and data usage actions became
traceable and verifiable. Thus, the ownership of training data sets was well-preserved.
Nevertheless, for some types of sensitive transactions, where the existence of a
transnational relationship between two parties may need to remain private, residual
privacy concerns remain when all intervention is recorded on the ledger.

4. Blockchain and machine learning combined research
4.1 Machine learning for Blockchain industry
4.1.1 Blockchain security attack detection

One thing the public are concerned with respect to blockchain is its security
performance. Although blockchain utilizes cryptography and consensus to enforce
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network security and privacy, it is still not immune to potential attacks. In 2017, the
Bitcoin researchers [5] found out that the Bitcoin network is vulnerable to some
state of the art attacks, even though it has been successfully running for 8 years. In
2019, some vulnerabilities in the Ethereum network were exposed and it was
reported that the network has experienced several attacks such as 51% attacks and
data breaching attacks [52].

Machine learning has been considered as one of the tools to improve the
blockchain security. Scicchitano ez al. in [53] introduced an unsupervised machine
learning approach to identify anomalies in the activities of the blockchain network.
The proposed anomaly detection system constructs a neural encoder-decoder model
and the model is capable of summarizing the status of the ledger sequence-by-
sequence. The system has the ability to detect the difference of the statuses between
standard situation and anomalous situation and trigger the alert accordingly.

Somdip Dey [54] was interested in improving the blockchain consensus mecha-
nism. By utilizing game theory and supervised machine learning algorithm, an
improved Proof-of-Work consensus is introduced to prevent any quantifiable
attacks. By analyzing the attacker’s activities and rewards, a utility/payoff function
can be derived and fed into a supervised machine learning model. This machine
learning model has the ability to detect whether an attack is bound to happen or
not - based on the value of the commodity/service. If the attack is likely to happen,
the machine learning agent has the ability to prevent the blockchain confirmation
until a new block of fair transactions is generated again.

Hou et al. [55] proposed a framework called SquirRL. This is a deep reinforce-
ment learning framework that can be used to analyze the blockchain rewards. Even
though SquirRL is used to detect the adversary activities in the network, the frame-
work can automate vulnerability detection in the blockchain incentive mechanisms.
When the theoretical analysis is infeasible, SquirRL can serve as a powerful tool for
the blockchain engineers to verify the protocol designs during their development
phrases.

4.1.2 Cryptocurvency and mining

Thanks to the blockchain and cryptography, the emergence of cryptocurrency
has drawn a lot of attention. Unlike fiat money and stocks, the cryptocurrencies
have shown significantly unstable fluctuations and have disrupted the investment
industries. Researchers have made steady progress on how to improve the profit in
the cryptocurrency by applying machine learning models to analyze market
performance or network data.

One main direction in this research area is to utilize the machine learning models
to predict the prices of cryptocurrencies. However, the data source and the detail
techniques may vary. Kim et al. [56] introduced a method that can help predicting
the cryptocurrencies fluctuations. The proposed method collects user online posts
and comments that are related to the cryptocurrency market activities, and con-
ducts an association analysis between the collected data and the fluctuations in the
prices of the cryptocurrencies. The final model shows about 74% weighted average
precision in the Bitcoin and Ethereum markets. Madan et al. [57] intended to
automate Bitcoin trading via supervised machine learning algorithms by using
random forest and binomial logistic regression to support vector machine. Their
learning method is trained with the Bitcoin price index and the final result achieves
above 55% precision. Jang and Lee [58] used Bayesian Neural Network algorithm to
train the supervised learning model. The training data for their empirical study
includes cryptocurrency market prices and volumes, blockchain attributes, finan-
cial stock market information and global currency ratio. Their research presents a
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promising result of anticipating the Bitcoin price time series and explaining the high
volatility of the Bitcoin market. McNally et al. [59] assembled two different deep
learning models to forecast Bitcoin price - with Recurrent Neural Network (RNN)
and Long-Short Term Memory (LSTM) algorithm. Both models achieve about 50%
accuracy in the simulations but the LSTM model has the capability to acknowledge
the market dependencies in the long term period. Jourdan et al. [60] formulated a
few conditional dependencies induced by the block design of the Bitcoin protocol,
and propose a probabilistic graphical model to predict the value of UTXOs, which
record the number of Bitcoins in each transaction.

Another direction in this research area is to improve the mining strategies and
power efficiencies using machine learning approaches. Wang et al. [61] employed
Reinforcement Learning algorithm to dynamically analyze the profits of different
mining strategies and discover the optimal mining strategies over time-varying
blockchain networks. Some researchers demonstrate that the Bitcoin Mining can be
quantified as a Markov Decision Process (MDP), and different reinforcement
learning algorithms can be applied to construct the MDP model [62, 63]. Other than
that, Nguyen et al. [64] present a reinforcement learning-based offloading scheme
that assists mobile miners to determine optimal offloading decisions, reduce energy
consumption, and avoid network latency.

4.1.3 Transaction entity classification

The Bitcoin has become an alternative medium of value exchange. Behind the
screens, some users have taken advantage of the Bitcoin network for their illegal
purposes. With the CoinJoin mixing service, Bitcoin has been recognized as a safe
currency in the dark net markets and it can also be used for money laundering.

In this case, there is an urgent need to develop transaction and address tracing
systems. Machine learning has been considered as a powerful tool to perform
cryptocurrency address clustering and labeling for detecting illegal activities.

In 2017, Yin and Vatrapu [65] built several different classifiers using supervised
machine learning models, to identify the Bitcoin addresses that are related to crim-
inal activities. The next year, Harlev et al. [66] also introduced a supervised learning
model with the gradient boosting algorithm. All those learning models can achieve
accuracy of 75% in the simulation of the address clustering. Besides that, Akcora
et al. [67] proposed an efficient and tractable framework called BitcoinHeist. By
applying topological data analysis into the past records of transactions, BitcoinHeist
can automate the prediction of new ransomware transactions in an address cluster,
and detect new ransomware that has no past records.

4.2 Blockchain-enabled machine learning model

While machine learning systems have become powerful tools to solve real-world
problems, people started to question its trustworthiness. First of all, machine learn-
ing systems might be susceptible to data poisoning attacks. The hackers might try to
manipulate the system performance by altering the collected data or inserting
constructed poison instances. Secondly, it is difficult for humans to understand
decisions made by the machine learning systems if there is no traceable logs or
training histories. Thirdly, centralized servers are still heavily required for com-
pleting the model training processes. Finally, the model construction stages are
not automated and the human involvement may bring biases into the final
system. Blockchains and smart contracts have shown great potential to solve those
challenges.
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4.2.1 Blockchain for data security

Blockchain is known for keeping data secure and safe. With reliable and trace-
able data stored on the blockchain, the researchers can ensure that machine learning
algorithms will produce the most trusted and credible results. Muhammad ez al.
[68] introduced a federated learning system called Biscotti. Biscotti utilizes
blockchain and cryptographic primitives to coordinate a privacy-preserving feder-
ated learning process between peering clients. While all the training iterations are
stored in the blockchain, only the peer-verified updates are committed into the final
model. The training data are stored with the data providers locally. This system is
able to protect the privacy of an individual client’s data as well as defend data
poisoning attacks.

Mugunthan et al. [69] provided a privacy-preserving federated learning system
called BlockFlow. The system incorporates differential privacy, introduces a novel
auditing mechanism for model contribution, and uses smart contracts to incentivize
positive behaviors. However, the system does not have the capability to detect any
anomalies during the learning process. To address that issue, Desai et al. [70] came
up with another blockchain-based federated learning framework called BlockFLA.
After the learning algorithm is deployed, the BlockFLA framework utilizes smart
contracts to automatically detect and discourage any backdoor attacks by holding
the responsible parties accountable. Both frameworks ensure that the machine
learning algorithms are resilient to malicious adversaries.

In 2018, Chen et al. [71] proposed a secure supervised machine learning system
called LearningChain. In LearningChain, they developed a differential privacy
mechanism for the local gradient computing process to protect the privacy of
individual data providers, and a [-nearest aggregation scheme to defend against
Byzantine attacks in the global gradient’s aggregation process. In the next year, Kim
et al. [72] pointed out that the LearningChain system has several limitations such as
low computation efficiency, zero support on non-deterministic function computa-
tions, and weak privacy preservation. To revolve those issues in a systematic way,
they developed an improved distributed machine learning model for permissioned
blockchains. With a differentially private stochastic gradient descent method and
an error-based aggregation rule as core primitives, their model provides better
defences on the byzantine attacks and has the capability to handle the learning
algorithm with non-deterministic functions defined. Besides that, Zhou [73] also
introduced a similar system called PIRATE to provide distributed machine learning
algorithms with byzantine-resiliency but the system is designed for 5G networks.

4.2.2 Blockchain for system improvement

Blockchains and smart contracts can also be utilized to improve the machine
learning processes and eliminate human involvements. Ouyang et al. [74]
implemented a novel federated learning collaboration framework: Learning
Markets. In the Learning Markets, blockchain creates a trustless environment for
collaboration and transaction. The learning task provider simply needs to publish
the initial task to the markets and deposit the rewards in the network. The data
providers and trainers participate in the learning process by depositing an entrance
fee, uploading/downloading the data on IPFS network, and contributing their
computation power. Several predefined smart contracts serve as network agents to
maintain the collaboration relationships and market mechanisms.

Kim et al. [75] proposed an on-device blockchain-based Federated learning
architecture called BlockFL. Data on user devices are processed locally and the local
updates are accumulated on the blockchain. The global model updates are
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calculated based on the user updates recorded on each block. Their architecture
mainly focuses on the latency minimization and system scalability. They also indi-
cate that the system may not be able to retrieve all the local model updates on time
due to network delay or intermittent availability problems.

Muhammad et al. [76] gave a complete list of requirements for the blockchain
enabled federated learning framework, including penalisation, decentralization,
fine-grained Federated Learning, incentive mechanisms, trust, activity monitoring,
heterogeneity and context-awareness, model synchronization, and communication
and bandwidth-efficiency. They also introduce a term called reputation (which is
similar to the Proof of Stake) and describe how this attribute works in their
proposed framework.

Besides that, some researchers in this subsection work on designing new
blockchain mechanisms for the distributed machine learning tasks. Felipe et al. [77]
invented a new protocol called Proof-of-Learning, which achieves distributed con-
sensus by ranking machine learning systems for a given machine learning task. The
aim of this protocol is to mitigate the computational consumption in solving
hashing-based puzzles and still ensure the data integrity. Toyoda et al. [78]
improved the common incentive mechanism in the current blockchain network and
make it more applicable to the blockchain network when the machine learning tasks
are involved.

4.3 Combined research for real world scenarios

Instead of proposing innovative and theoretical designs, some researchers
intend to figure out how this combined research can be applied on some real-world
problems. Their contribution establishes a bridge between this new research
area and the traditional industries such as transportation, hospital management,
supply chain, etc.

4.3.1 Transportation

Pokhrel and Choi [79] developed a mathematical framework that adapts the
blockchain-based federated learning design into the autonomous vehicle industry.
They utilize the consensus mechanism and a renewal reward approach to enable on-
vehicle machine learning training in the distributed network. The on-vehicle
updates and global models are maintained in the blockchain, which are visible to
and verifiable by every vehicle. Rewards are distributed to the vehicle owners based
on the size of their updates accepted into the global model. They also discussed the
limitations of this design and the performance of the system based on the simula-
tions and numerical analysis.

Hua et al. [80] tried to apply federated learning algorithm into the heavy haul
railway management. In their research, the train controls are quantified into multi-
ple classes and the individual train data is applicable to the SVM based mixed
kernel. The global model is administered by the smart contract. This research
resolves the data island issue in this industry and the asynchronous collaborative
learning algorithm is designed without involving a central server.

4.3.2 Healthcare

The healthcare industry has long been an early adopter of and benefited greatly
from technological advances. Chen et al. in [81] proposed a blockchain based
disease-classification framework called Health-Chain. In the Health-Chain system,
multiple institutes can train the model with their patient records, collaborate
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asynchronously in the blockchain network and contribute to the global model with
privacy preserved. The researchers implement the system in two disease recogni-
tion tasks, breast cancer diagnosis and ECG arrhythmia classification, and both
simulations demonstrate promising results.

Kumar et al. [82] proposed a similar but more elaborate supervised machine
learning framework on detecting COVID-19 patients. The proposed framework can
utilize up-to-date data which improves the recognition of CT images. Both
researchers above mainly focus on building the machine learning models and the
blockchain is used for enforcing the consensuses across research institutes and
aggregating the training models.

Rahman et al. [83] gave a complete picture of how the blockchain can be
employed in the Internet of Health Things (IoHT) area. In their framework, smart
contracts are used to manage the training plan, trust management, participant
authentication and the device data encryption. The framework design has high
security and scalability level in the IoHT health management area.

4.3.3 Supply chain

Kamble et al. [84] built a prediction model using the machine learning technique
to calculate an organization’s probability of successful blockchain adoption (BA)
within the supply chain industry. The researchers focus on explaining the intent of
BA by using the psychological constructs from the literature on technology adop-
tion. The learning model can help managers to predict the readiness of their orga-
nizations.

Mao et al. [85] developed a blockchain-based credit evaluation system to
strengthen the efficiency of supervision and management in the food supply chain.
The system collects credit evaluation from the traders on the blockchain, analyzes
the evaluation directly via a deep learning network, and provides the credit results
for the supervision and management of regulators.

Yong et al. [86] proposed a detailed” vaccine blockchain” system based on
blockchain and machine learning technologies. The vaccine system is designed to
support tracing the vaccine inventory and preventing supply record fraud. The
machine learning model can also provide suggestions to the immunization
practitioners and recipients.

5. Discussions and conclusion
5.1 Current threads in Blockchain research

Blockchain systems are designed to be distributed. Ironically, most blockchain
networks are facing problems on centralization. For example, PoW mechanism
relies on the success of mining mechanism. The higher the hashrate is, the more
resilient the Bitcoin is against attacks. However, on the market side, mining a
Bitcoin becomes increasingly harder. In order to gain more reward, miners share
their hash power under a common mining pool. As shown in Figure 5, the top 4
mining pools currently contribute to more than 50% of the entire hash power.

In other words, if a hacker controls or manipulates the top4 mining pools, they
might be able to perform 51% of the attacks. This is known as mining pool attacks.
Besides directly controlling the mining pool, multiple variations of mining pool
attacks have also been proposed. Selfish mining, for instance, refers to when miners
who find the next block withhold the information and then release multiple valid
blocks at once, resulting in other miners losing their block rewards and blocks.
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Many upgraded versions of mining pool attacks have been brought forth, such as
Fork-after-Withhold (FAW) [88].

Ideally speaking, blockchain is resilient to Denial-of-Service Attack (DDoS) due
to its distributed characteristics. However, the network layer is not completely
decentralized. It includes routers, Internet Service Provider (ISP) for mining pools
and cloud services. More than 60% of the Bitcoin nodes are hosted in less than 100
IP prefixes [89]. Such attacks on network layers are easier to perform and could
have a larger impact on the entire blockchain network. Hijacking Bitcoin: Routing
Attacks on Cryptocurrencies by Apostolaki et al. had talked about network layer
attacks, partitioning attacks, and delay attacks [89].

5.2 Quantum computing

The existence and advancement of quantum computers will bring a massive
change to our current technology industry, from cryptography [90], artificial intel-
ligence [91] to computer architecture [92]. Nowadays, small to intermediate-scale
quantum computers already exist in universities and industry laboratories (Noisy
intermediate Scale quantum devices, often called NISQ [93]). Such noisy devices
with about 50 qubits are promising to demonstrate quantum supremacy in the
following years [94]. Quantum computers are devices using quantum phenomena
such as superposition and entanglement to perform calculation. Quantum com-
puters are believed to solve certain computational problems, such as integer factor-
ization, substantially faster than traditional computers [94].

Blockchain security heavily relies on asymmetric encryption [90]. Besides, hash
functions are commonly used by most blockchain networks in order to compress
the content of all information. Both hash functions and asymmetric encryption are
threatened by the evolution of quantum computers due to shor’s algorithm [90], a
polynomial-time solution to integer factorization problems invented by Peter Shor
in 1994 [95]. Asymmetric encryption or public key encryption was designed based
on elliptic curve cryptography (ECC) [90]. Quantum computers dominate ECDSA
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(Elliptic Curve Digital Signature Algorithm), a secure and efficient tool used in
Bitcoin systems [7]. Hence, a quantum resilient and high efficiency algorithm is
needed for future Bitcoin/blockchain development [90].

Another algorithm that will bring a huge impact on blockchain is called Grover’s
algorithm. Grover’s algorithm is a quantum computing algorithm that can quadrat-
ically speed up the unstructured search problem [96]. Furthermore, this algorithm
has been used as a general trick or subroutine to obtain quadratic run time
improvements for many other algorithms [97]. Firstly, grover’s algorithm can be
used to find collisions in hash functions, causing hash function to lose security.
Secondly, Grover’s algorithm can be used to accelerate mining because of its effi-
ciency in searching for nonces, resulting in biasing in computational power and
further recreating entire blockchains to manipulate the historical transactions [90].

Last but not least, to successfully implement Shor’s algorithm, it will require
more than 5,000 qubits to factor cryptographically significant numbers [98]. That is
only without considering the error correction properties of quantum mechanisms.
With error correction, the requirement may go up to as high as a million. In
addition to the large number of qubits, it also requires hundreds of millions of gate
operations [98]. This requirement is nearly impossible to achieve today, as Google’s
best quantum computer can only reach 54 qubits in 2019. Note that there are many
approaches to build quantum computers; the qubits numbers referred to here is
based on digitized adiabatic quantum computers with a superconducting circuit
[99]. Another famous approach is using quantum annealing [100], led by D-Wave.

5.3 Conclusion

In this part, we reviewed and summarized the state-of-the-art research papers
related to combining blockchain and Al in different scenarios. We provided a
survey about how blockchain network could be integrated into the MEC technol-
ogy. With security and privacy-preserving features, blockchain could be an effec-
tive solution to secure the aspects of data sharing and resources allocation in Al
applications, especially for mobile edge intelligence. Besides, we introduced multi-
ple research papers with respect to how machine learning and blockchain collabo-
rate with each other. While machine learning can be utilized to improve network
security and stability of blockchain, blockchain can also automate the model learn-
ing process and protect sensitive training data. We further discussed some threats
that would challenge blockchain systems, including malicious attacks and quantum
computing. Overall, this chapter demonstrates that Blockchain and Al researches
are still at an early stage. Once all the bottlenecks and challenges in this combined
research area are addressed, blockchain network could become a necessary and
important platform to enable and improve Al applications across different
industries.
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Chapter 5

Blockchain and Al Meet in the
Metaverse

Hyun-joo Jeon, Ho-chang Youn, Sang-mi Ko and Tae-heon Kim

Abstract

With new technologies related to the development of computers, graphics, and
hardware, the virtual world has become a reality. As COVID-19 spreads around
the world, the demand for virtual reality increases, and the industry represented
by the Metaverse is developing. In the Metaverse, a virtual world that transcends
reality, artificial intelligence and blockchain technology are being combined.

This chapter explains how artificial intelligence and blockchain can affect the
Metaverse.

Keywords: Al, Blockchain, Virtual Reality, Metaverse, NFT

1. Introduction

The term “Metaverse” is a combination of ‘meta’ meaning ‘virtual,
transcendence’ and ‘verse’ a backformation from ‘universe’ The Acceleration
Studies Foundation (ASF), a non-profit technology research organization, classified
the Metaverse into the following four categories: a virtual world that experiences a
flawless virtual story, a mirror world that reflects the current real world, an aug-
mented reality that shows a mixture of augmented information in the real world
and life logging, which captures and stores everyday information about people and
things [1]. With the development of technology, the number of people who use the
Metaverse increases, and as activities at the same level as reality are performed,
various and a lot of data are being generated. Data generated in the metaverse has
value in itself. In the Metaverse, the amount of data increases, the value increases,
and the importance of reliability and security is increasing. Blockchain technol-
ogy is required to guarantee the reliability of data in the Metaverse, and artificial
intelligence is used to secure the diversity and rich content of the Metaverse. The
contents will be developed in the following order.

In this chapter, under the theme of the Metaverse, we will look into the issues of
human instinct for creation in the virtual world, the phenomenon in which the real
and the virtual are combined in the virtual world, and the reliability of data in this
virtual world. Blockchain and NFT technologies are described as trust technologies.
And the Metaverse platform built on the basis of this technology will be described.
Basically, we will understand the interface between blockchain and artificial
intelligence, and look at how a better world is created by combining blockchain and
artificial intelligence in Metaverse.
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2. Virtual world and desire of creation
2.1 Human desire for creation

Humans have an instinct for creation, and this creativity is an important factor
that distinguishes humans from other animals. The creativity of human beings has
been creating the culture. The paper published in 2004 described the SeaCircle as
the new concept of the culture, and it regarded the SeaCircle as human cultural
activities for creating. In the concept of the SeaCircle, humans are the spiritual
beings, and only humans constitute a culture. It explains the elements of insight of
culture [2]. According to the SeaCircle theory, creativity is explained as an element
of Open Mind and Spirit [3].

On the SeaCircle concept, the Metaverse can be interpreted as a space that allows
people to be more immersed in creative activities by resolving some of the con-
straints on space and resources.

2.2 Connection between the virtual world and the real world

Recently, the virtual world and the real world have been developed in conver-
gence. The First and Second Industrial Revolutions were the process of maximiz-
ing efficiency through division of labor, so the production of materials and the
consumption of materials were separated. In the Third Industrial Revolution, as
online transactions are actively conducted, data has become an important com-
modity, and offline transactions are gradually being replaced by online. In the
Firth Industrial Revolution, an intelligent revolution is occurring as things and
humans become hyper-connected. There is a convergence phenomenon in which
production and consumption occur at the same time, such as social customization
or digital DIY(Design It Yourself). The offline world composed of materials is
dominated by Pareto’s law, which attempts to own and concentrate on the core of
20% due to limited resources. On the other hand, in the online world of informa-
tion, the Long Tail theory is applied to share and find opportunities from the
marginalized 80% of customers. The Forth Industrial Revolution is creating a
convergence world where offline and online meet. This convergence is being cre-
ated in manufacturing, logistics, finance, automotive, sports, healthcare, educa-
tion, food and everyday life. In addition, as the problems of material production
and supply were solved in the First, Second, and the Third Industrial Revolutions,
and interest in human personal desire and spirit increased in the Forth Industrial
Revolution stage, a new convergence between offline world and online world are
being created [4].

Digitalization M
Real World technology etaverse

— s

Real: Substance Object: Information

Unit: Atom — Unit:bit

Operation: Owned Analogination Operation: Share
technology

Figure 1.
Relationship between the real world and the Metaverse.
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2.3 Combination of virtual and real in Metaverse

Political, economic, social, and cultural interactions appear in the Metaverse,
which seems to mimic the real world. Figure 1 shows the process of interworking
and convergence between the real world and the Metaverse [4]. The Metaverse
expresses an alternative world that cannot be achieved well in the real world.

In Minecraft, a virtual reality game platform representing Metaverse, as it
became difficult to go to school due to COVID-19, UC Berkeley students created a
campus inside the Minecraft game and held an event to hold a virtual graduation
ceremony [5]. The president, guest speakers, and graduates all participated as
Minecraft characters, and even the tradition of throwing hats after graduation was
reenacted in Minecraft.

Roblox allows game developers to create games on the Roblox virtual platform
instead of commuting to an offline office [6]. In Roblox, tokens are obtained in
return for labor, and the tokens obtained in the game can be brought to the outside
to be cashed.

In Metaverse, numerous users can freely trade goods and services according to
the currency and transaction method provided by the platform. Both the virtual
asset SAND of The Sandbox and the virtual asset MANA in Digital Land are listed
on the exchange and are actively traded [7, 8]. This means that money in the virtual
world in units of bits can replace money in the real world. Co-creating a game in the
space of the virtual world means replacing the space in the space of the real world.
This means that activities in the real world are data in bits in the virtual space, and
the importance and reliability of these data are emphasized.

3. Data trust in the virtual world

After the 4th industrial revolution, the virtual world has grown rapidly.

The real thing has been converted into data from the virtual world, and the
virtual world has even played a role in leading the real world. Here, we have a
question about the reliability of data about whether the real thing is becoming
data accurately in the virtual world. In the virtual world, trust technology is
emerging as an important issue. We can think of blockchain as one of these trust
technologies.

Blockchain was first proposed in 2008 in Satoshi Nakamoto’s paper “Bitcoin: P2P
Electronic Money System”. Blockchain can be said to be a technology that gives trust
in transactions between individuals. A blockchain consists of blocks containing
data and a chain that connects them. It is a blockchain to create and connect blocks,
and consensus algorithms are used in this process. Any of the nodes participating
in the network can create blocks, but not all generated blocks are connected, and
only one block is recognized and connected. Since only one block among many
blocks is connected to the previous block and the remaining blocks are discarded,
consensus among participating nodes to select one block is essential. As a method of
reaching consensus, consensus algorithms such as Proof of Work (PoW) and Proof
of Stake (PoS) are used. If it is recognized as a unique block by all nodes, the node
that created the block will receive cryptocurrency as a reward. This action is called
mining, and a blockchain connected only with blocks created by mining is called a
Canonical Chain.

Blockchain is developing and evolving as shown in Table 1 [9]. Blockchain
1.0 was a period of innovation in the financial system with the advent of Bitcoin.
Bitcoin is meaningful in that it attempts a single global financial system based on
decentralization and decentralization, which are the core values of blockchain.
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Blockchain 1.0 Blockchain 2.0 Blockchain 3.0
Crypto currency, Currency Smart contract, Decentralized Government, Public, Science,
transfer, Remittance. autonomous organization(DAO), Health, Culture, Art, IoT, Big
Digital payment system Stock, Bonds, Loans, Mortgages, Data, Al
Smart property
Table 1.

Blockchain paradigm evolution dirvection.

Blockchain 2.0 is a period of contract automation centered on Ethereum smart
contracts. It made it possible to execute contracts with legal effect online only with
computer code without a transaction intermediary. It is a period that showed the
potential for development as an online trading platform. Blockchain 3.0 is the stage
in which blockchain technology is spread and applied to various industries. In order
to solve the problems of the previous blockchain, technological improvements such
as changes in consensus algorithms, improvement of transaction processing speed,
and in-house decision-making functions are being made [10]. While it is expected
that artificial intelligence will be applied to more expanded fields in Blockchain 3.0,
more various applications of blockchain and artificial intelligence are expected to
appear in the Metaverse environment.

4, Blockchain-based Metaverse
4.1 Ethereum code

Ethereum is a platform network designed to operate various decentralized
applications (DApps), based on its own blockchain. Just as the basic framework
and details of Internet standards were documented as RFCs, Ethereum Request for
Comment (ERC) documents the details of Ethereum. In DApps using the Ethereum
network, the basic protocol for issuing tokens is expressed as ERC-number as
shown in Table 2. ERC-number is a protocol to follow when issuing tokens from
DApps using the Ethereum network. Ethereum standard documents start with
ERC-20, ERC-165, ERC-223, ERC-621, ERC-721, ERC-777, ERC-827, ERC-884,
ERC-998, ERC-1155, ERC-1404 etc. [11].

Among them, ERC-20 is a protocol related to replaceable tokens, and ERC-20
tokens have the same value and function and can be exchanged with each other. The
Ethereum project is issuing tokens based on ERC-20 and allowing investment and
various businesses to take place.

ERC-721 is a protocol for NFT (Non-Fungible Tokens). NFT guarantees unique-
ness by keeping encrypted transaction history permanently on the blockchain. Each
token has a unique recognition value, authenticating the ownership of digital assets
and assigning a value to the transaction. NFT has been mainly used to commemo-
rate special moments or to collect digital assets, and recently it is creating a new
digital content business by combining it with Metaverse.

ERC-20 ERC-165 ERC-233

ERC-621 ERC-721 ERC-777

ERC-827 ERC-884 ERC-1155
Table 2.

ERC (Ethereum request for comment)-number.
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4.2 Ethereum-based Metaverse

The Metaverse is a three-dimensional virtual space where social and economic
activities are commonly used just like the real world. NFT plays a role of mediating
interaction and proving private property within the Metaverse world. An example
of NFT application is the CryptoKitties. It is a blockchain-based cat reproduction
game. CryptoKitties is an Ethereum ERC-721 token-based DApp [11]. Game users
are given only one cat in the world in CryptoKitties. Cat digital assets have a rarity
because they contain a separate unique recognition value, unlike existing virtual
assets. In general online games, when the service is terminated, there is a problem
that the character developed in the game can no longer be owned. However, digital
assets with NFT technology can be distributed and stored by individual participants
connected to the network to prove ownership.

Decentraland implemented the concept of real estate in the Metaverse by
combining virtual reality and blockchain technology [12]. Decentraland made it
possible to purchase land, a virtual real estate, using MANA, an ERC-20 token.
Users can freely place buildings on land purchased from Decentraland, earn
income by attaching billboards to buildings, or open exhibitions by collecting rare
digital content. Land ownership and other collectible items are ERC-721 non-fun-
gible tokens. These unique assets are made through Ethereum smart contracts and
allow owners to prove ownership on the blockchain ledger. Cryptocurrency MANA
can be purchased on exchanges and can also be used to purchase digital goods and
services around the world.

Enjin Coin is a cryptocurrency project created for game item trading, and is an
integrated platform for creating blockchain-based games. Enjin is a smart contract
platform based on the Ethereum blockchain, and is a protocol and cryptocurrency
that supports the crypto needed to create, manage, and implement virtual goods for
game developers, content creators, and game communities. Ethereum-based ERC-
20, ERC-721, and ERC-1155 token items can be stored and managed in a mobile
cryptocurrency wallet. Enjin Coin guarantees the ownership and currency value of
game items used in all games. When Enjincoin is applied as a currency in Metaverse,
it can be used not only as a currency in Metaverse, but also in the real world with the
value of currency.

5. Complementary point of Blockchain and artificial intelligence
5.1 Artificial intelligence and blockchain

Through the cognitive revolution, the agricultural revolution, and the scientific
revolution, humans have entered the stage of connected intelligence, which uses
the combined intelligence of humans and machines. As in the movie The Matrix,

a symbiotic relationship between humans and machines has begun, and artificial
intelligence and blockchain technology are accelerating this.

Artificial intelligence is reaching a stage where prediction and creation are
possible through pattern recognition and learning using large amounts of data.
And artificial intelligence is helping people to reduce repetitive tasks and human
errors. Blockchain technology has deeply entered our society as a digital asset and is
developing into a safe and reliable transaction through decentralization. Artificial
intelligence is the core of the Forth industrial revolution, and it can be integrated
with blockchain technology to make both artificial intelligence and blockchain
more powerful [13]. Artificial intelligence and blockchain can change business
models and have a transformative impact on society.
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5.2 Blockchain for artificial intelligence

Artificial intelligence has a centralized nature where data is centrally managed
and stored, making it a target for hacking and manipulation, which can lead to data
tampering. In addition, since the source and reliability of the source for generating
data are not guaranteed, there are many errors and risks. The blockchain capabilities
of immutability, origin and control mechanisms have the potential to address the
shortcomings of artificial intelligence and improve the accountability of trust, privacy
issues and decisions. The combination of blockchain and artificial intelligence can help
enable trusted digital analysis and decision-making on vast amounts of data. And it
can be used to create secure data sharing and make artificial intelligence explainable,
as well as regulating trust between devices that cannot trust each other [13].

5.3 Artificial intelligence for blockchain

Integrity of blockchain data is guaranteed. However, the security of applica-
tions built on top of the blockchain platform is not secure. Also, when a new block
is added to the blockchain and consensus of all nodes is required, a problem arises
that it cannot be used efficiently in fields that require high speed. When an error or
vulnerability is found in the script of a smart contract and needs to be corrected, the
irreversibility of the blockchain can hinder it. The case of hacking tens of millions
of dollars in crypto currencies using vulnerabilities in smart contract algorithms
reminds us of the need for agents that can immediately compensate for imperfect
algorithms [14]. In such cases, machine learning systems of artificial intelligence
can improve the security of blockchain applications, adjust dynamic parameters for
scalability, and provide effective personalization and governance mechanisms.

Netflix provides a list of related movies related to your favorite movies, but
this is the result of Netflix’s central server analyzing personal information. If you
do not provide personal information to Netflix, your personal information will
be protected, but you will not be provided with personal taste analysis. Instead of
collecting data on a central server, you might consider making use of data stored
on a decentralized blockchain. However, in the case of a public blockchain,
anyone can look into the transaction ledger, so there may be a risk of invasion
of privacy as well. Although it is possible to allow individuals to directly control
personal information in the blockchain, there is a risk of incurring a lot of cost.
Artificial intelligence can provide customized services to individuals without
violating personal information. Artificial intelligence can perform analysis on
the user’s local device and not perform analysis that is not permitted in advance.
Artificial intelligence can realize decentralization so that real individuals have
control over personal information [15, 16].

6. Blockchain and artificial intelligence encounter in the Metaverse

Blockchain plays an important role in implementing the economic system in
Metaverse. The economy of Metaverse without blockchain will eventually be con-
trolled by someone. If the blockchain is not supported, it is difficult for resources or
goods used in the Metaverse world to be recognized for their value or to have eco-
nomic interactions equivalent to the real economy. NFT-based blockchain technol-
ogy further activated the Metaverse. With the advent of WEB 3.0 and Blockchain
3.0, Metaverse becomes the world to realize it.

In the Metaverse, people appear by scanning themselves in 3D or transforming
them into avatar characters. Characters in the Metaverse are recognized as beings
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like clones in real life, not just game characters. In the Metaverse, besides their own
avatars, they create things that can express their uniqueness. And to prove this, the
NFT technology of the blockchain is used.

6.1 High quality learning data

In the real world, the problem of people’s time, labor, and cost is easily replaced
by using artificial intelligence in Metaverse. In the real world, when delivering
news, you have to go through a lot of work, such as recruiting an announcer, shoot-
ing in a studio, and editing video. However, in the virtual space, by utilizing an
artificial intelligence announcer, it is possible to deliver urgent and important news
quickly and continuously for a long time. In order to deliver news in the Metaverse,
itis necessary to learn the facial expressions, muscle movements, voices, nuances,
and gestures of real announcers. When learning by receiving a long-time news
video from a broadcaster to make an artificial intelligence announcer video, we
extract only the part where the voice of another reporter and noise-free data, and
the announcer’ face and voice come out clearly toward the camera, and only detect
a specific person techniques must be applied. If you use blockchain meta-infor-
mation when searching for various data like this, you can select only the pure data
necessary for learning and induce high-quality learning. Metadata stored within the
blockchain block makes the necessary high-quality data selectively available. It is
created as reliable data in the Metaverse, which increases the number of users who
use the Metaverse.

6.2 Reusable data

Recently, creative activities in Metaverse are often developed using artificial
intelligence instead of real people. When artificial intelligence artists creates
works, they learn about the trends and styles of the works, and then express what
they learned for creation. In the past, a lot of data was used for style analysis. Now,
artificial intelligence artists store the data in the distributed ledger so that it can be
easily selected and reused. Acquiring more data and practicing iteratively reduces
the chance of selecting the wrong data and shortens validation time.

6.3 Stable decentralized network

Metaverse is a virtual 3D environment that requires a large amount of data and
server capacity. However, controlling through a central server can incur a lot of
cost. By utilizing the distributed environment system of blockchain, it is neces-
sary to have a network system that can use the Metaverse environment with each
individual’s PC computing. When individuals control the Metaverse environment
they want to use or view, the burden of centrally managing vast amounts of data
can be reduced. It can also prevent some big tech companies from monopolizing the
Metaverse environment.

6.4 Privacy

There is a need for a system that can govern so that ethical problems do not arise
with respect to persons belonging to the Metaverse. Only the publicly available
information about real and virtual people should be made known. And a personal
information security system should be applied to prevent any damage to privacy.
However, digital virtual people have no legal basis, so they are easier to manipulate or
transform photos than real people, and there is a concern that the wrong algorithm
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may be applied, which may lead to serious racial and gender discrimination. With
regard to personal information, it can be safely protected with blockchain to prevent
external attacks. If personal information is erroneously altered, it can be managed
responsibly with a clear path that can be traced based on the time of occurrence.

6.5 Distinguishing between virtual and real

In order to create a stable environment in which users are not confused in the
Metaverse, a device that can distinguish between artificial intelligence and real
people is needed. The fictional characters used in the Metaverse have now reached
a level where it is difficult to distinguish the real from the fake from the human
point of view. A reliable data construction system is needed to inform the compari
son and judgment between real and fictional people. Data should be transparent
and descriptive so that fake news and fake photos can be identified. Data content
should be stored in a blockchain so that people can accurately know and under-
stand the data generated by artificial intelligence and know the detailed history if
desired. Blockchain technology can be used as a data to explain the data generated
by artificial intelligence.

6.6 Rich content

We are using artificial intelligence technology as a way to imitate human behav-
ior and replace it. Artificial intelligence analyzes the user’s behavioral patterns such
as words and messages in the Metaverse to predict the user’s personality, intellectual
level, and economic level. Metaverse uses artificial intelligence to create human-
like voices and unique content. These data can be automatically converted into
games, YouTube, news, advertisements, and lecture materials by simply inputting
simple information. It is possible to create vast pattern content that imitates human
behavior by using artificial intelligence technology with the vast data needed for the
Metaverse world. With blockchain, personal information can be safely protected
and various types of content can be created more abundantly.

6.7 Economic virtuous cycle

In investment and business, artificial intelligence can be used to make decisions
about which data to use. It is important to have more reliable data in changing fore-
casts. If blockchain data is used, more reliability can be guaranteed through history
management, thereby increasing the reliability of business predictions. In addition,
the Metaverse Marketplace can be further activated through the payment of tokens
and coins based on blockchain technology.

7. Conclusion

In the Metaverse, various and large amounts of secondary and tertiary data are
generated due to the activities of many users. In the blockchain-based Metaverse,
this data has a unique identification tag and is used as traceable data. Such data is
becoming a good material for artificial intelligence in the Metaverse. Metaverse uses
artificial intelligence and blockchain technology to create a digital virtual world
where you can safely and freely engage in social and economic activities that tran-
scend the limits of the real world, and the application of these latest technologies
will be accelerated. Artificial intelligence and blockchain technology are expected to
play an essential role in the ever-expanding world of the Metaverse.
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